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Abstract—With the popularity of LoRaWAN network de-
ployments, it is critical to understand the packet transmission
performance in various application settings. Previous efforts on
LoRaWAN network measurement are either simulation-based or
small-scale, which is not sufficient to reflect the true state of
large operational LoRaWAN networks. In this paper, we provide
an in-depth investigation of the packet loss rate (PLR) using the
trace collected from a large-scale LoRaWAN network in Shanghai
over eight months. We extract the performance parameters that
have a direct impact on PLR from the trace information of
packets and analyze the influence of these parameters on PLR.
We also provide a comprehensive case study to find out in what
circumstances the data packets are more likely to be lost. Our
study shows the relationship between several indicators that are
commonly considered to affect PLR. The lessons learned provide
important guidelines for future LoRaWAN network optimization
and deployments.

Index Terms—LoRa, LoRaWAN, packets loss rate, measure-
ments, smart city

I. INTRODUCTION

In the past decade, the Internet of Things (IoT) have
been applied in a range of fields, such as health monitoring
and smart city etc [1]-[3]. A typical IoT network works as
a distributed measurement system, with widely distributed
end-devices transmitting the raw sensing data to the data
processing center [4]. Many IoT applications require wireless
communication technologies with the characteristics of wide
coverage and low power consumption, which are hard to fulfill
using traditional cellular and short-range wireless technologies
[5]. To fulfill these requirements, numerous LPWAN (Low
Power Wide Area Network) technologies are designed to
complement the traditional IoT ecosystem. LoRa is one of the
most successful LPWAN technologies due to its benefits in low
power consumption and low deployment cost. In general, net-
works based on LoRa technology are flexible and autonomous
because LoRa works on unlicensed ISM spectrum.

LoRaWAN is the MAC layer protocol that builds on the top
of the LoRa modulation scheme. For a LoRaWAN network,
the transmission quality of data packets has a significant
impact on the performance of the entire network. The channel
quality of links impairs the reliability of communications
in networks, and consequently affects various upper-layer
applications. Data loss may occur due to channel preemption
or channel noise. LoRaWAN supports both confirmed-data
message and unconfirmed-data message. A confirmed-data
message has to be acknowledged by the receiver. End-devices
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will retransmit the data packets when they did not receive
the acknowledgment. However, retransmission will result in
additional energy consumption that impacts the battery life of
end-devices. An unconfirmed-data message does not require
an acknowledgment. Data loss may occur due to channel pre-
emption or channel noise. Data loss may reduce the reliability
level of applications and even cause serious consequences.
For example, the loss of smoke detector signal may delay the
response to potential fire accident. In addition, a large amount
of data loss will reduce the data integrity and thus hamper the
accuracy in IoT data analytics.

Since the release of its specification in 2015, LoRaWAN
attracted increasing attention from both academia and in-
dustry. Despite the maturity in specification, there is still a
big gap between the actual networking performance and the
specifications, and there is a lack of analysis on how large-
scale networks performed. Understanding the packet delivery
performance of real LoRaWAN networks is important and
necessary for network deployment and operation. Although
there have been previous efforts that carry out exploratory
measurement and analysis on various performance indicators
in LoRaWAN networks, these studies are generally based
on either simulations or small-scale testbeds, which is not
sufficient to provide insights for the actual development of
the industry. Measurements in large-scale real networks are
still rare. Meanwhile, only a few existing studies have included
packet loss into their investigation. And existing efforts mainly
focus on packet transmission performance directly, rather than
its influencing factors. Therefore, the results of previous work
are neither sufficient to represent the realistic performance of
packet transmission in large-scale LoRaWAN networks, nor
thorough in revealing the potential causes of packet loss.

In this paper, we take a first look at the characteristics of
packet loss in a commercial city-scale LoRaWAN network
(say, with over 66,000 end-devices) by analyzing the dataset
collected inside the LoRaWAN network over an eight-month
period. In particular, the key contributions of this work are
presented as follows.

o We conduct a series of measurements on this real city-
scale LoORaWAN network which focus on the packet de-
livery performance, and analyze the relationship between
the PLR and some relevant performance indicators in
detail.

« We investigate the factors that have a strong impact on the
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TABLE I
LORAWAN NETWORK DEPLOYMENTS

Type Project # Gateways | # Devices Coverage Duration Location
simulation [6] 47 11,681 - - Greater London, UK
testbed [7] 1 19 600m x 800m - Taiwan
testbed [8] 3 >50 3 X 3km - Campus in Singapore
testbed [9] 6 24 7.5km?2 7 months Southampton, UK
testbed [10] 1 331 2163.8m?2 28 days Campus in Finland
real [11] 4 33 33.000m?2 8 months Stadium in Denmark
real [12] 691 1,618 - 8 months | The Things Network in Netherlands
real Our work 544 66,556 139.6km?2 8 months Shanghai,China

PLR and the potential causes of packet loss. This can help
LoRaWAN network operators to understand and mitigate
the adverse effects of these factors.

To the best of our knowledge, we are the first to analyze
the packet delivery performance in a real LoORaWAN network
at this magnitude of scale and reveal the root causes of packet
loss events.

The rest of this paper is organized as follows. In Section
II, we review some of the previous work on LoRaWAN de-
ployment and measurement. Section III provides background
knowledge on LoRa and LoRaWAN. Section IV describes the
actual deployment of our LoRaWAN network and key factors
that impact PLR. Section V describes the measurement and
analysis of PLR, with emphasis on the root causes of PLR. We
give a discussion and summary of our network deployment and
measurement in Section VI. Finally, we conclude this paper
in Section VIIL

II. RELATED WORK

There have been previous efforts in discussing and analyzing
the network performance of LoRa LPWAN. Here we summa-
rize some typical work in Table L.

A. Simulation-based measurements

Several recent papers have simulated the structure of Lo-
RaWAN network and performed a series of measurements and
analysis, the majority of which use ns-3 for network simula-
tion. Ochoa et al. [13] use the improved WSNet simulator
for homogeneous networks and heterogeneous networks, to
strengthen the performance of large-scale deployments (up to
10,000 nodes per gateway). Finnegan et al. [14], Van Den
Abeele et al. [15] and Lavric et al. [16] attach importance
to the energy consumption, network scalability and channel
capacity, respectively. While Yu et al. [6], Barro et al. [17] and
Magrin et al. [18] investigated the performance of LoRa-based
IoT networks in typical smart city scenarios and demonstrated
their feasibility and scalability using simulators.

Although these measurements revealed or demonstrated
some of the characteristics of the LoRaWAN network to
some extent, these studies are all simulation-based. Results
from the pure software environment and simplified model are

insufficient to reflect the performance in the actual physical
environment.

B. Testbed-based measurements

Testbeds for LoRaWAN networks have emerged in the
past few years, most of which are deployed in campuses by
researchers. Lee et al. [7] evaluated a new topology which
can improve the packet delivery ratio in a network on campus.
Yousuf et al. [19] analyzed the performance differences of Lo-
RaWAN networks between indoor and outdoor while Liando
et al. [8] and Ohta et al. [20] focus on the line-of-sight and
non-line-of-sight conditions. Johnston et al. [9] and Yasmin et
al. [10] carried out pilot LoRaWAN network deployments for
smart city scenarios like air quality monitoring and building
monitoring, which shed light on the possibility of large-scale
deployment.

Compared with simulations, these testbeds provide a plat-
form that is close to a more realistic physical environment.

C. Real Network Deployment

There are also several deployments of small-scale Lo-
RaWAN networks over the years. Petri¢ et al. [21] performed
and analysed some measurements about the performance of
a LoRaWAN network with one gateway and three stations.
Meanwhile, Rodriguez et al. [11] deployed an integrated multi-
site indoor environment monitoring wireless system, consist-
ing of 33 multi-sensor nodes and 4 gateways. At present, there
is only one large-scale LoORaWAN network instance known to
us, which is a large-scale network with publicly available data
called "The Things Network [22] ”. Blenn et al. [12] measured
and analyzed the performance of this network and described
the use of LoRaWAN in practice with the data of more than
600 gateways.

Real network deployments can reflect the actual network
state more effectively than the simulation-based and testbed-
based studies, but at present real deployments are rare and
most of them are small in scale. With the increase in the
network scale, the impact of different factors on network
performance will become more complicated. Therefore, these
efforts cannot provide an effective reference for the large-scale
deployment of LoRaWAN network applications. Meanwhile,
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only a few studies have simply measured the PLR, and
there is still a lack of in-depth analysis of possible causes.
Therefore, research on PLR in large-scale real networks is
urgently needed. To our knowledge, our work represents the
first attempt in a real city-scale LoRaWAN network. Our
LoRaWAN network is deployed to support large-scale smart
city applications. The related factors of packet loss in the
network are extensively measured, and the possible causes of
packet loss are thoroughly explained.

III. PRELIMINARIES

Before starting the detailed analysis, we first give a brief
introduction on the background of LoRa.

A. LoRa

LoRa is an ultra-long-range wireless transmission scheme
based on a spread spectrum technology called Chirp Spread
Spectrum (CSS) modulation. Data transmission using CSS
technology can effectively combat the effect of Doppler shift.
In addition, power consumption can be reduced because CSS
does not require time synchronization. Moreover, LoRa applies
Forward Error Correction(FEC) coding technology to improve
link robustness.

B. LoRaWAN

LoRaWAN is the default MAC layer protocol on the top
of LoRa modulation scheme. The standard LoRaWAN speci-
fication was proposed by the LoRa Alliance, which is led by
Semtech and other top enterprises in the industry.

LoRaWAN Network Architecture: LoRaWAN networks are
organized in a star-of-stars topology which includes three
types of devices includes gateways, end-devices and a central
Network Server [23]. They perform networking and data
transmission in the following ways as shown in Fig. 1.

o End-devices communicate to one or more gateways over
single-hop LoRa or Frequency-shift keying (FSK) [24]
modulation. There is no direct communication between
end-devices.

o Gateways forward raw LoRaWAN data frames from end-
devices to a network server via IP connections. The
network server routes the packets from gateways to the
associated application servers via IP connections, too.

e All communications in LoRaWAN are bi-directional,
although the uplink communications are expected to be
the main traffic.

Protocol Stack: The physical layer enables the long-range
communication link by LoRa modulation, which operates in
the lower Industrial, Scientific, and Medical (ISM) bandwidths
[25]. The MAC layer is standardized by LoRaWAN protocol
and it includes three classes of devices. Class A end-devices
can only open the downlink receive window after an uplink
transmission data and sleeps most of the time. Therefore, it is
the lowest-power-cost class but the downlink communication
is limited. Class B end-devices can periodically listen to
incoming data messages with a beacon from the gateway at the
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Fig. 1. Architecture of LoORaWAN networks

scheduled time. Class C end-devices monitor the downlink re-
ception as much as possible, and stop downlink reception only
at the moment of uplink transmission. The protocol requires
that each end-device must support Class A functionality, while
Class B and Class C are optional functions [23].

C. ALOHA

To further reduce energy consumption, end-devices of our
network are all Class A devices which use ALOHA-type of
protocol for data transmission. The main working principles
of ALOHA are as follows:

« Any end-device can send the data frame immediately after
it is generated. They require an acknowledgment or an
answer by the downlink signal to determine whether the
transmission is successful.

o If the transmission fails, the end-device will retransmit
the data after waiting for a random time.

Since each end-device can send uplink data at any time and
pay no attention to whether the channel is already occupied, to
achieve the purpose of reducing power consumption. However,
for this reason, when two or more end-devices use the same
spreading factor to transfer data in one channel simultaneously,
packet collision will occur and it may lead to packet loss.

IV. NETWORK SETTING AND KEY FACTORS OF PLR

In this section, we give a brief overview of the LoRa
network and the PLR of end-devices. Several factors that
impact the PLR are also discussed.

A. Network setting

The data used in this study is collected from a standard
LoRa network in Shanghai that provides smart city services.
Architecturally, the network is deployed in a star-of-stars
topology, in which each end-device reaches the gateway
through a single hop and then the gateway passes data to the
network server. This network is designed as an infrastructure
to support a variety of applications ranging from water quality

706



monitoring, to fire prevention and control. Since the end-
devices in the network are mainly used for raw data collection
and do not require downlink communication, the end-devices
adopt the most energy-efficient Class A mode. When various
types of sensor data were collected for data analysis, we found
that the packet loss events are not rare. The missing data
have a serious impact on the integrity and correctness of time
series analysis. This motivated us to investigate the different
factors that impact the packet transmission performance in the
network.

The network has been running and collecting data since
March 2019. We used a total of 8 months of data from March
2019 to October 2019 for analysis. The network’s end-devices
include 26 types of sensors that collect data for 45 different
scenarios in smart city. There are three kinds of gateways list
below.

1) Large gateways: Gateways with a theoretical maximum
transmission distance of 5km and deployed outdoor.
To achieve the maximum signal coverage, most of the
gateways in our network are of this type.

2) Small outdoor gateways: Gateways with a theoretical
maximum transmission distance of 100m. They were
deployed at the top of the buildings, to improve signal
coverage as supplements of the large gateways.

3) Small indoor gateways: Gateways with a theoretical
maximum transmission distance of 100m and used in
indoors with poor transmission environment, such as the
basements and garages. It is difficult for the signal of
outdoor gateways to reach these places.

At present, the network is distributed in three adjacent mu-
nicipal districts of Shanghai: Putuo District, Yangpu District,
and Hongkou District. It is constantly expanding in size based
on new data analysis requirements and operation requirements.
We choose Putuo District and Yangpu District for comparative
analysis in this work. As of October 2019, this portion of
network consists of 544 gateways and 66,556 end-devices,
covering an area of 139.6 km? across 23.2 km from east
to west and 14.2 km from north to south. The geographical
distribution of the gateways in these two districts is shown in
Fig. 2. Note that the left partwith indoor gateways, is Putuo
District and the right part is Yangpu District.

Each end-device sends data packets to one or more gateways
within it’s transmission distance, and each sending packet
carries some log messages. When a packet arrives at a gateway,
its log information will be enriched with some measure-
ment such as the receiving gateway ID, RSSI (Received
Signal Strength Indication) and SNR (Signal-to-Noise Ratio)
of current channel. Also, each uplink packet has an uplink
packet counter called FCntUp, indicating the sequence of
the generated packets at each device. For each device, the
FCntUp of sent packets should be a continuous sequence, any
out-of-order packet whose F'CntUp is uncontinuous indicates
a packet loss event. We calculate the ratio of the amount of
loss packets to the amount of total packets for each device
as its PLR. According to our measurements, the PLR of most

Large Gateways
Small Outdoor Gateways

® Samll Indoor Gateways

5000 m

Fig. 2. Geographical distribution of the gateways

devices ranges from 0% to 10%, while a few devices have a
very high PLR, even reaching over 90%. As an example, the
PLR distribution for the door magnets in Yangpu District is
shown in Fig. 3.

sees
i o w

1000 m

Fig. 3. The PLR of door magnetic sensors in Yangpu District

Firstly, we analyzed the abnormal situations with extremely
high PLR. It is found that most end-devices with extremely
high PLR have been disconnected for a long time, or there
are cases where no packets transmit for more than 3 days.
Both situations above are deemed to be device failures and
we first remove the faulty devices in further analysis. There
are about 2,700 faulty end-devices, accounting for 4% of the
total end-devices.

B. Key Causes of PLR

End-device malfunction: Packets transmission may fail
due to energy exhaustion or software/hardware faults at end-
devices. Such cases usually exhibit extremely high PLR and
long time of inactivation in sending packets. We mark the end-
devices which do not send any packet for more than 3 days
as faulty devices, which is around 4% of the total number
of end-devices. We exclude such end-devices in our further
analysis.
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Channel factors: Packet transmission performance is
closely related to channel state, which is directly determined
by RSSI and SNR. 1) RSSI is a relative value of signal power
measured by the gateway at the receiving end, which decays
with the increase of distance. It is usually negative because
of the low transmitting power and the large air attenuation.
The closer the value is to zero, the stronger the signal is. 2)
SNR is the ratio of signal power to the noise power measured
under specified conditions. In general, the higher the SNR is,
the smaller the noise mixed in the signal, and the easier it is
to separate the effective signal.

Packet collision: Channel contention occurs when multiple
devices attempt to send data over one channel simultaneously
[26]. The device does not check if the channel is preempted
by other devices before transmitting packets, so it may cause
packet collision. Since the MAC message type we use is
unconfirmed data up (MType code: 010), the device will not
receive any acknowledgement no matter whether the packet
is sent successfully or not. Therefore, once the data packet is
lost, it will not be retransmitted.

V. ROOT CAUSES OF PACKET L0OSS EVENTS

To investigate the root causes of the packet loss events,
we would like to analyze the PLR and the various correlative
factors mentioned above.

We first show the PLR of Yangpu District and Putuo District
in Fig. 4. The average PLR in Putuo District and Yangpu
District are 42.90% and 24.35% respectively, which is not
satisfactory. Nevertheless, the PLR of the LoRaWAN networks
generally behaves like this in previous research, such as 40%
of work [21] and 41.3% of work [7]. The PLR of end-devices
in Yangpu District is usually below 30% and there are a few
high PLR end-devices. Such PLR distribution indicates that the
packets transmission performance in Yangpu District is well
and stable. In Putuo District, the PLR is distributed uniformly
in various ranges, which is a very poor situation, and the
overall packet transmission performance is unsatisfactory.

[ Putuo District
[ Yangpu District

Relative frequency
o o o ‘o o
S 2 R n @
3 @& 8 & 8
T 1 T 1 T

=4

o

&
1

o

1=

3
;

0% 0%~10% 10%~20% 20%~30% 30%~40% 40%~50% 50%~60% 60%~70% 70%~80% 80%~90%90%~100%
The range of PLR

Fig. 4. The packet loss rate in Putuo District and Yangpu District

A. Electromagnetic environmental factors

For each device, we collect the RSST and SNR of all upload
links to calculate their mean value, indicating the uplink
performance of each end-device. Fig. 5 shows the distribution
for RSST and SNR of end-devices in Yangpu District and Putuo
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Fig. 5. Frequency Counts of RSSI and SNR
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Fig. 6. PLR for various RSSI and SNR in Yangpu District

District, and the detail statistics are shown in Table II. For
the average RSSI and average SNR of the end-devices, the
mean of Yangpu District is higher than that of Putuo District,
indicating that the channel state of Yangpu District is better
than that of Putuo District. Meanwhile, the standard deviation
of average RSSI and average SNR in Yangpu District are both
lower than those of Putuo District, which means the channel
state of Yangpu District is more stable than that of Putuo
District. This is an important reason that the PLR in Yangpu
District is far lower than that in Putuo District.

TABLE II
STATISTICS OF RSSI AND PLR IN TWO DISTRICTS
District RSSI Mean | RSSI SD | SNR Mean | SNR SD | PLR mean
Putuo -103.80 0.50 -8.63 0.48 42.90%
Yangpu -102.70 0.39 -3.40 0.35 24.35%

Taking the data of Yangpu District as an example, we
explore how PLR changes along with RSSI and SNR, which
shows in Fig. 6. The result shows that high-PLR devices
reduce significantly with the increase of RSSI, which is similar
when the SNR increases. In Fig. 6 (a), when RSSI changes
from -120 to -110, the PLR of most end-devices decreases but
its distribution is generally scattered. While in Fig. 6 (b), the
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Fig. 7. PLR and the number of received packets per hour for a device

tendency of PLR decreasing with the SNR approaching zero
is more pronounced. Therefore, we assume that SNR has a
greater impact on PLR than RSSIL

TABLE III
CORRELATION COEFFICIENT BETWEEN PLR AND RSSI, PLR AND SNR

Putuo District
RSSI SNR
-4.788 | -0.805

Yangpu District
RSSI SNR
-0.512 | -0.784

To find out which of these two factors has a greater impact
on the PLR, we calculate the correlation coefficients of them
in Putuo District and Yangpu District respectively. The result
values in Table III are all negative, which shows that PLR
has a negative correlation with RSSI and SNR. Additionally,
the absolute value of the correlation coefficient between PLR
and SNR is closer to 1, which proves that SNR has a greater
impact on PLR.

It can be seen from Fig. 7 that the combined effect of
RSSI and SNR on PLR is more clear. The dots in this scatter
plot indicate the end-devices that transmit data with the same
gateway. When the PLR of the points in the figure is small,
the color of dots in the figure tends to be cold tone. First, let’s
observe the horizontal axis and vertical axis separately, the
law of PLR changing with RSSI and the law of PLR changing
with SNR are consistent with above. Then observe the results
of the combined effect of RSSI and SNR, the PLR of the
devices decreases accordingly when RSSI and SNR increase.

We also want to discuss how RSSI and SNR affect PLR.
The path loss of transmission channel is directly affected by
RSSI and SNR [27]

B. Transmission distance

For each gateway, we calculate the PLR of the end-devices
with which it has data transmission, then we use the GPS
information of these end-devices and gateways to calculate the
transmission distance between them. The relationship between
PLR and transmission distance of a typical gateway is shown
in Fig. 8. Among these end-devices, the PLR with a transmis-
sion distance of fewer than 100 m is about 20%, and with the

0 100 200 300 400 500 600
Distance from gateway

Fig. 8. PLR with various transmission distance
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Fig. 9. Number of Packets Received by a Gateway and the PLR of the Day

increase of transmission distance, the number of end-devices
with high PLR appears. To sum up, Fig. 8 demonstrates that
for each gateway, the farther the transmission distance is, the
higher the PLR is. What are the reasons for this phenomenon?
There are three possible reasons listed below.

« In free space, long transmission distance results in large
expected path loss and increases the signal attenuation on
the channel [27].

o In the long-distance transmission, the radio signal de-
grades as the number of obstacles the signal passes
through increases, such as high-rise buildings. Shadow
fading caused by obstructions can cause severe signal
loss.

o The environmental factors of long-distance transmission
are more complicated and may generate more noise and
interference.

This means every gateway has its own effective distance
and devices may have low PLR within it. Based on this fact,
we can calculate the effective coverage for each gateway and
use it to evaluate the performance of gateways.

The following local maps in Fig. 10 show the effective
coverage of gateways in Putuo District and Yangpu District.
The blue circles in these figures indicate the corresponding
gateway’s effective coverage which is calculated as the average
transmission distance between the gateway and all the end-
devices in range with low PLR. As we can see in these
two figures, the effective coverage area in Putuo District is
generally smaller than that in Yangpu District. Besides, many
devices in Putuo District are outside the effective coverage
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Fig. 10. Effective coverage of gateways in Yangpu District and Putuo District

area, while there are overlaps in many gateways’ coverage in
Yangpu District and few devices outside the effective distance.
It also shows that the PLR of devices at the edge of the
coverage area is higher than those who are closer to the center
of the coverage area. This discovery has great inspiration for
our follow-up operation and maintenance work, that is, it can
supplement the signal coverage at the edge of gateways.

C. Packet collision

We choose a typical gateway, and calculate the number of
packets received each day and its corresponding PLR, which
is shown as the heat map in Fig. 9. The closer the colors of
these cells are to the cold tone, the smaller the value is, and
larger on the contrary. It can be concluded in this set of charts
that with the increase of the number of data packets, the PLR
increases accordingly. This is because when the number of data
packets in transmission increases, the probability of multiple
data packets select the same channel increases. Meanwhile,
the probability of packet loss will increase according to the
ALOHA protocol used by LoRaWAN. When a packet is
transmitted in a channel, other end-devices that select this
channel for transmission at the same time will encounter
packet collision. According to the unconfirmed MAC message
type (Unconfirmed Data Up) we use, the damaged packets
will not be retransmitted. Regardless of other affecting factors,
the result of multiple packets competing for the same channel
is that only the first packet that selects this channel can be
successfully transmitted to the gateway.

In addition to the detailed rules, we also observed the
number of packets and the PLR of a door magnetic device
for 24 hours, shown as the line-chart in Fig. 11. Since
fewer people travel at night, the door magnetic device has
a lower frequency of packet delivery, and the PLR is lower
accordingly. Furthermore, the packet transmission becomes
frequent when people travel frequently during the day, the
packet loss rate also increases. The trends of the two lines are
very similar in this hourly chart, showing a strong dependence
between these variables. This indicates that there is a positive
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Fig. 11. PLR and the number of received packets per hour for a device

correlation between packet collision and the packets loss
events.

D. Type of end-devices

We choose two different types of end-devices in the Lo-
RaWAN network, smoke alarm sensors and door magnets,
to compare the performance of PLR. Fig. 12 shows the
comparison of PLR of these two kinds of end-devices in
Yangpu District.

We can tell that the PLR of smoke sensors is much lower
than that of door magnets. The highest PLR of smoke sensors
is below 40%, and most of the devices have not lost data
packets. Most of the devices with packet loss are concentrated
in less than 10%. However, the performance of PLR of gate
magnets is barely satisfactory. There are many devices with
high PLR, even extremely high PLR. A large amount of data
on gate magnets equipment was lost.

The reason is that the smoke sensors have larger packet-
sending intervals than gate magnets. Each smoke sensor is
set up to transmit only one packet per day unless there’s
a smoke alarm event. Nevertheless, the door magnets send
packets much more frequently than smoke sensors. In addition
to the packet triggered by gate switching events, a heartbeat
packet representing the current state is generally sent every 5
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Fig. 12. PLR Comparison between smoke sensors and door magnets

minutes. Therefore, the number of data packet transmissions
of gate magnetic devices is much larger than that of smoke
sensors, which will not only cause more packet collisions, but
also accelerates the energy consumption of end-devices, and
the PLR will increase accordingly.

VI. DISCUSSIONS AND LESSONS LEARNED

We give a summary of the observation and the lessons we
learned from the study in this section.

1. The difference of PLR between Yangpu District and
Putuo District: There are two reasons for the discrepancy
between these two districts listed as follows.

1) Quantity of end-device: Putuo District covers an area of
55.53 km? and Yangpu District covers an area of 60.61
km?2, but Putuo District has arranged about three times
as many end-devices as Yangpu District. In this way,
the volume of packet traffic in Putuo District is much
higher than that of Yangpu District, and the probability
of packet collision also increases remarkably.

2) Gateway deployment: The effective coverage area of
gateways in Yangpu District is generally larger than
that in Putuo District, and there are overlaps in many
gateways, only a few devices are outside the effective
distance of the gateways. In contrast, the placement of
the gateways in Putuo District needs further optimiza-
tion. Despite that many small gateways are added to the
network, there are still a large number of end-devices
that are not covered by the gateway’s effective signal. As
shown in Fig. 13, the effective distance of most gateways
in Putuo District is within 280m, and more than 90% of
the effective distance of these gateways is below 550m.
While there are only about 60% of the effective distance
of the gateways in Yangpu District below 550m, and
most of them are between 280m to 550m. To improve
the transmission performance, the distance between the
device and the gateway should be less than effective
distance during deployment.

2. The difference of PLR among different types of end-

devices: The data transmission frequency of devices is the
main factor that causes the difference in PLR among different
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Fig. 13. Effective distance distribution of gateways

types of end-devices. Firstly, the more frequently the end-
devices send packets, the higher the loss of the end-devices
themselves are, which affects the sending and receiving op-
eration. Secondly, frequent packet delivery leads to increased
packet traffic and in turn make the channel competition more
intense and a higher probability of packet collision.

3. The impact of packet collision and PLR on appli-
cations: Class A mode that we use in this network adopts
asynchronous ALOHA protocol. Its simple working principle
may cause packet collision, which may lead to packet loss.
As some urban IoT applications have low requirements in
real-time packet delivery, the negative impact of device-to-
gateway transmission efficiency on the entire network is not
significant. Meanwhile, as coarse-grained aggregation can also
reflect the state of city operation to some extent, some urban
IoT applications are tolerant of packet loss. However, for other
applications, such as fire alarm detectors, which have stringent
requirements in real-time and reliable delivery, the impacts of
packet collision and PLR are very significant. Therefore, the
underlying network needs to be tuned to eliminate packet loss.

We investigate the influencing factors of PLR and found that
none of them can dominate the performance of the end-devices
completely, which indicates that the evaluation of PLR needs
to consider a variety of factors. Here are some suggestions for
future network deployments.

o First of all, gateway placement planning is critical for
packet delivery performance. There are many possible
optimization objectives, e.g. the number of gateways, and
the coverage range under a given budget. One possible
objective of gateway placement is to cover as many end-
devices as possible within the effective transmission range
of the gateways. The signal coverage information of the
gateways and the packet loss rate can be used to adding
extra gateways as a remedy to achieving full coverage of
the end-devices.

o We also need to notice the frequency of packets delivery,
not just the number of end-devices. We can classify differ-
ent types end-devices base on the frequency of packets
sending, and calculate the expected average number of
packet transmission per unit time per unit area. For areas
with dense end-devices and frequent packets delivery,
it is necessary to add gateways to achieve overlapping
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coverage to reduce the load on the gateways and avoid
packet collision.

o Finally, it is also necessary to track the status of end-
devices and to schedule timely replacement of malfunc-
tioning end-devices.

VII. CONCLUSIONS

In this paper, we measured and analyzed the packet delivery
performance of a city-scale LoRaWAN network in Shanghai.
We perform spatial-temporal analysis on the packet loss rate
(PLR) to find how the correlating factors affecting the PLR,
and then reveal the root causes of packet loss events. The result
shows that the channel state and packet collision both can
affect PLR in different ways and to different degrees. Notably,
the distance of data transmission and the traffic pattern of
different end-devices are the dominant reasons. These analysis
and implications are summarized to give important guidance
to further large-scale LoRaWAN network deployments and
operations.

In future work, we intend to explore the following two
issues. First, we would like to investigate the placement of
gateways according to the location information and the traffic
pattern of end-devices. Second, we would like to minimize
packet collision by balancing the load of adjacent gateways.
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