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Abstract. In this paper, we show that the certificateless signature scheme
proposed by Yap, Heng and Goi at SecUbiq 2006 is insecure against a
key replacement attack and a malicious-but-passive KGC attack, respec-
tively. The former implies that anyone who replaces a signer’s public
key can forge valid signatures for that signer without knowledge of the
signer’s private key. The latter supposes the malicious-but-passive KGC,
which generates system parameters based on the information of the tar-
get user to impersonate. Our results are based on the fact that the private
key of the YHG scheme has the form of a BLS multisignature generated
by the KGC and the user. Finally, we review the vulnerability of several
certificateless signature schemes under theses attacks.

1 Introduction

The certificateless cryptosystem introduced by Al-Riyami and Paterson [1] is
designed to overcome the key escrow limitation which is inherent in identity-
based cryptosystems. Each user has a unique identifier, and a semi-trusted third
party called the Key Generation Center(KGC) generates the partial private key
associated with that identifier using its own master secret key and sends it to the
user with that identifier. But the user also holds a secret value which is chosen by
him/herself, and the user combines the partial private key with the secret value
to generate his/her actual private key. That is, the user’s private key is not
generated by the KGC alone and so the KGC does not know the user’s private
key that implies the escrow freeness. Independent to the identifier, the user also
publishes the public key, based on the secret value and system parameters. Note
that the user’s public key does not need to be certified by any trusted authority
as in conventional PKIs. The structure of the certificateless scheme ensures that
the key can be verified without a certificate. So its security model supposes the
adversary who may attempt to replace a user’s public key with a value of its
own choice. This is called in general a key replacement attack [9,4,18,6,7] and,
successfully applied to some certificateless signature schemes such as [1, 5].

In the original security model for certificateless cryptosystems [1], the KGC
generates its master public/private key pair honestly, according to the scheme
specification. However, the modified security model proposed by Au et al. [2]
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removes this assumption. So the user’s trust on the KGC is further relaxed. In
detail, the KGC may not follow the scheme specification for generating system
parameters and master key, while it does not actively replace a user’s public
key or corrupt the user’s private key. The purpose of such a KGC is to com-
promise the target user’s private key without being detected. Note that the
malicious KGC is still passive, in the sense that the KGC would not actively
replace the user public key or corrupt the user private key. It was shown in [2]
that Al-Riyami-Paterson scheme [1] and Huang-Susilo-Mu-Zhang scheme [9] are
vulnerable in this security model.

In SecUbiq 2006, Yap, Heng and Goi proposed a certificateless signature
scheme (called the YHG scheme here) and claimed that their scheme is efficient,
comparison to previous schemes [15]. Their improvement is supported by the lack
of public key validation which requires pairing computations in the signature
verification phase. We, however, show that the YHG scheme is insecure against
a key replacement attack and a malicious-but-passive KGC attack, respectively.
The former attack is based on the fact that the user private key of the YHG
scheme has the form of a BLS multisignature [3] generated by the KGC and the
user. We will apply a rogue attack for BLS multisignatures to the YHG scheme:
Due to the lack of public key validation in the signature verification phase, a
verifier cannot ensure that the signer knows the secret value. It implies that an
adversary who replaces a signer’s public key can forge signatures of that signer,
without knowledge of the signer’s private key. Additionally, we show that the
malicious KGC can generate master public key using the target user’s identifier
and so it may impersonate that user easily, as described in [2]. Note that the
Gorantla-Saxena scheme [5] and its improved scheme [17] are also vulnerable to
this attack, due to structural similarity.

This paper is organized as the follows. We briefly review the YHG scheme in
Section 2, and then analyze its security against two types of attacks in Section 3.
We conclude in Section 4.

2 Review of YHG certificateless signature scheme

Throughout this paper, (G1,+) and (Gs,-) denote two cyclic groups of prime
order q. A pairing is an efficiently computable, non-degenerate function e : G x
Gi1 — Gy with the bilinearity property that e(P + Q,R) = e(P,R) - e(Q, R)
and e(P,Q + R) = e(P,Q) - e(P,R) for P,Q,R € G;. Let Hy : {0,1}* — G,
and Hj : {0,1}* x Gy — Z; be hash functions. These are used as a part of the
system parameters generated by the KGC. The YHG certificateless signature
scheme can be described as follows:

— Setup: Given a security parameter k, the KGC chooses an arbitrary generator
P € Gy, selects a random s € Z; and sets Py = sP. Then the system
parameters are params = (G1, Gz, e, q, P, Py, Hy, H2). The message space is
M = {0,1}*. The master secret key is mk = s.
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— Set Partial Private Key: Given the system parameters params, the mas-
ter secret key mk and a user A’s identifier ID 4, the KGC computes Q4 =
Hy(ID4) € G1 and outputs the partial private key D4 = sQa.

— Set Secret Value: Given the system parameters params, the user A selects a
random value x4 € Z; as the user secret value.

— Set Private Key: Given the system parameters params and the partial private
key D 4, the user A computes the user private key S4 = x4Qa + Da.

— Set Public Key: Given the system parameters params and the secret value
T 4, the user A computes the user public key Py = x4 P € Gy.

— Signature Generation: Given the system parameters params, the identifier
ID 4, a message m € M and the private key S 4, the user A randomly chooses
r € Z; and sets U = rQa € G;. Then computes a signature o = (U, V') for
the message m where V = (r + h)S4 and h = Ha(m,U).

— Signature Verification: Given a signature/message pair (o, m), the signer’s
identifier ID4 and the signer’s public key P4, the verifier computes h =
Hy(m,U) and checks whether e(P, V) = e(Py + Pa,U + hQ4). If not, then
rejects the signature else accepts it as valid.

The authors claim that this scheme is provably secure and more efficient
then previously proposed schemes because fewer bilinear pairing computations
are required [15]. As described above, this scheme requires only two pairing
computations in the signature verification phase. This efficiency is induced from
the lack of public key validation. We will show that this fact makes the YHG
scheme vulnerable to the key replacement attack.

3 Security Analysis

3.1 Key replacement attack

Without loss of generality, the signer forwards his/her public key to the intended
verifier(s) and announces his/her identifier. So an adversary who wants to forge
a signature of a user A with the identifier ID 4 runs as follows:

1. Randomly chooses = € Z; and computes a signature o = (U, V) for a message
m € M as follows:

U=rQa,h=Hy(m,U)and V = (r + h)zQa,

where Q4 = H1(ID4) and r € Zy.

2. Sets P, = xP — P, as a public key of the user A.

3. Then sends the signature o, the message m, the identifier ID 4 and the public
key P/ to the verifier(s).

Then the verifier computes h = Ha(m, U) and checks whether (P, Py + P}, U +
hQa,V) is a valid Diffie-Hellman tuple. Since e(P, V) = e(P, (r + h)zQ4) and
e(Po+ Py, U+ hQa) =e(xP,(r+h)Qa), e(P,V) =e(Po+ P,,U + hQ4) and
so (P, Py + P},U + hQa,V) is valid. Hence o is verified as a valid signature for
the message m generated by the user A.
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This attack is based on the algebraic structure of a user’s private key in
the YHG scheme. Since the signer A’s private key S4 has the form of a BLS
multisignature [3] generated by the KGC and the signer A, we can apply a
rogue attack using the key substitution trick. In general, a rogue attack for BLS
multisignatures can be described as follows: Let pka = x4 P and pkp = g P be
two public keys of the user Alice and Bob, respectively. But Bob replaces pkp by
pkp —pka. Then for a message m, tpHi(m) = xaH1(m)+ (xp —x4)H;(m) can
be regarded as a valid multisignature on m by both Alice and Bob. In the YHG
scheme, the KGC plays the role of a honest user to generate a multisignature
for the identifier ID 4 of a user A and is prohibited to replace the user A’s public
key. But a third party can use this key substitution trick for BLS multisignatures
to forge a YHG signature of the user A, based on two facts that the user A’s
public key is not certified and knowledge of the secret value corresponding to the
signer’s public key is not, even implicitly, checked in the signature verification
phase.

To prevent this attack, therefore, the signature verification phase is required
to demonstrate that the signer has knowledge of the secret value corresponding
to the public key [4]. One instance to provide it is to modify the public key of a
user A to include an additional value x4 Py, where x4 is the secret value of the
user A and then to add the public key validity check equation

e(Py, Pa) = e(P,xaPp) (1)

to the signature verification phase [4]. This equation basically ensures that the
signer A’s public key (X,Y’) holds the relation Y = sX where Y = 24P and
X = P4. Furthermore, it makes sure that the secret value x4, chosen by the
signer A, has been used correctly to obtain S4 = 24Qa + D4 [6,7]. Though an
adversary is able to replace the public key P4 by P, it is impossible to pass the
equation (1) without knowledge of the discrete logarithm of P/. Unfortunately,
this modification requires four pairing computations though only two are needed
per signature if multiple signatures by the same signer are to be verified. Note
that this modification only provides a way to defend our attack, and so does not
guarantee the security against other attacks [8]. We provide such an example in
the following subsection.

Remark 1. Independently, the same attack for the YHG scheme was proposed by
Zhang and Feng [16], after we published a preliminary version of this paper [14].
While our attack chooses a random exponent r € Zj to construct U, they choose
U € Gy itself as a random factor of a forged signature ¢ = (U, V). Since V =
(r+h)xQa = x(U+hQ4), there is nothing to differentiate between two attacks.

3.2 Malicious-but-passive KGC attack

Although the above key replacement attack can be prevented by additional
checking process, the following malicious-but-passive KGC attack is still applied
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to the (modified) YHG scheme. Note that this attack is not captured in [15] be-
cause the security of the YHG scheme is only considered in the original security
model of [1], but not of [2].

At first, fix a target user A with the identity ID 4. Then the malicious KGC
randomly chooses a € Z; and computes P = aH(ID4). Then the user A com-
putes his/her public key and private key pair as follows:

PA = xAP:.’EAO(H(lDA)
Sa=x4Qa+ Dy = IA(l/Oz)P-‘rDA = (1/a)PA + Dy,

Since the KGC knows a, P4 and Dy, the private key S of the user A can be
easily computed by the malicious KGC. As a result, we show that the (modified)
YHG scheme is weak against the malicious-but-passive KGC attack though the
scheme does not have the same key generation procedure as that of [1].

Remark 2. The Gorantla-Saxena scheme [5] and its improved scheme [17] have
a similar structure with the YHG scheme. So, it is very easy to check that both
schemes are also vulnerable to a malicious-but-passive KGC attack.

Besides [1,9], it was shown that certificateless signature schemes in [12]
and [13] are insecure against the malicious-but-passive KGC attack [8]. Addition-
ally, the certificateless designated verifier signature scheme proposed by Huang
et al. is vulnerable to the malicious-but-passive KGC attack as they follow the
same system parameters and user key generation procedure as that of [1].

It can be easily checked that the mediated certificateless signature scheme
proposed by Ju et al. [11] is vulnerable to key replacement and malicious-but-
passive attacks. A mediated certificateless signature scheme uses an online semi-
trusted entity called the Security Mediator(SEM) for easy revocation of the user
signing key. Since a key replacement attack is not related to the partial private
key generated by the KGC (and shared by the user and the SEM), the attack
in [9] is applied to the Ju et al.’s scheme directly. Similarly, a malicious-but-
passive KGC attack in [2] also works because the SEM does not participate in
the system parameters generation phase.

4 Conclusion

We showed that the YHG certificateless signature scheme is vulnerable to a key
replacement attack and a malicious-but-passive attack, respectively. In addition,
we pointed out the same weakness of several certificateless signature schemes
under these attacks.
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