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Abstract. Recently, as low-cost radio frequency identification (RFID) becomes 
more pervasive in our daily lives, RFID systems may create new threats to 
security and privacy of individuals and organizations. It must have secure 
mutual authentication mechanisms to protect privacy information. However, the 
previous works on designing security protocols for RFID either do not conform 
to the EPCglobal Class 1 Generation 2 (GEN-2) standards or suffer from 
security flaws. In 2007, Chien and Chen proposed a mutual authentication 
protocol for RFID systems to improve the previous schemes. However, their 
scheme cannot efficiently retrieve the information of tags from its database for 
the authentication. To guarantee the quality of the growing popular 
communication services, it is urgent to construct efficient authentication for 
both parties of the tag and the back-end server such that the reader can quickly 
obtain the information of tag from its database. For light-weight calculation 
power of a tag and protecting the privacy of user (or product), this article 
proposes the RFID mutual authentication scheme based on GEN-2 standards. 
The proposed scheme can efficiently retrieve the information of tags from the 
database in the authentication process. Moreover, the proposed scheme can 
improve the previous schemes and provide anonymous property and forward 
secrecy. 
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1. Introduction 

Owing to low cost and conveniences in identifying an object without physical contact, 
radio frequency identification (RFID) systems will replace the optical barcode on 
objects with consumer identification, the radio frequency identification RFID systems 
can be used in lots of applications such as supply chain management, parking garage 
management, and inventory controls and so on [1]. Radio frequency identification 
(RFID) is an automatic identification system that can remotely store and retrieve data 
about objects by using small devices called RFID tags. RFID systems consist of radio 
frequency (RF) tags and RF readers. Tag readers can question tags about their 
contents by broadcasting an RF signal, without physical contact. RFID devices can be 
broadly classified in two categories: those with a power supply that actively transmit 
to a reader are known as “active tags” and un-powered tags that are triggered by a 
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reader are called “passive tags”. EPCglobal and ISO are two important organizations 
standardizing and promoting technology. Especially, EPCglobal has great potential to 
influence the standard for RFID technology at the global scale [1]. One of the most 
important standards proposed by EPCglobal is EPCglobal Class 1 Generation 2 RFID 
specification (which is called GEN-2 RFID for short in this paper) that defines the 
functionality and operation of a RFID tag. 

The current RFID system allows any reader to access any tag. The exposed 
private information stored in the tag could be jeopardized. Then, the widespread 
deployment of RFID systems into consumer products identification may expose 
potential security threats and risks either to corporations or individuals. For example, 
a dishonest company may try to collect information of competing company about 
physical distribution. By utilizing responses from a tag, an adversary may try to get 
knowledge of products which an individual user carries or trace a user. Therefore, the 
security of the RFID is becoming more and more important. It must have mutual 
authentication mechanisms to identify the legal tag and legal tag reader. Some RFID 
implementation would expose tags identifications when readers inquire them. In 
addition, the most important security requirement for user privacy is untraceability 
[2,11]. With an untraceability property, an attacker cannot track tags by suing 
interactions with tags. That is the values emitted by a tag must not be discriminated 
from the other tags. With anonymity, tags will not expose their identifications to 
eavesdroppers without authentications. It can protect the tag from tracing over wide 
areas. 

To cope with the security threats, there are several protocols had been proposed 
to enhance the security of RFID systems [2-10]. However, most of previous protocols 
required the support of either hash function or encryption function on the tag. These 
protocols for RFID do not conform to the EPCglobal Class 1 Generation 2 (GEN-2) 
standards. Because the adopted hash functions cannot be supported on the current 
resource limited GEN-2 RFID specifications. Only few proposed schemes can be 
implemented on GEN-2 RFID tags [2,5]. Unfortunately, these schemes still suffer 
from security weaknesses, and they cannot provide anonymity property or forward 
secrecy. In 2007, Chien and Chen [11] proposed a mutual authentication protocol for 
RFID systems to improve the above mentioned schemes [2-10]. Their scheme is not 
only providing anonymity property and forward secrecy but also conforming to the 
GEN-2 standards. However, in Chien and Chen’s protocol [11], when the server 
receives the authentication request from the reader, it must iteratively pick up an entry 
information from its database to find a match tag. If it can find a match, then the 
authentication of the tag succeeds; otherwise it cannot pass the authentication. Their 
authentication process is repeated for each entry until it finds a match. It is not 
efficient for the reader to obtain the information of tags. To guarantee the quality of 
the growing popular communication services, it is urgent to construct efficient 
authentication for both parties of the tag and the back-end server such that the reader 
can quickly retrieve the information of tag from the back-end database.  

For light-weight calculation power and protecting the privacy of a user (or 
product), this paper proposes the RFID mutual authentication scheme based on GEN-
2 standards. The proposed method can immediately pick up an entry from its database 
for the authentication between the tag and the back-end server. It need not iteratively 
repeated for each entry until it finds a match. Therefore, the proposed protocol is 
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more efficient than Chien and Chen’s scheme for the authentication. Moreover, the 
proposed scheme could protect a user (product) from tracing and provide the forward 
secrecy.  

The remainder of this paper is organized as follows. In the next section, we will 
propose the mutual authentication protocol based on the RFID system. The security 
analysis of the proposed scheme is presented in Sections 3. And some conclusions 
will be made in the last section. 

2. The Proposed Scheme 

This section will propose a new efficient mutual authentication protocol for RFID 
systems. The assumption, initial setup, and authentication process are described as 
follows: 

2.2 Assumption and Initial Setup 

The proposed scheme is based on the EPCglobal Class 1 Generation 2 standards 
(GEN-2), where PRNG (Pseudo Random Number Generator) and Cyclic Redundancy 
code (CRC) operator are supported on passive tags [1]. The reader R  connects with a 
legal back-end sever that has database D. We assume an attacker (or illegal reader) 
can monitor and modify the communications between the reader and the tags, but the 
communication between the reader and the back-end server (database) is secure. Here, 
the function h( ) means the Pseudo Random Number Generator. 

In the initial stage, tag and the back-end sever share the identifierit iID

last

, a secret 
key , , and a function h( ). The number is randomly selected by the back-end 
server for a tag . The back-end database contains fields ID, N, ,

ik in in

it K K , and Nlast 
which save the identity of tag ; the current number of tag , the current secret 
key of tag , the preceding secret key , and the preceding number , 
respectively. Here, the preceding  and  are the previous information which are 
replaced by the current values i and i , respectively. Based on GEN-2 standards, the 
tag and the reader R has the PRNG (Pseudo Random Number Generator h( ) ) to 
generate a random number for the authentication process.  
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Initially, the fields ID, N , and K are set up with the IDi, the current number , 
and the initial secret key  of each tag , respectively; and all values of the field

in

lastik it K  
and Nlast are null in the back-end database. The roles of lastK  and Nlast are to prevent 
desynchronization. 

Authentication Process  
We depict the process of authentication between tag and the back-end server as 
follows:   

it
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Step 1. Reader R  generates and saves a new pseudorandom number s  by utilizing 
PRNG, and sends s  to tag it . 

Step 2. Tag it  also generates a new pseudorandom number 1r  and computes 

2 1( )i is ID⊕ . Then, tag it  sends 1r , 2r , and its current random 
number in to the reader R , where  is the concatenation of operations. 
r h r k=

Step 3. After receiving 1r and 2r , reader R  delivers 1r , 2r , in , and s  to the  back-end 
server. 

Step 4. When the back-end server receives the authentication request from the reader 
R, according to the current number in  from one of fields N and lastN , it picks 

up an entry information (IDi, ik , last
ik ) of tag it  from its database. It then 

computes and checks whether any of the following two equations hold.  
               2 1( )i ir h r k s ID= ⊕  or 2 1( )last

i ir h r k s ID= ⊕ . (1) 

In equation (1), it is depending on which value of fields N and Nlast matches 
the current number . If field N matches , it checks whether equation in in

2 1( )i i hold. Similarly, when the field Nlast matches , it checks 

whether equation

r h r k s= ID⊕ in

2 1
la
i ir h r s ID= ⊕( )stk hold. If 

equation 2 1( )i ir h r k s ID= ⊕ or 2 1( )last
i ir h r k s ID= ⊕  holds, then 

authentication of the tag  succeeds, and the server performs the next step; 
otherwise, it sends a “failure” message to the reader  to stop the process. 

it
R

Step 5. If the back-end server successfully authenticates tag it  in step 4, it computes 

3 2( )i ir h r k s ID= ⊕  or 3 2( )last
i is ID⊕  depending on which value  

or last
ik  satisfies in the verification equation (1) in step 4. It also updates the 

value of field N into ( )i ih n k

r h r k= ik

⊕  and the value of field lastN  into in ; and 
updates the value of field K into ( )ih k  and the value of field lastK  into ik  if 

2 1r h( )r k= i is ID⊕ in equation (1) ; otherwise, it does not update the 
information of fields N, lastN , K , and lastK . Then, the server sends 3r  and the 
information of tag it  to reader R . 

Step 6. The reader retrieves the information of tag it and forwards 3r  to tag it . Upon 
receiving 3r , tag it  computes 3 2( )i ir h s ID⊕  by using its secret key ik , 
and then checks if 3 3'r r

r k′ =

= . If it holds the current secret key ik  and random 
number in of tag it are replaced by ( )ih k and ( )i ih n k⊕ , respectively. 

In the proposed scheme, it constructs a function chain of information as follows: 
The function chain starts from secret t, the second secret key 2x  is , and the other 
j-th element 

( )h t

jx  is for each tag. Similarly, if a tag has the (j-1)-th random 
number 

1( jh x − )

1jy − and (j-1)-th secret key 1jx − , then the j-th random number jy  is 
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1( j jh y x− −⊕

i

ik

1)

)

for the tag.  For security, the random numbers s and should be used 
only one time in the protocol. The above processes are briefly illustrated in Figure 1. 

1r

1r

3

it
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Fig. 1.  The proposed Scheme  

3. Security Analysis 

In this section, we analyze the security of the proposed scheme. Due to the challenge 
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database only keeps the new information and ( )ih k ( i ih n k )⊕ for each tag, then the tag 
and the reader can no longer authenticate each other. Then, the back-end database can 
deny the services for the tag. The DOS attack succeeds. Therefore, in our scheme, the 
back-end database simultaneously maintains old information and new information 
which can then resist the DOS attack.  

On the other hand, only randomized data (s, , , , ) are transmitted on the 
wireless channel between the reader R and tag ; and the information of tag  is only 
transmitted from the back-end sever to reader R through the secure channel. 
Therefore, the privacy and anonymity properties for tag are ensured. With 

1r 2r 3r in
ti it

it

2 1( )i ir h r k s ID= ⊕ and 3 2r h r k s= ( )i i⊕ ID , an attacker can obtain 

2 1( ) (ih r k s h r k s⊕ )i  by computing 2r r3⊕ . However, it is not helpful for him to 

retrieve the secret key of tag . ik it
In the proposed scheme, the current number is replaced by after 

each successful authentication. That is, the number is only used one time. 
Therefore, without knowing the current secret key  of tag , even if an attacker can 
obtain the data (s, , , , ) in this session, it is very hard for him to trace the same 
tag  for the next communication by means of . Moreover, because the secure 
key and current number are updated after each successful authentication and the 
key and current number are generated by applying the Pseudo Random Number 
Generator h( ), the compromise of a tag would not lead to the tracing the previous 
communications for the same tag. It is very hard for an attacker to access the tags and 
trace the tags, hence forward secrecy is achieved. Therefore, the proposed scheme 
provides mutual authentication for a tag and the server in the RFID system and offers 
an anonymity property to protect tags from tracing. In summary, our scheme is not 
only resisting the replay attack and DOS attack but also providing forward secrecy, 
privacy property, and anonymity property.   
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With regard to the authentication process, in Chien and Chen’s scheme [11], 
when the server receives the authentication request from the reader R, it iteratively 
picks up an entry information from its database to find a match tag. If it can find a 
match, then the authentication of the tag succeeds; otherwise it cannot pass the 
authentication. Their authentication process is repeated for each entry until it finds a 
match. It is not efficient for the authentication between the tag and the back-end 
server. 

In the proposed scheme, the back-end database contains fields ID, N, K , lastK , 
and Nlast which save the identity of tag ; the current number of tag , the current 
secret key of tag , the preceding secret key , and the preceding number , 
respectively. Here, the preceding  and  are the previous information which are 
replaced by the current values and , respectively. When the back-end server 
receives the authentication request from the reader R, according to the transmission 
number of tag, from one of fields N and , it can quickly provide an entry 
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information (IDi, , ) of tag  from its database to achieve the authentication. It 
need not iteratively repeated for each entry until it finds a match. Therefore, the 
proposed protocol is more efficient than Chien and Chen’s scheme [11] for the 
authentication. 

ik last
ik it

4. Conclusions 

For light-weight calculation power of a tag and protecting the privacy and 
confidential information of a user (product), we propose a new efficient RFID mutual 
authentication scheme based on GEN-2 standards. Through our authentication 
protocol, the reader can efficiently retrieve the information of tag from a database. 
Moreover, the proposed scheme provides forward secrecy and has the anonymity 
property that could protect a user (product) from tracing over wide areas. It is very 
convenient and efficient for many applications. 
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