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Abstract. This paper presents our Linux/RTOS hybrid operating environment
constructed upon Gandalf VMM. Gandalf can host multiple RTOSes along with
Linux, and RTOSes and Linux execute within their own isolated protection do-
mains; thus, they can be spatially and temporally protected from each other. We
design Gandalf from scratch as a simple and efficient VMM in order to minimize
overheads incurred by virtualization. The simplicity and efficiency are achieved
by the hybrid of para- and nearly full-virtualization approaches. The implemen-
tation of the presented hybrid operating environment is on the PC/AT compat-
ible platform with the Intel 1A-32 processor with uITRON as an RTOS. From
the measurement results, we make clear that the benefits of using a VMM to
construct a hybrid environment exceed shortcomings by showing the impact on
performanceis limited.

1 Introduction

The current embedded systems, especialy consumer electronics products, contain a
number of complicated requirements for their operating environmentsthat are difficult
to satisfy them together at once by a single operating system (OS). Consumer electron-
ics products need to be easy-to-use to appeal not only to enthusiastic users but to awide
range of ordinary people; thus, they are nowadays equipped with many applications
aong with fancy GUI. On the other hand, they have essentia functionality that must
work reliably in a timely manner. Those functionality requires real-time processing,
and their requirements for real-time processing tend to be difficult to be satisfied by an
OS that can provide fully featured GUI.

In order cope with such conflicting requirements imposed by complex embedded
systems, the hybrids of a general purpose OS and areal-time operating system (RTOS)
have been devel oped. While ageneral purpose OSis good at the provision of GUI with
itsrich set of middleware support, an RTOS covers real-time processing. Those hybrids
have ageneral purpose OS kernel and an RTOS's application tasks share the same most
privileged level of a processor without protection. This hybrid model may work well if
asystem is designed from scratch having applications properly classified into real-time
and non real-time tasks. In reality, however, the existing software resources inherited
from the past products need to be reused; thus, undesired programs are also brought



into the most privileged level to run on an RTOS, and can become sources of problems
because of lack of protection.

This paper presents our hybrid operating environment constructed upon Gandalf
virtual machine monitor (VMM). As an RTOS and a general purpose OS hosted on
Gandalf, we use ¢l TRON [14] and Linux, respectively. The implementation of this hy-
brid operating environment is on the PC/AT compatible platform with the Intel 1A-32
processor. We designed Gandalf from scratch as asimple and efficient VMM in order to
minimize overheads incurred by virtualization. Unlike the existing approach described
above, only Gandalf executes at the most privileged level, and has them execute within
their own isolated protection domain; thus, hosted OSes can be spatially and tempo-
raly protected from each other and from a general purpose OS. Additionally, Gandalf
can host multiple RTOSes along with a general purpose OS. We chose uITRON and
Linux because of their popularity. Since in Japan uITRON is the RTOS that has been
the most widely used in avariety of products, industries have a huge amount of the ex-
isting software resources. Linux’s popularity is recently increasing for larger embedded
systems.

The features of this system are summarized as follows:

— The provision of spatially and temporally protection is enabled by constructing a
hybrid of an RTOS and a genera purpose OSonaVMM.

— The hybrid of para- and full-virtualization approaches is implemented in Gandalf
VMM in order to balance implementation cost and runtime cost.

— We introduce nearly full-virtualization, by which we alow a few straightforward
modifications to bring up Linux on Gandalf. Nearly full-virtualization enables the
significant reduction of both implementation and runtime costs.

1.1 Background and Related Work

Making hybrids of an RTOS and a general purpose OS is hot a new idea. As a practi-
cal approach to deal with complex systems, several of them have been developed, and
some are widely used. [3] introduced the executive that support the co-residence of an
RTOS and a general purpose OS. RTLinux [1] and RTAI [8], which are poplar among
Linux users, have Linux kernel execute on a RTOS kernel. There are some commercial
products, such as Accel-Linux and Linux on NORTI, that enable I TRON to run aside
of Linux kernel.

All of them take the same approach, which is that an RTOS, RTOS's application
tasks, and ageneral purpose OS kernel share the same most privileged level; thus, there
is no protection among them. Such lack of protection may not be a problem if a sys-
tem is designed from scratch having applications properly classified into real-time and
non real-time tasks. After proper classification, there should be only a small nhumber of
RTOS's application tasks that specifically reguire real-time execution. It is, however,
problematicif the existing applications on an RTOS are simply reused by taking advan-
tage of the hybrid of an RTOS and agenera purpose OS. In such asystem, theretend to
be alager number of RTOS's application tasks. Their misbehavior is directly connected
to system malfunction or a crash. A general purpose OS kernel also can be a source of
problems because of its execution at the most privileged level. A genera purpose OS



kernel for the hybrid with an RTOS s usually modified not to touch hardware’ sinterrupt
controlling functions, so that interrupts are not disabled for a indeterministically long
time. Since a general purpose OS kernel is still allowed to disable interrupts by con-
trolling hardware, there are chances to introduce kernel modules that are not properly
modified for the hybrid; thus, they cause tempora malfunction.

Our approach is that Gandalf VMM hosts RTOSes and a general purpose OS. This
approach enables the provision of spatial and temporal protection. Spatial protectionis
implemented by having OSes run within their own protection domains. Since there is
no means provided to corrupt or steal the programs or data of the other OSes, OSes
misbehavior does not affect the execution of the other OSes. Temporal protection is
realized by limiting hardware access by OSes. The OSes hosted on Gandalf executeat a
less privileged level, at which only limited hardware accessis alowed; thus, the hosted
OSes cannot directly disable interrupts at hardware's interrupt controller. Therefore,
temporal malfunction incurred by disabling interrupts can be avoided.

The development of VMMs has along history beginning with IBM CP/67 [10] fol-
lowed by IBM VM/370 [5] and its alikes for mainframe computers. Since a few years
ago VMMs revived to be a hot research and devel opment topic because of VMMS' ca
pability to accommodate multiple operating systems in a single machine. Researchers
and devel opersconsider VM Msto deal with increasing reliability and security. In order
to achieve better performance on commodity platforms, which cannot be virtualized
efficiently, para-virtualization was introduced [ 15]. With para-virtuaization, VMM de-
velopers define easily and efficiently virtualizable hardware as interface with a VMM.
Para-virtualization can be used for only 1/0 devices [13] or platforms[2]. In contrast
to para-virtuaization, which defines virtual non-existing hardware, the approach first
taken by mainframe VMMs is called full-virtualization, which defines the same inter-
face as the existing real hardware.

Gandalf VMM takes the hybrid of para- and full-virtualization approaches. Gandalf
exportsavirtual processor interface for RTOSes while it enables a general purpose OS
to run on it with limited modifications. Such a hybrid approach can balance implemen-
tation cost and runtime cost.

1.2 Paper Organization

The rest of this paper is organized as follows. The next section describes the over-
al architecture of our hybrid operating environment constructed upon Gandalf VMM.
Section 3 describes the presented system’s design and implementation in more detail.
Section 4 describes the current status of the implementation and shows the preliminary
evaluation results. Finally, Section 5 summarizes the paper.

2 Overall Architecture

This section describes the overall architecture of our Linux/RTOS hybrid operating
environment constructed upon Gandalf VMM.

Figure 1 depictsthat Gandalf implements protection domainsin order to isolate the
execution environments of 1l TRON RTOS and Linux. Realizing protection domainsis
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Fig. 1. Overall Architecture of Linux/RTOS Hybrid Operating Environment on Gandalf

hardware dependent. Since this hybrid operating environment isimplemented on the In-
tel 1A-32 processor, segments associated with protection levels can provide protection
domains. Gandalf, RTOSes, and Linux execute within their own segments. The seg-
ments of RTOSes and Linux do not overwrap; thus, their memory access is contained
within their segments. Gandalf executes at the most privileged level while RTOSes
and Linux executes at the less privileged level; thus, only limited hardware access by
RTOSes and Linux is alowed. Physical memory is statically partitioned at a time of
configuration, and the fixed amounts of memory are alocated for Gandalf, RTOSes,
and Linux at a boot time.

Gandaf VMM takes the hybrid of para- and full-virtualization approaches. We
choose para-virtualization for RTOSes and full-virtualization for a general purpose OS
in order to balance implementation cost and runtime cost. A general purpose OS is
huge and very complicated software. It tends to be actively updated in order to incor-
porate new features and to fix their bugs. Applying para-virtualization to such an OS
significantly increases implementation cost. It is aso hard to maintain the source code
modified for para-virtualization since it needs to keep up with rapid updates. On the
other hand, the implementation of RTOSes is considerably simpler than a general pur-
pose OS, and it tends to be stable for a long time because keeping reliability is more
important than adding new features; thus, once their source code base is modified for
para-virtualization, the amount of its maintenance work is limited. Therefore, its im-
plementation cost is negligible. In fact, runtime cost is more important for RTOSes.
In order to have unmodified OSes execute at a less privileged level, full-virtualization
emulates a subset of hardware. Such emulation costs at runtime. Para-virtualization
can decrease the overheads of emulation; thus, using para-virtualization is desired for
RTOSes in terms of both implementation and runtime costs.

3 Detailed Design and | mplementation

This section describes the detailed design and implementation of our hybrid operat-
ing environment implemented on the PC/AT compatible platform with the Intel 1A-32
processor.
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3.1 AddressMap, Segments, and Protection

As described in the previous section, physical memory is statically partitioned at atime
of configuration, and the fixed amounts of memory are alocated for Gandalf VMM,
uITRON instances, and Linux at a boot time. In a physical address map, Linux takes
the first part of physical memory, then uITRON instances comes next, and Gandalf
takes the last part. There can be multiple uI TRON instances hosted on Gandalf. They,
however, do not share physical memory.

The layout of Linux, uITRON instances, and Gandalf in physical memory is re-
flected in virtual memory but at different addresses. At this moment, virtual memory
is also statically partitioned at a time of compilation. The partitioning can be easily
changed by parameters. Figure 2 depicts their current layout in virtual memory. Linux
uses the first part from virtual address 0x0 to Oxfbff.f£££.3 ulTRON instances
are located from 0x£c00.0000 to Oxfc3£f.£fE£££. Gandalf uses the top part from
0xfc40.0000 until theend of virtual addressoxff£f . ££££. Limiting avirtua ad-
dress range available for Linux requires a simple modification to Linux’s source code.

Protection domains of OSes and Gandalf are realized by segments of the Intel |A-
32 processor. Each segment has its base address and size, and memory access is al-
lowed only within the current segment. Gandalf allocates two segments, one for pro-
gram code and another for data, to each of OSes and Gandalf. Only Gandalf has con-
trol of segments. Gandalf’s segments cover the whole virtual memory from 0x0 to
oxffff.fE££f;thus, it can access any part of virtual memory. Linux’s segments start
at 0x0 and end at 0xfbff.ffff. The segments of the first ul TRON instance start

3 A 32-bit address is denoted with a pair of 16-bit numbers connected with a period for better
readability.



a 0xf£c00.0000, and the last ones end at 0xfc3f.££££. Since the segments of
RTOSes and Linux do not overwrap, hosted OSes are spatialy protected from each
other by segments.

3.2 ulTRONRTOS

WITRON is actually a specification of asimple embedded RTOS that providesreal-time
tasks, synchronization and communication mechanisms, system services, and device
drivers; thus, there are several independently developed commercial and open source
implementations. We use TOPPERS/JSP 4, which is an open source implementation of
uITRON, for our RTOS.

We chose para-virtualization for £l TRON as described in the previous section in
favor of less virtualization overheads at runtime. Para-virtualization replaces privileged
instructions, which can be executed at the most privileged level, with hypercalls, which
are systemcalls provided by Gandalf VMM. By taking advantage of the knowledge of
uITRON’s implementation and having Gandalf tailored to execute a ;I TRON instance
in specific segments, very few hypercalls are actually required in order to bring up
uITRON on Gandalf.

The current implementation of Gandalf provides ul TRON with only three hyper-
calls as replacements of privileged instructions. One replaces 1 idt instruction, which
is used to register interrupt handlers. Another one replaces st i and c11i instructions,
which enables and disables interrupts, respectively. The last one replaces hlt instruc-
tion, which halt a processor until an interrupt is asserted. While some other privileged
instructions are used, they were removed because tailoring Gandalf to provide an exe-
cution environment expected by 1l TRON makes them no longer needed.

3.3 Linux General Purpose OS

We use Linux as a genera purpose OS. We chose full-virtualization to support Linux
since Linux kernel is huge and complicated software and is actively updated to incor-
porate new features and to fix their bugs. Truly full-virtualization, however, costs quite
expensive to implement a VMM and to execute an unmodified OS on it. It requires a
fully virtualizable processor [11], or it is made possible only in return for the overheads
of virtualizing all computing resources. For example, an OS kernel is designed to uti-
lize the whole virtual address space made available by a processor. If a processor is not
fully virtualizable as most of the current processors, thereis no room in the same virtual
address space left for locating a VMM in away that the it is protected from its guest
OS kernel and user processes.

In this case, a VMM requires another virtual address space, and heavy context
switching between a OS kernel and a VMM happens at every time the VMM's in-
tervention is needed. Such intervention includes the emulation of privileged instruc-
tions, handling interrupts and exceptions, and so on. There are many other virtualization
overheads caused by full-virtualization. Achieving practical performance that matches
commercial VMMs, such as VMware [13] and Microsoft Virtual PC, requires many

4 http://www.toppers.jp/



techniques including on-the-fly binary translation [12]; thus, the provision of truly full-
virtualization is considered to be cumbersome.

We thereforedecided to allow afew straightforward modificationsto bring up Linux
on Gandalf. We call this approach nearly full-virtualization. Allowing a few modifica-
tions enables the significant reduction of both implementation and runtime costs. For
example, by reducing the virtual address range used by Linux, we can create room for
uITRON and Gandalf in the same virtual address space. It removes the necessity to
switch virtual address spaces at each time when Gandalf is invoked. Such reduction
of the virtual address range can be done only by modifying a single line in a Linux
source code file. Thirteen lines in seven files are currently modified to achieve nearly
full-virtualization of Linux on Gandalf.

3.4 Gandalf Virtual Machine Monitor

Gandalf is avirtual machine monitor designed and built from scratch. Our design prin-
ciple of Gandalf issimplicity. In order to follow this principle, Gandalf takes the hybrid
of para- and full-virtualization approaches, but full-virtualization is approximated as
nearly full-virtualization. While the hybrid of two virtualization approaches may seem
to add complexity, it actually simplifies the implementation since the distinction of
callee OSes is made at the entry point to Gandalf and there is no need to differentiate
them at each operation. Applying nearly full-virtualization to bring up Linux on Gan-
dalf also makes Gandalf significantly simpler than real full-virtualization as described
previoudly.

Gandalf is responsible for the provision of the execution environments of ¢ TRON
RTOS and Linux. For that purpose, Gandalf provides three functionalities, 1) a boot
loader for Linux and I TRON, 2) the emulation of privileged instructions for Linux,
and 3) the hypercalls for uITRON. First, Gandalf works as a boot loader for Linux
and u1 TRON. We use GRUB as an actual boot |oader, which loads Gandalf, Linux, and
uITRON into memory, and transfersthe executionto Gandalf. GRUB passesto Gandalf
the information about the memory locations of Gandalf itself, Linux, and wI TRON. By
using the passed information, Gandalf performs the initialization to set up the physical
and virtual memory maps as described in Section 3.1. Gandalf first boots up I TRON
and then Linux.

Gandalf emulates privileged instructions executed by Linux. Since Linux kernel ex-
ecutes at aless privileged level, itsissuing a privileged instruction causes an exception.
The type of such an exception is a general protection fault in case of the Intel 1A-32
processor. Gandalf registers an exception handler for a general protection fault, so that
Gandalf handles it when it occurs. Gandalf’s exception handler for a general protec-
tion fault examines the instruction at the address where an exception occurred. If the
instruction is a privileged instruction, Gandalf emulatesit accordingly.

UITRON usesthe hypercallsinstead of privileged instructions. Gandalf implements

only three hypercallsasreplacementsof privilegedinstructions, suchas1idt,sti/cli,
and h1t, asdescribed in Section 3.2.
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4 Current Status and Evaluation Results

We have implemented Gandalf and constructed the our Linux/RTOS hybrid operating
environment upon it. The rest of this section shows the preliminary evaluation results
obtained from the current implementation. All measurements reported below were per-
formed on the Dell Precision 470 Workstation with Intel Xeon 2.8GHz CPU. 5 Hyper-
threading was turned off. Please note that since there is no benchmark program that is
appropriate for the evaluations of a hybrid environment, we are currently developing
evaluation programsfor this purpose.

First, we measured the switching cost between p1 TRON and Linux. It was measured
by using a pair of h1t instructionin Linux and its replacement hypercall in I TRON.
Gandalf was instrumented to switch to the other OS when they were executed. We used
cycle counts obtained from rdt sc instruction for this measurement. The average cost
to switch from I TRON to Linux and then back to I TRON, which meansthat two OS
switchings areinvolved, is 1.02 u seconds after repeating 10,000 times.

Second, wemeasured thetimer interrupt intervalsin I TRON. We used cycle counts
obtained from rdtsc instruction for this measurement, too. Figure 3 shows the mea-
surement result. The measured timer interrupt intervals are mostly the same at 1 mil-
lisecond as the timer device was configured to periodically raise an interrupt every
1 millisecond. There are, however, some spikes around 200 and 700 milliseconds in
elapsed time. We need more investigations to be performed in order to find out a cause
of these spikes.

Finaly, in order to evaluate our nearly full-virtualization approach used for Linux,
weran several programsincluded in Imbench benchmark suite [9]. Figure 4 and 5 show
the results of Imbench programs. We ran the same programs on the origina Linux

5 Linux reportsthis CPU as 2794.774 MHz. We use this number to convert cycle counts obtained
from rdtsc instruction to micro seconds for accuracy.
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(without virtualization) and XenLinux (Dom0) for comparison of performance. The
measurement results show that nearly full-virtualization approach reduces the runtime
costs significantly as Linux on Gandalf outperforms XenLinux in al cases. The costs of
process fork and exec are close to the original non-virtualized Linux and significantly
better than XenLinux.

5 Summary

We presented our Linux/RTOS hybrid operating environment constructed upon Gandal f
VMM. we use ulTRON as an RTOS. Since RTOSes and Linux execute within their
own isolated protection domains, they can be spatially and temporally protected from
each other. We designed Gandalf from scratch as a simple and efficient VMM in order
to minimize overheads incurred by virtualization. The simplicity and efficiency were
achieved by the hybrid of para- and nearly full-virtualization approaches. The presented
hybrid operating environment wasimplemented on the PC/AT compatible platformwith
the Intel 1A-32 processor.

From the measurement results described in the previous section, we showed that the
impact on performance by using a VMM to construct a hybrid environment is limited.



The benefits to use a VMM, by which spatial and temporal protection can be provided,
exceed the limited performance loss. Therefore, our Linux/RTOS hybrid operating en-
vironment on Gandalf, which is constructed upon the hybrid of para- and nearly full-
virtualization approaches, is considered to be very practical and useful.

References

1
2.

~N O

10.

11.

12.

13.

14.
15.

M. Barabanov and V. Yodaiken. Real-Time Linux. Linux Journal, March 1996.

P. Barham, B. Dragovic, K. Fraser, S. Hand, T. Harris, A. Ho, R. Neugebauer, 1. Pratt, and
A. Warfield. Xen and the Art of Virtualization. In Proceedings of the 19th ACM Symposium
on Operating System Principles, pp. 164-177, October 2003.

. G. Bollellaand K. Jeffay. Support for Real-Time Computing within General Purpose Oper-

ating Systems - Supporting Co-Resident Operating Systems. In Proceedings of the 1st IEEE
Real-Time Technology and Applications Symposium, May 1995.

. E.Bugnion, S. Devine, K. Govil, and M. Rosenblum. Disco: Running Commaodity Operating

Systems on Scalable Multiprocessors. In Proceedings of the 16th ACM S GOPS Symposium
on Operating Systems Principles, pp. 143-156, October 1997.

. R. J. Creasy. The Origin of the VM/370 Time-Sharing System. IBM Journal of Research

and Development, 25 (5), 1981.

. R.P. Goldberg. Survey of Virtual Machine Research. IEEE Computer, pp. 3445, June 1974.
. Intel Corporation. 1A-32 Intel Architecture Software Developer’'s Manual.
. P Mantegazza, E. Bianchi, L. Dozio, and S. Papacharalambous. RTAI: Rea Time Applica-

tion Interface. Linux Journal, April 2000.

. L.McVoy and C. Staelin. Imbench: Portable Toolsfor Performance Analysis. In Proceedings

of the USENIX Annual Technical Conference, pp. 279-294, January 1996.

R. Meyer and L. Seawright. A Virtual Machine Time Sharing System. |IBM Systems Journal,
9 (3), pp. 199-218, 1970.

G. Popek and R. Goldberg. Formal Requirements for Virtualizable 3rd Generation Architec-
tures. Communications of the A.C.M., 17(7):412-421, 1974.

M. Rosenblum and T. Garfinkel. Virtual Machine Monitors: Current Technology and Future
Trends. |EEE Computer, pp. 39-47, May 2005.

J. Sugerman, G. Venkitachalam, and B. H. Lim. Virtualizing I/O Devices on VMware Work-
station’s Hosted Virtual Machine Monitor. In Proceedings of 2001 USENIX Annual Techni-
cal Conference, 2001.

H. Takada ed. ul TRONA4.0 Specification. TRON Association, 1999. (In Japanese)

A. Whitaker, M. Shaw, and S. D. Gribble. Scale and Performance in the Denali | solation Ker-
nel. In Proceedings of the 5th Symposium on Operating Systems Design and | mplementation,
pp. 195-210, December 2002.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


