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Abstract. Many of the systems developed to date for controlling home appli-
ances remotely from outside have used a web server as the interface between 
the home network and the users. Although the user interface (UI) that uses a 
web server offers many advantages, this approach requires a fixed IP (Internet 
Protocol) address, and does not have a push function. Moreover, until the user 
gets reconnected to the web server, he or she cannot know the result of a sub-
mitted order. In particular, internet-based applications using web browsers still 
require considerable time to execute the initialization process for acquiring 
state information on home appliances from the home server. To solve these 
problems, we propose an application for home automation that can efficiently 
control and monitor home appliances using an instant messaging system (IMS) 
with real time communication. The proposed system has all not only the advan-
tages of the web server method, but also with additional advantage that the 
homeowner does not need to continually reconnect to the home server, and that 
the home server does not need to have a fixed IP address. Our application can 
be applied using middleware technologies.  

1   Introduction 

The smart home (SH) is a house or living environment in which devices or ser-
vices are networked together. If a SH is linked to the Internet, authenticated users can 
remotely control home appliances. To achieve this networking, home work, home 
server, and remote control devices are required. The home network is the internal 
network formed by various appliances and services in the house. To implement this 
network, appliances must have the computational power to perform predefined func-
tions and the networking ability to share information with other appliances. Appli-
ances with these capabilities are called information appliances or network appliances 
[9, 10]. Recently developed middleware for building home networks have typically 
utilized well-known middleware technologies such as uPnP [11], Jini [12], Havi [15], 
and OSGi [16]. These middleware technologies provide protocols for discovering 
available services in the network and for distributing required information. The home 
server acts as a gateway to connect the home network to the Internet and as a server 
to connect and manage the appliances within the home. Homeowners can remotely 
control and monitor home appliances through this home server. Remote control de-
vices are the tools used to control and monitor home appliances from distant loca-
tions; these devices can be used either when the user is at home or outside. Recently, 



a key issue in the implementation of SHs has been how to control and monitor home 
appliances from outside the home. Various methods have been proposed to efficiently 
solve this problem. 

Recent advances in Internet technologies have prompted the development of vari-
ous Internet-based remote controlling and monitoring of SHs [17-19], most of which 
adopt a web server as the interface between the homeowner and the home network. 
Although the use of a web server offers many advantages in terms of the UI, re-
searchers have encountered problems in regard to issues such as fixed IP (fixed inter-
net protocol, real internet protocol) addresses used in web servers and the lack of a 
push function for notification. To operate a server, the legacy system must have a 
fixed IP. However, home asymmetric digital subscriber line (ADSL) services offer 
the possibility of using a dynamic IP service, where the dynamic host configuration 
protocol (DHCP) server allocates a fixed IP during the lease time. Because a client 
does not always receive the same IP address in this dynamic IP system, it is impossi-
ble to use this system as a server.  

Another problem is the push technology. Using this method, users who are sub-
scribers to a server are able to automatically receive up-to-date information from the 
server. Therefore, mobile users can efficiently obtain the latest information anytime 
and anywhere, using any available device. Recently, several proposed systems have 
been worked on to integrate the push technology with various communications tech-
nologies. The best-known methods include Short Message System (SMS), Wireless 
Application Protocol (WAP), or Session Initiation Protocol (SIP), developed within 
the Internet Engineering Task Force (IETF) Multiparty Multimedia Session Control 
(MMUSIC) working group. SMS allows mobile phone subscribers to send and re-
ceive alphanumeric messages of up to 160 bytes in length in a store-and-forward 
fashion via an SMS center (SMSC). However, the SMS system allows users to send 
only one message at a time, and, due to technical restrictions, only short text mes-
sages, ring tones, and small graphics can be sent [6, 8]. Above all, SMS is not so 
much real-time as an immediate data transfer method.  

In order for SIP- or WAP-based systems to control and monitor home appliances, 
each client must first download all the state informations on home appliances, or the 
file for Common Gateway Interface (CGI) scripts because they use the web serve In 
addition, the provider must develop various interfaces for the user. Therefore, most 
systems require complex hardware to reduce the technical complexity facing the user, 
and users spend considerable time initializing and downloading the related CGI file.  

In this paper, we present an efficient real-time solution for home automation sys-
tems by using Jini network technology and instant messaging system (IMS) method. 
This System provides a uniform graphic UI (GUI) for end users. It immediately sends 
state information from the home network to the homeowner via the Internet. Home-
owners with the appropriate IM installed on their mobile phones can remotely control 
and monitor their home appliances, anytime and anywhere. Furthermore, the system 
is lightweight, flexible, and extensible. The proposed system is convenient because it 
can sends a completion or alarm message to a manager via push functionality 
(NOTIFY message), even if the manager does not reconnect to the home network 
after it finishes setting the device. The GUI program can be used in other platforms 
without any changes. 



2   Background 

2.1 Push technology 

There are two traditional approaches to distribute information in an environment. 
In traditional client-server model, the client can only receive the information after 
connecting to the server. That is, until the connection between the server and the 
client has been made, the server cannot send any data to the client. This well-known 
method is the pull technology. On the contrary, in the push technology, the server can 
send any data to a client without establishing a connection.  

 

                               
                 (a) Pull technology                                         (b) Push technology 

Figure 1. Pull Technology vs. Push Technology 

2.2   Instant Messaging Systems (IMSs) 

IMSs have long been one of the most popular applications on the Internet; they al-
low real-time exchange of messages, independent of locale [21]. Also, IMS merges e-
mail, SMS function of mobile phones, multimedia communication, and file transfer. 
There are two features that make instant messaging unique: rapid-fire asynchronous 
messaging, and real time presence information. It allows near real-time communica-
tion, message interchange with little delay, and lightweight software compared to a 
web server. IMSs can be implemented on small Internet-enabled devices, such as 
mobile phones, PDAs, and set-top-boxes.  

In this paper, we propose an IMS-based method for continuously controlling 
home appliances. The main goal was to verify that the proposed system could effi-
ciently operate on different platforms without additional expense. To achieve this, we 
designed the user interface not only operates in specific environments, but also in 
others. In existing legacy system, the memory of most clients is too small to use Java. 
Even though there were many advantages of JAVA APIs, such as JMS APIs and RMI 
APIs, we did not consider JMS as a communication protocol for client-server interac-
tions because of the reasons mentioned above. 

2.3 Jini network technology  

Jini network technology, a java-based middleware technology developed by Sun 
Microsystems, provides a set of APIs and high level network protocols that facilitate 
the development of distributed systems. Jini provides a simple way to perform the 
tasks of discovering, registering, and removing devices and services on home net-



works. First, Jini creates a software infrastructure, called federation of services, to 
share access to services, and then engages in interactions without any prior knowl-
edge of the other systems or any need for human intervention [13]. Figure 2 shows a 
simplified schematic of the process involved in using a Jini service. 

 

 
Figure 2. Jini Technology 

 
The system for enabling Jini service consists of three protocols including discov-

ery, join, and lookup that provides dynamic configuration, and must first make a 
network service available. When a service is plugged into the Jini network, it uses a 
multicast request to find the local lookup service through the discover protocol and 
then registers the proxy service object in the lookup table via the join protocol (step 1 
in Figure 2). Clients can also use the discovery protocol to find the lookup service. 
Subsequently, when a client requests a search for a service, the lookup service returns 
matching proxy service objects to the client (step 2). Finally, the object downloaded 
from the lookup server communicates directly with the service provider (step 3) [14]. 

3 HAMSuIM 

The HAMSuIM system is based on the Internet/Intranet architecture, the Jini tech-
nology, and the IMS. To implement the HAMSuIM, we assume that the home net-
work uses Virtual Private Network (VPN) and that the IP address of the residential 
gateway is not fixed. In the proposed system, three main agents are involved in the 
implementation of application programs: the Mobile Manager Agent (MMA), Home 
Messenger Agent (HMA) and Information Appliance Manager Agent (IAMA). Each 
agent must operate well even if the structure of the other two agents changes. To 
achieve this, we designed and implemented agents that do not depend on the envi-
ronment of the other two agents. Figure 3 shows a block diagram of the system archi-
tecture. 

First, the main objective of the IAMA is to create the object necessary for con-
necting with middleware using messages transmitted from the HMA, and then to 



monitor the appliances. Therefore, when the homeowner makes a request, the IAMA 
must rapidly seek out the information required by the homeowner and attempt to 
complete the specified task. If a problem is encountered, it must transmit an urgent 
error message to the homeowner. If a task is completed, it must send a result message 
to the homeowner stating that it is completed. All of this must be performed as 
quickly as possible. To perform its functions, the IAMA must be able to track all the 
changes and breakdowns of each appliance. To directly manage the Lookup table, we 
designed the IAMA to include the Lookup server of Jini. The appliance services are 
registered at the Lookup server through the modified register function in the IAMA.  

Second, the HMA acts as an interface between the MMA and the IAMA. The 
HMA hooks up with the IAMA to permit management of home appliances and con-
tains the register_owner() function for processing homeowner authentication. Once 
homeowners are authenticated by the HMA, they can control home appliances, when-
ever they wish, using the same email address.  

Finally, the MMA is a messenger that is executed through a device that allows the 
homeowner to access the system, thus to control home appliances connected to the 
home network, via the Internet from either inside the home or from another location. 
The type of devices that can access the proposed home network is divided into three 
groups: user, homeowner, and administrator.  

 

 
Figure 3. Overall Software Interaction. 

 
The user group comprises all the devices onto which the IMS is installed. Mem-

bers of this group are candidates for the homeowner group and acceptable to HAM-
SuIM but cannot control or monitor any of the home appliances. The homeowner 
group is defined as the device that is registered with the HMA as a friend. Once a 
device is added as a friend, the device can control and monitor all home appliances 
when needed. Finally, if the Medium Access Control (MAC) address using the regis-
tration function is enrolled to the administrator list in the HMA, the device is assigned 
to the administrator group. Administrator functions can only be executed within the 
home. 

3.1 Homeowner Registration 

To control home appliances on a home network, the MMA must be enrolled on the 
list of friends. The homeowner registration process uses the MAC address that is 
returned by the ARP Protocol. The advantage of such protocol is that each MAC 



address on a subnet is unique, and the MAC address cannot be delivered from devices 
that are outside the home. This method based on the ARP protocol has the disadvan-
tage that administrators cannot add a homeowner in other subnets; however, it pro-
tects against access by unauthorized users.  
 

 
Figure 4. The Algorithm for Adding a Homeowner.  

 
For example, if a user submits a request to register as a homeowner to the HMA, 

the HMA transmits this registration request to the other administrators. Such requests 
can only be handled by the administrator situated within the house. If the administra-
tor operates the homeowner manager function, the HMA asks the administrator for 
the MAC address using the ARP protocol. If the returned MAC address is found on 
the administrator list, the HMA sends the administrator a list of e-mail addresses of 
users wishing to become homeowners. If the administrator agrees to any of these user 
requests, the HMA then sends a list of the e-mail addresses of new homeowners to all 
existing homeowners. Figure 4 shows the homeowner registration process.  

After a user is enrolled as a homeowner, that homeowner receives various mes-
sages from the HMA. The types of message are classified below: information mes-
sage (DESKEY, NEWDEVICE, UPDATE, and NOTIFICATION), execution mes-
sage (DIRECTIVE), and emergency message (ALARM). When using IMS, The mes-
sages to be interchanged between clients are not encrypted. Therefore, we designed 
all messages to encode and to send. To achieve this, the MMA receives a key to use 
for cryptograph from the HMA by using DESKEY message. This key that is to be 
used as message encryption is periodically delivered from the HMA. And the MMA 
receive of the metadata list of modified home appliance using UPDATE message. If a 
new home appliance is detected, NEWDEVICE message is delivered to the MMA. 
This message consists of program layout. When the Homeowner tries to modify state 
variables in the IA which can be found in the metadata list (UPDATE message), the 
MMA receives modified state information from the HMA using NOTIFICATION 
message before the set-up window pops up.  

The unique message that states the MMA notifying the HMA is the DIRECTIVE 
message.  It can be classified into two orders: get_attribute to require the HMA to 
send the state variable of IA, set_attribute to control the home appliance. The MA 



receives the DIRECTIVE message from the MMA, verifies it, and then forwards the 
message to the IAMA. Then, the IAMA creates a new object, begins the operation, 
and returns the completed result to the HMA. According to this result, the HMA 
sends either an ALARM or NOTIFICATION message to the MMA. 

Finally, ALARM message is not encoded by 3DES to ensure processing without 
delay. When an error or fault occurs in the home appliance, the IAMA transmits an 
urgent message to the last bidder and administrators through the HMA. In addition, if 
one MMA (MMA A) has already instructed the IAMA to run a modification of the 
home appliance either immediately or at some future time, any subsequent attempt by 
another MMA (MMA B) to modify the same appliance will cause the IAMA to send 
an ALARM message to MMA A that includes the email address of MMA B, and an 
ALARM message to MMA B stating that the home appliance was not modified as 
instructed. Figure 5 show relation and flow between these messages. 

 

 
Figure 5.  Relation and Flow between Messages 

4   Implementation 

The aim of this research was to develop a system for controlling and managing 
home appliances using a home automation system onto which an IMS was installed. 
To implement this system, we used Jini middleware to establish an efficient home 
network and MSN Messenger to connect to the home server. We defined the various 
types of messages that are used in communication between the MMAs and the HMA.  

Prototype implementations of the three agents have been developed on Java2 v1.4. 
We referred to the MSN analysis document [25] for creating a MSN clone, and the J-
Sim Library to implement the ARP protocol. J-Sim Library is an object-oriented 
library written in Java for network simulators [24]. Jini API is designed to enable the 
simultaneous control of multiple information appliances.  

In the proposed system, the MMA has a cache directory in which state information 



passed to the MMA by the HMA is stored. The state information stored in this direc-
tory is kept as consistent as possible with the true current state of the system. In addi-
tion, the MMA deletes data from the cache if that data has not been updated within a 
pre-specified time. The developed HAMSuIM has the ability to fully control and 
manage all appliances within the house when using Jini-enabled devices. The detailed 
architecture of the HAMSuIM is shown in Figure 6. 

 

 
Figure 6.  Overall Architecture of the HAMSuIM  

 
A homeowner accesses the HAMSuIM after completing the logon process. Figure 

7-a) shows the main GUI window for a MMA. If the item (HOME_SERVER) is 
selectable, double clicking this item will cause monitor windows to be displayed on 
the user screen (Figure 7-b). The homeowner is then able to control and monitor his 
or her home appliances. In the monitor window, the left pane is called the appliance 
list and the right pane is called the attributes window. If a MMA clicks a home appli-
ance in the appliance list, all state variables of that home appliance will appear in the 
attributes window.  

When a new appliance is enrolled into the appliance list by receiving 
NEWDEVICE message, the label <<new>> appears beside the name of that home 
appliance for 24 hours. When setting a home appliance, the homeowner can double 
clicks on the attributes window, and the resource manager of the MMA will search 
the updated metadata list stored in cache directory. If the appliance is included in the 
list, the MMA send DIRECTIVE message for receiving modified state variable. And, 
the setup window will be popped up (Figure 7-c). The setup window is configured by 
XML code which describes new devices that will be included to a NEWDEVICE 
message. In the setup window, the MMA homeowner can insert values for the attrib-
utes that he or she wishes to control. When the send button is clicked, a DIRECTIVE 
message is prepared and sent to the HMA. A type of control word is defined by im-
mediate_run if the value of the timer included in the message is less than or equal to 
the current system time of the HMA, or by reserve_run if it is greater than the current 
system time of the HMA. The process manager of the HMA analyzes the received 



message and, if it does not identify a fault, it uses a NOTIFICATION message to 
broadcast updated attributes to the other homeowners. The homeowner who per-
formed the update will also receive this message, causing his or her cache directory to 
be updated and his or her window to be refreshed (Figure 7-d). In brief, the 
DIRECTIVE message does not update the cache directory; only the NOTIFICATION 
message can update the cache directory.  

 

 
  

(a) MSN clone  (b) Select an appliance to modify its 
status  

 
  

(c) Change the attributes of the se-
lected appliance (d) Display with new status 

Figure 7. Home Automation Management System Interface 

5   Conclusions and Future Work 

In this paper, we have proposed a system that supports remote control and moni-
toring of home appliances on a home network through an IMS with real time commu-
nication. The advantage of the proposed system is to transfer changed state of IA 
spontaneously. That is, it can receive messages described IA state information with-
out reconnecting to the Home Server. This eliminates the disadvantage of the admin-
istrator needing observe information appliance attentively. And, it can increase access 
security, because it will make use of the system with dynamic IP as Home server. 
Finally, since this system is a light-weight process, it can be ported to mobile phones 
easily. In addition, the proposed system can implement more convenient systems by 



using the add-on functions of IMSs, such as voice chatting, SMS, and multimedia. In 
summary, the proposed system can be ported to any networked legacy system, and 
can control and monitor home appliances anytime, and anywhere. The only disadvan-
tage of the proposed system is that it processes incoming packets from the home 
server without the user’s request. 

In the future, we plan to implement an interface with a sentence-based and speech 
recognition interface.   
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