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Abstract. Pervasive computing applications typically involve co@pien among
a number of entities spanning multiple organizations. Aegusity breach in any
single entity can have very far-reaching consequencegiditian, a number of
factors make the task of defending against malicious agtacgervasive systems
even more complex than conventional systems. Foremostgthem is that a
significant number of the devices deployed in such envirarimare frequently
severely resource constrained. Thus strong security@srdannot be easily de-
ployed on these devices. A second factor is that since a largeber of such
devices are also involved, attacks can propagate veryrfgstiivasive environ-
ments. These prompt us to propose a model for predictingcioa$ activities in
pervasive systems. Our model is based on a logic of opinianhtas been pro-
posed elsewhere. Ours is not an intrusion detection sysiepefvasive systems
but works in tandem with one. The system we propose can beassadtandard
interface to analyze pervasive system activities in geaacgenerate an opinion
about the possibility of an attack.

1 Introduction

With the growth of mobile and sensor devices, embedded mgstand communica-
tion technologies, we are moving towards an era of pervasiveputing. Pervasive
computing uses numerous, casually accessible, ofternibtejicomputing and sensor
devices in addition to conventional computing systems.séhdevices are frequently
mobile and/or embedded in an environment that is mobile.tMbthe time these de-
vices are richly inter-connected with each other using keg® or wired technology.
Being embedded in the environment and interconnected @iéwasive computing de-
vices to exploit knowledge about the operating environnierg net-centric manner.
This enables pervasive computing applications to providietanew set of services
and functionalities that are not otherwise possible thhotmnventional means and has
the potential to impact numerous applications that beneéitety. Examples of such
applications are emergency response, automated mougitofimealth data for assisted
living, environmental disaster mitigation and supply chaianagement.

Pervasive computing applications typically involve mantitées that span different
organizations interacting in complex and subtle ways. Atgck that causes security
breach in a single entity can have very far-reaching coresszps. For example, future
earthquake monitoring systems are expected to be integwate electricity grid, gas
distribution systems, elevator controls in high risedfitranonitoring systems etc., that



are to be switched off when a severe earthquake is detedtdcthgine the havoc that
can be rendered if such a system is maliciously triggeredveder, defending perva-
sive computing applications against malicious attackei®asy. Traditional techniques
cannot be directly applied. This is because the severe mesoonstraints inherent to a
significant number of the devices [9] — limited energy, pssieg and memory — com-
plicates the adoption of a vast number of conventional stycprotocols and renders
others completely useless. The widespread use of wireteemanication technology
further aggravates the problem because attackers cag gdsiicept, fabricate or jam
traffic. Moreover, the rich connectivity among devices dealan attack to spread very
rapidly from one device to another across the system. To toat@ matters further,
security threats in a pervasive computing environment arg &pplication dependent.
Thus, it is practically impossible to design a solution tisagatisfactory for all applica-
tions. It is important, for these reasons, that pervasiveprding systems be carefully
monitored for malicious activities. This allows one to tgkst-in-time mitigating ac-
tions, if needed by dynamically relocating security colstia the application. In the
current work, we propose a model by which we can evaluate laaaes of attacks
occurring. The model assumes the existence of a activityitorang system for perva-
sive applications. and is based on our earlier work on ptiedithreats from malicious
insiders [11].

The rest of the paper is organized as follows. Section 2 d&gsihow an workflow
can be used to model the activities and interactions in aggser® system. Section 3
presents the attack tree model for this work and discussesahoattack tree can be
derived for the pervasive application from its workflow. kection 3.2 we present the
opinion model for attack trees. Section 4 presents the gatm: framework for eval-
uating attacks. Finally section 5 concludes the paper.

2 Modeling Pervasive Applications with Workflows

Security threats in a pervasive environment are applicadigpendent. Consequently,
business models incorporating any kind of a pervasive cdmgpparadigm will highly
benefit if formalisms are derived to enable a “case-by-casely of the problem. We,
therefore, propose to discuss our approach using an exdrapléh care application.
We emphasize, however, that our formalization of the magslich that the formulated
problems remain independent of any property intrinsic eohbalthcare domain only.

The pervasive health care environment consists of deviwtsnieasure the vital
signs of patients, location sensors that locate mobileuress, location-aware PDAs
carried by health-care personnels, and back-end systentsgsand processing records
of patient data. The devices are connected through wiredretfegs medium. We clas-
sify these devices into three categorieadapters composerandback-end Adapters
are are devices with low capabilities. They collect raw semkata and forward them
to composers for processing. Composers have medium phogespabilities and may
have fixed or battery power sources. Back-ends are high gsogecapability systems
whose power may be tapped by composers.



The application consists of different workflows that geggered by various events.
The following example specifies the workflow that handlessihgation when an unan-
ticipated change occurs in a patient’s vital signs (VS) rtani

Case 1: The VS monitor tries to detect the presence of the doctorinvahwireless
communicable distance. If the doctor is present, he can raaggestions which
may or may not be based on the patient report stored at thedratkHe may
also decide to request the assistance of a nurse, who igtbadth the help of the
network infrastructure. In case of an emergency, the satwneinfrastructure is
used to notify the emergency service.

Case 2: If a doctor cannot be located nearby, there is a search forsentlihe nurse
may have the requisite skills to take care of the situatienh@ps with information
obtained from the back-end system. If not, the nurse regubstnetwork infras-
tructure to locate a remote doctor. The remote doctor canrtteke his suggestions
to the nurse or directly interact with the monitoring degicsing the network. Pos-
sibilities are also that the doctor feels the need to be iniatelg with the patient,
and informs the emergency service on his way.

Case 3: Ifanearby doctor or a nurse cannot be located, the VS marotomunicates
with the network infrastructure to locate a remote doctbe @octor, once located,
can remotely interact with the monitoring equipments, aridie to attend to the
situation physically, often asking for assistance from esauEmergency services

are notified on a need basis. Also, on the event that the nket&oinable to locate
the doctor, it informs the emergency service.

composers

@ doctor

adapters

VS monitor
location sensor
back-end

@ DBMS/Audit server

connectivity-
— wired

Fig. 1. Constituents of a pervasive healthcare environment.

This scenario is represented by the workflow in Fig. 1 and exsigks the commu-
nication links that are used between the nodes in differentisxts. The direction of the



link indicates the direction of the information flow. The “ionitor” node, which is
the source node for this workflow can initiate a communicatiath either a doctor, a
nurse or a data relay point. The link between a data relayt jpoith the emergency ser-
vice is in one direction owing to the specification that theadalay point is only used
as an intermediate node to inform the emergency service. tHewemergency service
handles this notification is outside the scope of the apiptica

For our purose, a workflow is a tup{&,E,n,a(, D), whereN is a set onodes E
is a set ofedge characteristics is asink nodey( is a set ofpathsand® is called the
path compositionA node represents an application executing on a wired czless
device in the pervasive environment. The application cabrbken down into simpler
operations. For security analysis we assume that vulriiebin these operations are
know. An edge characteristic represents a communicatianradl used between the
nodes. Note that we are not identifying an edge by the two sdd®nnects, but rather
by the characteristics of the communication being perfarime the two nodes. Such
a definition serves better in the context of attack treesestistinct pairs of nodes
may be using a similar communication link (for example an ashnection), failure
or compromise of which can result in faulty (or no) commutiaa between all such
pairs. The sink node is representative of the objective tatworkflow is designed
to achieve. The set of paths represent the interactionseleetthe nodes using edge
characteristics. Every membef, = Np1EpiNpoEpo ... 0 in this set is a sequence of
alternate nodes and edge charateristics, starting withda moN and ending at the
sink node. The path composition specify how different paiteract to accomplish the
objective of the workflow.

Fig. 2. A simple example workflow

Figure 2 shows a simple example workflow. The workflow cossigtthe nodes
N = {N1,Nz, N3,Ns,Ns5}, edge characteristids = {Ej, E;,E3,E4} and the sink node
Ns. The set of paths is marked by all possible sequences ohatteg nodes and edge
characteristics starting at a node with no incoming edgdseading at the sink. Thus,
N = {21 = N1E1N3E2Ns, A2 = NoE1N3EoNs, A3 = N4EoNs, Al = N3EaN4EaNs, A5 =
N3E4NsE4Ns} is the set of paths. Note that the set of paths is not suffiaiesgecifying
the different ways the objective of the workflow can be achievFor example, paths
A1 anda’» cannot individually help realize the objective, but can darsconjunction.
The path composition is thus used to specify any conjunstiondisjunctions, required
among paths to reach the sink. In this particular examplepseiy this composition as
N1 - A2 + N3+ Na + A5, where we use the “dot” and “plus” notations to denote “AND”



and “OR” logic respectively. Besides capturing all possibiays that the objective of
the workflow can be achieved, such an expression also laygrdusd for the attack
tree representation.

3 Modeling Attacks Using Attack Trees

Attack trees have been previously proposed [2, 8, 11, 12] ast@matic method to
specify system security based on varying attacks. They drgjanize intrusion and/or
misuse scenarios by

1. utilizing known vulnerabilities and/or weak spots in gystem, and
2. analyzing system dependencies and weak links and reyireg¢hese dependen-
cies in the form of an And-Or tree.

For every system that needs to be defended there is a diffetick treé. The
nodes of the tree are used to represent the stages towartiackn @he root node of the
tree represents the attacker’s ultimate goal, namely,ecdamage to the system. The
interior nodes, including leaf-nodes, represent possippétem states (that is subgoals)
during the execution of an attack. System state can incleidd bf compromise by the
attacker (such as successful access to a web page or suteessiisition of root privi-
leges), configuration or state changes achieved on spegstiera components (such as
implantation of Trojan Horses) and other sub-goals thdtuitimately lead to the final
goal (such as sequence of vulnerabilities exploited). 8nan represent a change of
state caused by one or more action taken by the attackerg€lastate is represented
by either AND-branches or OR-branches. Nodes may be decssdpas

1. asetof events (attacks) all of which must be achievedtioisssub-goal to succeed,;
this is represented by the events being combined by AND besat the node; or

2. a set of events (attacks), any one of which occurring weiutt in the sub-goal
succeeding; this is represented by the events being cothbyn®R branches at
the node.

The notion of attack trees is very similar to the notion odelkttgraphs that have been
proposed by other researchers [1, 4, 5, 10, 13, 14] for né&twainerability analysis.
The difference is in the representation of states and actidttack graphs describe
the sequence of actions that leads to attacks whereas #tt@skdescribe attacks in
terms of the sub-goals that need to be reached. Thus attsek éire a more concise
representation. A often cited criticism of attack trees-{@ivis attack graphs) is that
they are not able to model cycles. However, we believe thattiticism is valid only in
cases where attack trees are used to represent sequenegaifas leading to attacks,
not when it is used to represent sequence of states reactsettofd criticism of using
attack tree to model attack scenarios is that they tend torgeieldy. Earlier, in one of
our works [11], we had shown how we can reduce the size of thelatree so that it is
usable.

1n real world there can be a forest of trees. However, a farastbe collapsed always to a
single tree. So we will assume that there is a single tree



We augment an attack tree by associating a léhel, u) with each branch and node
in the attack tree. The augmented attack tree is defined figrasfollows:

Definition 1. Anaugmented attack trdée a rooted tree defined as AAT (V,E,¢,L),
where

1. V is the set of nodes in the tree representing the diffestatés of compromise or
sub-goals that an attacker need to reach in order to compsenai system’ €
V is a special node, distinguished from others, that fornesrtfot of the tree. It
represents the ultimate goal of the attacker, namely systampromise. The setV
can be partitioned into two subsets, leaf _nodes and infemaes, such that
(a) leaf_nodesJ internal_nodes= V,
(b) leaf_nodes) internal_nodes= ¢, and
(c) ¥ € internal_nodes

2. E C V xV constitutes the set of edges in the attack tree. An ¢dge) € E
represents the state transition (in terms of actions takemh a child node ve V
to a parent node ve V in the tree. The edge;, v;) is said to be “emergent from”v
and “incident to” v;. Further if edgegv;,v;j) and (vj, vk) exists in the set of edges,
then y and \ represent the same node.

3. eis a set of tuples of the foriv,decompositionsuch that
(a) v € internal_nodes and
(b) decompositione {AND— decompositionOR— decompositioh

4. L is a set of opinion labels. A labeH L can be associated with a node or an edge.
If SV is a node then the opinion labe}, lassociated with nod8, is given by
Is=ws"" and is called theopinion on vulnerabilityof S. If e = (vi,v;) is an edge
then the opinion labeklassociated with edgeis given by 4 =w, Atk and is called
theopinion on attacking activitiesf e. Each opinion value w, is a tuple of the form
(b,d,u), where hd,u € [0,1] and b + d+ u = 1, represents respectively, a
belief, a disbelief and an uncertainty in the opinion as akptd below.

Definition 2. Given a node v in an attack tree such thatvinternal_nodes, the node
is an AND-decompositiorif all edges incident to the node are connected by the AND
operation.

Definition 3. Given a node v of an attack tree such thatvinternal _nodes, the node
is an OR-decompositiorif all edges incident to the node are connected by the OR
operation.

An AND-decomposition on node(shown by a single arc among the edges incident
to vin figure 3 means that each subgoalvafepresented by a child of needs to be
reached in order to reach An OR-decomposition (shown by a double arc in figure 3
means that the goalcan be reached only if any one of the subgoals is reached. Note
that reaching a child goal is only a necessary conditiondaching the parent goal and
not a sufficient condition.

Henceforth we will use the terms attack tree and augmentackatee interchange-
ably to mean the latter. Intuitively, the opinion on vulrtgti#y tells us to what degree
the current state of the pervasive system is vulnerable oph@on on attacking activi-
ties is a measure of a system monitor’s belief that the stateition from one vulnera-
ble state to another will occur.



Definition 4. Given an attack tree, AAT, aitack scenarioAS of AAT is defined to be
a sub-tree of AAT that is rooted at the root of AAT, and followe or more branches
through the tree to end at one or more leaf nodes of AAT such tha

1. if the subtree has a node that is an AND-decompositionttesubtree must con-
tain all the children of this node, and
2. the sub-tree represents one and only one of the many attldcribed by AAT .

The following figure shows an augmented attack tree. It hdéllpstrate the notion
of attack scenario. The shaded boxes comprise the nodes aitdtk scenario.

Attack
Progressio

Fig. 3. A possible attack scenario

Definition 5. An edge(v;,v;) in an attack scenario is called aatomic attack The
node v represents the precondition for the atomic attack andsvthe exploitation of
the atomic attack.

Referring to figure 3 some of the atomic attacks have beenshgwlashed arrows.
Note that to achieve an atomic attack, the attacker mustutxesome operations that
exploit one or more vulnerabilities in the system. Once aerdbility has been iden-
tified the attacker executes a set of “attacking operatidinat effectuates an atomic
attack. This leads us to the following definition.

Definition 6. A suspicious operations se&G', corresponding to an atomic attack
attk, is a set of operations on specific objects that may piedgnlead to the culmina-
tion of the atomic attack attk. & is a set of tuples of the forfaction ob ject.

We can identify two different types of operations in a sugpis operations set
SOk, The first subset of operations is the et of vulnerable operations. At least one
of the operations in the vulnerable set needs to be execotexploit a vulnerability.



An atomic attack can be launched by exploiting one or moraenalbilities. Similarly
each vulnerability can be exploited by executing one or nieerable operations.
The second subset of operations is theAgeof attacking operations. All of these need
to be executed to accomplish the atomic attack.

3.1 Mapping Workflow to Attack Tree

In order to obtain an attack tree from the workflow correspiogdo a pervasive com-
puting application, we assume that the attack trees to comipe a node or an edge
characteristic are already known and denoted\B§f (Ni) andAAT(E;) respectively.

We say thaAAT(-) is trueif the root node of the corresponding attack tree (or the)goal
has been achieved by an attackalseotherwise. Further, we associate a boolean value
T(Ap) = ViA(X) to each path, wheng is a node or an edge characteristic appearing
in the pathw(p. In other words, a path is disrupted by an attacker if it caompses any

of the devices or communication links appearing as part. d¢f &n attacker is able to
disrupt every path, or a subset thereof as necessary, taaptiication shall have no
way of realizing the objective laid down in the workflow. Henby replacing the paths
by their boolean values in the path composition, we can olaai expression that is
analogous to the attack tree for the workflow. For the examppieided in figure 2, the
expression for the attack tree would becofie() - T(A2) + T (A3) + T (Na) + T (As),

with the “dot” and “plus” notations now indicating the logidoolean operations. Note
that this representation of the attack tree is a boolearessn, and hence standard re-
duction techniques can be applied to reduce the complentiye or edge characteristic
repetitions) of the attack tree.

3.2 Opinion Model for Attack Trees

The concept of “beliefs, disbeliefs and uncertainty abquihion” is borrowed from
the work on subjective logic by Jgsang [6]. In this work, aergt opinion about a
propositionx, w(x), is defined in terms of the belidf(x), the disbeliefd(x) and the
uncertaintyu(x), with b(x) 4+ d(x) +u(x) = 1. A particular opinionw(x) is represented
as a point in the opinion triangle. The triangle itself is defl by the three vertices —
[0,0,1], [0,1,0] and [1,0,0] — corresponding to total uria@ty ([0,0,1]), total disbelief
([0,1,0]) and total belief ([1,0,0]) about the proposition

The following two definitions from [6] help in forming an opan about the con-
junction and disjunction of two propositionsandy. The conjunction of the opinions of
two propositions results in a new opinion reflecting thehitrmit both proposition simul-
taneously, while the disjunction of the two opinions resifita new opinion reflecting
the truth of one or the other or both propositions.

Definition 7. Conjunction of Opinions Let x and y be two propositions. Let w-
(bx, dx, ux) and w, = (by, dy, uy) represent an agent’s opinion about the propositions.
Then the conjunction of the opinionand w; is wy AWy, given by

Wy AWy = (beya dxAy7 Ux/\y)

2 We have shown earlier in [11] how an attack tree can be build fystem



and satisfies the following equations.

bx/\y:bx'by (1)
dxAy:dx+dy—dx'dy (2)
UX/\y:bx'Uy“‘uX'by‘FU>('Uy (3)

Definition 8. Disjunction of Opinions Let x and y be two propositions. Let,w
(bx, dx, ux) and w, = (by, dy, uy) represent an agent’s opinion about the propositions.
Then the disjunction of the opinionoand vy, is wy vV wy given by

Wy V Wy = (bx\/ya dx\/ya ux\/y)

and satisfies the following equations.

bx\/y:bx‘f'by_bx'by (4)
dx\/y = dx : dy (5)

We would like to formalize the notion of an opinion on attaaitivties based on
an opinion on vulnerabilities initially present in the pasive system. The opinion on
vulnerability represents the degree of weakness in thesydtor a system to be suc-
cessfully attacked it must have an initial set of vulneiitibd. As an attack exploits
a particular vulnerability it proceeds to the next stage iehhe system is more vul-
nerable. This changes our opinion of vulnerability. We esgnt the vulnerability that
results from poor design by the initial subgoal in the attiek and vulnerabilities that
result from the progression of the attack as intermediatgaals in the attack tree.

The vulnerabilities and the attacking activities are edathe vulnerabilities are
the preconditions for an attacker to perform attackingvéds. Moreover, a successful
attack activity exploits more vulnerabilities. This, irriubecomes a precondition of a
more advanced attack activity. This relationship is fotynedpresented by the follow-
ing definition.

Definition 9. Let S be a node in the augmented attack tree AATV,E,g,L). The
opinion on the vulnerability of S, &' is defined as follows:

1. if S is an AND-decomposition with m branches then
weU = (wgs, VU Awg AR AL A (W, VU A wig, A
2. if S is an OR-decomposition with m branches then
ws/t = (wg VU Awg AK) v LV (W, VU A wg, AK)
3. if Sis a leaf node then ¥Y' = (1,0,0), a constant.

Definition (9) above represents the relation between twaiops; the opinion on
vulnerability in the pervasive system and the opinion oacking activities. Figure 4
gives the general idea on how we use the augmented attadk fpeedict attacks in the
pervasive system. When a pervasive computing applicationitiated, the intermediate
nodes in the augmented attack tree are initiated with tashletief about any attack.
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Fig. 4. Attack prediction

However, the leave nodes are initiated with full belief atbew attack. This is because
the leaf nodes represent the initial vulnerabilities thastan the system ready for full
and immediate exploitation.

At time t; say, the monitoring reports suspicious operation. Theegyshaps the
operation to the threats database to identify the corraipgmtomic attacks. Assuming
Attk4 is the relevant atomic attack, the system computes theapiom an attacking
activity Attk;. The model to compute this is formulated in Section 4. Theitodng
system then starts updating the progression of attack stghie attack tree. For this
purpose, the system evaluates an opinion value for nodéiattack tree. The edge
associated with Attkis first updated. Then the opinion value of its immediate piare
level subgoal (subgoal 1 in figure 4) is calculated using teva equations (depending
on what branch-decomposition this subgoal has). This seisasshown in figure 4 as
the particular node updating the value to (.5, .3, .2). Nexhes the next immediate
parent-level sub goal. The updating chain continues ugw#odhe root of attack tree.
Eventually, the updated value at the ultimate goal (the obtite attack tree) announces
the current belief in the attack on the system.

4 Quantitative Framework for Evaluating Attacks

Let SO be the set of all suspicious operations of an attack in a gtk tree. Let
also SO« = Vulx UAox whereVuly denotes the set of vulnerable operations Ang
is the set of attacking operations. We observe that a mamitagent that tracks the
activities of a given application can reasonably make tlleviing predictions about a
malicious attack.

Complete disbelief in an attack If no operation has been executed by the application
that belongs to eithevuly or Aok, then the monitor has complete disbelief in an
ensuing attack.



Complete belief in an attack If all operations inAox and at least one operation in
Vulx has been executed by the application, then the monitor haisb@lief in an
ensuing attack.

Complete uncertainty about an attack If all operations inVuly has been executed
and no operation iAoy has been executed then the monitor is completely uncertain
about an ensuing attack.
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Fig. 5. Opinion thresholds for the model

We represent these three cases as the three vertices ofithenapiangle repre-
senting the monitor’s opinion about an attack (see figur&\® use the symbdD for
the total disbelief vertexB for the total belief vertex antd for the total uncertainty
vertex. A point within this triangle, which occurs when sooperations in botiW uly
and Aoy has been executed, will give the monitor’s opinion about msuang attack.
The monitor has to compute this opinion based on the fraciomiinerable operations
that has been executed so far and the fraction of attackiegatipns. We define the
following fractions.

~ Number of vulnerable operations executed so far @)
- Total number of operation Muly

_Number of attacking operations executed so far ®)
o Total number of operations oy

The monitor always starts from the disbelief vertex of thénimm triangle. Since
at least one vulnerable operation needs to be executedebafigrattacking operation
can be executed, the opinion of the monitor moves alondiheside of the opinion
triangle initially. As and when attacking operations getecited the opinion point
begins to move towards the edg®. This leads to the following observation.



Observation 1 The fraction m tends to pull the opinion about an attack taygarncer-
tainty while the fraction n tends to pull the opinion towatuzidief. The opinion has an
initial inertia that tends to keep it at the disbelief end afy instance the interaction of
these three forces keep the opinion in equilibrium.

Uncertainty

D B
Disbelief

Belief

Fig. 6. Analogy of opinion about attacks with equilibrium of forces

This scenario closely resembles the following equilibricondition arising in mechan-
ics (see figure 6). A ring is attached to a spring which in tgrattached to the vertéx

of an equilateral triangle. At the verticesandB of the triangle are two ideal pulleys
that connect two sand buckets to the ring. When the sand tsuake empty the spring
keeps the ring ab. As the sand buckets get filled with sand they exert forceshen t
ring. These forces stretch the spring and move the ring @stdror D. The resulting
tension in the string determines the position of the rindnimithe triangle which can be
calculated using the laws of mechanics. In particular, Ptz gives us that tension
in a spring is equal to the product of the stiffness constéthe spring k) and the
elongation of the springX).

We observe that in our model the analogues of the forcesaskbytthe sand buckets
are the fractionsnandn from equations 7 and 8. To model our system we need to define
the equivalents of the following things: (i) the perimetéittoe triangle, (ii) the force
exerted by the two sand buckets and (iii) the tension in thi@gpThe opinion triangle
is an equilateral triangle each of whose three sides aretiruength. The resultant of
the forces exerted by the two sand buckets can be computetiass.

Consider the case when all vulnerable operations in théwgthas been executed
and no operation ihox has been executed. This corresponds to the case mheril
andn = 0. In this case the opinion point will be at the vertex cormesting to total



uncertainty. Thus the spring will be extended along@heedge of the opinion triangle
and have a displacement =1.0 unit. Then the effect of full uncertainty can be ex-
pressed by the formulg, = k- 1.0 wherek is some constant. Thus, at any instance, the
effect of a fractiorm of total uncertainty is expressed by the equation:

Fu=m-k ©)

The effect of total belief needs to be modeled a bit diffdsenthis is because
in order for some belief to arise in the opinion, not only soaticking operations
need to be executed but some vulnerable operations as wetedver at least one
vulnerable operation needs to be executed prior to exetafiany attacking operation.
The effect of execution of any vulnerable operation is to enthe opinion point towards
uncertainty. Thus, following the same reasoning as for tieerttainty case, ik -k is
the extension of the spring along tB& side of the opinion triangle, whereO\ < 1
is a known constant, then the following expression holdstfereffect of a fractiom of
total belief on the opinion.

Fo=n-A-k (10)

At some instance the opinion point will be somewhere withia triangle. We use
polar coordinate systems to represent the point within tia@dle. Let the edg®B
represent the X-axis and the poidbe the origin. Then any opinion poiRtin the polar
coordinate system can be representdéagq /A ,8), whereA is the point’s displacement
from the origin and is the angle of the displacement with the X-Axis.

Once the polar coordinateg\(8) of an opinion pointP, is known we can calcu-
late the corresponding values for disbelief, uncertaimtgt belief using the laws of
trigonometry (see figure 7).

The three values can be expressed in terms of the followingtems.
_ Asing

_ . Acos30—6|
d=1 — 7 (12)
b=1-d-u (13)

At any given instance the opinion poimR, is in “equilibrium” within the opinion
triangle. In other words, the combined effect of the pullia tincertainty direction and
the pull in the belief direction is balanced by the inertiall powards the disbelief direc-
tion and the resulting effect of the pulls is zero. If we dgllto be the pull towards the
disbelief direction, then the sum of the X-axis componefit§,pF, andFy is equal to
zero. Similarly the sum of the Y-axis component$gfF, andFy is zero. We compute
these in terms of the angles that the belief, disbelief ameértiainty pulls make with the
X-axis, namelya, 6 andp respectively (see figure 7).

It can be shown that under equilibrium condition the follogriequations hold.

Ancosa + mcosp — AcosB = O (14)
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Fig. 7. Computing the values for b, d and u from polar coordinates

Ansina + Asin@ — msinB = 0 (15)

Equations 14 and 15 are in terms of the angleand 3. We have to find the value
of these angles in terms df and®. At this point we note that when the opinion values
crosses a certain thershold, executing just vulnerableatipas should force the system
into high alert state. We set the threshold point to be thevaydmark betwee and
B. With this observation we can show thatand can be expressed by the following
equations.

a= arctanﬂ (16)
B 1— Acos9

\V/3/2— Asin®
ni
|1/2— A cosh|

Finally, substituting the values fax and 3 in equations 14 and 15 gives us the
following two equations.

B =arcta (17)

A sin@
ni —
A n coqarcta A cose)+ A cosh
V3/2 — A sin@
m cos(arctan|1/2 N cose|) = (18)
: A sin@ .
n —
A n sin(arcta T A cose)+ A sin®
V3/2 — A sin@

m 5|n(arctan|1/2 ] )= (29)




From the above modeling we observe that by counting how mérgeodiffer-
ent types of operations have executed in the pervasivecapipin we can formulate
an opinion about the current state of compromise of the sysitde complete frame-
work works as follows. When the application starts exegutiperations, the monitor
determines the values of the fractiamsaandn. This gives rise to the opinion values for
branches of the attack tree that are emergent from leaf negleg equations 18, 19,
11, 12 and 13. These values can be computed all the way up todhef the attack
tree using further the theorems on conjunction and disjioncif opinions. Thus at any
point in time, while an application is executing operatiowe can estimate what the
chances are that this particular application can cause proonise of the pervasive
system.

5 Conclusions and Future Work

In this paper, we have presented a quantitative model fduatag the chances of
an attack occurring in a pervasive computing environmer.nvstke two main contri-
butions. First we develop an augmented attack tree modekfoesenting attacks in
a pervasive application. Next we build an opinion model fitacks that is based on
monitoring, classifying and counting the different adi®s that is going on in the ap-
plication. The opinion model provides three measures, &fbellue that an attack is
ensuing, a disbelief value that there is an attack and arrtany value regarding the
other two values. We believe that these three values toggitress a good picture of the
state of compromise of the pervasive application. Sinceghlues are continuously
generated based on signals from the monitoring system,mmadrator can use these
values to adapt the security controls to the changing simenar

The challenge is to validate the model in a real world scenand that is our
planned next step for this work. The problem we are facindnéslack of real world
data for pervasive applications. As a first step we are usia@ARPA Intrusion De-
tection System Evaluation dataset [7] in a simulated p&rea®mputing environment.
The DARPA dataset will be used to provide a stream of actmnagtords for the applica-
tion. Results from this evaluation will be presented at areitvenue.

Acknowledgment

This work has been supported in part by a grant from the U.8FAice Office of
Scientific Research (AFOSR) under contract FA9550-074200he statements and
opinions expressed in this work and the conclusions dragthase of the authors and
do not represent those of the AFOSR or any other federal &geactheir representa-
tives.

References
[1] P. Ammann, D. Wijesekera, and S. Kaushik. Scalable, lgtagsed network vulnerability

analysis. InProceedings of the 9th ACM Conference on Computer and Coinatioms
Security, Washington DCpages 217-224, November 2002.



[2] J. Dawkins, C. Campbell, and J. Hale. Modeling netwotkelts: Extending the attack tree
paradigm. InProceedings of the Workshop on Statistical Machine Leariigchniques in
Computer Intrusion Detection, Baltimore, MDohns Hopkins University, June 2002.

[3] J. Elson and D. Estrin. Sensor networks: A bridge to thesptal world. In C.S. Raghaven-
dra, K.M. Sivalingam, and T. Znati, editoM/ireless Sensor Networksluwer Academic
Publishers, 2004.

[4] S. Jha, O. Sheyner, and J. Wing. Minimization and religbanalysis of attack graphs.
Technical Report CMU-CS-02-109, School of Computer Sa@e@arnegie Mellon Uni-
versity, February 2002.

[5] S.Jha, O. Sheyner, and J. Wing. Two formal analyses athtyraphs. IfProceedings of
the 2002 Computer Security Foundations Workshop, NovasSpaiges 45-59, June 2002.

[6] A.Jgsang. A logic for uncertain probabilitielternational Journal of Uncertaity, Fuzzi-
ness and Knowledge-Based Systed(i3), June 2001.

[7] R. P. Lippmann, D. J. Fried, I. Graf, J. W. Haines, K. Kelhdd. McClung, D. Weber,
S. Webster, D. Wyschogrod, R. K. Cunningham, and M. Zissmavaluating Intrusion
Detection Systems: The 1998 DARPA Off-line Intrusion Détat Evaluation. InPro-
ceedings of the DARPA Information Survivability Confeeeand ExpositionLos Alami-
tos, CA, January 2000.

[8] A.P. Moore, R.J. Ellison, and R.C. Linger. Attack moadejifor information survivability.
Technical Note CMU/SEI-2001-TN-001, Carnegie Melon Unsity / Software Engineer-
ing Institute, March 2001.

[9] A. Perrig, J. Stankovic, and D. Wagner. Security in wesd sensor network€ommuni-
cagions of the ACM47(6):53-57, June 2004.

[10] C. Phillips and L.P. Swiler. A graph-based system fammek-vulnerability analysis. In
Proceedings of the 1998 New Security Paradigms Workshojga@d, IL, pages 71-79,
January 1998.

[11] I. Ray and N. Poolsappasit. Using Attack Trees to Idgmialicious Attacks from Autho-
rized Insiders. IrProceedings of the 10th European Symposium on Researchnip@er
Security Milan, Italy, September 2005.

[12] B. Schneier. Attack trees: Modeling security thre@s.Dobb’s Journa) December 1999.

[13] O. Sheyner, J. Haines, S. Jha, R. Lippmann, and J. WingorAated generation and anal-

ysis of attack graphs. IRroceedings of the 2002 IEEE Computer Society Symposium on

Security and Privacy, Oakland, CMay 2002.

[14] L. Swiler, C. Phillips, D. Ellis, and S. Chakerian. Couter-attack graph generation tool. In
Proceedings of DISCEX '0: DARPA Information Survivabiltgnference and Exposition
Il, pages 307-321, June 2001.



