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Abstract. In this paper a novel fusion approach for combining vaiwe online
signature verification will be introduced. While the matchalgorithm for the
speaker identification modality is based on a single SansMixture Model
(GMM) algorithm, the signature verification strategybiased on four different
distance measurement functions, combined by multialgorithroisior.
Together with a feature extraction method presented ineatlier work, the
Biometric Hash algorithm, they result in four verificati experts for the
handwriting subsystem. The fusion results of our new stiésy on the
multimodal level are elaborated by enhancements tgsters, which was
previously introduced by us for biometric authentication inl H€enarios.
Tests have been performed on identical data sets érotiginal and the
enhanced system and the first results presented in this phpe that an
increase of recognition accuracy can be achieved by oummétialgorithmic
approach for the handwriting modality.
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1 Introduction

The necessity for user authentication rose strongly inaseykears. In the today's
digital world it is no longer possible for humans to determinadéetity of the other
one mutually from face to face, for example due to the distaneede two parties,
which may be virtually linked by a computer network (e.g. the Wdfide Web).
The task of ensuring the identity of participants of a ®de made increasingly
often by automatic systems, e.g. by user verification. \atifin is the confirmation
of the identity of a person. The three fundamental methods ofvesécation are
based on secret knowledge, personal possession and biometrics. Arartnpor
advantage of biometrics is that it identifies the persorheely knowledge, nor by
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an object, which can be lost or handed over to other persons. Instoatkaowledge
and possession, biometric characteristics are intrinsicafijoined to their owners.
Prominent modalities for biometrics are passive trdits ilis and fingerprint on one
side and behavioral properties such as voice and handwriting on the\itoe and
handwriting, especially signature, are very intuitive behavianadl ubiquitous
biometrics. They can be captured by modern personal computers,llaaswsy
Personal Digital Assistants (PDA) or even some pen-enabiad phones. Further,
no expensive special hardware is required. Only a microphone gnaghlzical tablet
or touch sensitive display are necessary.

One of the problems with biometrics is the lack of recognitimutacy of single
systems, reflected for example by the error characterstitase identifications. In
order to increase the accuracy of biometric systems, someaapps try to reach a
better performance by combination of various biometric modaliges fingerprint
and iris). These approaches are called multimodal or multibiamegrification
systems. These multimodal biometrics can be advantageous alpersons, who
cannot exhibit one or several of the required characterigtizsexample, a missing
modality could be ignored and those characteristics avaitadlkel be increasingly
significant for subjects lacking one ore more features.

Given a biometric system of only one single modality, anothesilgbity to
improve the verification performance is the fusion of differalgorithms of this
individual biometrics. Systems of this category are denoted asalgotithmic
systems. In this paper we analyze the effects of replaceshentsubsystem of an
existing multimodal system to the recognition accuracy. Whéeoriginal subsystem
is based on a single distance measurement algorithm for h&ndwthe new
subsystem is a multialgorithmic signature verification exgeot our analysis, we
first give an overview of the original multimodal system &lnel underlying fusion
strategy. We then summarize the multialgorithmic approachdoagire verification.
This multialgorithmic approach is then used as a replacefoethie subsystem for
handwriting, which is introduced by our novel fusion model. In our expatahe
evaluation we then compare the multimodal recognition results ofitfiead and the
new subsystem.

This paper is structured as follows. In section 2, we gisieast description of the
original multimodal system. Section 3 provides an overview of the fusion metirods f
combining multimodal or multialgorithmic biometric systems. Furtliedescribes
our new approach based on the fusion of four signature verificatioarte. We
present first experimental results of this new subsystemeabnd at the end of the
third section for the entire multimodal system with and withbetrtew subsystem. In
section 4 we summarize this article, draw some conclusionsuioresearch and
discuss further activities in this area.

2 Multimodal Fusion on the Example of Voice and Handwriting

In the multimodal approach presented in [2], the biometricackpand signature are
fused with one another. The focus here is on the use of pen-baséel desiies for
Human to Computer Interaction (HCI), where the authors contemraspoken and



Multimodal Biometrics for Voice and Handwriting 3

hand-written input. The problem with the use of speech is the infludribe results
by noises and consequently, the fusion idea is to compensate this influerce
complimentary biometric modality, the handwriting.

Figure 1 outlines the multimodal biometric system model from [B& Fusion is
accomplished on the matching score level (see chapter 3).slpehspective, the
multimodal biometric system contains two separate biometric stdmyg until the
fusion process. Both subsystems have their own modality dependentatpuAs
from this point of view it is irrelevant whether the subsyst consist of one or more
algorithms, the usage of multialgorithmic schemes for omaare of the subsystems
generally fits in this multimodal layout.
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Fig. 1. Multimodal fusion for voice and handwriting on matchingredevel

For the actual design of the fusion strategy, a variety efretives exist, based on
linear and non-linear weighting, user-specific and global wisighthodels et cetera.
For the sake of simplicity, in [2] a global, linear weightimgsed on the modified z-
score distance measures of each modality has been implemidate, separately for
each modality the non-normalized distance measig@ormalized to the modified z-
scorez according to the following equation:

X—min(x
,=X=min(x)
o

@

o and min(x) denote the standard deviation and the minimum aboobsaitved
distance measures in a test. The fusion of z-scores issthwiy given by the
summation of the individual scores for the two modalitzgg.for handwriting ands:
for speaker recognition:

Zina = Z T Zyy - 2

The reference data and test data descended from ten pensbogh, speech and
handwriting. The spoken inputs are German. They were capturedounaproofed
environment. Later two kinds of noises, generated white Gaussis@ and recorded
laptop fan noise, were added in order to simulate a mobile setap.{drson had to
read 15 sentences for training and one different sentence fimgtestd for the
signature part, each person had to write her or his signature sieven times. One
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of these samples was used as test sample. The samplesecmware used for the
reference data set. The handwriting data were acquired @phigal tablet, Wacom
Cintig15, which output the same kind of signals as those digitizers used irP@blet

A disadvantage of this original system is the missing wigighfThese could use
advantages of a person during speaking or writing by higher weight.

3 Fusion of handwriting algorithms

In order to increase the verification performance of the mattahsystem described
in section 2, we propose to use a multialgorithmic combination of héimdyr
verification methods in the signature part in order to achiewradivrecognition
improvements on the multimodal level.

Fusion strategies for biometrics have raised increasiegestt by science in the
recent past and a diversity of publications on this subject ediound. From the
variety we want to briefly give reference to some exasplvhich appear particularly
interesting in context of our work, without neglecting other contributions.

As described by Jain and Ross in [3] a multibiometric systaganisrally based on
one of three fusion levels: feature extraction level, matchauge level or decision
level. In the feature extraction level all systems involgegarately extract the
information from the different sensors. The determined datataredsin separate
feature vectors. During the fusion process, the featurergeate combined to a joint
feature vector, which is used for the matching score processerident on the
number of subsystems involved and the dimension of each individualefeactor,
the resulting joint feature vector may be high dimensional, whishregke its further
processing cumbersome. The fusion on matching score level is draslked mixture
of matching scores after the comparison between reference wcldtdest data.
Additionally, a normalization and weighting of the matching scoifethe different
modalities is possible, for example by relevance. The fusion results in matewing
score, which is the basis for decision. In decision based systawois,béometric
subsystem involved is completed separately. Here, the individuddiatex are
combined to a final decision, e.g. by boolean operations like AND/ORauBechis
fusion is accomplished at the latest point in time of theadlvprocess, it cannot be
controlled and parameterized as granularly as the other two approaches.

Matching score level based approaches have been succesgfpligd for a
number of multimodal systems, for example in [3], a multibiomessistem is
presented by Jain and Ross, that uses face, fingerprint and handtrgeome
characteristics of a person for authentication. This systpplies an user adapted
weighting tactic. Ly-Van et al. [4] combine signature vertima (based on HMM'’s)
with text dependent (based on DTW) and text independent (basdsaassian
Mixture Model) speech verification, at a time. They report thaion increases the
performance by a factor 2 relatively to the best singleerysiCzyz et al. ([5])
propose combination strategies of face verification algorithine.alithors show that
the combination based on simple sum rule can reach a better hesulthe best
individual expert.
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Because of the good characteristics, like simple norntisizand weighting, and
the encouraging results subscribed in [3] and [5] we decideaffgion on matching
score level in our multialgorithmic system for the handwriting modality.

3.1 New Approach

Our goal is to improve the verification performance of thetimodal system
described in section 2 by use of multialgorithmic handwritingfieation algorithm.
If the handwriting modality itself reaches a better id@iion rate, the performance
of the entire multimodal system should become better, whichamt @ demonstrate
experimentally.

In [6] we have shown that in principle, multialgorithmic fusion camadtlgeved by
multimodal fusion methods and because of the very encouragingsedtsrin our
work on handwriting, we choose the matching score level for combitiing
individual handwriting algorithms. Another argument for the matchimgescs that
normalization and weighting can to be accomplished here relatweiple. Each
algorithm (expert) produces a distance value, which expressesirfilarity of
reference data and test data. Normalization then makesathesvof the different
experts comparable to each other. In the last step before th&odeprocess,
weighting is applied to each matching score, where the definiif the weight
parameters is part of the system configuration. Such a moaoliidggic fusion on
matching score level is shown in figure 2. In difference to thitimmodal fusion, the
procedures involved use the same sensor data and reference data.

algorithm 1
feature feature mat- match
A > e
extraction vector 1 ching score 1
sensor template fusion total dn_ecw- output
data score sion
feature feature mat- match
A >
extraction vector 2 ching score 2
algorithm 2

Fig. 2. Multialgorithmic matching score level fusion

At this time all algorithms in our system use the Biometdash method
introduced in [1] for feature extraction from the handwritirgnples. Only the
similarity of input data and reference data is determined berdiff distance
measurement functions. The used alternative distance meaamee Canberra
Distance, City Block (Manhattan) Distance, Euclidean Distaand Hamming
Distance. Note that with a small distance, the featureorsetre each other more
similar than with a larger.

In [7] we have shown that a well weighted fusion of differ@istance measure
algorithms can result in a better verification performath@n the best individual
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algorithm. These results were experimentally determined fratatabase of 1761
genuine enrollments (with 4 signatures per enrollment), 1101 genaiifecation
signatures and 431 well skilled forgeries by 22 persons. All smmiphve been
captured on the same device, a Wacom Cintigl5. We have chosemlgtisitece it
has an active display. Through this not only the quality of the emots and
verifications improves but also the quality of the forgeries besdratter. The reason
for it is that the written text appears in the place in whicks iproduced. This
corresponds to the natural writing behavior of human beings. We weréoasthow
that the best fusion strategy of signatures results inreatee of the EER of 12.1% in
comparison to the best individual algorithm. Additional investigations with ot
and other semantic classes, as published in [6], led to similar results

3.2 Multialgorithmic Fusion: Experimental Results

In our new approach we now want to use these improved conceptthefor
combination of voice and signature. In the first step we creatéusion of four
distance measure algorithms within a biometric systemeasribed above. In the
second we combined the voice system and the handwriting systéme byatching
score level.

In order to show the increase in identification performance ofysem described
in [2], our tests based on the same signature test set$o Eheefunctional properties
of our evaluation program we used four out of five to ten sigaasamples for
enrollments and the remaining one to six samples are used datgefir each user.
In case that more than one test data are available foermodment per user, our
system selects those enrollments having the smalleshaistalue. In our earlier
work [7] in single tests of the four distance functions we haeated five weighting
strategies, based on the respective value of the individual distémicthe test set.
The weighting strategy, which led to the best results, waptedlaalso on the
handwriting data from [2]. By using the described transformation fumcie
determined a modified z-score. The identification rate forsigeature amounts to
80% and the rate amounted to 50% before.

Table 1. Modified z-scores of the multialgorithmic method

1 2 3 4 5 6 7 8 9 10
06 37 25 24 30 21 17 00 30 37
13 10 23 19 17 13 15 07 22 31
06 2503 11 14 09 16 02 22 3.2
05 32 2005 19 05 09 03 15 322
19 25 13 1511 14 19 17 26 29
16 29 26 18 2(00 09 05 08 34
26 29 16 22 23 1,04 19 33 35
14 40 26 23 28 19 1,00 15 35
11 32 23 19 22 17 13 004 34
13 35 29 13 16 08 10 0,7 10,7

Bf.om\l@()‘l-bwl\)l—\
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Table 1 shows the results of the identification tests. For esshan identification
attempt was accomplished. The similarity of the test datapsrson was determined
in each case to their reference data and the referencefdalteother persons. The
matching scores of the individual algorithms were normaliZzededessary, to the
interval [0-68]. The number results from the number of 69 ofstizdl features
extracted by the Biometric Hash algorithm as suggested .in{8he next step, we
determined the modified z-score as described in section 2. Idetitifi is then
performed by the nearest neighbor strategy. In case there azehmorone matches
for an assignment of a reference data to a test dataomsder an identification
failure. With our new subsystem, we reached an identificatate of 80%. Table 1
shows the observed z-scores after the fusion. Columns show thenentslfor each
user and rows show the verification data for each user, conskygubat marked
diagonal shows the genuine z-scores of each user. The first cahdrthe first row
represent the user IDs.

We are confident that with a larger number of persons andéirdata and
optimized parameterization of the fusion weights, identificatioresrecould be
improved, but we assume that with these first test resudtsnay conceptually prove
the qualification of our approach for usage in multimodal systems.

3.3 Multimodal Fusion: Experimental results

white Gaussian noise

100

percentage

~—@— Speech Recognition

30 8~ - o
/ - ® - Handwriting Recognition
20 4 Fusion System

—-
- # - New Handwriting Recognition
—] =

10 4 New Fusion System
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dB

Fig. 3. Adapted identification rates and original identificatiates as function of noise

The next step is to bring together the speech-based subsystdmtha
multialgorithmic signature-based subsystem to form the multimsgaiem. To
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ensure that the results are comparable, we have selketsdrhe proceeding for the
multimodal fusion of the speech and the handwriting subsystems, whishused
also with the original system, as described in [2]. This fusmmsists of a non-
weighted addition of the z-scores. In addition, we assume an unifetritbgtion of
Z-scores.

As an overall improvement of 30% for the identification rate forsthitesystem has
been observed (originally 50%, now 80%), we can estimate the effacturacy of
the multialgorithmic subsystem to 15% on the entire multimogatem. The
improvement arises from the participation of both subsystemsegithl weights. In
figure 3 the improvement of the modified system is graphicalpresented in the
comparison to the original system. In comparison to the originarfusur improved
approach has shown for example an identification rate improvement3démto
34.5% at a zero Signal-to-Noise-Ratio (SNR) and from 80% to fa2%n SNR of
25dB. Similarly, for all intermediate SNR values, we observesignificant
improvement of the recognition rate.

4 Conclusonsand Future Work

To best of our knowledge, so far no research results on the corobinaiti
multimodal and multialgorithmic experts concerning speech and handwritingdras be
published and in this work we implemented and evaluated this approach by enhancing
an existing system [2]. The original system consisted ofsprech-based subsystem
and one signature-based subsystem and in our modification the sigpased
subsystem was replaced by a multialgorithmic subsystem. Ourireataons, based
on identical data set as in the original publication, show thanprovement of the
verification performance of the originally multimodal approachfdaasible. By
exploitation of a multialgorithmic signature verification systean increase in
recognition accuracy of 15% could be observed for the whole system.

Since the weight parameters used for our multialgorithmicystdrss have been
estimated based on entirely different data sets, we canstate that parameters and
test results are uncorrelated. On the other side, thisesnfiiat further improvement
can be achieved by optimization towards the actual test set.

Although we can derive some initial conclusions on our new concept, it needs to be
stated that the size of the used test sets is nottisttis representative. Therefore
one of our next aims will be the further collection of databoth, voice and
handwriting, in order to carry out more significant tests. Basttle possibility of
determination of data dependent weights towards optimized réiomgaccuracy, we
further plan to conduct test in verification mode as well, whbee multimodal
biometric systems supposed to verify an identity claim ratten determining the
actual identity.
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