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Abstract. Recent research works suggest that human cognitive differences affect
security and usability of picture passwords within a variety of interaction con-
texts, such as conventional desktops, smartphones, and extended reality. How-
ever, the interplay of human cognition towards users’ interaction behavior and
security of picture passwords on smartwatch devices has not been investigated so
far. In this paper, we report on such a research attempt that embraced a between-
subjects in-lab user study (#=50) in which users were classified according to their
cognitive processing characteristics (i.e., Field Dependence-Independence cog-
nitive differences), and further composed a picture password on a smartwatch
device. Analysis of results reveal that already known effects of human cognition
towards interaction behavior and security of picture passwords within conven-
tional interaction contexts, do not necessarily replicate when these are deployed
on smartwatch devices. Findings point towards the need to design for diversity
and device-aware picture password schemes.

Keywords: Graphical Authentication, Human Cognition, Efficiency, Security.

1 Introduction

Research on smartwatch user authentication has become a complex endeavor, since it
entails a variety of factors that affect human behavior, security and user experience [1-
5]. Smartwatch-based user authentication is primarily achieved with Personal Identifi-
cation Numbers (PIN) and Pattern Lock [1, 6]. User authentication methods on smart-
watch devices can be grouped in two broad categories.

Knowledge-based user authentication approaches include CirclePin [6], which asks
users to enter a PIN through a 10-item color index using the smartwatch crown; Draw-
a-Pin [7], which authenticates users by drawing the PIN on the touchscreen; 2Ges-
turePIN [8], which requires from users to conduct two gestures through the smartwatch



rotating bezel or crown; TapMeln [9], that allows users to tap a secret and memorable
melody on the screen; and Personal Identification Chord [10], a chorded keypad that
allows users to enter various tap-based inputs. Studies have also investigated the effec-
tiveness of user authentication methods on smartwatch devices [1, 11].

Biometric-based user authentication approaches have been proposed that leverage
on device-specific signals (e.g., accelerometer, physiological, heart rate, etc.), including
MotionAuth [12], which authenticates users by analyzing their gestures (raising/lower-
ing hand, rotation, circle) utilizing a smartwatch; iAuth [13], which continuously au-
thenticates users by exploiting built-in device sensors; and SoundCraft [14] that authen-
ticates users based on non-vocal hand acoustics.

In this paper, we focus on knowledge-based user authentication schemes and in par-
ticular on picture passwords [15], which require from users to select regions on a back-
ground image that acts as a cue. Picture password authentication already represents an
alternative knowledge-based user authentication scheme in conventional interaction
contexts (e.g., desktops, smartphones, etc.) [15] and used daily by millions of users
[16]. However, picture passwords have not been deployed and investigated within
smartwatch-based interaction contexts, despite the fact that they can leverage on the
picture superiority effect, suggesting that individuals are effective in recalling visual
information [15, 17], and they can be easily adapted for touch interaction [5].

Picture password systems require from users to perceive, represent and recall visual
information that is processed on a cognitive level, and researchers have studied the ef-
fects of human cognitive differences in information processing on various aspects of
user authentication [5, 18-21, 35], which are described next.

2 Related Work and Research Motivation

Field Dependence-Independence (FD-I) is considered an accredited theory [22-25],
which indicates the users’ abilities to extract relevant information in visual scenes.
Field Dependent (FD) individuals obtain experiences through an integral approach and
their perception can be easily affected by the environment. They are not attentive to
detail, tend to handle problems in a holistic way and they are not efficient and effective
in extracting relevant information from a complex whole [5, 26]. Field Independent
(FI) individuals can obtain experiences through analysis and their perception is not eas-
ily affected by the context. FI users are effective in disembedding information from a
complex whole, they prefer to handle it in an analytical way and are able to distinguish
pertinent visual information embedded in an image [5, 26].

From a human cognition perspective, prior research has shown FD-I effects on pic-
ture password exploration and composition time [18, 5], and password selections [19]
within conventional interaction contexts, i.e., desktops, smartphones, extended reality.
For example, the work in [18, 5] revealed that FD users spend more time to explore and
compose a picture password on desktop and mixed reality devices compared to FI users.
The work in [19, 35] showed that FD users make stronger password selections than FI
users during picture password composition on desktop computers.



In this context, we further examine whether such effects continue to hold when pic-
ture passwords are deployed on smartwatch devices. Hence, the contribution of this
paper is two-fold: a) we deploy picture password schemes on smartwatch devices,
which is the first attempt so far to the best of our knowledge, and we study users’ inter-
action behavior and security under the light of an accredited human cognition theory
(i.e., Witkin’s Field Dependence-Independence [22]); and b) we provide initial empir-
ical evidence on the effects of human cognition towards users’ interaction behavior and
security of smartwatch-based picture passwords.

3 Method of Study

3.1  Null Hypotheses

Hpy:. There are no interaction effects between FD-I users and password selections
towards picture password composition efficiency on smartwatch devices.

Hpy>. There are no significant differences between FD-I users towards picture pass-
word security on smartwatch devices.

3.2 Research Instruments

Picture Password System. A cued-recall-based graphical authentication system (Fig-
ure 1) was designed and developed, following guidelines of Microsoft Windows 10™
Picture Gesture Authentication [29] in which users create selections on a background
image that acts as a cue. For representing the users’ selections, the system creates a 4x4
grid on the image, and consequently, stores the corresponding segment that was se-
lected. Users are asked to make five click-based selections (repeated selections are al-
lowed) in a specific order aiming to achieve a comparable theoretical key space of PIN-
based authentication on the picture password. Specifically, a six-digit PIN yields 10°
combinations, with a theoretical entropy of log,(10%)=19.93 bits, while a five-click-
based selection on a 4x4 image grid yields 16° combinations, with a theoretical entropy
of log2(16)=20 bits.

Smartwatch Device. The picture password system was deployed on a Fitbit Versa
smartwatch (https://www.fitbit.com), which has a 1.34’” and 300x300 pixels display.

Picture Password Image. We intentionally chose an image that would include
Points of Interests (Pol — regions on an image that attract the users’ attention) across
four quadrants, and including widely applied image semantics (i.e., scenery [33]). Fig-
ure 1 illustrates the picture password and background image used in the study, and its
corresponding saliency map that indicates the Points of Interests.

Cognitive Factor Elicitation. We used Witkin’s Group Embedded Figures Test
(GEFT) [30], which is an accredited and widely applied paper-and-pencil test [5, 18,
19, 26, 27]. The test measures the user’s ability to find common geometric shapes in a
larger design. Depending on the users’ responses, scores range between 0-18. Using a
widely applied cut-off score [5, 18, 19, 26], users that identify less than 12 items are
classified as FD, and users that identify 12 items and more are classified as FI.



B
4x4 image grid for
storing user selections

Quadrants that entail
Points of Interests

Saliency Map

Fig. 1. Picture password and background image used in the study, and its corresponding saliency
map that indicates the Points of Interests.

3.3 Sampling and Procedure

A total of 50 individuals participated in the user study with ages ranging between 21 to
44 years old (m=32; sd=5.7). All individuals participated voluntarily and could opt-out
from the study at any time. All participants were familiar with using smartwatches and
PIN-based authentication. No participant was familiar with picture passwords. Based
on the users’ GEFT scores, 21 participants were classified as FD and 29 participants as
FI (GEFT scores: m=12.34; sd= 4.26; min=2; max=18).

We adopted the University’s human research protocol that considers users’ privacy,
confidentiality and anonymity. Participants were invited and visited the researchers’
laboratory at a time convenient for the participants. The user study was conducted with
one individual at a time. Participants were informed about the study, and were asked to
read, accept and sign a consent form to participate. Once participants accepted and
signed the consent form, the GEFT test was administered aiming to highlight the par-
ticipants’ cognitive characteristics (i.e., classify them as FD vs. FI). Participants were
then instructed to wear the smartwatch on the hand they usually wear one and familiar-
ized themselves with the picture password system on the smartwatch. Aiming to in-
crease ecological validity of the study, we asked participants to compose a picture pass-
word that would be used to access individual data on the smartwatch.

3.4 Data Metrics

The following data were measured: i) visual exploration and overall password compo-
sition time: visual exploration time includes the time as soon as the user is shown with
the task until the user makes the first password selection, and overall password compo-
sition time further includes the time until the user successfully completes the password
composition task; and ii) picture password strength: we adopted a widely used metric
for picture password strength [16, 31] by calculating password guessability, which is
the number of guesses required to crack the users’ passwords. Following prior ap-
proaches that consider Points of Interests (Pol) [16, 19, 31, 32], we used a Pol-assisted
brute-force attack model [16] starting from segments covering the Pols, then checking
the neighboring segments, and finally checking the rest segments.



4 Analysis of Results and Main Findings

4.1 Interaction Effects between FD-I Users and Password Selections towards
Picture Password Composition Efficiency on Smartwatch Devices (Hor)

To investigate Hoz, we ran a two-way mixed analysis of variance (ANOVA) with the
FD-I group (FD vs. FI) and users’ password selections (five consecutive selections) as
the independent variables, and the time to make each password selection as the depend-
ent variable. There was a statistically significant interaction between the FD-I group
and users’ password selections on the overall time to compose the picture password,
F(1, 48)=7.11, p<.01, partial n’=.129. Figure 2 depicts the time to make each of the
five password selections.

Given the interaction effect, we further examined simple main effects for each pass-
word selection. Data are mean + standard error, unless otherwise stated. The analysis
revealed that visual exploration time, i.e., from start until making the first password
selection between the two groups, was statistically significant (FD: 3.14 + .34 sec vs.
FI: 2.21 + .29 sec) with a mean difference of .927 seconds, F(1, 48)=4.161, p=.047,
partial n’=.08. For the remaining four password selections (selections 2-5), there were
no significant differences between the FD and FI group (p>.05).

FDI
- FD

2000 . g

Time to make selections (msec)
>

Overall password creation phase

Fig. 2. Time to make password selections. Results reveal significant differences between FD-I
users in exploration time (i.e., from start until making the first password selection), whereas in
the remaining four password selections (selections 2-5), there are no significant differences.

Main Finding related to Ho:. FD users spent significantly more time exploring the
image prior making their first selection (visual exploration phase). This can be ex-
plained by the fact that FD users (having more trained the global information processing
stream) [22-25], spent more time exploring the visual cue since they follow a more
holistic and exploratory approach during visual search compared to FI users, who typ-
ically focus on specific focal points of an image during interaction.

This finding is in line with prior studies on investigating FD-I effects on password
composition time in desktop computers and mixed reality [18, 5]. Hence, existing



effects continue to exist when picture passwords are deployed on smartwatch devices.
Another interpretation can be based on the fact that FI users might be more efficient in
adapting to contextual and field changes (desktop vs. smartwatches) than FD users, who
need more time to adapt to new interaction design paradigms, further supporting previ-
ous findings in the field [5, 18, 26-28]. Furthermore, this study is also in line with pre-
vious cognitive studies in a different context [34], which revealed that the holistic and
analytic behaviors of FD and FI users are respectively amplified when interacting with
mixed reality environments compared to conventional desktops.

4.2  Differences between FD-I Users towards Picture Password Security
Aspects on Smartwatch Devices (Hoz)

We ran a Welch t-test to determine whether the two user groups (FD vs. FI) generated
different password strengths in terms of password guessability, due to the assumption
of homogeneity of variances being violated, as assessed by Levene’s test for equality
of variances (p=.044). Results revealed significant differences with a mean difference
of 169K guesses (95% CI, -317K to -20K), #47.633)=-2.289, p=.027. In particular,
user-chosen picture passwords of the FD group required 278K guesses to crack, while
those of the FI group required 447K guesses to crack. Figure 3 illustrates the percent-
age of passwords cracked indicating that FI users exhibited lower percentage of pass-
words cracked than FD users. The percentage of picture passwords cracked reached
100% for both groups within 22° guesses, which is the picture password key space.
Also, a spike occurred after 2'® attempts.

100

FDI
- D
A

% of picture passwords cracked
3

10 15
Number of guesses (log-2 scale)

Fig. 3. Percentage of picture passwords cracked, as assessed by the Pol-assisted attack model
[16]. FI users exhibited lower percentage of picture passwords cracked than FD users.

We further conducted an analysis on the user password segment selections of the
picture password. Figure 4 illustrates an intensity map of the frequencies of user pass-
word selections on the background image of the picture password system among FD-I
groups. Each column illustrates the layout of the image grid, with each cell representing
a segment in which a user password selection is made. Cell colors indicate the fre-
quency at which each segment was selected as the first, second, third, fourth or fifth
selection (darker colors indicate higher frequencies).



We ran a chi-square goodness-of-fit test to determine whether the selected segments
are evenly distributed across the entire image grid for both user groups. For doing so,
we further split the image in four even quadrants and calculated the frequencies of user
password selections of each quadrant. In the FD group, the number of selected segments
are statistically significantly different among the quadrants (y?(3)=13.133, p=.004). In
the FI group, the number of selected segments are not statistically significantly different
among the quadrants (y°(3)=1.78, p=.61).

Finally, we analyzed the participants’ selections with regards to Pol segments. We
ran an independent-samples t-test, with the FD-I group as the independent variable, and
the proportion of selections falling into Pol segments as the dependent variable. There
was homogeneity of variances, as assessed by Levene’s test for equality of variances
(p=.07). There were no significant outliers in the data, as assessed by inspection of
boxplots, and data were normally distributed, as assessed by Shapiro-Wilk’s test
(p>.05). The analysis revealed that FD users had a higher proportion of selections that
fall into Pol segments (73.33% =+ 21.29%) than FI users (60.68% =+ 18.11%), a statisti-
cally significant difference of 12.64% =+ 5.58% (95% CI, 1.4 to 23.87), #(48)=2.263,
p=.033.
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Fig. 4. Frequencies of user selections on the image of the picture password system. User choices
of FI users are more evenly distributed across the entire grid, compared to FD users.
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Main Finding related to Hoz. FI users created significantly stronger picture pass-
words than FD users. The Pol-assisted brute-force attack required 278K guesses to
crack FD passwords, and 447K guesses to crack FI passwords. The intensity map of
user selections further revealed that user choices of the FI user group were more evenly
distributed across the entire grid, compared to the FD group. Given that user password
selections of the FI group entailed more randomness, this can explain the improved
security strength compared to the FD group. In addition, FD users had a higher propor-
tion of selections that fall into Pol segments compared to the FI users.

Prior research has shown that FD users create stronger passwords than FI users [19]
when composing picture passwords on conventional desktop devices since FI users typ-
ically tend to select Points of Interests (Pols — regions that attract the users’ attention
and are prone to brute-force attacks) due to their inherent ability to focus on the details.
In contrary, in this study we found an opposite main effect, which can be explained by
the limited screen size and visual field that might have affected the users’ selections



towards certain regions that would not take place when the background image would
have been deployed on a conventional desktop computer with a larger visual field and
clearer attention points. Finally, findings also indicate that users in general tend to make
password selections that are based on generic Pol segments, which is in line to recent
research [32, 36] that revealed similar observations in desktop interaction contexts.

5 Conclusions and Future Work

In this paper we investigate whether deploying picture passwords on smartwatch de-
vices embraces similar effects of human cognition towards users’ interaction behavior
and picture password security, as shown in previous studies in conventional interaction
contexts [18, 5, 19]. For doing so, we adopted an accredited human cognition theory
(Witkin’s Field Dependence-Independence) and conducted a between-subjects in-lab
user study (#=50) in which participants composed a picture password that was deployed
on a smartwatch device.

With regards to Points of Interests (Pol) selections and password composition time,
results reveal consistent effects with previous studies, i.e., FD users spend more visual
exploration and password composition time than FI users [18, 5], and users tend to
make selections based on generic Pol regions [32, 36]. On the counter side, results re-
veal opposite main effects with regards to picture password strength compared to the
literature [19]. Specifically, in contexts where the visual field of interaction is larger
(i.e., desktop, mixed reality), FD users create stronger and more random passwords
compared to FI users due to their holistic approach in visual information processing.
However, when the interaction is held on smaller screen sizes such as smartwatch de-
vices, an opposite effect is revealed given that small areas for visual exploration do not
allow full deployment of holistic-type information processing streams and decision-
making during picture password selection.

Limitations of the study are related to the fact that only one picture was used for
composing the passwords with a specific complexity. Nevertheless, the picture was in-
tentionally chosen based on its complexity, which included widely applied image se-
mantics and points of interest (i.e., scenery and real-life objects [33]). Furthermore, the
study was run in a controlled in-lab setting, which might have affected the behavior of
users. Nonetheless, we aimed to increase ecological validity by applying the picture
password composition task in a real task-based scenario in which users created a picture
password for accessing individual data on the smartwatch.
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