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Joakim Kävrestad1[0000−0003−2084−9119] and Marcus
Nohlberg1[0000−0001−5962−9995]
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Abstract. The human aspect of cybersecurity continues to present chal-
lenges to researchers and practitioners worldwide. While measures are
being taken to improve the situation, a vast majority of security inci-
dents can be attributed to user behavior. Security and Awareness Train-
ing (SAT) has been available for several decades and is commonly given
as a suggestion for improving the cybersecurity behavior of end-users.
However, attackers continue to exploit the human factor suggesting that
current SAT methods are not enough. Researchers argue that providing
knowledge alone is not enough, and some researchers suggest that many
currently used SAT methods are, in fact, not empirically evaluated. This
paper aims to examine how SAT has been evaluated in recent research
using a structured literature review. The result is an overview of evalu-
ation methods which describes what results that can be obtained using
them. The study further suggests that SAT methods should be evaluated
using a variety of methods since different methods will inevitably provide
different results. The presented results can be used as a guide for future
research projects seeking to develop or evaluate methods for SAT.
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1 Introduction

It is well-established that insecure user behavior is one of the major challenges
in cybersecurity [36]. Targeting users rather than technology is common practice
for many attackers, and the need to make users more resilient to social engineer-
ing is apparent. As such, there is an obvious need to improve user behavior in
regards to cybersecurity [6]. To this end, users must be helped to understand
the consequences of their actions and learn how to act more securely [13]. For
that purpose, user training is the go-to solution suggested in scientific research
and offered by practitioners [23, 32].

Security and Awareness Training (SAT) has been discussed in the scientific
literature for at least two decades [38]. However, recurring reports of attacks
suggest that the problem of insecure user behavior is nowhere near being solved.
On the contrary, industry reports describe that human-related attacks are the
most common attacks, suggesting that up to 95% of attacks include the human
element[12, 15, 39]. Some researchers even suggest that organizations’ training
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programs are often not grounded in empirical evidence of their effectiveness [1,
2]. Seeing how the problem of insecure user behavior is certainly not resolved,
the need for further research into this area is apparent.

The goal of any SAT effort is to convey knowledge to the user so that she
knows what to do, understands why to do it and how to do it [38]. As such, the
ultimate goal is to improve the user behavior regarding security by providing the
user with knowledge and understanding. Recent research suggests that providing
knowledge is not enough as knowing what to do does not necessarily translate to
correct behavior [31, 4]. It is easy to argue that the proper way to evaluate SAT
efforts would be to evaluate the actual outcome, the effect on cybersecurity be-
havior. However, such studies bring practical as well as ethical concerns. Studies
on human behavior must adhere to rigorous ethical principles that impact what
can be done and how, as exemplified by [35]. Practically, experimental evalua-
tions are hard to perform, leaving room for the use of other evaluation methods
[46].

This paper aims to explore recently published work in the domain of end-
user cybersecurity training to identify how such training methods are evaluated
and outline considerations related to the identified evaluation methods. This was
done through a structured literature review where included papers were analyzed
using thematic coding. The results provide insight into what evaluation methods
that are used for the evaluation of SAT and what results that can be expected
from them. As such, it can be used to guide future research into SAT devel-
opment by providing a reference for making informed methodological decisions
and respond to the need for empirically evaluated SAT methods. The results
also identify what SAT methods that have been evaluated in recent research.

2 Methodology

The study was performed as a structured literature review (SLR) which followed
the process outlined by [30]:

1. Formulate a research question or aim.
2. Perform literature searches.
3. Apply inclusion and exclusion criteria.
4. Perform quality assessment.
5. Extract data.
6. Analyze data.

As described by [27, 22], selecting search terms and databases are essential
tasks in an SLR. The search term used in this study was designed to be inclusive
and capture all papers discussing end-user cybersecurity training. While a more
restrictive query could have been designed, we argue that a broad search is
more likely to capture all relevant studies, even if it results in a higher manual
workload regarding the application of selection criteria. The query was expressed
as follows: security AND (training OR education) AND user. Note that the query
was modified to match the syntax of the databases used in the study. The search
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term was applied to titles, abstracts, and keywords to focus the results. This was
motivated by the argument that papers that do provide important information
concerning the aim of the study are focused on cybersecurity training of end-
users and will therefore include all search words in the metadata. To increase the
chance that the study includes all important papers on the topic, an inclusive
mindset was applied in choosing databases resulting in the use of Scopus, Web
of Science (core collection), Science Direct, dblp, and Usenix.

All identified papers were evaluated against inclusion criteria. As suggested
by [48], the criteria were established before the search process started to avoid
bias during the selection process. The criteria were first applied to the abstracts
of the identified papers. Paper that clearly failed to meet the criteria were ex-
cluded before the criteria were applied to the full remaining papers. Papers writ-
ten by the authors of this paper were also excluded from the study to minimize
bias. The criteria for inclusion were the following:

1. Published 2015 or later.
2. Not a duplication of another included paper.
3. Published in peer-reviewed journal or conference.
4. Free to access for the author.
5. Written in English.
6. Discusses the topic of this study.
7. Reports on one or more evaluations of SAT methods.

The first five criteria were used to limit the body of included papers to recent
high-quality research and were, to some extent, applied automatically during the
search process where publication year, language, and outlet could be configured
during the search. The last two criteria were included to ensure that identified
papers specifically discussed end-user training in the cybersecurity context and
that they reported on findings based on their own data rather than conclusions
based on cited material or similar. The included papers were analyzed using
thematic coding in an open fashion, as described by [5]. During the analysis
process, the papers were read and categorized in three steps:

1. All papers were read and individual methods of cybersecurity training were
identified.

2. The papers were reread with the focus of identifying individual ways of
evaluating training methods.

3. The goal and outcome of the evaluations presented in the papers were ana-
lyzed. At this stage, the papers were positioned according to what method
they evaluated and how with the intent of analyzing how various evaluation
methods are used.

EndNote Desktop was used for the categorization and coding of included
papers.

3 Results

The searches, conducted on 2020-09-07, resulted in a total of 3664 papers, dis-
tributed among the included databases as follows:
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– Scopus: 1997 hits
– Web of science: 1495 hits
– Science Direct: 129 hits
– dblp: 13 hits
– Usenix: 30 hits

All papers and their abstracts were loaded into EndNote, and duplicate pa-
pers were removed automatically during this process. Next, the titles and ab-
stracts of all papers were scanned, and papers that clearly failed to meet the
inclusion criteria were removed from the study, leaving 106 candidate papers.
The inclusion criteria were then applied to the full body of those papers, result-
ing in 28 papers that were included in this study. Those papers were analyzed
using thematic coding as described throughout the rest of this section.

3.1 Initial categorization of included papers

During the first analysis stage, the papers were first categorized according to
what type of cybersecurity training they evaluated, resulting in an overview of
what SAT methods have been evaluated in recent work. An overview and listing
of papers included in the review are presented in Table 1. Included papers will
from hereon be referenced by the label (Ax) provided in Table 1; the number in
brackets point to the entry in the reference list that provides a full reference to
the respective papers.

Papers Category Category description

A1:[34], A2:[3], A3:[40],
A4:[44], A5:[19]

Several Papers evaluating several training
categories

A6:[14], A7:[20], A8:[17],
A9:[10], A10:[28],
A11:[21], A12: [18],
A13:[37], A14:[47]

Gamification Papers evaluating gamified train-
ing.

A15:[7],A16:[41] Interactive online Papers evaluating interactive mate-
rial delivered online

A17:[45], A18:[25],
A19:[42]

Lecture Papers evaluating instructor-led
lectures

A20:[26], A21:[49],
A22:[11], A23:[51],
A24:[24], A25:[9], A26:[50]

Situation aware Papers evaluating training deliv-
ered in a situation where it is usable

A27: [29] General 1 Evaluates the impact of progression
in difficulty of material

A28: [33] General 2 Evaluated how a variety of simul-
taneous methods affected phishing
resilience in an organization

Table 1. List of included papers and initial categorization
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3.2 Identification of evaluation methods

Following the identification of cybersecurity training types, the papers were once
again analyzed focusing on what kind of evaluations they contained. At this
point, four distinct methods of evaluation were identified in the papers:

– Perception evaluations: Evaluations that focused on users’ perception of a
training method. This included usability studies and typically aimed to eval-
uate if users liked the proposed method.

– Knowledge evaluations: Evaluations that measured the knowledge gained by
participants using a certain method of training.

– Simulation: Evaluations that measured security outcomes, such as phishing
resilience or password behavior in a simulated scenario.

– Experimental: Evaluations that measured security outcomes, such as phish-
ing resilience or password behavior in a naturalistic setting.

3.3 Analysis of evaluation methods

The included papers were analyzed once again, focusing on the methods the
papers used for evaluation, the author’s comments on the used evaluation meth-
ods, and the rationale for adopting certain methods. The result in this step is an
overview of what research goals are addressed using the four distinct methods
of evaluation. Table 2 provides an overview of which evaluation methods are
discussed in the included papers, and the remainder of this section describes the
evaluation methods in more detail.

Evaluation type Papers

Perception A3, A4, A6, A7, A8, A9, A10, A12, A16, A23

Knowledge A5, A11, A16, A17, A19

Simulation A1, A2, A3, A4, A7, A12, A14, A15, A18, A21, A23, A24, A27

Experiment A4, A5, A6, A13, A20, A22, A25, A26, A28
Table 2. Overview of evaluation types presented in the included papers

Ten of the included papers report on evaluations based on assessing partici-
pants perception using interviews or surveys. Two main types of studies can be
identified where one evaluates users’ perception of their own skill or knowledge.
In contrast, the other evaluates the users’ perception of a SAT method often in
terms of how enjoyable or usable it is. A rationale provided as a motivation for
perception evaluations is that a more enjoyable SAT is more likely to be used
by the intended users in a naturalistic setting. The most frequently discussed
shortcoming is that it cannot assess the actual effect on user behavior.

A similar type of evaluation is knowledge based evaluation where the partici-
pants’ knowledge is measured, often using a survey. The rationale is that knowl-
edge about correct behavior is a pre-condition for correct behavior. Similar to
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perception evaluations, a shortcoming is that actual behavior is not assessed.
However, a potential benefit compared to evaluation based on perception is that
risk of response bias can be lesser.

Simulations measure the effect of SAT on security behavior but in a simulated
environment. Simulations are presented in 13 of the included papers. The most
commonly presented study type measures the participants’ ability to distinguish
between legitimate and fraudulent emails after being subjected to SAT. A few
studies employ a pre-validated security awareness instrument to measure the
SAT’s effect on security awareness. A1 mentions that participants will likely
be primed since they know that they participate in a study, and A21 argues
that as a reason for why a simulation cannot fully mimic a natural scenario.
However, the rationale for using simulations over naturalistic experiments is
that simulations can provide insight into behavioral change without ethical and
procedural difficulties that are often associated with experiments.

Experiments are used in nine of the included papers and measure security
behavior in a naturalistic setting. Experiments are often performed using pen-
etration testing techniques or by monitoring behavior in an organization after
SAT is deployed. A rationale for using experiments is that the effect on actual
behavior can be measured and observed, but several included papers demon-
strate that experiments present ethical and procedural challenges. The ethical
challenges stem from the fact that participants are often involved without ex-
plicit informed consent, or with informed consent that does not disclose the full
extent of the experiment. The argument is that telling participants that their
security behavior will be studied may influence their behavior (A11, A22, A26,
A28). A workaround is to use limited informed consent and debrief participants
upon study completion. Another workaround is to perform the study in an orga-
nizational setting and get permission from the organization. A practical difficulty
involves that experiments with deceptive components need to consider ethical
clearance.

In addition to the distinct evaluation types, the coding process identified
several additional methodological considerations, and those are accounted for
next. The first consideration relates to the study design, where the included pa-
pers demonstrate diversity. Between-group, pre-post, and one-shot case studies
are present for all four evaluation methods. One-shot case studies report on the
evaluation of a single SAT method, and an obvious drawback is that it cannot
provide insight into how the SAT compares to other SAT methods. One-shot
case studies are most prominently used when evaluating the users’ perception
of a single SAT method. Pre-post tests typically involve a study design where
participants are subjected to a measure, then presented with SAT before they
are again measured. The rationale is that the effect of the SAT is then isolated.
Finally, the Between-group design includes subjecting different groups to differ-
ent SAT methods to compare the effects, often including one group that is not
subjected to any SAT method. A rationale for using a between-group design over
a pre-post test is that the pre-post test design provides an increased risk of par-
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ticipation bias which is arguably especially risky in studies evaluating security
awareness and behavior.

Another aspect discussed in several included papers (e.g., A6, A7, A14, A15,
A18) is knowledge retention, but this is only evaluated in a few of the included
studies. In relation to knowledge retention, studies report that the effect of sev-
eral SAT methods seems to wear off after a certain amount of time (A6). A
second aspect considered in some of the included papers is if the participants
would have participated in SAT if it was voluntary (A8, A10). Assessing if par-
ticipants would participate voluntarily is important since prospective users need
to participate in SAT for the training to be able to provide its intended effect.
The effect of user unwillingness to participate in SAT is hard to account for in
evaluations. A related consideration mentioned in A18 is a possible bias stem-
ming from the participants’ participation itself. Participants who know that they
participate in an awareness evaluation are likely to be more aware compared to
when they are not informed about the evaluation.

3.4 Discussion on the results

This paper reports on a structured literature review where 28 papers evaluating
SAT methods were included. The evaluation methods used are classified as Per-
ception evaluations, knowledge evaluations, simulations, and experiments. The
analysis of how they are used and argued for demonstrates that they all have
different benefits and shortcomings. While the end goal of any SAT is to im-
prove user behavior, and experiments are arguably the only method that is fully
capable of evaluating effects on behavior, they are practically and ethically chal-
lenging to perform. Simulations provide a less complicated alternative but are
also argued to be less reliable [43, 16]. A second benefit of simulations is that the
controlled nature of them allows for follow-up interviews with participants. Fur-
ther, voluntary user participation is argued to be an important aspect of SAT,
and perhaps the only evaluation method that captures that is perception evalu-
ations. As such, an insight from this SLR is that an extensive SAT development
project should evaluate its outcomes using diverse evaluation methods.

The results further demonstrate that bias and ethics present tough challenges
for the evaluation of SAT. In addition to sources of bias common to most research
on human subjects, SAT evaluations essentially evaluate awareness. A partici-
pant who participates in an awareness evaluation is bound to be more aware
than the regular user. The results demonstrate that the study design is of high
importance and aligns with previous publications in research methodology [8].
Concerning research ethics, true experiments are likely to involve deception and
can include handling sensitive data, which is ethically challenging and highlights
the importance of ethical reviews and ongoing ethical discussions.

As for the limitations of this particular study, an SLR is dependant on its
included papers and therefore on its search and selection process. The process
in this study was designed to include research published from the past five years
in five different databases. While a broader selection of papers could have gen-
erated a larger empirical base, we argue that the included 28 papers are enough
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to provide insight into the evaluation methods used in recent research in this do-
main. This was also demonstrated by saturation experienced by the researchers
during the analysis. A second possible risk in qualitative research is researcher
bias, given the researchers’ heavy involvement in the analysis process. While
difficult to minimize, researcher bias was handled in this study by ensuring that
it was reported on in a way that enabled replication. The search, selection, and
analysis process have been documented to ensure that it can be replicated and
scrutinized by others.

4 Conclusions

This paper aimed to explore recently published work in the domain of end-
user cybersecurity training to identify how such training methods are evaluated
and outline considerations related to the identified evaluation methods. The
paper identifies the four distinctive methods of Perception evaluations, knowledge
evaluations, simulations, and experiments and shows that all are used in different
evaluations of SAT with different challenges and benefits. As such, this study
concludes that all identified evaluating types should ideally be used during the
development of SAT methods. On this note, experiments and simulations are
needed to provide empirical evidence as to how efficiently SAT methods can
improve cybersecurity behavior while studying user perceptions of SAT methods
is important in order to analyze the likelihood that users will opt to use the SAT
voluntarily. The study further suggests that SAT evaluations should pay great
attention to ethical challenges and bias stemming from mere participation in
such studies, not least when deciding what study design to employ. This review
also demonstrates that interactive and gamified training has received significant
interest from researchers over the past five years.

The contribution of this paper is to the scientific community, where it pro-
vides an overview of evaluation methods used for the evaluation of SAT. The
results can support future studies by providing insight into what results to ex-
pect from different evaluation methods and important considerations related to
the use of the different methods. Consequently, the paper can contribute to the
quality of future SAT development projects, and in the long run, to the practi-
tioner community, which will receive even better guidelines for how to implement
SAT.

This study identified participation bias and ethical challenges as two diffi-
culties that are to be considered when evaluating SAT methods. A suggested
direction for future work would be further studies into the design of ethically
sound evaluation methodologies where bias is minimized. A second direction for
future work is more studies concerning the retention of knowledge gained from
SAT methods. While knowledge retention is mentioned in several of the papers
included in this study, it is only evaluated in a few of those.
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30. Paré, G., Kitsiou, S.: Methods for literature reviews. In: Handbook of eHealth
Evaluation: An Evidence-based Approach [Internet]. University of Victoria (2017)

31. Parsons, K., Butavicius, M.A., Lillie, M., Calic, D., McCormac, A., Pattinson,
M.R.: Which individual, cultural, organisational and interventional factors explain
phishing resilience? In: HAISA. pp. 1–11 (2018)

32. Puhakainen, P., Siponen, M.: Improving employees’ compliance through informa-
tion systems security training: an action research study. MIS quarterly pp. 757–778
(2010)
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