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Abstract. Identification systems are vital in improving efficiency and enabling
innovation for public and private-sector services, such as greater efficiency in
the delivery of social safety nets and facilitating the development of digital
economies. With all these benefits along with the rapid improvement in the
technology has led many countries to adopt a new foundational digital identity
system (DIS) or retrofit the existing paper-based identity system especially in
the developing economies. Apart from all these benefits, DISs has also been
criticized for issues related to the security, privacy, surveillance and exclusion
of people from various services they are entitled to. Considering the significant
impact of DIS on the people, it is necessary to have an evaluation framework
that could help understand the suitability of a DIS in a particular context. In this
study, we propose a conceptual evaluation framework specifically for DISs
based on the processes followed, regulations and technologies employed.

Keywords: Digital Identity, Aadhaar, E-Governance, Technology Assessment.

1 Introduction

Digital identity (D) is the digital counterpart to a real identity. Identity in general is
comprised of various data points mingled with unique characteristics of an individual.
Trustworthy digital identification is the cornerstone for a secure and sustainable digi-
tal economy. The primary purpose of identification system is to authenticate and au-
thorize a person seeking access to a particular service. In digital space, designated
bodies that provide any service — Service Providers (SP), utilise digital identification
system to prevent fraudulent service access. From the public sector perspective, it is
believed that digital identity system has a positive impact on the adoption of e-
Government services. DISs enables people to prove they are who they say they are —
authentication, which is must while opting for services provided by public or private
institutions. The digitisation wave across the globe has made DI a necessity and has
opened a new horizon for the development and empowerment of people. In pursuit of
solving one set of problems using technological solutions often gives birth to another
set of challenges. For example 10T based systems are believed to have compromised
the privacy of an individual [1] which is the basic right of a person [2].
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It is important to understand that it is very difficult if not impossible for an indi-
vidual to control their DI themselves considering the time and expertise it requires.
There is a need of robust and consistent DIS that possesses high utility and scalability
value for both public and governments. There is a lack of trust between government
and people and that has resulted in various grievances and complaints about DISs. In
US, Social Security Number (SSN) has been a de facto DI however there has been
growing concerns about its effectiveness to deal with identity related frauds. Stake-
holders have realised there is a need of better identity systems; that has better privacy
and security measures; is convenient; and is trusted by users and service providers [3].
In UK national 1D was seen as threat to user privacy and had to be scrapped because
of the protests from public [4]. India’s digital identity —Aadhaar, is world largest DIS
in terms of the number of enrolments. Apart from all the benefits it has facilitated in
terms of financial inclusion, public distribution system (PDS), employment and dis-
tribution of government subsidies, Aadhaar has been criticised for its effectiveness in
preventing leakages in various government schemes [5]. Ideal DIS does not exist,
almost all the existing DISs have been criticized for one reason or the other. We can
broadly categorise these concerns into following categories: consent, surveillance,
data localisation, data security, data control etc. [6]. Developing and implementing an
identity system is a costly affair and requires lot of resources [7]. To avoid losses at
later stages, it is advisable to evaluate identity systems for its effectiveness from a
context specific view beforehand. The motivation of this study is the growing criti-
cism of identity systems [8], [9].

All these issues have affected trust aspect of DISs which in turn is affecting the
adoption of DISs. There is a need to have a mechanism to evaluate DIS beforehand
that could be utilised by the people as well as governments to evaluate best suitable
DIS for a particular context [7]. This study is positioned in this direction. In this study
we propose an evaluation framework specifically meant for evaluating DISs. To the
best of our knowledge we did not find any study that has developed a framework
specifically for evaluating DISs based on processes, regulations and technologies
employed. DISs have distinct characteristics and purpose as compared to generic IS or
e-Government projects in terms of cost, time, utility and implementation, and hence
requires a context specific evaluation approach [8].There is a need to mitigate risks in
DISs [10].

This study is grounded on the Technology Landscape for Digital Identification
work of World Bank Group which analyses the relevance and effectiveness of various
technologies in solving potential problems associated with user identification and
authentication phenomena [11]. Needless to mention that technology is not the only
factor that determines the effectiveness and adoption of massive e-government
schemes like DIS [12]. In an attempt to minimise the possible damage beforehand this
study attempts to develop a framework that will enable concerned authorities to eval-
uate a DIS. Precisely, the study focuses on the following aspects:

e  Firstly, a comprehensive framework for evaluating DISs is proposed
e Next, the proposed framework is used for comparative analysis of four DISs



The remaining sections are organized as follows : Literature specific to DISs and
assessment frameworks is described in section 2. Section 3 describes the methodology
adopted followed by findings in section 4. In section 5, discussion surrounding impli-
cations of this paper is presented and finally limitation and future research directions
are explained in section 6

2 Literature

Electronic governance in general has garnered lot of traction in the last decade. E-
Governance is an umbrella domain that includes different other research areas. As-
sessment of e-governance projects has been conducted either before implementation
or after implementation of the project. E-governance schemes affect diverse dimen-
sions of the society via highly complex mechanisms. Broadly, impact ranges from
socio-political, socio-economic, environmental and socio-technical aspects of the
society. The identification and analysis of these effects is critical when evaluating
large highly complex e-government projects especially when public is involved.
Evaluation is defined as the assessment of projects worth by focusing on its design,
implementation and impact [13]. Subsequently, the evaluation of DIS should take into
consideration: the technology employed; utility; resources required; citizen rights; and
safety measures [2]. In the context of this study we have reviewed literature specific
to the assessment of information technology and e-government projects.

Literature indicates that IT and e-governance act as important components for the
development and change in society. The assessment of such schemes has been con-
fined to basic instruments that could be manipulated easily [14]. Primarily researchers
have focused on evaluation process and it is not always clear that what aspects of the
scheme should be evaluated. Some of the assessment studies have focused on the pre
and post implementation assessment of project [15]. Just knowing the changes
brought by a project is not sufficient. What is more impactful is to understand what
components of the project are responsible for which part of the change[16]. A com-
prehensive evaluation plan is required to understand the linkage between the project
components and the outcome.

In [17], authors have studied the significance of interoperability in the adoption of
e-government IS and identified risk management, collaboration and coordination and
technical expertise as major factors that impact interoperability aspect of IS like e-
government websites. Another limitation is that most of e-government systems pri-
marily focus on the government side objectives and neglecting public aspiration by
generalising highly context sensitive systems [18]. This marks another reason why a
context specific assessment mechanism is required to evaluate a DIS that has signifi-
cant impact on socio-political, socio-economic and cultural dimensions of the nation.
In [19] authors have evaluated digital identity systems mainly from the privacy per-
spective. Further, the impact of privacy on the adoption is studied with the help of a
comparative analysis of four national digital identity systems. There are multiple rea-
sons why large projects fail e.g. gaps in design and reality, unclear focus, quality of
content, necessary skills, execution, regulatory issues, technical issues, lack of feed-



back and proper communication procedures [20]. A framework presented by World
Bank in its recently published report on the technology landscape of DIS highlights
the highs and lows of possible technologies that could be employed in a DIS [11]. The
proposed assessment framework assesses each identification technology like biomet-
rics, cards, protocols etc. based on six major parameters which in turn has multiple
sub-parameters under each parameter. While it enables practitioners and stakeholders
to evaluate available technological alternatives for identification, it does not asses
non-technical parameters of identification that are equally vital for a successful DIS.
In another study [10], a framework for evaluating digital identity is proposed that
evaluates DIS based on its usage. The main focus of the framework is confined to the
utility side of an identity system only which is just one of the many aspects of DIS.
There is need of a comprehensive mechanism that would cover all the primary build-
ing blocks of DIS like technological, managerial, usage, legal and socio-political for
evaluation. This article is an attempt to fill this gap. In this article, we propose a
framework explicitly for evaluating DIS by taking diverse set of factors into consider-
ation. This framework could be useful in getting first-hand experience of how strong a
DIS is and will enable concerned authorities like policymakers, law makers and tech-
nology providers to align their DIS execution and implementation accordingly

3 Methodology

We did an extensive literature review of various secondary data sources that includes
research publications related to DIS and impact assessment of IS and e-Government
projects from Scopus database. Scopus is one of the largest abstracts and citation
repository which is being used extensively by the research community across do-
mains. Relevant articles were selected based on the abstract and conclusion of papers
which resulted in 89 articles. In some of the cases we read introduction and discussion
section also to be able to clearly identify the relevance of the paper in the context of
this study. Further, the corpus was narrowed down to 36 articles based on the quality
of conference and publishing journal and by removing redundant articles. Apart from
research articles, we also considered white papers published by World Economic
Forum (WEF), United Nations (UN), National Institutes of Standards and Technolo-
gy, World Bank, and official reports issued by various governments including India,
Estonia, US and UK to build support and identify list of evaluation parameters for this
study.

3.1 DIS Evaluation Framework

Understanding the lifecycle of a DIS enables designers, implementers, and policy
developers grasp the processes followed and technologies involved in provisioning
the credentials that enable identification and authorization of an individual. For ex-
ample from technological perspective — iris based systems are still in its early stage
where as fingerprint recognition is fairly mature and have seen wide adoption already.
Based on the technologies implemented and processes followed in a DIS, we have



proposed a framework as shown in Table 1 below. Each major parameter is evaluated
based on specific factors. The evaluation parameters are presented below:

Biometrics. Biometric recognition uses an individual’s unique physiological and
behavioural attributes to identify and authenticate his or her identity. Physiological
features include elements related to the shape or composition of the body, such as iris
patterns, finger-prints ridges, and facial characteristics. Examples of behavioural at-
tributes include gait, signature, keystroke patterns, and mouse usage.

Table 1. Comparative Analysis using DIS Evaluation Framework

DI Parameters  Reference Factors Scale Aadhaar  Estonia  SSN UK
Biometrics [21][8] Physiological Desirable v v v
Behavioural Desirable
Governance [22] Public Desirable v v
Structure Private Least
Desirable
PPP Desirable v
Purpose [23][24] Foundational Desirable v v v
Functional Less
Desirable
Instrument [71[22] Card/paper Least v
Type Desirable
Number Desirable v
Chip Desirable v
Identity [25][26] Government Desirable v v v
provider Third-party Less
Desirable
Scalability [27][28] One time Less v
Desirable
Future-proofing Desirable v v
Type of [29] Platform Desirable v v v
Identity sys- Software Product Least
tem Desirable
ID Architec- [7] Centralized Less v v
ture Desirable
Decentralize Desirable v
Verification [30] Technology- Desirable v v v
mechanism assisted
Human Least
dependence Desirable
Enrolment [27][31] Fully Automatic Desirable
Semi-Automatic Less v v v
Desirable
Manual Least

Desirable




Data [45][46] Access control Desirable v
localisation Consent Desirable v
Relying parties  [29] Both public and Desirable v v
private
Either public or Less
private Desirable
Adoption [3] Voluntarily Desirable v
Mandatory Less v
Desirable
Eligibility [271[34] For all Desirable v
Age limit Less v
Desirable
Category limit Least
Desirable
Interoperabil-  [7][28] At national level Desirable v
ity At state/region Less v
level Desirable
Accountability  [19][35] User side Desirable v
Management side  Desirable v
Redressal [26] Online Desirable v v
mechanism Offline Less
Desirable
Reusability of ~ [24] Desirable
ID
Utility in [27][26] - Desirable v v
online and
offline space
General Data [29] - Desirable v
Protection
Regulation
(GDPR)
adherence

<

Governance structure. Governance structure depicts the powerhouse of DIS. Ma-
jority of the national identity systems are governed by the government of that particu-
lar country. However, there is a possibility that government can outsource some func-
tionalities of the DIS management to third-party. In general, DIS could be governed
by either government or by a government-approved private entity or by PPP model.

Purpose. Most of the countries have some type of DIS that is tightly coupled with
some specific services and are serving an only particular section of the society. Such
systems are widely known as functional systems. According to World Bank report,
18% of the developing nations have identity system that is used only for identifica-
tion, 55% have identity system that is tailored for a particular accessing service like
voting, subsidies, banking etc. and only 3% have an identity system that can be uti-



lized to access a variety of online as well as offline services —Foundational systems
[36].

Instrument Type. It could be a certificate, object, or a data structure that guaran-
tees the identity of an individual via an authentication and authorization process. Dig-
itization has revolutionized the means of verifying the legitimacy of an individual. It
has significantly impacted the way proof of identity is realized. Traditional systems
were based on paper-based identity instruments which were replaced by ID cards and
chips. Recent technological innovations like cloud computing and blockchain have
further transformed hardware-based ID instruments into software-based, e.g. num-
bers. Each type of ID instrument has its benefits and challenges and hence makes it an
important factor in a novel DIS.

Identity provider. Identity provider (1dP) is the heart of a DIS. It is an entity that
is responsible for managing and issuing identity to an individual. IdP could be the
government itself or a single specific department that works under the guidelines of
government or fully independent third-party entity with its own set of rules. IdP is
responsible for collecting user data like biometrics, and demographic details and links
it to a unique ID which is issued to the user.

Relying parties. Relying party (RP), also known as the service provider, is an enti-
ty that provides some services to users based on their credentials. It relies on another
entity for user identification before providing access to a particular service. The in-
formation exchange between RP and IdP depends on the type of Identity management
model adopted. The relation between RP and IdP could be one-to-one (traditional),
one-to-many (centralized), or many-to-many (federated).

Scalability. Scalability is important from the view point of technology and
backend processing. It is well known that Algorithms do not always scale gracefully.
Since DIS is supposed to generate identities for large population (using biometrics for
ensuring uniqueness) .1t is important to know if algorithms used for this process will
scale up or not. Therefore, scalability, of technology and processes used to process
the data and generate these unique IDs is a critical parameter in DIS.

Type of Identity system. DIS could be implemented either as a software applica-
tion system or as a platform. Massive software application systems are complex and
tedious to manage but require little network connectivity whereas platform is heavily
dependent on network connectivity among large number of commodity devices. It is
comparatively easy to secure software application system which requires less infor-
mation sharing as compared to platform in which information is shared among nodes
extensively.

ID Architecture. A technical framework that covers the processes of creating,
managing and application of DlIs is referred to as Identity and Access Management
(IAM). IAM can be broadly classified into two categories: centralized and decentral-
ized. Centralized systems were most common in the initial days of IAM wherein IAM
was developed, owned, and controlled by a single organization. Centralized systems
store all user credentials in a single large database which is queried during authentica-
tion and authorization processes. Decentralized systems, on the other hand, have user
data scattered on multiple devices that are in sync and is usually used by multiple
institutions.



Verification Mechanism. Verification of user credentials is the first step in ac-
cessing services. It has three levels; in the lowest level, the only photograph is
checked whereas in highest level biometric data is also included and in some cases
additional information like One-Time Password (OTP) or answer to the security ques-
tion is also provided during verification process. The process of verification could
happen in two ways. One where some level of human intervention is necessary to
complete the verification process, second where human intervention is both minimal
and not mandatory to complete the verification process.

Data Localization. In recent times, the physical location of the database in which
user data is stored has become one of the hot debatable topics because of the growing
concerns towards surveillance and information war among countries. On one side,
cloud storage has reduced the burden of having developing infrastructure from
scratch, and on the other side, it has been questioned for data leakage and data con-
trol. Governing bodies prefer full possession and control on its citizen data, and de-
mand data is stored within the physical boundaries of the countries.

Enrolment. Users provided their credentials to enrolment agency that is responsi-
ble for recording data in the most accurate form so as to avoid any incomplete or du-
plicate entry in the system. Depending on the type of data recorded defines the neces-
sary requirements from technological perspective. For example capturing biometric
data requires sophisticated devices with high precision whereas recording demograph-
ic details could be done manually. Reliability of enrolment system has a significant
impact on the overall efficiency of the DIS.

Adoption. Adoption is the stage where a particular technology is selected for use
by an individual or an organization.The rate of adoption depends on whether DI has
been made mandatory by the authorities, or it is voluntarily adopted by an individual.
From the control-flow perspective, mandatory systems follow the top-to-bottom ap-
proach, whereas bottom-up is followed in voluntary systems. Adoption rate could be
higher in mandatory systems, but that does not guarantee high usage. It is the public
value of DIS that will drive its usage, and each individual values DIS differently
based on their attitude and needs.

Eligibility. Developing an identity system is a highly complex political process.
All the functional identity systems developed until now are based on some criteria.
There could be multiple reasons for restricting identity to a particular section only.
The most commonly found example is of voter ID that is issued only after attaining a
particular age, e.g. in India, voter ID is issued if a person is above 18 years. Most of
the existing ldentity systems signify the eligibility and entitlements a particular user is
entitled to with the help of user identity.

Interoperability. Extending utility of DI beyond today’s confined range of ser-
vices to a wider range of services that spans domains and sectors is highly dependent
on the interoperability support. User access different types of services from private
and public entities which means they may have to deal with a different set of incom-
patible systems that require user identity in different forms. Standardized DI that
could be used across geographies and sectors will reduce the burden of keeping and
managing service-specific identities.



Accountability. Success of DIS is dependent on the level of trust people have in it
and accountability is one of the significant factor in building trust. Further, accounta-
bility has impact on other dimensions of DIS also like transparency, adoption, satis-
faction and privacy of DIS. Personal details of an individual is extremely important
and must be guarded from all forms of violations so as to ensure security and privacy.
Entities that process user data should be held accountable for any misuse of data and
should be penalised depending on the severity level of misuse [37].

Redressal Mechanism. Grievance Redressal is a common mechanism in the ser-
vice sector. User can report grievances that can originate from various processes like
information sharing, access and service consumption, the accuracy of user data, avail-
ability etc. It enables an individual to register a complaint or seek an update on the
already submitted complaint. Effective Grievance Redressal mechanism enables
agencies to be more transparent and responsive to their users. Complaints could be
made either using online web-portal or by directly submitting it to the department.

Reusability of ID. Reusability in identity systems is relatively a new concept. Alt-
hough most of the existing DIS did not focus on the reusability aspect of DIS, initial-
ly, this attitude is changing fast, considering its significant impact on the speed and
cost of onboarding new users. According to a survey, some institutions spend around
$500 million per year to onboard new users and $60 million in financial institutions
alone.

Utility in Online and Offline Space. Internet penetration has increased exponen-
tially in the last decade or so, which has resulted in the tremendous growth of online
service delivery. Identity is a must for conducting any transaction, and it becomes
even more important in case of online transactions —faceless transactions. One of the
major drawbacks in traditional identities is that they lack support for interoperability
and that hampers its utility in online space.

GDPR adherence. Data breaches happen, and data gets compromised. To protect
citizens’ data from being violated European Union has passed a law in 2016 —GDPR.
Its adherence is mandatory for companies that deal with EU citizen data. Although it
does not apply to all the countries, all the companies that process EU citizen data need
to follow it. It is the most versatile data protection law taking into account user con-
sent, data anonymization, data breach update, and safe data flow across borders. Ad-
herence to GDPR or similar regulations must be mandatory for DIS so that protection
of user data is ensured.

3.2 Evaluation Scale

Proposed DI Evaluation Framework uses a three-point scale of “desirable”, “less de-
sirable” and “least desirable” to rate the significance of each factor. “Desirable” de-
picts that a particular factor is crucial, and its presence in DIS should be given utmost
priority. “Less desirable” factors were common in traditional identity systems and
were the reason behind some of the lacunas in those identity systems. Inclusion of
such factors should be considered when no better alternative is available. Moreover,
such factors are highly context-sensitive, and decisions regarding its inclusion should
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be made accordingly. “Least desirable” factors bring more hardship than benefits.
Inclusion of such factors should be avoided in the best possible way.

4 Findings

The study uses national digital identity schemes of four countries as a case study for
evaluation. Many countries have evaluated or implemented national identity programs
in the past. Some implemented successfully, whereas few had to withdraw because of
strong protests from the public. It is worthwhile to note that digital identity systems
have raised strong concerns regarding privacy, security, governance mechanism and
inclusion or exclusion of people from various schemes. National identity systems
evaluated in this study are briefly explained below.

4.1 India-Aadhaar

Aadhaar is considered as the world largest digital identity system based on the num-
ber of enrolments which is more than 1 billion. It is a random 12 digit unique number
assigned to each resident of India. It is coupled with the biometric and demographic
details of an individual. It is linked across sectors including banking, healthcare,
education and telecom. It is governed by the government of India and is utilized in
both public and private sector for user authentication. Apart from its all promising
benefits, it has been criticized for various reasons which are mainly related to the
technological issues, privacy issues and monitoring issues.

4.2  Estonia

Estonia is considered to have the most advanced e-governance platform in the world.
Estonian digital identity could be owned via three means: Chip-based ID card, Mo-
bile-ID SIM card, and application-based Smart-ID. People use the ID card to avail
services like healthcare, banking, travelling and shopping on a routine basis. There are
approximately 600 and 2,400 e-services being offered to the citizens and businesses
respectively. In 2017 around 750,000 national ID’s got compromised because of a
technical glitch that enabled to infer private key from users public key.

4.3  Social Security Number

Social Security Number is a 9-digit number issued by Social Security Administration
to permanent and working residents of U.S. SSN is not a conventional digital identity
as its primary purpose was to keep a check on taxes. Over the time it has been used
for identification of an individual in the private and public sector and has become a de
facto national identity of U.S. As per a report, the US has lost around $16.8 billion to
identity fraud cases in 2017 and saw a 44.7% increase in data breaches. Further, re-
ports suggest that the use of SSN as an identifier should be stopped in both the private
and public sector, and a new age digital identity system should be developed [3].
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44 UK
UK’s national ID cards linked an individual’s personal identification documents, and
travel documents with National Identity Register. In 2011, national identity, along
with its associated register, was scrapped because of public protest against it [4].
There were many reasons for the failure of national ID, which includes scalability,
lack of support for interoperability, and lack of communication between public insti-
tutions and industry regarding technical aspects of the scheme[23].

We tested our proposed DI evaluation framework based on the comparative analy-
sis of four national identity systems. The results of the study are shown in Table 1
above.

5 Discussion

With multiple technologies available, an evaluation framework can help designers,
implementers, and policy developers to compare available technological alternatives,
gaining a sense of how systems work, what are the strong and weak aspects in the
system and how they might be useful for a particular use-case. Such mechanisms
could help mitigate potential risks that could impact DIS negatively [10] and facilitate
the development of better identity system [3]. Identity systems of various countries
including China, UK, US, and India, have been questioned for various issues which
also includes violations in security and privacy of user data. Having an identity sys-
tem is not enough rather having the right identity system for a particular context is
what is desirable, but there are basic minimum criteria that every identity system must
meet. Apart from supporting interoperability, it will also facilitate in building trust in
the system. The study is in line with the growing concerns related to identity systems
and helps to understand it in a better way from process and technology relational per-
spective [8], [23].

Comparative analysis of four identity systems depicts the relative strengths and
weakness of each identity system. ID systems that possess better data localization and
interoperability support are found to be more desirable. It could be justified because
of the growing concerns regarding data security and privacy issues [36] that has made
people serious about their personal data. Initially, national-level interoperability was
desired as the majority of the population was mostly confined within the geographical
boundaries of a country. As international travelling has become more convenient and
cheaper, people travelling across borders in pursuit of better growth opportunities
have also increased considerably. This could be another reason why ID systems with
support for international interoperability are desirable considering its potential to
make international travel convenient. Type of ID system is another important factor
that impacts the adoption of an ID system. Most of the traditional ID systems were
centralized and software-based systems that used to suffer from issues like bugs,
software crash and natural calamities which could be avoided to a great extent in plat-
form-based systems. Platform-based ID systems are easy to maintain and scale and is
another crucial factor that should be taken into consideration while evaluating an 1D
system. ID systems are mostly driven by public entities and may lack domain-specific
technical expertise. Incorporating specialized private entities for such tasks could
improve the effectiveness and efficiency of design, development and implementation
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of the ID system. From the comparative analysis, we can see high scored Estonia’s ID
system, which is considered as the world’s most advanced systems is based on PPP
model. Instrument type is another crucial factor and is dependent on the target popula-
tion. Number based ID is preferred over chip-based ID systems for larger populations.
Aadhaar is a number based ID that is presently the largest ID system in the world with
more than 1 billion enrolments [8]. Also, number-based ID systems reduce the overall
cost of an ID system. Voluntary adoption faces little resistance from the people, and
by increasing the utility value of ID could have a positive impact on the adoption and
acceptance. Aadhaar is the best example that increased adoption rate by making it
voluntary and increasing utility value of the 1D system. However, voluntary systems
may not always achieve desired goals considering the reluctance, and digital divide
among masses towards technological changes and hence require contextual considera-
tions. Accountability upon intentional or unintentional misuse of user data should be
clearly defined along with the penalty. This will enable conflict resolution in case of
any data violations. Regarding international regulations about data security, GDPR is
the most advanced one and has been made mandatory by the UK government for
processing its citizen data within and outside the country for smooth transactions.

The study contributes to two aspects: 1) it enables concerned authorities to focus
on the critical aspects of an ID system in advance that will further help in utilizing
effective processes and technologies for robust and successful 1D system; 2) the
framework could be used in the preliminary analysis by the policymakers and evalua-
tors for comparing the various ID systems. It could also be utilized in the feasibility
phase of the ID development for an initial set of recommendations.

6 Conclusion

In this article, we identified 21 important parameters from the secondary data sources
that primarily included research articles, official reports, and white papers. The find-
ings from the comparative analysis of four DIS highlight the significance of each
parameter in accordance with the best available identity system of Estonia. Parame-
ters like governance structure, 1D architecture type, data localization, interoperability,
accountability, blockchain support and adherence to GDPR play a pivotal role in
evaluating any DIS. In case of developing a new DIS, DIS evaluation framework
could be helpful in identifying avoidable losses by dropping obsolete technologies,
and inefficient processes beforehand from the proposed system. For existing DIS, it
can play a vital role in deciding the success or failure reasons of the system that could
act as a feedback for policymakers and DIS developers in the future. The primary
limitation of this study is the type of data source —secondary in this case, from which
parameters are identified. Directions for future research are to enrich the proposed
DIS evaluation framework by incorporating primary data source for analysis and test
the proposed framework on more DISs for better insights.
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