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Usability Evaluation of Information Technology in
Disaster and Emergency Management

Tilo Mentler, Henrik Berndt, Daniel Wessel, and Michael Herczeg

Institute for Multimedia and Interactive Systems, University of Luebeck, Luebeck, Germany
mentler@imis.uni-luebeck.de

Abstract. Apart from technical reliability, usability is one of the major criteria
for safe and efficient usage of interactive information technology in disaster and
emergency management. However, in this setting, usability evaluation is difficult
due to the heterogeneity and unpredictability of operation conditions, as well as
the difficult, usually mobile, context. However, there are ways to conduct usabil-
ity evaluations in disaster and emergency settings. Thus, in this paper, advantages
and disadvantages of empirical and analytical usability evaluation methods for
interactive systems in disaster and emergency management are discussed. The
importance of formative evaluation measures within an iterative human-centered
design process is emphasized. It is illustrated by two case studies dealing with
paramedics’ and emergency physicians’ usage of mobile and wearable devices in
mass casualty incidents.

Keywords: Usability, Evaluation, Usability Engineering, Human-Centered De-
sign, Disaster Management, Emergency Management.

1 Introduction

Representative for many researchers and practitioners, Meissner et al. [1] postulate “a
tremendous potential for increasing efficiency and effectiveness in coping with a dis-
aster” by supporting disaster relief forces, aid workers and general public with infor-
mation technology. However, availability and technical reliability of interactive sys-
tems alone will not lead to improved workflows or more pervasive information flows.
As any socio-technical system, disaster and emergency management “relies both on
human and technical function carriers” [2]. It is characterized by the “reciprocal inter-
relationship between humans and machines” [2]. Thoughtful human-machine task al-
location and user interface design are of utmost importance.

For more than 30 years, usability has been the major criterion for assessing human-
computer interaction. It is defined as “the extent to which a product can be used by
specified users to achieve specified goals with effectiveness, efficiency and satisfaction
in a specified context of use” [3]. Several methods and process models for systematic
usability have been developed. Apart from involving users early and designing itera-
tively, evaluating usability at different stages and with defined measures is one of the
basic principles of usability engineering [4-6].
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However, within the context of disaster and emergency management gaining “cred-
ible feedback on how well [...] design is working and to how to improve it” [6] is
challenging for at least two reasons:

e Time- and safety-critical characteristics of disasters and emergencies put high re-
quirements on users and technology. Even early prototypes might require advanced
levels of hardware and software quality.

e Mobile contexts of use allow for unique and often unpredictable operational condi-
tions (e.g. weather, lighting, safety hazards, connectivity). Many influences should
be considered but can neither be created intentionally in laboratories nor in the field.

For example, Leitner et al. [7] explain their decision to test a mobile emergency in-
formation system under laboratory conditions instead on-site as follows: “Firstly, we
didn’t want to risk the test being interrupted when an emergency call arrives, resulting
in incomplete data. Secondly, we had to consider the ethical aspect that instead of re-
laxing between emergency cases, the physician would have to participate in our test.
This could have influenced his or her performance in a real emergency case. Other
reasons were technical ones. For a realistic test it would have been necessary to estab-
lish a working wireless infrastructure in the car, which would have tied up too many
resources of the development team necessary for other tasks in the project.”

In any case, usability must be considered while designing interactive systems for
users acting and making decisions under the influence of various stressors. This topic
will be addressed by describing background and related work in section 2. Several us-
ability evaluation approaches will be compared with respect to the context of dis-aster
and emergency management (see section 3). In section 4, two case studies about the
human-centered design and evaluation of mobile and wearable interactive systems for
members of Emergency Medical Services (EMS) in mass casualty incidents (MCIs)
will be presented. Conclusions will be drawn in section 5.

2 Background and Related Work

As mentioned before, usability evaluations should be part of systematic approaches to
usability rather than a single quality measure at the end of a development project. There-
fore, basic principles of usability engineering will be elaborated in section 2.1. Follow-
ing this, usability evaluation methods will be distinguished with respect to time of con-
duction and reasoning approaches in section 2.2. Finally, related work to usability eval-
uation in disaster and emergency management will be outlined.

2.1  Usability Engineering

Usability engineering processes refer to “concepts and techniques for planning, achiev-
ing, and verifying objectives for system usability” [8]. They embrace but are certainly
not limited to user interface and interaction design. For different stages of development,
several methods have been developed or derived from humanities, social or engineering
sciences [5]:
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¢ Observing and interviewing users in the field as well as formal task analysis and user
research methods in order to understand the context of use.

o \Writing scenarios or sketching storyboards as well as working with different kinds
of low-fidelity and high-fidelity prototypes (e.g. wireframes, mockups, paper proto-
types) as an aid to envision design solutions.

o Testing the suitability of design solutions with respect to users, tasks and operating
conditions in the laboratory and in the field (see section 2.2).

Sophisticated process models like Contextual Design [8], Scenario-Based Design
[9], the Usability Engineering Lifecycle by Mayhew [10] or the Usability Engineering
Lifecycle by Nielsen [11] describe steps and methods to follow in great detail.

2.2 Usability Evaluation

Independently of the process used, there is no guarantee for a certain degree of usability.
Therefore intermediate results and the final product have to be tested in order to identify
usage problems and room for improvement [12]. Suitable approaches depend, among
others, on the

fidelity of prototype (from paper prototype to fully functional interactive system);
stage of development (from proof of concept to final test);

available resources (e.g. budget, time, access to participants, equipment);
expertise of evaluators (incl. skill in applying different techniques).

Evaluation Approaches. In general, ex ante, formative and summative evaluations can
be differentiated. Additionally, we highlight the need for continuous evaluations.

Ex ante evaluations are usually done prior to an implementation to evaluate the con-
cept (e.g. regarding feasibility or costs vs. benefits). They are focused on the cur-rent
situation and potentials for improvement [13-14]. Given the high costs and risks of
developments for disaster and emergency management, interventions should be
planned well and address the issues with the greatest potential for improvement. Ex
ante evaluations can help to understand and determine the usage context and specify
the requirements for new technology. Given the need of evaluations to have clear goals
or comparison standards to objectively determine the quality of a solution, results of
this primary assessment can be useful for formative and summative evaluations. Well-
formulated and stated standards are crucial in disaster and emergency management be-
cause standards might differ between countries and even within different states of a
country.

Formative evaluations are conducted several times during the development in or-der
to gain suggestions for improvement. They are a crucial feedback mechanism to ensure
the development stays on track and is optimized for the future users, not the developers.
It is usually an interactive process with a focus on qualitative data that is helpful for the
developers to come up with, implement and justify design decisions [15-17].

A summative evaluation is conducted once at the final stages of development. It is
used to evaluate the overall success of the development. Objectivity, impartiality and
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independence of the evaluator are crucial as the results may be addressed by politicians,
the public or funding agencies [15-17].

Combining these approaches is recommended in all of the previously mentioned us-
ability engineering processes. Furthermore, some of them consider user feedback after
installation respectively placing a product in the market (e.g. [11]).

Valuable insights regarding usability can be gained by getting feedback from users
after several weeks, months or years of using an interactive system in practice (contin-
uing evaluation). These observations can highlight issues not apparent in the usually
short-term summative evaluation or reveal the effects of changing conditions (e.g. new
standards or technologies are introduced), a changing user base (e.g. generational
changes), or new threats (e.g. previously never encountered disasters).

Observing the actual usage in the field over long time periods should be planned
during development and implemented. If done well, the results can be used for contin-
uous improvement. Log files can be very useful as they unobtrusively gather actual
usage data. Anonymously recorded with the user’s knowledge and consent, they can
help to identify features or function rarely used. Following this, developers and users
could decide either to remove them or to improve their accessibility in the following
version or via a short-term update. To go beyond the currently available features, users
should be able to express usability problems without any great effort, e.g. via an imple-
mented feedback function.

Interviews, workshops and (online) surveys can also be conducted but they have the
disadvantage that users afterwards would have to remember interaction problems or
other critical situations that occurred. During disasters or emergencies, they will not
even be able to take notes about them. Therefore, it is unlikely that feedback would
contain a great deal of actual improvement possibilities. However, log files could be
used as memory aids to determine usability problems.

Reasoning Approaches. With respect to reasoning approaches, analytic methods based
on models, guidelines or experts’ reviews can be distinguished from empirical methods
involving tests with actual users or appropriate representatives. While the first ones are
often applied at early stages of usability engineering processes, the second ones are
usually utilized at advanced stages. Because there is no “silver bullet” to usability eval-
uations, analytic and empiric methods are often combined in iterative design processes.
Guiding empirical tests with results of analytic approaches was named mediated eval-
uation in the domain of education [18]. This term has been adopted by some researchers
in the field of human-computer interaction and usability engineering [8].

Evaluation Designs. Data from evaluations have to be seen in context, so the research
design of the evaluation matters as well. An experiment (i.e. randomly assigning people
to either an experimental or a control group while controlling for confounding variables
(cf. [19]) allows for determining cause-and-effect relationships. However, this requires
a large amount of participants (roughly 30 per condition) and a high degree of control
over the setting (see section 3.2).
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Quasi-experiments (variation, e.g. two conditions but no control of confounding var-
iables) are more common. A typical example is the implementation of the solution in
one workplace and comparing it with the performance in another one without that so-
lution. However, the evidence is weaker as they do not allow casual inferences (there
might be other reasons for the performance difference). Correlation studies are easier
to conduct, but correlation does not imply causality so the values of conclusions are
limited.

At the very least, some context should — and usually can — be provided, either with
data from a previous/alternative solution or the current gold standard, or compared to
earlier tests (pre-post-tests). While this data might not allow for casual inference, it
provides at least some reference points for interpretation. Practical constrains usually
determine what is possible, and even if the best design is not possible, the best possible
design should be chosen.

2.3 Usability Evaluation in Disaster and Emergency Management

As mentioned before, technical reliability of systems in disasters and emergencies
alone would not lead to better outcomes because “when the user interaction with a
safety-critical system goes wrong, the result can be catastrophic” [20]. The importance
of usability evaluations has not only been recognized by single research groups (e.g.
[21-23]) but also by principal organizations dealing with disaster and emergency man-
agement. The Sendai Framework for Disaster Risk Reduction 2015-2030 is “the first
major agreement” [24] with respect to disaster risk management and has been endorsed
by the General Assembly of the United Nations. Although it does not name the term
usability (evaluation), several statements in this matter can be found in the document:

e “...taking into account the needs of different categories of users...” [25, p. 14]

e “To support the development of local, national, regional and global user-friendly
systems and services for the exchange of information on good practices, cost-effec-
tive and easy-to-use disaster risk reduction technologies and lessons learned on pol-
icies, plans and measures for disaster risk reduction.” [25, p.16]

e “...develop such systems through a participatory process; tailor them to the needs of
users, including social and cultural requirements...” [25, p. 21]

The United Nations Office for Disaster Risk Reduction (UNISDR) adds that “it is
imperative to improve the usability of such services [for information dissemination in
disasters] by strengthening technological infrastructure in all locations and providing
information in a clear and concise way” [26, p. 88].

These statements show that usability of interactive systems is an important aspect of
disaster and emergency management. However, terms like “user-friendly systems” and
“easy-to-use” have long been challenged by usability and human-computer interaction
experts, because they are either “unnecessarily anthropomorphic” [10, p. 23] and can
hardly be operationalized [27].
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3 Assessing Usability Evaluation Methods and Settings

In the following sections, several analytic and empirical usability evaluation methods
and settings will be assessed in their suitability for disaster and emergency management
evaluations. They have been selected because they have proven to work in several do-
mains with safety-critical characteristics.

3.1 Methods

Heuristic evaluations, model-based approaches, and cognitive walkthroughs will be
outlined as usability evaluation methods in the following sections.

Heuristic Evaluation. In the context of usability evaluations, heuristics address “some
basic characteristics of usable interfaces” [10, p. 115] like “Speak the users’ language:
The dialogue should be expressed clearly in words, phrases, and concept familiar to the
user, rather than in system-oriented way” [10, p. 20].

A systematic and individual analysis of an interactive system according to such prin-
ciples by one or more usability experts is called heuristic evaluation [8, 10]. Well-
known and often applied sets of heuristics are Nielsen’s 10 Usability Heuristics [10]
and Shneiderman’s 8 Golden Rules of Interface Design [28].

Because of their context independence, such heuristics cannot be used to evaluate
domain-specific and safety-oriented aspects of interactive systems for disaster and
emergency management. Furthermore, some recommendations might conflict and
products might have different requirements that make it necessary to violate generic
heuristics. However, violating a guideline or heuristic should be done deliberately and
for good reasons. In general, if applications fail such basic principles of user interface
and interaction design, they will hardly be usable in a safe and efficient way, especially
under extraordinary circumstances. Therefore, heuristic evaluations by usability ex-
perts are an important and helpful method for formative evaluations. They can easily
be complemented but not completely replaced by domain-specific inspections by dis-
aster and emergency management experts. If possible, decisions based on guidelines
should be tested via empirical data, e.g. in formative or summative evaluations.

Model-based Approaches. In order to predict and analyze courses of human-computer
interaction, task-oriented modeling approaches were developed [5,12]. They have been
applied to safety-critical domains like healthcare [29].

Methods like GOMS (Goals, Operators, Methods, Selection Rules) or KLM (Key-
stroke-Level Method) are among the most commonly used model-based approaches
[12, 28]. In this regard

e Goals are “simply the user’s goals, as defined in layman’s language” [30, p. 81];

e Operators are “the actions that the software allows the user to take” [30, p. 81];

e Methods are “well-learned sequences of sub-goals and operators that can accomplish
a goal” [30, p. 81];
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e Selection Rules are “the personal rules that users follow in deciding what method to
use in a particular circumstance” [30, p. 81f].

By predicting the time to complete (TTC) tasks for single operators, overall perfor-
mance can be estimated. In the case of disaster and emergency management, these es-
timations might be less precise than in other domains because GOMS specifically “ap-
plies to situations in which users will be expected to perform tasks that they have al-
ready mastered” [28, p. 84].

Therefore, model-based usability evaluation should be regarded as a valuable com-
plement to other approaches and limited to the most time-critical parts of user interfaces
for professional operators.

Cognitive Walkthrough. Cognitive Walkthrough and its variations like Cognitive
Jogthrough are other analytic approaches to step-wise analysis of human-computer in-
teraction by system designers and usability experts. It is based on the CE+ theory of
exploratory learning [5, 31].

Apart from understanding important characteristics of future users, regular and
extraordinary usage scenarios as well as defined sequences for efficient task comple-
tion are required [5]. Based on them, an analyst performs each interaction step individ-
ually and answers questions whether users would

try to solve the problem in the right way;

notice that an appropriate function or feature is available;
associate available actions with desired effects;
recognize the progress they made towards their goal [5].

Cognitive Walkthroughs have been applied to safety-critical domains, e.g. air traffic
control [32]. With regard to computer-supported cooperative work, some
modifications were found to be necessary in order to deal with individual and group
tasks [33].

Therefore, cognitive walkthroughs might be especially helpful to improve applica-
tions for single non-professional users or individual operators of emergency and res-
cue services. Cooperation and team aspects characterizing disaster and emergency man-
agement to a certain degree could hardly be assessed with this approach.

3.2 Settings

For settings, the typical division of laboratory and field settings will be followed. Each
of them will be assessed for its feasibility.

Usability Tests in the Laboratory. In the context of usability engineering, laboratory
studies are characterized by users testing an interactive system in an artificial environ-
ment intended for evaluations (i.e. not in the users' workplace). The examiner’s control
of the setting is used to ensure stable testing conditions and to allow the use of stand-
ardized benchmarks [5, 8]. Laboratory environments usually allow for detailed
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unobtrusive data gathering, e.g. when audio and video recording equipment is hidden
from view.

The main advantage of laboratory studies is high internal validity. Different users
can use the product under the same circumstances, reducing the influence of confound-
ing factors in the environment (e.g. disturbances, variance in environmental conditions,
etc.). Given the high degree of control regarding confounding variables, laboratory
studies are well-suited for experiments. This way, the improved version can be tested
against the current version to determine whether the improved version is actually better.

However, laboratory studies suffer from limited external like ecological validity.
The effects determined in the controlled situation in the laboratory might not carry over
to actual use in the field. This is the case, if important aspects of the actual use (e.g.
stress, environmental factors) were not replicated in the laboratory. For example, a so-
lution supporting voice input and optical head-mounted display output, which is usable
under well-defined lighting conditions and low noise level, might be useless while
standing next to a highway in the rain under high traffic. This is frequently a problem
with experiments — the usual focus on depth (few variables and a high degree of
control) is at odds with the breadth of different conditions in disaster and emergency
settings.

In summary, usability tests in the laboratory are an important empirical approach to
measuring usability of disaster and emergency management systems, but have to con-
sider the critical aspects of future usage scenarios. For example, both noise levels and
lighting conditions can be modified with the aid of audio equipment or dimmers. For
mobile and wearable devices, users should be requested to stand up or walk around. If
necessary, obstacle courses have to be built.

Usability Tests in the Field. As opposed to laboratory studies, field studies are char-
acterized by testing an interactive system in the users' familiar work environment. Pre-
paring, conducting and analyzing results of usability tests in the field is challenging for
several reasons:

e Access to critical areas, especially in safety-critical domains, might only be possible
to a limited extent or not at all.

e Working conditions can hardly be controlled by examiners, e.g. disruptions by col-
leagues or environmental conditions.

o Data recording is more difficult than in laboratories. Retrospective interviews might
be necessary in order to make sense of certain usage situations.

However, field studies can deliver valuable insights that are hard to get otherwise.
The external, e.g. ecological validity is high, although at the cost of internal validity.
While field experiments are possible, they typically require large amounts of re-
sources. In general, field studies are useful in summative evaluations. Results of field
studies can also be used to improve laboratory studies, e.g. by replicating important
environmental factors.
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4 Case Studies

In the following sections, two case studies conducted in close collaboration with Emer-
gency Medical Services are outlined. Special respect is given to the applied formative
and summative usability evaluation measures.

4.1  Supporting Collaboration in MClIs with tablet PCs

Mass Casualty Incidents (MClIs) are characterized by “more patients at one time than
locally available resources can manage using routine procedures” [34]. Dozens or hun-
dreds of paramedics and emergency physicians have to collaborate in order to treat
patients in the best possible way and apply resources efficiently. Incident commanders
are in charge of task prioritization and personnel management.

Currently, paper-based artifacts (e.g. forms, tables, charts, maps) and various means
of communication (e.g. radio, mobile phone, messengers, face-to-face conversations)
are used for record keeping and information management. Situation aware-ness of in-
cident commanders in MCls is a demanding challenge [35].

Mobile computer-based tools might help to improve the situation because data can
be exchanged and updated within a narrow time frame independent of the incident com-
manders’ locations. Scalable visualizations (e.g. filter functions, summary vs. detail
view) would allow for solving different information needs. Problems be-cause of poor
handwriting could be prevented. However, designing such solutions is both a technical
and a usability challenge. Incident commanders and other rescue forces are under high
physical and mental stress due to the extraordinary circumstances.

Within a two-year user-centered system design project, we developed a prototype of
a tablet-based data gathering and information management system in close collabora-
tion with German Emergency Medical Services (cf. [36-38] for more details).

Apart from regular interviews, focus groups and workshops with members of Emer-
gency Medical Services, several specific formative and summative usability methods
were applied. They are described subsequently.

First of all, prototypes and single interaction elements were reviewed by usability
experts a number of times. The well-established dialogue principles of ISO standard
9241-110 served as heuristics (see section 3.1). For example, error tolerance as one of
these dialogue principles was considered by proposing a button-oriented design (see
Fig. 1)“offering a choice of valid input values, e.g. for triage categories, diagnoses, drug
names, doses or feed rates” [39], “favoring filtering over searching functions” [39] and
“searching phonetically when needed” [39].

Furthermore, alternative designs were presented to members of EMS. They were
invited to choose their preferred version or to make proposals for better solutions. For
example, four different drafts of a bar chart visualizing the number of patients in a
specific triage category were discussed by 36 paramedics and physicians (see Fig. 2).

While 5 participants came up with own solutions, the 3 versions preferred most got
9, 6 and 5 votes, respectively. Disregarding minor differences, e.g. exact label positions,
one design approach got 14 votes. The drafts were subject of a controversial debate
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which “enabled us to better match our conceptual model with their mental model be-
yond the use cases associated with the actual chart” [35].
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Fig. 1. Button-oriented design offering a choice of valid input values

The advanced prototype was shown to visitors of the leading German professional
emergency medicine and rescue fair “akut 2012” at an own booth for two days (see
Fig. 3). Although this is not a standard form of formative evaluation, we gained both
important feedback from various experts as well as confirmations for our basic ap-
proaches [40].

Summative evaluation was performed during an exercise with an EMS and 40 virtual
patients represented by cards. “Staging, triage, treatment, transport and assembly areas
as well as an emergency control room were in place and equipped with tablet PCs” [40].
Participants were observed by 10 persons (members of the research team and volun-
teers) and asked to answer the validated ISONORM questionnaire after finishing the
test. Following this, debriefing with all parties involved was conducted. Due to some
network connectivity problems and minor usability flaws, results support the basic de-
sign approach. Based on these findings, we continued our research about usability of
mobile and wearable devices in safety-critical domains using the example of EMS.
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Fig. 3. Discussing the prototype at the emergency and rescue fair "akut 2012"(left)

4.2  Supporting Triage and Hazard Identification with Smart glasses

In a half-year case study we dealt with the question whether smart glasses (in our case
Google Glass) could be usable for supporting members of EMS. We focused on the
triage process as it turned out to be one of the most important and challenging tasks in
MCIs. Streger states that “most incidents are won or lost in the first 10 minutes after
arrival” [41] and “that the first task that needs to be accomplished is triage of casualties”
[41]. Triage shall ensure the best possible outcome for the casualties by assigning a
treatment priority for each of them. Since it has to be done as fast as possible, it is
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usually conducted by a member of one of the first arriving ambulances. Because MCls
are rare events for individual EMS members, most of them have only little experience
in this matter.

The decision for starting research on smart glasses resulted from potential ad-van-
tages compared to mobile devices (e.g. tablets), e.g. hands-free operation or the display
in the user’s sight of view. Carenzo et al. [42] and Cicero et al. [43] confirm this as-
sumption. Google Glass supports voice recognition and touch gestures on the right side
piece as primary interaction forms. Both of them were considered [44].

A user-centered design process was chosen. Experts from EMS and disaster relief
units participated throughout all stages of development. First of all, semi-structured
interviews were conducted with ten domain experts. Basic requirements as well as chal-
lenges for system design were derived. For example, the usage of algorithms was rec-
ommended. There was broad consensus that members of EMS shall not only have a
command of the algorithms but also use them mandatory in the triage process [45].
Nevertheless, algorithms for triage in MCIs might not be remembered completely by
rescue workers because of their mental load in extraordinary and rare circumstances. A
computer-based solution not only could replace paper-based versions but gather data
for documentation purposes and exchange it with incident commanders [46].

Before coding, mockups were designed and evaluated with usability and domain
experts. Subsequently, two versions of the application with different interface and in-
teraction design were implemented. One of them had to be discarded quickly be-cause
of technological flaws and not being consistent with design principles of Google. The
other one was implemented iteratively (see Fig. 4).

Triage: patient 10001 Question 6 Triage: patient 10001 Classification

olled last ans >00r mental status = No

Radial pulse Registration card

~7?

ok glass * ok glass *

Fig. 4. Instructions and questions are shown to the user interacting via voice commands.

The application was evaluated by 14 domain experts [46]. Because one of them saw
the display distorted, only 13 EMS test persons could be considered. Participants were
given four case descriptions and asked to perform triage. They were observed and notes
were taken about usability problems. 11 of 13 users were able to solve all tasks without
problems after a short learning phase. 2 participants were uncertain about system’s state
and further actions even at the last test case [46]. 8 participants called the triage support
system “useful” [46] and “helpful” [46].

In addition, the usage scenario of two EMS members working together while one of
them is using smart glasses was simulated for demonstration purposes (see Fig. 5). Ap-
plying a pressure dressing or performing other routine tasks seems to be possible while
interacting with the wearable device. However, further research and usability evalua-
tions are necessary.
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Fig. 5. Triage of a casualty with a heavy bleeding. The user wearing smartglasses
helps applying a pressure dressing [46].

5 Conclusions

Usability evaluations of disaster and emergency management systems are both crucial
and challenging. Focus should be laid on ex ante, formative and continuing evaluation
approaches utilizing heuristic evaluations, cognitive walkthroughs, log files and inte-
grated feedback functions.

Usability tests in the laboratory are characterized by a high degree of control regard-
ing confounding variables. When performing them for disaster and emergency settings,
critical aspects of future usage scenarios have to be considered. Modifying noise levels,
lighting conditions or interrupting users are quite easy measures to derive a certain de-
gree of realism.

On the contrary, usability tests in the field require large amounts of resources. While
they can provide insights hard to get otherwise, examiners have to judge the prototype’s
level of quality, the available resources and their expertise critically be-fore preparing
such a test. For example, several persons might be necessary in order to observe differ-
ent areas of operation and responsible users belonging to just one public authority. Con-
ducting data, analyzing results and drawing appropriate consequences are major chal-
lenges under these circumstances. Cost-benefit ratio should be kept in mind.
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