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Abstract. Critical Infrastructures (CIs) are resources that are essential for the 

performance of society, including its economy and its security. Large-scale  

disasters, whether natural or man-made, can have devastating primary (direct) 

effects on some CI and significant indirect effects (cascading effects) on other 

CIs, because CIs are interconnected and depend on each other’s services. Recent 

work by Laugé et al. expressed the dependency values among CIs as dependency 

matrices for various durations of the primary CI failure. For better preparedness 

and mitigation of CI failures knowledge of the weak points in CI interdependen-

cies is crucial. To this effect, we have developed a MATLAB code that identifies 

the forward paths and loops between pairs of CIs based on a simplified version 

of Laugé’s matrices. The code calculates the parallel forward paths and loops 

dependencies to identify and quantify the amplification of cascading effects of 

any disruption that might hit one of the CIs included in the research. A main 

consequence, which has implications for expert assessment of dependencies be-

tween CIs, is that the cascading effects are not limited to the direct values ex-

pressed in the dependency matrices. 

Keywords: Interdependent CIs, Cascading effects, Parallel forward paths  

effect, Parallel loops effect, Path dependency, Loop dependency. 

1 Introduction 

Critical Infrastructures (CIs) are resources that are essential for the performance of so-

ciety, including its economy and its security, here understood as safety of citizens and 

security of society’s assets. Different countries might have slightly different definitions 

of CIs. However, there is a consensus that CIs include government, society’s ICT (in-

formation and communication technology); financial sector; energy supply; water sup-

ply; transportation systems; health sector; and security services (police, military). 

CIs are exposed to natural hazards and man-made hazards (human errors, human 

malignity). Critical Infrastructure Protection (CIP) embodies the management of risk 

assessment, risk mitigation, preparedness, response and recovery against serious inci-

dents threatening the critical infrastructure of a region or nation. 

CIs are highly interconnected and, hence, interdependent: a disruption diminishing 

the capacity of a CI affects other CIs through cascading effects (propagation of the 

disruption to other CIs that need services from the disrupted CI).  
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Society depends increasingly on the well-functioning of its information and commu-

nication infrastructure. For example, a vulnerability analysis conducted by the Norwe-

gian Directorate for Civil Protection (DSB) [1] concluded that a cyber-attack causing 

complete disruption of the ICT CI’s transport network in Norway would have: 

 high impact on security CI;  

 high impact on financial CI;  

 high impact on railways and airline traffic, and moderate impact on other transport 

CIs;  

 low impact on water CI; 

 low impact on energy CI; but then secondary cascading effects from minor disrup-

tions on energy infrastructure would increase significantly the disruption of ICT CI; 

 moderate impact on health CI. 

The aggregate impact of such a cyber-attack on ICT CI in Norway would be consid-

erable in terms of financial costs (around one billion euro, or 1.2 billion US dollars, 

which is about 3.5 percent of Norway’s gross national product). The estimate is proba-

bly conservative, since the analysis in the report concludes that the ICT CI will not 

recover completely for about one month. The event may cause social and political in-

stability in addition, with unpredictable long-term consequences.  

The dynamics of interconnected CIs are extremely complex. There are numerous 

approaches for modeling cascading effects; a recent extensive review [2] enumerates 

six modeling categories, viz. empirical approaches, agent-based approaches, system 

dynamics-based approaches, economic theory based approaches, network-based ap-

proaches, and others. The author concludes that none of the existing approaches is com-

pletely satisfactory: key challenges are difficulties of data access and collection, or lack 

of precise data; lack of integration of different modeling approaches, yielding conflict-

ing outcomes; validation problems owing to insufficient or unreliable historical data, 

and lack of standards for relevant metrics. Furthermore, most models’ predictions rarely 

can be validated by comparison with real data; few models of interconnected CIs cor-

respond fully to observed scenarios. 

A major additional challenge: the complexity of the system of systems of CIs makes 

the models hard to understand, and difficult to verify as to how well any model is a 

reliable “map” of the CIs that it purports to describe, since they contain a huge number 

of questionable relations between model variables.  

Rather than focusing on detailed models with a high number of variables and rela-

tions between them, we argue that highly aggregated models, with simple model struc-

ture, have several advantages. They are simple to understand, they concentrate on a few 

essential factors and they request only few parameters with down-to-earth relations 

among them. The estimate of such relations admittedly relies on expert opinion. But 

the attractiveness of a simple and easy to understand model, and the fact that only few 

parameters need to be estimated, facilitate a focused discussion and a potentially more 

reliable estimate in a Delphi [3] or a wisdom of the crowd approach [4] in conjunction 

with model iterations. 

Our approach is intended to complement two recent papers describing system dy-

namics models of interconnected CIs. The first paper was authored by Canzani [5] and 
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it was extended by Abdelgawad et al. [6]. The system dynamics model considers a 

system of systems consisting of any number of interdependent CIs for the objective to 

analyze the performance level of the CIs when disruptions caused by natural or man-

made disasters happen. The system dynamics model uses estimates for the effect of a 

disruption of certain CIj on another CIi that were provided in the Ph.D. thesis of Ana 

Laugé [7], see §3. Laugé conducted a survey with CI managers to obtain estimates on 

a Likert scale for such cascading impacts caused by a disruption of less than two hours, 

less than six hours, less than 12 hours, less than 24 hours, more than 24 hours and more 

than one week; she computed averages of the provided estimates resulting in tables for 

each of the cases [7, 8]. 

The survey was formed as online questionnaires with the aim of analyzing the CI 

interdependencies of 11 CIs mentioned in a green paper by European Commission [9], 

namely: Energy, ICT, Water, Food, Health, Financial, Public and legal order and safety, 

Civil administration, Transport, Chemical and nuclear industry, and Space and re-

search. The survey was developed and executed in five concise steps, including a trial 

run, which ensured they were well written and understandable by the participating ex-

perts. 

The survey was divided into three sections, where the first section relates to the ex-

perts taking the survey and they were asked to select which of the 11 CIs they were the 

stewards of. The results from this part showed that, of the 52 replies out of 154 invita-

tions sent, there was an average of at least four experts for each CI that had replied. The 

organizations the participating experts belonged to were predominantly Spanish and 

this infers that the survey can be interpreted as representative of Spanish CI, as there 

was only one category in which there was less than two Spanish experts that responded. 

Because there were no more than 33.8% that responded to the survey, it creates uncer-

tainty as to the robustness of data, however. It is also not mentioned whether the re-

sponse rate refers to surveys being fully completed or partially. The second section 

concerns the measurement of interdependencies and the time required to recover the 

primarily disrupted CI after the interdependent CIs have recovered from the cascading 

effects. These two questions were answered partially with open text which resulted in 

a wide variety of answers. The answers led to the conclusion that there is no standard 

recovery time, due to different equipment and procedures. Subsequently, from this the 

average time to restore any of the 11 CI operations after a disruption remained unde-

fined. 

The third section asked the experts to assess the effect a complete breakdown of a 

networked CI had on their CI. The aim with this section was to know the magnitude of 

the effects, ranging from “0 – no effect”, to “5 – very high effect”. This was concerning 

a direct dependency from one CI to another and the corresponding table values were 

calculated by using the average of the responses. Such a table is consistent with the 

definition of a cross-impact matrix, whose cells contain numbers on an ordinal scale 

evaluated with regard to some agreed-upon maximum value and expressing impacts of 

one event (CI failure in this case) on another. The cross-impact matrix is “(usually) 

filled by experts relevant to the analysis, either working individually or as a group” 

[10]. In other words, “[a] cross-impact matrix is a square matrix (a matrix with equal 
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number of rows and columns) that represents a set of statements describing future states 

and events and their impacts on each other” [10]. 

Laugé et al. [8] expressed the dependency values among CIs as dependency matrices 

for different durations of the primary CI failure. However, the cascading effects are not 

limited to the direct values expressed in the dependency matrices, even after correctly 

considering the primary failure duration. Simply, in addition to the direct effect of the 

failure in one CI (the origin) on another CI (the destination), the original failure affects 

other CIs as well, which in turn affects others and so on, until –by the end– affects the 

destination CI again [10]. Furthermore, CIs connected with each other in a path that 

starts and ends with the same CI form a loop or cycle [11]; this loop circulates a dis-

ruption effect between the CIs that are members of this loop. This demonstrates that the 

overall cascading effects will be higher than just the indicated dependency mentioned 

in Laugé’s research. This arising issue has relevance for the reliability of expert assess-

ment of the effect of a disruption of certain CIj on another CIi. All experts involved in 

the assessment must be conscious of the amplification of cascading effects along loops. 

To illustrate the amplification caused by cascading loop effects we consider a sim-

plified version of Laugé’s dependency values among CIs, as did Canzani in her research 

[5]. Instead of using the above mentioned 11 CIs, Canzani merely focused on Energy, 

ICT, Water, Financial, and Transport CIs. To conduct our analysis, developing 5×5 

matrix. We followed Canzani in using her simplified version of Laugé’s dependency 

values among CIs. We have developed a MATLAB code that identifies parallel forward 

paths and loops dependencies in the simplified version of Laugé’s matrices, to identify 

and quantify the greater cascading effect of any disruption that might hit one of the CIs 

included in the research. 

In the next section, we will present our methodology. This will be followed by the 

results section. The paper concludes with thoughts on the implications of our approach. 

2 Methodology 

A graph is a network of vertices having edges in-between connecting them [12]. A 

‘digraph’ or directed graph is a special case of a graph in which edges have directions 

[12]. A digraph could be expressed in a matrix form known as adjacency matrix. The 

adjacency matrix is a square matrix having a size equal to the number of vertices of a 

digraph. According to Diestel [11], an element of an adjacency matrix is defined as: 

 

𝑎𝑖𝑗 = {
1,   𝑖𝑓 𝑡ℎ𝑒𝑟𝑒 𝑖𝑠 𝑎𝑛 𝑒𝑑𝑔𝑒 𝑓𝑟𝑜𝑚 𝑣𝑒𝑟𝑡𝑖𝑥 𝑗 𝑡𝑜 𝑖
0,                                                         𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

 

According to Laugé [7] and Laugé et al. [8], the dependency between two CIs rep-

resents the effect value which a failure in any CIj will have on CIi. Thus, the dependency 

between any two CIs: CIi and CIj is analogs to the gain of the edge between these two 

CIs. Hence, in graph theory terms, each of Laugé’s tables or the 5×5 simplified version 

represents a transition matrix of a digraph. Error! Reference source not found. shows 
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a simplified 5×5 CIs dependency table (CI failure for less than 2 hours) and its corre-

sponding adjacency matrix. 

  

Fig. 1. To the Left: Normalized 5×5 Simplified CIs Dependency Table (Based on Laugé’s CI 

Failure for Less Than 2 Hours Table-Simplified Version) - To the Right: The Corresponding 

Adjacency Matrix 

Based on the analogy of the dependency with the gain, the dependency of a path of 

CIs is like path gain. Accordingly path gain equation [13, 14]: 

𝑒𝜎𝑘 = ∏ 𝑒𝑖,𝑗𝑖,𝑗∈𝜎𝑘  (1) 

where:  

 

Notation Meaning 

𝑒𝜎𝑘 Dependency of the kth path 

𝑒𝑖,𝑗 Effect/Impact of CIj failure on CIi, where the jth and ith CIs belong to path 𝜎𝑘 

 

A cross-impact matrix is a form of the adjacency matrix whose elements represent 

impacts/effects from one vertex/event to another [10, 15]. Panula-Ontto [10] defined a 

similar total effect for a path and called it “impact chain”. However, Panula-Ontto did 

not clarify a theoretical basis for this equation. To illustrate the dependency of a path, 

Error! Reference source not found. shows the possible paths from the Energy CI (or 

the event of Energy CI failure for less than 2 hours) to the Water CI (or the event of 

Water CI failure as a result), in addition to the direct forward path between them. 

Based on the figure and the corresponding matrix: 

 The dependency of the direct forward path 1 = 𝑒𝜎1 (colored blue in the figure) is 

𝑒𝜎1 = 𝑒1,3 = 0.27,  

 the dependency of the indirect forward path 2 = 𝑒𝜎2 (colored red in the figure) is 

𝑒𝜎2 = 𝑒1,2 × 𝑒2,3 = 0.17 × 0.20 =0.034, and  
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 the dependency of the indirect forward path 3 = 𝑒𝜎3 (colored green in the figure) is 

𝑒𝜎3 = 𝑒1,4 × 𝑒4,2 × 𝑒2,3 = 0.53 × 0.14 × 0.20 = 0.015. 

  

 

 

Fig. 2. CIs Forward Path Dependency based on Forward Paths between Energy and Water CIs 

(Based on Laugé’s CI Failure for Less Than 2 Hours Table-Simplified Version) 

The direct forward path in addition to the two indirect forward paths are not all the 

forward paths from the Energy CI to the Water CI, Error! Reference source not 

found. shows all possible forward paths between these two CIs based on the table of 

CI failure for less than 2 hours: 

 Forward path 1: Energy  Water 

 Forward path 2: Energy  ICT  Water 

 Forward path 3: Energy  Financial  ICT  Water 

 Forward path 4: Energy  Transport  ICT  Water 

 Forward path 5: Energy  Financial  Transport  ICT  Water 

 Forward path 6: Energy  Transport  Financial  ICT  Water 

 

Fig. 3. All Possible Forward Paths between Energy CI and Water CI based on CIs Dependency 

Table (Based on Laugé’s CI Failure for Less Than 2 Hours Table-Simplified Version) 
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Equation Error! Reference source not found. can be used to calculate all gains of 

forward paths from 1 to 6 namely 𝑒𝜎1, 𝑒𝜎2, 𝑒𝜎3, 𝑒𝜎4, 𝑒𝜎5, and 𝑒𝜎6. These forward paths 

are in parallel. Once again, based on the analogy of the dependency with the gain, the 

dependency of parallel paths of CIs is like the gain of parallel paths. Accordingly, the 

equation of the overall dependency of all parallel paths between two CIs [13, 14]: 

𝑒𝜎(𝑖,𝑗) = ∑ 𝑒𝜎𝑘𝜎𝑘∈𝜎(𝑖,𝑗)  (2) 

where: 

Notation Meaning 

𝑒𝜎(𝑖,𝑗) Dependency of all parallel paths from the ith CI to the jth CI 

𝑒𝜎𝑘 Dependency of kth path which is one of the paths from the ith CI to the jth CI 

 

Accordingly, the overall dependency including direct and indirect forward paths is 

the sum of their dependencies. Panula-Ontto [10] defined a similar total impact chain 

for a group parallel paths, nonetheless again did not clarify a theoretical basis for this 

equation either: 

𝑒𝜎(1,3) =  𝑒𝜎1 + 𝑒𝜎2 + 𝑒𝜎3 + 𝑒𝜎4 + 𝑒𝜎5 + 𝑒𝜎6 

𝑒𝜎(1,3) =  0.27 +  0.034 +  0.015 + 0.019 +  0.0026 +  0.0027 

𝑒𝜎(1,3) ≈  0.34 

Panula-Ontto’s work [10] stopped at the level of calculating total direct and indirect 

forward paths impact chain or path dependency as we call it in our case. Nonetheless, 

the forward paths from CIi to CIj are the feedback paths from CIj to CIi. One or more of 

these feedback paths will constitute loops or cycles with one or more of the forward 

paths. Therefore, we would like to go one step further by considering all loops passing 

by two CIs under investigation instead of just the forward paths. Based on the analogy 

of the dependency with the gain, the dependency of a path of CIs, or loop dependency 

(as mentioned above a loop is a path that starts and ends with the same CI), is like path 

gain. Accordingly loop gain equation could be used to calculate loop dependency as in 

the following equation [13, 14]: 

𝑒𝜘𝑙 = ∏ 𝑒𝑖𝑗𝑖,𝑗∈𝜘𝑙  (3) 

where: 

Notation Meaning 

𝑒 𝜘𝑙 Loop dependency of the lth loop 

𝑒𝑖𝑗 Effect of CIj failure on CIi, where the jth and ith CIs belong to the lth loop 

 

Error! Reference source not found. shows a couple of loops that are common 

when considering the Effect from the Financial CI to the Water CI. 

Using equation Error! Reference source not found. and based on the example 

shown in Error! Reference source not found. and the corresponding matrix: 
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 The dependency of loop 1 = 𝑒𝜘1 (colored blue in the figure) is 𝑒𝜘1 = 𝑒32 × 𝑒24 ×
𝑒41 × 𝑒13 = 0.11 × 0.47 × 0.03 × 0.27 ≈ 0.0004, and  

 the dependency of the loop 2 = 𝑒𝜘2 (colored red in the figure) is 𝑒𝜘2 = 𝑒35 × 𝑒54 ×
𝑒41 × 𝑒13 = 0.04 × 0.02 × 0.03 × 0.27 ≈ 0.00001. 

 

Fig. 4. Example of Loops Passing Through Both the Water and Financial CIs (Based on 

Laugé’s CI Failure for Less Than 2 Hours Table-Simplified Version) 

But again these two loops are not all the loops passing through both the Water and 

Financial CIs. There is a set of 12 loops pass through both the Water and Financial CIs 

(see Figure 8 for a graphical representation of these loops): 

 Loop 1: Energy  Water  ICT  Financial  Energy 

 Loop 2: Energy  Water  Transport  Financial  Energy 

 Loop 3: Energy  Financial  ICT  Water  Energy 

 Loop 4: ICT  Water  Transport  Financial  Energy 

 Loop 5: Energy  ICT  Water  Transport  Financial  Energy 

 Loop 6: Energy  Water  ICT  Financial  Transport  Energy 

 Loop 7: Energy  Water  ICT  Transport  Financial  Energy 

 Loop 8: Energy  Water  Transport  ICT  Financial  Energy 

 Loop 9: Energy  Water  Transport  Financial  ICT  Energy 

 Loop 10: Energy  Financial  ICT  Water  Transport  Energy 

 Loop 11: Energy  Financial  Transport  ICT  Water  Energy 

 Loop 12: Energy  Transport  Financial  ICT  Water  Energy 

These loops are in parallel, accordingly, the overall dependency is the sum of their 

dependencies as per equation (2): 

𝑒𝜘(𝑖,𝑗) = ∑ 𝑒𝜘𝑘𝜘𝑘∈𝜘(𝑖,𝑗)  (4) 

where: 

Notation Meaning 

𝑒𝜘(𝑖,𝑗) Dependency of all parallel loops passing through the ith CI and the jth CI 
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Notation Meaning 

𝑒𝜘𝑘 
Dependency of kth loop which is one of the loops passing through the ith CI 

and the jth CI 

 

Accordingly: 

𝑒𝜘(3,4) =  𝑒𝜘1 + 𝑒𝜘2 + 𝑒𝜘3 + 𝑒𝜘4 + 𝑒𝜘5 + 𝑒𝜘6 + 𝑒𝜘7 + 𝑒𝜘8 + 𝑒𝜘9 + 𝑒𝜘10 + 𝑒𝜘11 + 𝑒𝜘12  

𝑒𝜘(3,4) =  0.0005 + 0.00007 + 0.0025 + 0.0002 + 0.00001 + 0.0004 + 0.0001

+ 0.00003 + 0.0002 + 0.0001 + 0.0004 + 0.0005 

𝑒𝜘(3,4) ≈ 0.005 

3 MATLAB Code 

Our MATLAB code works on Laugé’s tables. The code normalizes all dependency 

values in Laugé’s tables by dividing each value by five which the maximum value of 

the Likert scale of the Laugé’s survey. The code then loops over these tables, one by 

one to calculate three different versions of Laugé’s tables: 

 laugeMatricesIndirectPathsBased: a set of six matrices, each of them has the same 

size of one of Laugé’s tables. Each of them has the dependencies values from one 

CI to another based on the sum of the dependencies of all parallel indirect forward 

paths between these two CIs using equations (1) and (2), 

 laugeMatricesAllPathsBased: a set of six matrices (each of them has the same size 

of one of Laugé’s tables. Each of them has the dependencies values from one CI to 

another based on the sum of the dependencies of all parallel indirect forward paths 

in addition to the direct forward path between these two CIs, and 

 laugeMatricesLoopsBased: a set of six matrices (each of them has the same size of 

one of Laugé’s tables. Each of them has the dependencies values from one CI to 

another based on the sum of the dependencies of all loops pass through these two 

CIs using equation (3). 

The code uses an algorithm that exhaustively traverse through the digraph to find all 

loops and forward paths between two vertices from Bahar and Jantzen [16]. The code 

also uses another function to compute the path gain from Abdelgawad [17]. The fol-

lowing code listing is a summarized version of our Matlab code that has all the basic 

functionalities. 

 

% Laugé's tables are stored in 'laugeMatrices' 

% laugeMatrices(:, :, 1) - less than two hours 

% laugeMatrices(:, :, 2) - less than six hours 

% laugeMatrices(:, :, 3) - less than 12 hours 

% laugeMatrices(:, :, 4) - less than 24 hours 

% laugeMatrices(:, :, 5) - more than 24 hours 

% laugeMatrices(:, :, 6) - more than one week 

  

% Normalize all Laugé's tables by dividing every value by 5 

% N.B. max value in Laugé's survey was 5, while min was 0 
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laugeMatrices=laugeMatrices./5; 

  

% Loop over Laugé's tables  

for N=1:size(laugeMatrices, 3), 

    % allcycsn(A) finds all cycles in an adjacency matrix A 

    % allcycsn function is a part of the DIGRAPH Matlab toolbox 

    % adjacency matrix is the transpose of Laugé's table 

    allLoops=allcycsn(laugeMatrices(:, :, N)'); 

    % Find all indirect forward paths 

    % Sum dependencies of all indirect forward paths between Lth 

CI and Mth CI 

    for L=1:size(laugeMatrices(:, :, N), 1), 

        for M=1:size(laugeMatrices(:, :, N), 1), 

% Find all loops that pass through both L and M 

            allLoopsBtn2CIs=... 

                allLoops(and(any(allLoops==L, 2), ... 

                any(allLoops==M, 2)), :); 

             

% Sum dependencies of all loops passing through L and M,  

% then add it to a matrix: 'laugeMatricesLoopsBased' 

% computePathsGain(G, p) calculates paths gains for all given 

% forward paths stored in a matrix p, based on the gain matrix G 

% computePathsGain is a part of the Automated Eigenvalue analysis 

            % of SD models Matlab toolbox 

            laugeMatricesLoopsBased(L, M, N)=... 

                sum(computePathsGain(laugeMatrices(:, :, N)', ... 

                allLoopsBtn2CIs)); 

             

            if L~=M, 

% allpathn(s, e, A) finds all forward paths going from vertex s  

% to vertex e in an adjacency matrix A 

% allpathn function is a part of the DIGRAPH Matlab toolbox 

         allPathsBtn2CIs=allpathn(L, M, laugeMatrices(:, :, N)'); 

                 

% Sum dependencies of direct and indirect forward paths going 

% from L to M 

          laugeMatricesAllPathsBased(L, M, N)=... 

                sum(computePathsGain(laugeMatrices(:, :, N)', ... 

                    allPathsBtn2CIs)); 

                laugeMatricesIndirectPathsBased(L, M, N)=... 

                    laugeMatricesAllPathsBased(L ,M ,N)-... 

                    laugeMatrices(L, M, N); 

            end 

        end 

    end 

end 

4 Results 

As previously mentioned, any of Laugé’s 11×11 CI dependencies table is similar to 

gain matrix, and accordingly any of the simplified 5×5 CI dependencies tables is similar 

to gain matrix as well. The time needed to run our code on the Laugé’s 11×11 table is 

enormous on normal PCs because of the exhaustive searching algorithms. Accordingly, 

we ran our code on the simplified version tables. Figure 5 shows the development of 

the effect of ICT CI failure on other CIs over different failure durations. As can be seen 

in the figure, by the end of the time horizon of the graph, the effect of ICT CI failure 
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on Energy, Financial, and Transport CIs passed the value of 0.9 considering  

the normalized dependency values. 

5×5 Tables Reconstruction based on Direct and Indirect Forward Paths 

Our MATLAB code has reconstructed the 5×5 tables based on the sum of direct and 

all indirect forward paths from one CI to another for each of the failure time durations 

considered in Laugé’s survey (2Hr, 6Hrs, 12Hrs, <24Hrs, >24Hrs, and >1Wk). Error! 

Reference source not found. shows a listing of all possible dependencies from one 

failed CI to another. The values in the reconstructed tables exceed the normalized max-

imum value of one in many cases, especially in the longer failure durations. Depend-

ency values that exceed one or 100% will not mean more than a full failure in the de-

pendent CI. Values exceeding 100% in the table were not truncated though, such values 

are indicators of how low the expert original direct estimates of the dependencies could 

be. 

 
 

Fig. 5.   Normalized 5×5 Dependency Tables for Different Failure Durations (to the Left), and 

Effect of ICT CI Failure on Other CIs over the Same Durations (to the Right) 

Table 1. Values Listing of the 5×5 Tables Reconstruction based on both Direct and  

Indirect Forward Paths 

From To 
Paths Interdependence Value 

2Hr 6Hrs 12Hrs <24Hrs >24Hrs >1Wk 

Energy CI Energy CI 0.00 0.00 0.00 0.00 0.00 0.00 

Energy CI ICT CI 0.40 0.72 1.19 1.64 2.68 4.90 

Energy CI Water CI 0.34 0.57 1.09 1.60 3.21 6.22 

Energy CI Financial CI 0.79 1.35 2.03 2.53 3.93 6.44 

Energy CI Transport CI 0.70 1.00 1.57 2.16 3.39 5.58 

ICT CI Energy CI 0.71 0.91 1.35 2.08 3.32 5.40 

ICT CI ICT CI 0.00 0.00 0.00 0.00 0.00 0.00 

ICT CI Water CI 0.38 0.61 1.19 1.89 3.83 7.13 

ICT CI Financial CI 0.98 1.61 2.19 2.76 4.11 6.54 

ICT CI Transport CI 0.87 1.11 1.63 2.33 3.68 5.53 

Water CI Energy CI 0.26 0.44 0.91 1.56 2.49 4.37 
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From To 
Paths Interdependence Value 

2Hr 6Hrs 12Hrs <24Hrs >24Hrs >1Wk 

Water CI ICT CI 0.19 0.38 0.83 1.40 2.29 4.01 

Water CI Water CI 0.00 0.00 0.00 0.00 0.00 0.00 

Water CI Financial CI 0.26 0.66 1.56 2.49 4.10 6.85 

Water CI Transport CI 0.25 0.51 1.17 2.02 3.11 5.03 

Financial CI Energy CI 0.17 0.24 0.49 0.98 1.99 4.18 

Financial CI ICT CI 0.18 0.24 0.45 0.95 2.13 4.31 

Financial CI Water CI 0.08 0.15 0.46 1.07 2.38 5.32 

Financial CI Financial CI 0.00 0.00 0.00 0.00 0.00 0.00 

Financial CI Transport CI 0.25 0.31 0.62 1.21 2.70 4.89 

Transport CI Energy CI 0.37 0.54 0.86 1.34 2.59 4.95 

Transport CI ICT CI 0.29 0.48 0.81 1.26 2.49 5.19 

Transport CI Water CI 0.15 0.35 0.76 1.23 2.92 6.05 

Transport CI Financial CI 0.50 0.92 1.46 1.96 3.41 6.35 

Transport CI Transport CI 0.00 0.00 0.00 0.00 0.00 0.00 

5×5 Tables Reconstruction based on Loops 

Like the case of the forward paths, our MATLAB code has reconstructed the 5×5 tables 

based on the sum of direct and all indirect forward paths from one CI to another for 

each of the failure time durations considered in Laugé’s survey (2Hr, 6Hrs, 12Hrs, 

<24Hrs, >24Hrs, and >1Wk). It should be noted that, as mentioned above, the forward 

paths from CIi to CIj are the feedback paths from CIj to CIi, and vice versa. Therefore, 

the dependency of parallel loops passing through CIi and CIj in the direction from CIi 

and CIj, are the same loops that pass through CIj and CIi in the opposite direction. 

Based on that Table 2 shows a listing of only the upper triangle in addition to the diag-

onal values of the dependencies matrices from one failed CI to another, the lower tri-

angle values would be a mirror of the upper’s. Similar to Table 1, the values in the 

reconstructed tables exceeds the normalized maximum value of one in many cases es-

pecially in the longer failure durations. But again, dependency values that exceed one 

or 100% will not mean more than full failure in the dependent CI. 

Table 2. Values Listing of 5×5 Tables Reconstruction based on Loops 

From To 
Loop Interdependence Value 

2Hr 6Hrs 12Hrs <24Hrs >24Hrs >1Wk 

Energy CI Energy CI 0.46 0.92 2.06 4.07 8.37 17.07 

Energy CI ICT CI 0.27 0.60 1.36 2.78 5.75 12.47 

Energy CI Water CI 0.08 0.21 0.71 1.68 4.26 10.50 

Energy CI Financial CI 0.11 0.22 0.69 1.63 4.24 9.85 

Energy CI Transport CI 0.24 0.46 1.02 1.88 4.81 11.39 

ICT CI ICT CI 0.48 0.97 1.97 3.65 7.47 16.32 

ICT CI Water CI 0.06 0.17 0.69 1.47 3.77 10.06 

ICT CI Financial CI 0.17 0.34 0.67 1.44 3.73 9.46 

ICT CI Transport CI 0.23 0.45 0.94 1.72 4.41 10.94 
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From To 
Loop Interdependence Value 

2Hr 6Hrs 12Hrs <24Hrs >24Hrs >1Wk 

Water CI Water CI 0.11 0.28 0.99 2.13 5.38 13.46 

Water CI Financial CI 0.01 0.02 0.17 0.51 2.46 7.28 

Water CI Transport CI 0.01 0.09 0.44 1.02 3.18 9.21 

Financial CI Financial CI 0.23 0.43 1.00 2.10 5.32 12.58 

Financial CI Transport CI 0.10 0.19 0.53 1.10 3.12 8.61 

Transport CI Transport CI 0.39 0.70 1.48 2.55 6.28 14.88 

Comparing Results with the Original Expert Estimates 

In Figure 5, the chart on the right compiles the original direct expert estimated depend-

encies of ICT CI failure on other CIs over the durations of Laugé’s survey. Based on 

the results in Table 1 and Table 2, we have redrawn the same Figure 5 (chart on the 

right) using the reconstructed 5x5 tables based on direct and indirect forward paths  (see 

Figure 6), and the reconstructed 5×5 tables based on loops (see Figure 7). 

 
Fig. 6. Effect of ICT CI Failure on Other CIs (Direct and Indirect Forward Paths based Depend-

encies) over the Same Durations 

By comparing the dependency values development over failure durations of Laugé’s 

survey (2Hr, 6Hrs, 12Hrs, <24Hrs, >24Hrs, and >1Wk) as shown in Error! Reference 

source not found. and Error! Reference source not found. with CIs dependency val-

ues development over the same failure durations as shown Error! Reference source 

not found. (the graph to the right), the greater cascading effects due to loops becomes 

very clear. By the end of one-week failure duration, the highest estimated dependency 

value, and accordingly the disruption moving from one CI to another hardly exceeds 

the value of 0.9, while it passes 7 when we consider the forward paths effect (direct and 

indirect), and 16 when considering the loops effect, irrespective to the above mentioned 

fact of that the dependency values that exceed one or 100% will not mean more than 

full failure in the dependent CI. 
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Fig. 7. Effect of ICT CI Failure on Other CIs (Loop based Dependencies) over  

the Same Durations 
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Fig. 8. All Possible Loops Passing Through Both Water CI and Financial CI based on CIs  

Dependency Table (Based on Laugé’s CI Failure for Less Than 2 Hours Table- 

Simplified Version) 

5 Concluding remarks 

Owing to the interdependencies in CIs, the cascading effects propagate along both di-

rect and indirect forward paths as well as loops that amplify the effects of a primary 

disruption occurring in a given CI. We developed a MATLAB code to identify forward 
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paths and loops dependencies, allowing the quantification of the greater cascading ef-

fect of the primary disruption. To illustrate the approach, we computed the forward 

paths and loops dependency values for a reduced set of five interconnected CIs. Beyond 

having the ability of revealing the weak points in interconnected CIs, our approach also 

discloses that expert assessment of dependencies between CIs is more challenging than 

it appears at first sight. Future work on expert assessment requires an improved meth-

odology that considers not only the direct effects between pairs of CIs but also the cas-

cading loop effects. 
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