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Abstract. Social Networking Sites (SNSs) have become an essential part of the
daily lives of billions of people worldwide. Because SNS service providers use
a revenue model that relies on data licensing (selling of user data), they share
user data with other parties such as government institutions and private busi-
nesses. Sharing of user data to third parties raises several privacy concerns.
Apart from privacy issues emanating from SNSs sharing user information with
third parties, privacy issues may also emanate from users sharing information
with SNS members. This study is motivated by the researchers’ interest in in-
vestigating self-disclosure amongst Ghanaians especially from the perspective
of privacy and trust primarily because of recent reports of revenge pornography
and other self-disclosure related privacy violations on SNSs in Ghana. A sur-
vey was conducted on 523 students from three private universities in Ghana.
Out of the 523 questionnaires administered, 452 were validated for analysis.
Data collected from the survey was analyzed using the Partial Least Square ap-
proach to Structural Equation Modeling (PLS-SEM) performed on SmartPLS
Version 3. Results of the study show that privacy awareness, privacy invasion
experience, and privacy-seeking behavior have a significant effect on trust in
SNS members. Privacy concern was found not to have a significant effect on
trust in SNS members. Privacy awareness, privacy concerns, privacy invasion
experience, and privacy-seeking behavior were found to have a significant ef-
fect on trust in the SNS service provider. Trust in SNS members and trust in
the SNS service provider were found to have a significant effect on SNS self-
disclosure. Theoretical and practical implications of the study are also dis-
cussed.

Keywords: Social Networking Sites, Privacy, Trust, Self-disclosure, Structural
Equation Modelling



380

1. Introduction

Social Networking Sites (SNSs) are generally described as Internet-based applications
that allow users to construct and share a personalized profile and lists of confirmed
contacts with others on the site. SNSs allow users to see, browse, and communicate
with their online friends as well as with friends of other users in the user's online
community [1]. SNSs have become an essential part of the daily lives of billions of
people worldwide [2].

Self-disclosure is a process of interaction by which a person discloses information
about himself or herself to another person [3]. Self-disclosure is a predominant part
of social networking because SNS users share a lot of personal information on SNSs.
Due to the fast-growing popularity and usage of SNSs, there has been a tremendous
rise in the information given out by SNS users [4]. Also, due to the high volumes of
content shared by users on SNSs, concerns have been raised about the vulnerability of
users with regards to content sharing [5].

SNSs collect and store user browsing data, personal information, as well as distrib-
uted content for an unlimited amount of time [6]. Owing to the fact that SNSs use a
revenue model that relies on data licensing (selling of user data), they make user data
available to other parties, including governmental agencies and business partners
[5,6]. Once user information is made available to third parties, users lose control of
this information.

Apart from privacy issues emanating from SNSs sharing user information with
third parties, privacy issues may also emanate from users sharing information with
SNS members. SNS users fear that their posts will be exposed or abused by others [7,
8]. For users, as online social networks grow, the probability of engaging with new
contacts also grows, likewise the probability of experiencing negative relationships
that may give rise to social overload [9]. SNS users’ private information provided
during the registration for SNS accounts may become exposed to several parties, lead-
ing to possible misuse [10].

Ghana has experienced tremendous growth in SNS usage [11]. Ghana recorded a
22% annual growth of social media users from January 2017 to January 2018, the
fourth highest in the world; the global growth rate was 13% [12]. In recent times,
Ghana has experienced instances of revenge pornography on SNSs such as Whatsapp
and Twitter. Revenge pornography is a class of online pornography that comprises of
unprofessional images or videos that were home-made with the approval of those
shown, but then later circulated without their approval [13]. There is an aspect of
self-disclosure in revenge pornography because victims share private pictures and
videos with people they initially trust.

One will expect that these incidents of revenge pornography will deter SNS users
in Ghana from self-disclosing private images or videos, but more recent happenings
suggest otherwise. Apart from revenge pornography, there have been several reports
of other forms of self-disclosure related privacy violations on SNSs in Ghana, such as
fraud-related identity theft. This study is motivated by our interest in investigating
self-disclosure amongst Ghanaians, especially from the perspective of privacy and
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trust mostly because of recent reports of revenge pornography and other privacy vio-
lations on SNSs in Ghana.

1 Literature review

1.1  Self-disclosure, Privacy, and Trust on SNSs

Communication Privacy Management (CPM) theory was developed by Sandra
Petronio in 1991. It is a theory proposed to generate an empirical understanding of
how people make decisions on disclosing and hiding private information [14]. From
the perspective of CPM, self-disclosure involves the setting of rules by people when
they have to decide whether to reveal or conceal personal information [15]. In effect,
the individual controls the disclosure of personal information based on the rules set,
and by setting privacy boundaries. Privacy boundaries can vary from fully open to
fully closed [14, 16].

Fully open boundaries can be described as situations where an individual discloses
information vocally or online to everybody who wants access to it. On the other
hand, closed boundary individuals are sceptical about revealing information, hence,
they are very careful. During interactions, people usually move between open and
closed boundaries, depending on the nature of the relationship between the individu-
als communicating [14]. CPM proposes that individuals set privacy rules during
communication; privacy rules determine what the individual will disclose or not. The-
se privacy rules depend on several factors such as gender, cultural values, and a per-
son’s conviction about what is private or not private [14]. Privacy rules are also influ-
enced by assessments of risk-benefits, as well as changes in situational circumstances,
for instance, the changes that occur when there is a separation between couples [14].
When a couple separate, they will most likely not use the same privacy rules they had
when they were a couple [14].

CPM proposes the phenomenon of boundary turbulence [14]. According to CPM,
co-ownership of private information occurs when an individual shares private infor-
mation with a confidant. If the two individuals who co-own the private information
do not negotiate their jointly held privacy rules, there is the likelihood of "boundary
turbulence”, which means that there are disruptions in the way that co-owners regu-
late the flow of private information to third parties [14]. Boundary turbulence occurs
when a co-owner deliberately destroys the synchronized boundary of privacy to reveal
private information [14]. One can, therefore, deduce from CPM that the revealer plac-
es some trust in the confidant while disclosing personal information with the hope that
there will not be boundary turbulence. Consequently, before an individual will share
private information with a confidant, certain expectations come to play. These expec-
tations of confidentiality and responsibility must be met before the sharing of private
information. “If you meet my expectations of confidentiality and responsibility, | will
share my private information with you, and vice versa” [16].

In order to prevent conflict and unwanted breaches of confidentiality, original
owners of information should discuss their expectations of co-ownership of infor-
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mation with confidants [16]. The boundary surrounding private information should be
managed by mutually negotiated and agreed-upon privacy rules [17].

SNS use for most people is fueled by their desire to be entertained and to pass time
[18]. While passing time on SNSs, SNS users are entertained by the active sharing of
content (images and videos) as well as synchronous interactions via instant messag-
ing. The amount of pleasure and amusement experienced by SNS users depends on
satisfactory associations and trust building. Self-disclosure on SNSs is therefore in-
fluenced by satisfactory relationships based on enjoyment, connectedness, and SNS
flow experience, as well as perceived risks [18-21].

Self-disclosure in SNSs can be affected by SNS members’ perceptions of the safety
of their personal information with respect to the service provider [22]. Users are like-
ly not to have a happy experience with SNS use when they have anxieties about the
sharing of private information. Awareness of the credibility of a company may reduce
one’s privacy concerns over self-disclosure or perceived privacy risk; in other words,
the more reputable the SNS provider is, the more likely it is that users will disclose
personal information [23-26].

In summary, self-disclosure on SNSs is multifaceted. Self-disclosure on SNSs de-
pends largely on user enjoyment of interactions on the SNS, perceived risks, as well
as perceptions of how personal information is handled by SNS service providers [27—
30].

Regarding online social networking, privacy awareness refers to a person’s atten-
tion and understanding in terms of various aspects of privacy while using social media
platforms [31-33]. Initial SNS studies showed that most SNS users had little
knowledge of how their personal information was treated and used, however recent
studies show an increase in privacy awareness among SNS users [34]. While in-
creased privacy awareness has been found to reduce trust and information disclosure
in e-commerce settings, the opposite holds true for SNSs [34]. Notwithstanding the
enhanced level of privacy awareness among SNS users, activities on the SNS plat-
forms keep increasing, which could be attributed to trust in the platforms [4].

Privacy invasion experience describes privacy violations a user might have person-
ally experienced in the past [35]. Humor creation among friends on online social
networks may lead some individuals to expose people’s private information such as
that which exposes their previous improper behavior, mischief, or clumsiness. This
exposure may be a playful tease, but the individual whose information is exposed may
be offended by the involuntary exposure. Prior privacy invasion experience negative-
ly affects trust and further information disclosure [36].

Privacy-seeking behavior refers to the things people do to protect their information
[37]. From the perspective of CPM theory, to protect one’s privacy, a person would
set privacy boundaries during interaction with people. Privacy boundaries are set
based on trust; open when there is trust and closed when there is no trust [16]. Priva-
cy-seeking behavior increases transactional avoidance and subsequent self-disclosure
[33].

By definition, trust is the readiness to accept susceptibility based upon optimistic
outlooks about another’s behavior [38]. Trust theory proposes that trust, which shows
a readiness to accept susceptibility based on an optimistic outlook toward another
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participant’s imminent behavior, has a substantial effect on the behavioral intention of
users of services [39]. Trust can be categorized as online or offline [40]. Online trust
varies from offline trust because in an online setting, trust issues emanate from both
the SNS technology and the SNS service provider. Therefore, it is difficult for internet
users to keep a high level of trust for the websites. The internet is mostly viewed as a
precarious territory; therefore, online trust is rather tough to achieve and sustain when
compared to trust in an offline setting [40].

Interaction creates prospects for people to become acquainted, to form online
communities, and to build trust [41]. Trust has been found to have a mediating effect
on privacy concerns and information disclosure [42]. Self-disclosure has been a prev-
alent behavior of SNS users, which arguably motivated previous research to focus on
the drivers and inhibitors of self-disclosure. From the perspective of a person using an
SNS, ownership rules have an influence on an individual’s actions with respect to
trust in a “third-party disclosure” of the shared information; we co-own shared private
information and so we must be responsible co-owners [43].

SNS providers must assure users of the safety of their personal information during
registration for service, especially from the activities of third parties [44]. Privacy
seals are issued by a third-party organization (for instance TRUSTe) to show that a
site’s privacy framework and processes are accredited by them. TRUSTe offers ser-
vices to assist organizations to revise their privacy management procedures so that
they conform to government laws and best practices. Both privacy guidelines and
seals may help develop users’ trust and assuage their privacy concerns [44]. Previous
literature has shown that people may demonstrate more trust in websites that disclose
their privacy policies [45-49]. Online trust can, therefore, be seen from the perspec-
tive of the SNS provider and SNS members.

Default SNS privacy settings allow users to see each other's profiles either through
a one-on-one connection or through a closed or open user group [50]. This default
setting (especially on Facebook) also implies that when for instance, A is a friend of
B on the SNS, C who is a friend of B can view A’s profile even though A and C are
not direct friends. Thus, if users maintain the default SNS settings, they may not be
aware that people who are not their friends have access to their profile (because of
visibility). Consequently, users may eventually share information with people they
did not intend sharing the information with. It is therefore imperative that users adjust
their privacy settings in SNSs to suit their privacy rules and boundaries [51].

Unwanted privacy breaches could occur even if a user has the most restricted pri-
vacy settings [52]. For instance, with Facebook, a user’s privacy is influenced by the
privacy settings of their friends because if a user has restricted settings, but the friends
do not have restricted settings, other people will have access to the user’s information.
Additionally, in cases where the user removes his/her posts from the SNS (for exam-
ple Facebook), the posts may still be accessible because of the ease at which infor-
mation can be saved, shared, and reposted [34]. Another issue of interest in SNSs is
the activity stream. An activity stream is a thread that displays every activity of the
user (e.g., posts and likes). Activity streams have raised privacy concerns among
SNS users because a user might not know all the activities that are included in their
activity stream. Users may also not know the people who have access to their activity
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stream [34]. Hence, the failure to successfully control who has access to one's infor-
mation online can create discomfort for SNS users.

2 Research model and hypotheses development

We develop hypotheses mainly from CPM theory and trust theory. We also refer to
previous studies that have investigated the hypothesized relationships. The current
study seeks to investigate three major variables namely self-disclosure, privacy and
trust. Self-disclosure and privacy are inherent in CPM theory, while trust is inferred
from CPM theory. To prevent parsimony while investigating these three variables, we
combine CPM theory and trust theory to formulate our research model. The hypothe-
ses are stated in the next sections.

Privacy awareness: Based on CPM theory, we argue that awareness of the privacy
structure of SNSs (especially privacy settings) allows an individual to set privacy
rules when disclosing information to the SNS service provider and other SNS mem-
bers. When individuals are confident that there is no likelihood of boundary turbu-
lence, they will have trust in the SNS service provider and other SNS members. Pri-
vacy awareness, therefore, has a positive effect on trust in the SNS service provider
and other SNS members. In a study to determine the impact of privacy, trust and user
activity on intentions to share Facebook photos, Malik, Hiekkanen, Dhir, & Nieminen
[33] found that privacy awareness had a significant positive effect on trust in the Fa-
cebook platform. Facebook users with high privacy awareness tend to exhibit greater
levels of trust in the service and are more active [4, 53].

In line with the findings of Malik, Hiekkanen, Dhir, & Nieminen [33], O’Bien &
Torres [53], and Stutzman et al. [4] we posit that:

Hypothesis 1. Privacy awareness has a significant positive effect on trust in SNS
members

Hypothesis 2. Privacy awareness has a significant positive effect on trust in SNS ser-
vice provider

Privacy concern: From CPM theory we posit that privacy concern (user apprehen-
sion to disclose information) has the tendency to cause an individual to set privacy
rules during interactions to prevent boundary turbulence. The higher the apprehen-
sion, the less the trust in the SNS service provider and other SNS members. Privacy
concern, therefore, has a negative effect on trust in the SNS service provider and other
SNS members. In the SNS setting, privacy concern is one of the key factors that affect
trust in the service, as well as the intention to disclose information [53,54]. Privacy
concern has a negative influence on trust in Facebook and consequently, lower inten-
tions to use Facebook [53]. Also, following CPM theory, we posit that privacy con-
cern has the tendency to cause an individual to set privacy rules during interactions to
prevent boundary turbulence. Privacy concern, therefore, influences trust.
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In line with theory and the findings of O’Bien & Torres [53] and Proudfoot et al.
[54], as well as the tenets of CPM, we posit that:

Hypothesis 3. Privacy concern has a significant negative effect on trust in SNS mem-
bers

Hypothesis 4. Privacy concern has a significant negative effect on trust in SNS ser-
vice provider

Privacy invasion experience: We posit (From CPM theory) that when one experi-
ences privacy invasion, there is boundary turbulence which in turn affects trust. Prior
privacy experience will therefore negatively influence trust in the SNS service pro-
vider and other SNS members; the greater the impact of the experience, the lesser the
level of trust. Prior privacy invasion increases perceptions of online privacy risks,
which in turn influences trust in SNSs, that is, trust in the SNS service provider and
SNS members as well [55]. Prior experience of privacy invasion on SNSs affects trust
in SNSs and motivates an individual to alter his/her privacy settings [56]. The victims
of online privacy attack tend to appreciate the grave outcomes of privacy loss; their
prior experience influences their trust in SNSs [57].

Therefore, in support of the above-mentioned authors and the tenets of CPM, we
posit that:

Hypothesis 5. Privacy invasion experience has a significant negative effect on trust in
SNS members

Hypothesis 6. Privacy invasion experience has a significant negative effect on trust in
SNS service provider

Privacy-seeking behavior: Similar to privacy awareness, based on CPM theory,
we argue that when exploring the privacy settings of the SNS allows an individual to
set privacy rules when disclosing information to the SNS service provider and other
SNS members. When individuals are confident that there is no likelihood of bounda-
ry turbulence, they will have trust in the SNS service provider and other SNS mem-
bers. Privacy awareness, therefore, has a positive effect on trust in the SNS service
provider and other SNS members. In a study to determine the impact of privacy, trust
and user activity on intentions to share Facebook photos, Malik, Hiekkanen, Dhir, &
Nieminen [33] found that privacy-seeking behavior had a significant positive effect
on Facebook usage activity. The extent to which SNS users pursue privacy protection
strategies will positively affect their trust in the service and their actual activity
[4,56,58].

In line with theory and the above findings, we posit that:

Hypothesis 7. Privacy-seeking behavior has a significant positive effect on trust in
SNS members

Hypothesis 8. Privacy-seeking behavior has a significant positive effect on trust in
SNS service provider
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Trust in SNS members and Trust in SNS service provider: Based on trust theo-
ry, we posit that an individual who trusts the SNS service provider and other SNS
members is ready to accept susceptibility (based on an optimistic outlook), and there-
fore will be willing to disclose personal information. Furthermore, following CPM
theory, we posit that when one trusts the would-be confidant, it implies the would-be
confidant meets the needed expectations (of confidentiality) for self-disclosure, hence
personal information is likely to be given out, and vice versa. Trust, therefore, posi-
tively influences self-disclosure. In a study on the prediction of college students’ self-
disclosure on Facebook, Chang & Heo [5] found that trust in Facebook had a signifi-
cant positive effect on the disclosure of personal information on the platform. A
study by Malik et al. [33] showed that trust positively impacts users’ intentions to
share photos on Facebook. Wu, Huang, Yen, & Popova [59] in a study to investigate
the effect of online privacy policy on consumer privacy concern and trust found out
that trust has a positive impact on willingness to provide personal information.

In line with the above findings and the tenets of CPM theory, we hypothesize that:
Hypothesis 9. Trust in SNS members has a significant positive effect on self-
disclosure

Hypothesis 10. Trust in SNS service provider has a significant positive effect on self-
disclosure

The proposed research model is shown in Fig. 1

Privacy
Awareness
H1

H2

H4

3 Trustin SNS
. Members

HY

elf-Disclosure

HI10

Privacy Invasion
Experience

H? s Trustin SNS
Service Provider
Privacy-Secking

Behavior

Fig. 1. The proposed research model
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3 Methodology

3.1  Instrument development, Sampling and Data Collection

In order to improve content validity, measurement items for the latent variables used
in the current study were adopted from previous literature [60]. These items were
however reworded to fit the context of social networking sites. Items for Privacy
Awareness, Privacy Concerns and Privacy Seeking behavior were adopted from Ma-
lik et al. [33]. Privacy Invasion Experience, Trust in SNS members, Trust in SNS
service provider and Self Disclosure were all measured with items derived from
Cheung, Lee, and Chan [61]. All measurement items were measured using a 5-point
Likert scale anchored between strongly disagree (1) and strongly agree (5). Over a
five-day period, survey data was collected from 452 respondents, all of whom were
students.

4 Results

Data analysis was conducted using the Partial Least Square approach to Structural
Equation Modelling (PLS-SEM) performed on SmartPLS Version 3. The PLS-SEM
technique is appropriate because it allows for the testing of the relationships between
latent constructs in a proposed research model. The current study used the PLS ap-
proach since an initial study of the data collected revealed that the data was non-
normal. Also, the PLS method is more appropriate since our model is quite new and
untested.

41 Measurement assessment

The measurement model was assessed based on reliability, discriminant validity and
convergent validity. Cronbach’s alpha and composite reliability were used to test the
reliability of the constructs. Henseler, Ringle, and Sinkovics [62] suggest a threshold
of 0.7. It is evident from Table 1 that measurement model is reliable. Convergent
validity was also assessed using the average variance extracted (AVE), Henseler et al.
[63] recommended that the AVE for each construct should be greater than 0.5 for
convergent validity to be assured. Clearly from Table 1 is can be confirmed that con-
vergent validity is assured. Finally, discriminant validity was assessed using the For-
nell-Larker criterion [64], and the Heterotrait-Monotrait ratio of correlation [65]. Evi-
dence from Table 2 shows that the square root of the AVEs for each construct is
greater than the cross-correlation with other constructs. Also, the results of the
HTMTO0.85 criterion shown in Table 2 confirm discriminant validity. Overall, the
results showed that the psychometric properties of the measures used in the study
were satisfactory.
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Table 1. Factor Loading and Reliability Statistics.

Factor A CR AV.E
Loadings
PAl 0.822
PA2 0.859
PA3 0.880
PA4 0792 0.912 0.932 0.695
PAS5 0.812
PA6 0.833
PC1 0.914
PC2 0.912
PC3 0.880 0.932 0.948 0.786
PC4 0.828
PC5 0.896
PIE1 0.941
PIE2 0.940 0.870 0.939 0.885
PSB1 0.803
PSB2 0.867
PSB3 0.806 0.826 0.882 0.652
PSB4 0.748
SD1 0.811
SD2 0.820
SD3 0.813 0.833 0.888 0.665
SD4 0.817
™1 0.832
T™2 0.874
T™M3 0.880
T™M4 0.868
™S5 0849 0.929 0.944 0.738
TM6 0.851
TP1 0.797
TP2 0.860
TP3 0.862
TP4 0.866 0.921 0.938 0.717
TP5 0.846
TP6 0.847

Table 2. Testing Discriminant Validity using the Fornell-Larcker Criterion.

Fornell Larcker HTMT

PA PC PIE PSB SD TM TP PA PC PIE PSB SD TM TP

PA 0.83

PC  -024 0.89 0.26

PIE -027 029 0.94 031 0.33

PSB 0.2 0.13 -0.04 0.81 0.23 0.16 0.05

SD 044 -036 -0.31 0.14 0.82 05 04 036 0.17

™ 041 -021 -04 018 0.34 0.86 044 022 044 018 0.38
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TP 058 -032 -042 023 042 046 085 063 034 047 026 048 05

Note: Square roots of average variances extracted
(AVES) shown on the first diagonal in bold

4.2  Structural Model Assessment.

The structural model was assessed based on the sign, magnitude and significance of
the path coefficients of each hypothesized path. The significance of the path coeffi-
cients in the structural model was tested using a bootstrap resampling technique with
5000 subsamples drawn with replacement. Results of the assessment of the structural
model are shown in Table 3. Apart from the path between Privacy Concern and Trust
in Members, all the paths that were earlier hypothesized were found to be significant.
About 56 per cent of the variance in the target variable (Self Disclosure) was ex-
plained by our model. To assess model fit in PLS we used the standardized root mean
square residual (SRMR). The SRMR value for the model was 0.041; a value of less
than 0.08 is generally considered a good fit [66]. This value indicates that the struc-
tural model exhibits a good fit.

Table 3. Hypotheses testing

Hypotheses Path B T Statistics P Values Results
H1 PA>TM 0291 5441 0.000 Supported
H2 PA> TP 0.445  10.528 0.000 Supported
H3 PC>TM -0.075 1.724 0.085 Not Supported
H4 PC> TP -0.164  4.147 0.000 Supported
H5 PIE> TM -0.290 6.347 0.000 Supported
H6 PIE> TP -0.245 5.776 0.000 Supported
H7 PSB > TM 0.120  2.763 0.006 Supported
H8 PSB > TP 0.149  3.464 0.001 Supported
H9 TM >SD 0.181  3.605 0.000 Supported
H10 TP > SD 0.339  6.865 0.000 Supported
Model fit

SRMR =

0.041

R* = 0.56

5 Discussions

The current study sought to investigate self-disclosure on SNSs from the perspective
of trust and privacy. As mentioned earlier, the researchers treated trust as a two-
dimensional variable; trust in SNS provider and trust in SNS members, mainly be-
cause the invasion of SNS users’ privacy is likely to be caused by these two variables.
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The researchers captured privacy of the SNS user in terms of privacy awareness, pri-
vacy concerns, privacy invasion experience, and privacy-seeking behavior.

Results of the study show that privacy awareness, privacy invasion experience, and
privacy-seeking behavior have a significant effect on trust in SNS members. Privacy
concern was found not to have a significant effect on trust in SNS members. Privacy
awareness, privacy concerns, privacy invasion experience, and privacy-seeking
behavior were found to have a significant effect on trust in the SNS service provider.
Trust in SNS members and trust in the SNS service provider were found to have a
significant effect on SNS self-disclosure. Nine of the ten hypotheses were supported,
which, significantly supports our research model.

Our study provides support for studies conducted by Malik, Hiekkanen, Dhir, &
Nieminen [33], O’Bien & Torres [53], and Stutzman et al. [4] which show that, in
SNS settings, privacy awareness has a significant effect on trust. This finding shows
that when SNS users in Ghana understand and pay attention to privacy issues, it af-
fects the trust they have in the SNS provider as well as other SNS members. The
positive relationship between privacy awareness and the trust constructs implies that
when SNS users in Ghana are aware of the privacy implications of using the sites,
they are likely to build more trust in the sites, that is, knowing and understanding the
privacy statements and privacy settings of the SNS is likely to build trust in the SNS.
Knowledge of user privacy rights and responsibilities is also likely to result in in-
creased trust in the SNS [67]. This result also implies that SNS service providers can
build more trust in SNS users if they find ingenious ways of exposing SNS users to
the privacy framework of the sites.

Privacy concern was found to have a significant negative effect on trust in the SNS
provider, but a non-significant effect on trust in the SNS members. This finding im-
plies that the there is a high likelihood that Ghanaian SNS users are of the view that
their concern for the manner in which their private information and information they
submit on SNSs is managed does not influence their trust in SNS members, but influ-
ences their trust in the SNS provider. We argue that it is very likely that due to the
influence of privacy awareness, the users may feel they are in control of the infor-
mation they submit on the SNSs that may be misused by other SNS members, hence
the non-significance of the influence of privacy concerns on trust in SNS members.
However, due to the fact that users cannot control how their personal/private infor-
mation on the SNS is used by SNS providers, a significant negative influence of pri-
vacy concerns is observed on trust in SNS provider. This finding is consistent with
the findings of work done by Chang, Liu, & Shen[68] who found that privacy concern
has a significant negative influence on trust in using LinkedIn. Chang, Liu, & Shen
[68] state that because LinkedIn members mostly share their job-related information
for career reasons, and the information disclosure on the site may be private between
job seekers and providers or among groups with similar career interests, trust is very
important for users on the site. Chang, Liu, & Shen [68] also found out that for users
of Facebook, there was a non-significant relationship between privacy concern and
trust in using the site. Chang, Liu, & Shen [68] state that relationships built on Face-
book are based primarily on close friendships and acquaintances, hence, there is a less
perceived risk in submitting non-confidential or non-career oriented information.
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This result may also explain why Ghanaian SNS users share a lot of personal content
online.

Privacy invasion experience was found to have a significant negative effect on trust
in SNS provider as well as trust in SNS members. This implies that SNS users in
Ghana who have had prior privacy invasion experience(s) have less trust in SNSs as
compared to those who have not had one. We argue that the finding in the current
study is logical, and is also in line with work done by Mohamed & Hawa [57], as well
as reviews made by Chen, Beaudoin, & Hong [55] and Young & Quan-Haase [56]
who had similar findings. We should also expect that Ghanaian SNS users who have
been victims of revenge pornography would share less personal content online.

Privacy-seeking behavior was found to have a significant positive effect on trust in
the SNS provider as well as trust in the SNS members. This finding implies that SNS
users in Ghana who adopt strategies to protect their privacy on SNSs are likely to trust
the SNSs more since they are confident their strategies will shield them from privacy
risk. This finding is consistent with work by Young & Quan-Haase [56] who reported
that SNS users use several privacy protection schemes in order to lessen privacy risks
while still allowing them to reveal enough information to link up with colleagues and
friends on Facebook. However, Malik et al. [33] found a non-significant relationship
between privacy-seeking behavior and trust in a study on photo sharing on Facebook.
Malik et al. [33] stated that the non-significant relationship was due to the fact that
trust became negligible as users identified privacy protection strategies that they were
confident will prevent privacy violations. Malik et al. [33] further state that users who
vigorously involve themselves in several privacy protection schemes feel more self-
assured and, thus, reveal more information and content. We, therefore, conclude that
privacy protection strategies have the likelihood of making trust negligible. At the
same time, privacy protection strategies can build trust in the SNS since privacy pro-
tection strategies give users confidence and help prevent privacy violations.

In line with studies by Chang & Heo [5], Malik et al. [33], and Wu, Huang, Yen, &
Popova [59], the current study showed that trust in SNS provider and SNS members
have a significant positive effect on self-disclosure. This finding implies that the
higher the levels of trust Ghanaian SNS users have in the SNS members and the SNS
provider, the higher the likelihood of sharing their personal information. Previous
literature also shows that trust is one of the most powerful factors that influence users’
activity and readiness to give out information and content on Facebook [5]. We did
not identify any study that showed a negative effect of trust on self-disclosure in the
literature to enable us to do further comparative analysis. The amount of self-
disclosure shown by SNS users in Ghana will thus be a reflection of the amount of
trust they have in SNS service providers and other SNS members.

6 Conclusion

6.1  Theoretical Implications

This study has made contributions to growing body of literature on social media relat-
ed issues [69-80]. Particularly, the current study has theoretical implications for the
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study of privacy, trust, and self-disclosure in the area of social media and online so-
cial networking. Not much research has been done in the area of social media and
online social networking involving the quantitative analyses of the relationships be-
tween privacy, trust, and self-disclosure constructs. The current study distinguishes
itself from similar previous studies because those studies have treated Trust as a one-
dimensional mediating variable, for instance, Zlatolas et al. [37], Malik et al. [33], and
Wu, Huang, Yen, & Popova [59] (see Appendix A). The current study treats Trust as
a two-dimensional mediating variable between privacy and self-disclosure. The re-
sults of the quantitative analysis of the privacy concern — trust path in the research
model, that is, the significant negative effect on trust in SNS provider, but a non-
significant effect on trust in SNS members, shows the multidimensional nature of the
trust construct.

Practical Implications. The current study emphasizes the importance of privacy
protection strategies in the use of SNSs. Most importantly, the ability of a user to
adjust the privacy settings of the SNS and develop privacy protection strategies are
key to the use of SNSs. It is therefore important for SNS providers to expose users to
the need to adjust their privacy settings to suit their individual perceptions of risk. In
our opinion, this may be better achieved if SNS providers mandatorily take users
through a short tutorial on privacy settings immediately after sign-up, and also inter-
mittently drop hints on privacy settings whilst users browse the sites.

In order to improve trust, SNS providers must assure users of the safety of
their personal information during registration for service, especially from the activi-
ties of third parties. Both privacy policies and seals may help build users’ trust and
alleviate their privacy concern.

Also, SNS users must consciously make an effort to adjust their privacy set-
tings to their preference to give them the needed confidence to share their personal
information freely, and also have an interesting user experience.

Limitations and directions for further research. Although the current study produced
some interesting results that validated some theories and past research, a few limita-
tions must be considered. First, the respondents were selected from three universities
in Ghana. This sample cannot represent all SNS users. Secondly, the study used a
cross-sectional design, which may not capture changes in behavior over time. A lon-
gitudinal design should be considered in future studies. Because the setting of the
current study limits us from generalizing to other cultural frameworks and advanced
economies, the research model could be tested in those settings. Finally, subsequent
studies could investigate the moderating role of gender and age on the relationships in
the model.
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Appendix A
Summary of models on privacy and self-disclosure
Independent variables Mediator variables Depegldeint varia- Reference
Privacy awareness .
. . . Trust . . Malik et al.
Prlvacy-seekmg behavior Activity Sharing intentions (2016)
Privacy concerns
Privacy awareness
Privacy social norms Privacy value . Zlatolas et al.
X - . Self-disclosure
Privacy policy Privacy concerns (2015)
Privacy control
. . Willingness to
Privacy Policy . Wu et al.
. . Trust provide personal
Online privacy concern X ; (2012)
information

Appendix B

Research Items

Self-disclosure on SNS

SD1 I have a comprehensive profile on my favorite social networking site

SD2 | find time to keep my profile up-to-date

SD3 | keep my friends updated about what is going on in my life through my favorite
social networking site

SD4 When | have something to say, | like to share it on my favorite social networking
site

Trust in SNS’s service provider

TP1 My favorite social networking site is open and receptive to the needs of its mem-
bers

TP2 My favorite social networking site makes good-faith efforts to address most
member concerns TP3 My favorite social networking site is also interested in the
well-being of its members, not just its own

TP4 My favorite social networking site is honest in its dealings with me

TP5 My favorite social networking site keeps its commitments to its members

TP6 My favorite social networking site is trustworthy

Trust in SNS’s members
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TM1 Other members on my favorite social networking site will do their best to help
me

TM2 Members on my favorite social networking site care about the well-being of
other member on the site

TM3 Members on my favorite social networking site are open and receptive to each
other’s needs TM4 Members on my favorite social networking site are honest in deal-
ing with each other

TM5 Members on my favorite social networking site keep their promises

TM6 Other members on my favorite social networking site are trustworthy

Privacy Invasion Experience

PIE1: | have you personally been victim of what felt like an invasion of privacy on a
social networking site?

PIE2: | have heard or read during the last year about the use and potential misuse of
personal information about users on social networking sites?

Privacy awareness

PAL: | have read the privacy statement of my favorite social networking site

PA2: The privacy statement of my favorite social networking site is easy to under-
stand

PA3: The privacy settings of my favorite social networking site are easy to use

PA4: | understand all the privacy setting of my favorite social networking site

PA5: | am aware of all the appropriate actions to ensure my privacy on favorite social
networking site

PAG: | am aware of my privacy rights and responsibilities on my favorite social net-
working site

Privacy-seeking behavior

PSBL1: Since joining this social networking site, | have changed the privacy settings
multiple times PSB2: | usually keep track of my photos shared on this social network-
ing site

PSB3: | usually delete my photos shared on this social networking site

PSB4: | usually think carefully before sharing my photos on this social networking
site

Privacy concerns

PC1: The information is share could be misused by the social networking site

PC2: The information | share on social networking sites could be accessed by third
parties

PC3: The information | share on social networking sites could be misused by other
use on the social networking site

PC4: The information | share on social networking sites could be seen by unwanted
people

PC5: The information | share on social networking sites could reveal private infor-
mation

PC6: Information | disclose on favorite social networking site could have negative
consequences that | cannot foresee
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