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A Signature Scheme based on Implicit and Explicit
Certificates against k-traitors Collusion Attack
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L West Pomeranian University of Technology in Szczecin
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Abstract. In 2002, Mitsunari, Sakai and Kasahara formulated the Collusion At-
tack Algorithm with k traitors (known as k-CAA problem) and used it to develop
the first traitor tracing scheme based on the bilinear pairings. Traitor tracing
scheme is needed to discourage legitimate subscribers from sharing their secret
keys to construct pirate decoders. In this paper, we propose a first signature
scheme (IE-CBS-kCAA) based on k-CAA problem, which belongs to the fourth
category of PKC schemes: the public key cryptography schemes based on an im-
plicit and explicit certificates. The security analysis proves that our IE-CBS-
kCAA scheme is secure against two game attacks in the random oracle model.
The security is closely related to the difficulty of solving the modified k-CAA
and discrete logarithm problems.

Keywords: ID-based signature schemes, implicit and explicit certificates-based
public key cryptography, bilinear pairing, security analysis, k-CAA problem.

1 Introduction

Collusion Attack Algorithm with k traitors (k-CAA problem) is one of many hard com-
putational problems used in public key cryptography based on bilinear pairings. Prob-
lem of k cooperating traitors has a great significance in group signature and encryption
schemes. In this schemes, it is assumed that some unauthorized users (adversaries) may
obtain some decryption or signature keys from a group of one or more authorized users
(traitors). Then the adversaries can decrypt or sign data that they are not entitled to.

In 2002 S. Mitsunari, et al. [1] proposed an interesting traitor tracing scheme. The
scheme was a first traitor tracing scheme using bilinear mappings. Also, in this paper
they formulated k-CAA problem. The problem and its variants developed later [2] were
useful during construction of many new encryption or signature schemes. The idea of
encryption and digital signature schemes based on k-CAA problem is very similar to
the idea of k cooperating traitors in global networking systems. In both cases, it is as-
sumed, that if a group containing less then k traitors exists, who disclose their private
keys and other secret information, then it is computationally infeasible to recreate or to
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generate another private key belonging to an entity from outside the group. This condi-
tion in case of a traitor tracing system means that system is k-collusion resistant, if
tracing succeeds and the adversary has fewer than k user keys at his disposal.

Sakai and Kasahara [3] in 2003 proposed one of the first encryption schemes based
on k-CAA problem. Almost at the same time, in 2004 Zhang et al. [4] proposed an
efficient ID-based short signature scheme (ZSS), which security relies on k-CAA prob-
lem. The ZSS scheme plays an important role in many pairing-based cryptographic
systems (e.g. P. Barreto et al. [5]) and it is a starting point for security proofs in new
signature schemes. ZSS scheme is existentially unforgeable under an adaptive chosen
message in the random oracle model, although B. C. Hu et al. [6] demonstrated that the
scheme is vulnerable to an attack called message-and-key replacement attack. Another
example of ZSS extension was given by Du and Wen [7] in 2007.

The basic problem of ID-based schemes is the key escrow of a user’s private key.
Certificateless signature scheme (CLS scheme) introduced by S. Al-Riyami and K. Pat-
erson [8] is a practical solution of the key escrow problem. However, most of the 1D-
based schemes do not satisfy Girault’s level-3 security [9], which conventional public
key infrastructure (PKI) can achieve. Such drawback has also a certificateless short
signature scheme proposed in 2009 by Du and Wen [10], which is an extended version
of their ID-based signature scheme [7]. This scheme was the first concrete certificate-
less signature construction based on k-CAA problem with Sakai-Kasahara key con-
struction method.

In2011,J. K. Liuetal. [16] and J. Li et al. [14] presented certificate-based signature
schemes and claimed their scheme are proven secure in the random oracle model using
k-CAA assumption or its variations. In both schemes, Sakai-Kasahara construction of
key generation is not used. Unfortunately, Cheng et al. [17] showed that J. K. Liu et al.
scheme is insecure against a Type | adversary under a security model defined in [14],
i.e., a Type | adversary can obtain a partial private key of a targeted user. Subsequently,
Hung [15] reported how a Type | adversary (i.e. an uncertified entity) can successfully
attack Li et al. scheme and extract singer’s secret key and certificate of a target entity.

Recently, T. Hyla et al. [19] have introduced a new paradigm called Implicit and
Explicit Certificates-Based Public Key Cryptography (IEC-PKC) and proposed a con-
crete implicit and explicit certificates-based encryption scheme (IE-CBE). In the IE-
CBE construction, the implicit and explicit certificates are based on a short signature
scheme given in [11], [16], which security depends on a k-CAA hard problem. To our
best knowledge, an implicit and explicit certificates-based signature scheme based on
k-CAA problem or its modification still does not exist. Hence, it is challenge and open
problem to design such secure signature schemes under the proper security model.

Our contribution. In this paper, inspired by T. Hyla et al. [20] results, we propose the
first IE-CBS-KCAA signature scheme using Sakai-Kasahara key construction with
provable security against k-traitors Collusion Attack. The proposed scheme belongs to
the public key cryptography schemes based on an implicit and explicit certificates. The
main features of our scheme are presented below.

Firstly, a signature verification in IE-CBS-kCAA scheme can be carried out in two
modes: in a first mode using an explicit certificate and in a second mode with an implicit



certificate; in the first mode, the verification can be made like in the PKI certificates.
The verification in the second mode is similar to many cases of the certificate-based
signature schemes and it is carried out without referencing to an explicit certificate.
This type of dual nature of IE-CBS-kCAA scheme is a unique feature among other IEC-
PKC (see T. Hyla et al. [21]) signature schemes.

Secondly, the proposed scheme possesses existential unforgeability against adaptive
chosen-message and identity attacks (EUF-CMA) under the variation of the collusion
attack algorithm with k-traitors (k-mCAA) and the discrete logarithm (DL) assump-
tions. Thirdly, the explicit and implicit certificates in IE-CBS-KCAA scheme are gen-
erated in two different algebraic groups. It is similar solution to the work [19], where
implicit and explicit certificates belongs to the different groups. However, in both cases
it is computationally hard to recreate implicit certificate using only explicit certificate
and vice versa.

Lastly, the Sign algorithm in our scheme uses a random number. Therefore, IE-CBS-
kCAA scheme is a randomized scheme. Randomization protects the scheme from
known attacks. Definitely, the proposed scheme does not belong to short signature
schemes, but it is computationally more efficient and has a similar signature length
comparing to another (implicit) certificate-based signature schemes in [16], [20] with
the similar security level.

Paper Organisation. The rest of this paper is organized as follows. In the next section,
we briefly review some basic knowledge. Before presenting our results, we first present
the notion of an implicit and explicit certificates-based signature scheme and its secu-
rity model against two different types of attacks (see Section 3). In Section 4, the IE-
CBS-kCAA randomized signature scheme from pairings is proposed, whose security
in the random oracle, is analysed in Section 4. The efficiency of our scheme is discussed
in Section 5. At last, we present our concluding remarks.

2 Preliminaries

In this section, we will review hard mathematical problems and security assumptions
required in this paper. The definition and notation for an asymmetric bilinear map
€:G; xG, — G; can be found in [5].

Definition 1 (Discrete Logarithm (DL) problem). Given the generator P €G; and

Te Gf compute ae Z; such that T =aP. The DL is (t, en.) — hard if the success

probability of any probabilistic t-polynomial-time algorithm Ap solving the DL prob-
lemin G, is defined to be:

Advfy, = Pr{ Ay (P, aP)=alae Z} <o )

The DL assumption states that the probability AdvéL is negligible for every proba-
bilistic polynomial — time algorithm A.



Definition 2 (k-CAA problem, S. Mitsunari et al. [1]). For a positive integer k and
seZ,, QeG,, given

Q.Qy=5Q,h", hy,....h €Z;, h e fh, ..., 0},

1 1 )
h1+sQ""' hk+sQ

compute a new pair { h", *1 Q} . We say that the k-CAA is (t, a-caa)-hard if, for
s

all t-time adversaries Ax.caa, We have

1 1 1
Ak—CAA(Q’ Qo> h+ Q.. QJ

S Th+s :h*+3 < &x_caa
\sEz’;, QeGyh" hy, .. heeZyh efh, ... h}

The k-CAA problem is believed to be hard, i.e., there is no polynomial time algo-
rithm to solve it with non-negligible probability. For the needs of this paper we define
a new variant of k-CAA problem hereinafter referred to as the k-mCAA problem (com-
pare [22]).

Definition 3  (k-mCAA  problem). For randomly picked values
s, 1,0, 6, h,...h.h eZ,, QeG,,given

Q.Qy=5Q,h" hy,....h eZy h e fh, ..., 0},

FQ Q. ... 1Q, Qe {rQ,..., QL ——0, !

nhy+s T nh +s

compute a new pair { h", — Q} . We say that the k-mCAA problem is (t, &-mcaa)-

+5
hard if, for all t-time adversaries Axmcaa, We have
Q, Q. 1Q, ..., Q, 1
Ac_mcaa] 1 1 =0
A Q| r’h+s
Adv =Pr nhy +s rhy +s < & meaa”

SGZ;,QEGz,h*, hly-”v hk GZ;;,

h* & {hlv ooy hk}’ r*Q & {rlQ’ ey er}
The k-mCAA assumption states that the probability Adv me is negligible for every

probabilistic polynomial-time algorithm A. It is worth to noting that the k-mCAA is
hard to break, because even if h is known, the probability for finding a number x Z;

such that x = (s + r" h)"! mod p with two unknowns s and r” is negligible and equal to

(p(p-1))).



Definition 3 was derived from the k-CAA3 problem definition, formulated by S. H.
Islam et al. [22]. In contrast to the original definition, it was assumed that the values
r'P, P, ..., r, P are input to the k-mCAA problem.

Let assume that r" = 1 and r, =1, (i=1,..., k). Then the k-mCAA problem is trans-
formed into k-CAA problem. Thus, k-CAA problem can be seen as a special case of
the k-mCAA problem. Similar, if r,=r",(i=1..., k), then the k-mCAA problem is
equivalent to the original k-CAA3 problem form [22].

3 Security model of IE-CBS-kCAA scheme

In this paper, we consider only one kind of security notion, existential unforgeability
(EUF) under chosen-message attack (CMA) in the random oracle model (EUF-CMA).
In this attack, an adversary, allowed to ask the signer to sign any message of its choice
adaptively according to previous answers, should not be able to generate a new valid
message-signature pair.

3.1 Adversaries and oracles

The security model of the proposed IE-CBS-kCAA scheme, hereinafter referred to as
EUF-IECBS-KCAA -CMA, is defined by two games between challenger C and adver-
sary A, assuming that the adversary chooses which game to play. In both cases, adver-
sary A = (A1, Ay) is trying to break the EUF-CMA security of the IE-CBS-kCAA
scheme, i.e., the formal model describing existential unforgeability. To describe these
games, we use the widely accepted two types of adversaries with different capabilities:
Type | Adversary and Type Il Adversary (e.g., T. Hyla, et al. [20]).

Type | Adversary (A;) is able to compromise the user’s secret key or replace the
user’s public key, but is unable to gain TA’s master secret key nor the user’s partial
private key issued by TA. We assume that adversary A; models the security against
non-certified users and eavesdroppers, i.e., against the users, who are not registered and
do not have certificates issued by the TA.

Type 11 Adversary (A;) can obtain TA’s master secret key and the user’s implicit
certificate, but cannot compromise the user’s secret key nor replace her/his target public
key. In this case, it is reasonable to consider attack scenarios that targets certified users,
i.e., users who come into possession of a private/public key pair and explicit certificates
before the master key s becomes known to the adversary.

The formal security model of the implicit and explicit certificates-based signature
schemes divides the potential adversaries according to their attack power and classified
the Type I/1l adversary into three kinds (see Li, J., et al. [14] and Huang, X., etal. [12]):
Normal Adversary, Strong Adversary and Super Adversary. The most power attacks
are related to Super Type I/ll Adversary, which may issue the following queries:

Create-User-Query. If a user identity ID has already been created, nothing is car-
ried out by the oracle. Otherwise, challenger C runs the algorithms Create-User
to obtain the secret value s, and the partial public key Pk,. Then it adds



<ID, SID Pk|D> to the Ly list. In this case, the user with identity 1D is said to be
created. In both cases, Pk is returned.

Public-Key-Replacement-Query. If ID is created, the oracle takes as input a query
(Clip, Pk\p , PK{p ), finds the user ID in the list Ly and replaces the original user
public key Pk, with Pkj, =sjpP . Otherwise, no action will be taken. Note
that the adversary is not required to provide the secret value s .

Corruption-Query. This oracle takes as input a query ID. It browses the list Ly and
if ID denotes the identity which has been created, the oracle outputs the secret
key sp.

Implicit-Cert-Gen-Query. On input of an identity index (1D, Pk, ), this oracle re-
turns an implicit certificate Skip whenever the user with identity index
(ID, Pk,p ) has been created. Otherwise, a symbol L is returned.

Explicit-Cert-Gen-Query. For a certificate request for a user with identity index
(Cl b, Pk, ), this oracle returns an explicit certificate Cert,, and two addi-
tional components (R,5, R ;). If the user with Cl,.I1D* is not created, the
symbol L is returned.

Super-Sign-Query. If ID has not been created, the oracle returns L. Otherwise, it
takes as input a query (m, Clip, Pkip, Rpp, E,D), where m denotes the message
to be signed, and then returns a valid signature o5 such that Verify (params,
m, o, Clp, Pkp, Rpp, Ry, Certip) — true. Here Pk, denotes the user
IDs’s current public key in the list Ly and can be replaced by A; or returned from
the oracle Create-User-Query.

Remark 1. A Super Type Il Adversary, who simulates the malicious certifier, is not

allowed to make any requests to Implicit-Cert-Gen-Query and Explicit-Cert-Gen-
Query.

3.2 Games against a Super Type I/11 Adversary

To investigate the existential unforgeability of IE-CBS-kCAA scheme against Super
Type I/l Adversary (A1/A; in short) we can now define two games (Game | and Game
11) between a challenger C and the two types of adversaries (A; and Ay, respectively).

Game 1. This game is executed between challenger C and an adversary A; under an
adaptively chosen message and chosen user’s identity 1D.

Setup. Challenger C executes algorithm Setup (1¥) — (s, params) in the IE-CBS-
kCAA scheme to obtain the public parameter params and master secret key s. Ad-
versary A1 is given params, but the challenger C keeps the master secret key s secret.

This notation means the filed ID of the user’s certificate information Clip.



Queries. In this phase, A; can adaptively submit queries to following oracles de-
fined in Section 3.1: Create-User-Query, Implicit-Cert-Gen-Query, Explicit-
Cert-Gen-Query, Public-Key-Replacement-Query, Corruption-Query and Su-
per-Sign-Query.

Forgery. Eventually, after some or aII queries adversary A; outputs a forgery
M, 6 =(n, W, Wy, £ ID, Clyp Pkip, Ryp, R, Certyp ).

Constrains. Adversary A; wins the game if the forgery satisfies the following re-
quirements:

(@) & isavalid signature on the message m under the public key Pk, and the
explicit certificate Certy , i.e. Verify (params, m, &, Cl 5, Pk, Rip.

R Cert)p) — true. Here, Pk, is chosen by Ay and might not be the one

returned from Create-User-Query oracle.
(b) (1D, Pk,p) and (Cl,p, Pk,p ) has never been submitted to respective oracles

Implicit-Cert-Gen-Query and Explicit-Cert-Gen-Query.
(c) ID has never appeared as one of Corruption-Query.
(d) (r,Clp, Pk, E,D , EID ) has never been submitted to oracle Super-Sign-

Query.

The success probability that an adaptive chosen message and adversary A; with cho-
sen identity index (ID, Pk, ) wins the above game is defined as AdV/2 s rcan -
Game II. In this Game an adversary Az with chosen identity index (ID, Pk,p ) interacts
with its challenger C under an adaptively chosen message.

Setup. Challenger C executes algorithm Setup (14) — (s, params) in the IE-CBS-
kCAA scheme to obtain the public parameter params and master secret key s. C
then sends (params, s) to the adversary A..

Queries. In this phase, challenger C runs adversary A, can adaptively access the
following oracles: Create-User-Query, Public-Key-Replacement-Query, Cor-
ruption-Query and Super-Sign-Query. The oracles Implicit-Cert-Gen-Query
and Explicit-Cert-Gen-Query are not accessible and no longer needed, as adver-
sary A,, which simply holds the master key s, can now generate all user partial keys
and certificates.

Forgery. At the end of this phase, after some or all queries adversary A outputs
the forgery (rﬁ,c}:(ﬁ, Wy, Wy, 3 ) ID, Clp, Pkip, Rip. R, Certp ).

Constrains. Adversary A, wins the game if the forgery satisfies the following re-
quirements:

(@) ¢ isavalid signature on the message m under the public key Pk and the

explicit certificate Certy , i.e. Verify (params, m, ¢, Cl\y, Pks, Rpp,



A

Ry Certy) — true. Here, Pk is the output returned by Create-User-

Query oracle for ID.
(b) ID has never appeared as one of Corruption-Query.

() (M, Clp, Pk, E,D, BID ) has never been submitted to oracle Super-Sign-
Query.

In this game, adversary A, may call the Public-Key-Replacement-Query oracle and
obtain all secrets corresponding to identity indices other than (1D, Pk,p ).

The success probability that an adaptive chosen message and adversary A, with cho-
sen identity index (ID, Pk p ) wins the above game is defined as AdV/Z cgs 1 can -

Definition 4. An implicit and explicit certificate signature scheme IE-CBS-kCAA
has existential unforgeability against chosen message attacks (EUF-IECBS-KCAA-
CMA), if no probabilistic polynomial-time adversary has non-negligible probability to
win Game | and Game II.

4 A new implicit and explicit certificates-based signature
scheme IE-CBS-kCAA

The IE-CBS-KCAA scheme contains seven polynomial time algorithms: Setup, Cre-
ate-User, Implicit-Cert-Gen, Explicit-Cert-Gen, Set-Private-Key, Sign and Verify.
A detailed description of all algorithms of IE-CBS-kCAA scheme is presented below:
1. Setup: the system parameters are params= {G,, G,, G;, €, p, P, Py, Q, Q. Hy,
H,}, where |Gy|=|G,|=|G;|=p for some prime number p > 2* (k is the system
security number), (P, Q) - generators of respectively G, and G, such that
é(P, Q): g, By =sPand Q, = sQ - system’s master public keys with the master
secret key S EZ;’ H,, H, :Fx{o,l}* —Z,, are two secure cryptographic hash
functions. The T (0, 1)* means a string space that can be used to define a user with
the identity ID. In the cases, when ID contains more information other than the iden-

tity we will mark it as CI (see below).

2. Create-User (params, IDg): the user IDg chooses a random number sp € Z;,
sets sjp, as the secret key and produces the corresponding public key
Pkip, =sip, P ; the resulting public key is widely and freely distributed, e.g., the
TA publishes them in its public repository.

3. Implicit-Cert-Gen (params, s, 1Dg, Pk ): given IDg presenting S’s identity,
his public key Pkp_ , the trust authority TA:



(a) composes the user’s certificate information Cl D, » including the TA’s public

keys (Py, Qp ), identifiers IDg and ID;, of the user S and the TA, respectively,
and the time period 7 for which the information ClIp_ is valid;

(b) randomly selects r,p_ € Z, and computes (R,p_, Rp, )=(rp, P. 15, Q):
() for Pkp, and (BIDS'EIDS)

(b) computes qp, = Hl(CI D+ PkIDS . BIDS , Bms ) generates S’s private key as:

- 1
Skipg =——Q 2
S+ Tp, Qi
and transmits it to the user S secretly; in addition, TA sends also

(Clip,.Rip, Rp )

=ID;

. Explicit-Cert-Gen (params, 1Dg, s, Ip, , dp, ): TA authority, using parameters

received from S and values calculated during execution Implicit-Cert-Gen algo-
rithm, generates an explicit certificate Cert,,_ of a signer S:

(a) TA generates the explicit certificate for an entity S, which binds its identity with
the public key components:

1

S+ Ip, dip,

(b) TAsends Cert)p_ to an entity S.

. Set-Private-Key (params, Clip , Sip,, Pkp,, Rip.» R, @ms ): the user S
— s

1D
checks if é(qIDS Rip, + Py, Skip ): é(P, Q)= g, and then formulates his private key
in the form Skp_ =(S,Ds , §le )

. Sign (params, m, Clp_, (Skip, . Pkip, . Rip» R, )): tosign a message me {0,1}
, a signer S performs the following steps:
(@) pick two random numbers ki, k, eg Z

pr
(b) computes a hash value g5, = H1(CI D5 » PKiog s Ripg s Ryp ) and then generates
— s

the signature o = (h, w, wy, X), where h=H,(m, k,P,U, qpp, ),

Y = ki-kh Skip, (4)



7. Verify (params,m, o, Cl 5, Pk5, R, BID, Cert,p ): to verify the message/sig-
nature/certificate triple, i.e. (m, o= w,w,,Y) Cert)p, ) V performs the follow-
ing steps:

(a) computes a hash qp, = Hl(CI IDg » Ples’Ble’B,D and then the values
— s

U'= é(qIDS Rpp +Py, Z)W2 é(Cert,DS Lo, Byp +Qo)h , kP =wP+hPp_;

(b) if h= Hz(m, kP,U" qpp, ) and é(Cert,p_, qp, R, +Qp)=9 . then returns ac-
cept, else reject.

4.1  Correctness of the IE-CBS-kCAA scheme

Assume that digital signature ¢ and an explicit certificate cert,, have been generated

using the Sign and Explicit-Cert-Gen algorithms, respectively. Therefore, o is a valid
signature on message m because it is accepted by the verification algorithm Verify:

U'= é(Qle Rip + R, Z)WZ é(Certle +diog Rpp +Q0)h

k,\ky h+ IDg
k, —k;h J lahan,)

2 @le é(certle Ao Rp +Q0)h

=€ Rp+ P,
Uipg Rip + Fo o h+sp,

= é(qloS Rip + Py, (kik, —h)Skin, )é(Certle +iog Byp + Qo)h

) 1
=&l (s+ 1o, P, (kek, - h)WQ} (5)
1Ds YiDg

é[; P, h (s +Ip, dip, )QJ

S+ Ip, Aipg

=&(P, Q)"
-U

Hence,

h' = H,(m, P, U, g, )
=H2(m,WP+hP,Ds,U,q,DS) (6)
=h

Furthermore, it is now easy to prove the correctness of the explicit certificate:



g'= é(Certlos Vo Rp +Q0)
1
S S
[S +Tp, Ao, (5 o e )QJ Y
éP.Q)
g

Il
D>

4.2 Security analysis of IE-CBS-KCAA scheme

We prove the security of IE-CBS-KCAA scheme by using the approach of reducing the
security of a higher-level construction to a lower-level primitive. More precisely we
reduce the existence of an adversary breaking the protocol into an algorithm that was
able to solve the respective k-mCAA or a discrete logarithm (DL) problem with non-
negligible probability. In our reductions, we use the multiple forking lemma, proposed
by Boldyreva and et al. [23], in the way similar to [20].

Lemma 1. Suppose that the hash functions Hi and H; are random oracles, and in
Game 1 against IE-CBS-KCAA scheme, adversary A; plays the role of an uncertified
user. The proposed implicit and explicit certificates signature scheme IE-CBS-kCAA
is existential unforgeable against a Super Type | adversary A; under the k-mCAA as-
sumption.

Proof (sketch). Similarly to approach given in [20], our reduction was proceed into
two steps. First, we described an intermediate algorithm B (i.e. the wrapper) that inter-
acts with the adversary A; and returned a side output. Second, we showed how to build
a reduction algorithm Ry that has launched the forking game MFg 1 on the wrapper B;.
As a result, an algorithm R; was obtained one pairing equation with one unknowns and
indeed returned the correct solution to the k-mCAA problem instance.

Algorithm R1 obtains two valid signature forgeries, each of them in the form

G = (rﬁ, ﬁi, Wi vszyi,ii, Pkip, Rip, R, Certyp |, (i =0, 1) for the same message m,
the public key Pkip, the explicit certificate Cert,; and (R, Em ). If both forgeries
are valid, then R; obtains two sets of side-outputs o, o;, where o; (fori=0, 1) is of
the form (ﬁi ,Ui , ii Wi, Pkip, Rip. Em ). Additionally, we assume that (UO :Ul )

Based on these two sets of side-outputs o, o, the following equation is fulfilled

é(qIDBID +Fo, i‘40 )WZ‘O é(Certmv Q|DB,D "‘QO)HO =

Y . ©))
é(qIDBID +P, Zl)wz'lé(Ceftm, Q|D5|D +Qo)h1

By making the suitable arrangements, the equation (10) can be converted to the form:

é(qIDBID +Py, Wy i0 +hy Skip ): é(QlDBm + Py, Wy io +ﬁ1§|0) 9)



Finally, we get the solution to the k-mCAA problem challenge (see Definition 4):

SKip = (Wz,o iﬁo _V:VZ,l il)
ho =y

Now, for the Game 2 implemented with Super Type 2 adversary, in which the ad-
versary models a certified entity, we demand that a signer is honest and his tuple
(1D, Pk,p, Cert,p ) has been previously registered with the TA. For this assumption,

the following lemma can be proved in the random oracle model:

(10)

Lemma 2. Suppose that the hash functions H; and H; are random oracles. The pro-
posed implicit and explicit certificates signature scheme IE-CBS-KCAA is existentially
unforgeable against a Super Type Il adversary under the DL problem.

The proof is similar to the proof of [20] and is omitted here.

Table 1. Performance comparison (based on [20])

Scheme Type | PUPNC | Signaturesize | sign Verify | Security level
P key size g y
LHMSW (J. Li et 1-CBS ‘Gl‘ 2 ‘Gl‘ 3 Mg 36 Normal A; and
al. [14]) Normal A,
LHZX (J. Li et 1-CBS Z‘Gl‘ ‘Gl‘ Mo ¢ + Mo Normal A; and
al. [24]) Super A,
CBSa (Kang et 1-CBS ‘Gl‘ 3 ‘Gl‘ 3 Me 36+2Me Strong A; and
al. [13]) Strong A,
WMSH Scheme
N N Super A; and
wu, W, etal. | 1cBs | G | [G]+2[Z,] | e+4aMs |26+3Ms Spu o
[25)) per
IE-CBHS
G 2|7 N N Super A; and
scheme (Hyla, | IE-CBS G| G| +2|Z §+3 Mg | 26+7Mg Super A
T, etal. [20]) per Ae
Our IE-CBS- N Super A; and
IE-CB G G,|+3|Z 2 Mg+Pgr | 26 +6M
kCAA scheme CBS ‘ 1‘ ‘ 2‘ | p| errer ¢ Super A,

5 Performance comparison

In this section, we compare our implicit and explicit certificates-based signature scheme
IE-CBS-KCAA to other existing schemes with similar constructions. The comparison

is based on results presented in [20]. Operations like: hashing, operations in Z; (in-

version, addition, multiplication), multiplication in Gr and addition in G1 or G, can be
omitted in efficiency comparison, because they are several orders of magnitude faster



when compared with pairings, scalar multiplications in G1 or G, and exponentiations
in Gr. In Table 1, proposed IE-CBS-kCAA is compared to other schemes (|G1| and |Z|
is the bit length of an element in Gz and Z,, Mg is a scalar multiplication in Gy or G

and € is a bilinear pairing on G, xG, and Pgr is exponentiation in Gt). Our proposed

scheme has the same security level as WMSH Scheme Il and IE-CBHS scheme. It re-
quires the similar number of time-intensive operation when comparing to other schemes
and is slightly faster than IE-CBHS scheme.

6 Conclusions

The paper contains the IE-CBS-kCAA signature scheme that has been built on a new
paradigm called Implicit and Explicit Certificates-Based Public Key Cryptography
(IEC-PKC) [19]. Using this paradigm we propose the first signature scheme based on
the implicit and explicit certificates resistant against k-traitors collusion attacks with
Sakai-Kasahara key construction. We proved that our scheme is existential unforgeable
against the adaptive chosen message and identity attacks based on the variation of Col-
lusion Attack Algorithm with k traitors (k-mCAA) and discrete logarithm (DL) assump-
tions in the random oracle model with Super Type I/l Adversaries.

The most time-consuming operation in a signature scheme from pairings is the com-
putation of the pairing. Our scheme contains no one pairing operation in the signing
phase and two pairing operation in the signature verification phase. Therefore, IE-CBS-
kCAA scheme, when compared with other signature schemes (Table 1), has similar
efficiency and is both more flexible, and more useful in practice.
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