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Secure Photo Sharing in Social Networks

Pablo Picazo-Sanchez!, Rail Pardo', and Gerardo Schneider!

Dept. of Computer Science and Engineering,
Chalmers — University of Gothenburg, Sweden.
pablop@chalmers.se, pardo@chalmers.se, gersch@chalmers.se

Abstract. Nowadays, in an ubiquitous world where everything is con-
nected to the Internet and where social networks play an important role
in our lives, security and privacy is a must. Billions of pictures are up-
loaded daily to social networks and, with them, parts of our private life
are disclosed. In this work, we propose a practical solution for secure
photo sharing on social network with independence of its architecture
which can be either centralised or distributed. This solution solves the in-
consistencies that appear in distributed social network as a consequence
of treating photos and access policies separately. Specifically, we solve
this open problem by attaching an access policy to the images and thus,
each time a photo is re-shared, the access policy will travel together with
the image.

Keywords: Privacy; Social Networks; Applied Cryptography

1 Introduction

Online Social Networks (OSNs) such as Facebook, Twitter or Instagram are
only a few examples of the most used Internet applications all over the world.
A recent study shows that Facebook [I] has at least 1.71 billion active users per
month. Moreover, according to that study, it is estimated than more than 300
million photos per day are being uploaded.

Most OSN users have the tendency to share photos. There are several works
that are focused on the reason for sharing personal information such as photos
on OSNs from a sociological perspective [2I3l[4)5]. These studies found out that
most users share photos on OSNs to seek affection. Nevertheless, users are aware
of the risks of their actions which might reveal personal aspects of their lives. Due
to this, users usually weight the risks of disclosing private information against
benefits of not doing it.

Both security and privacy issues have been pointed out in several papers as
unsolved and challenging problems [6]. Specifically, in the privacy domain, some
authors have addressed photo sharingﬂ as an open problem in OSN [716].

This problem arises when users take photos they have access to and increase
the audience of the photo by re-sharing it. For instance, imagine that Alice shares

1 Tt is also known as photo re-sharing since photos can be shared many times and by
different users.



a photo with her friends, and later, Bob—who is a friend with Alice—re-shares
it with his own friends, thus increasing the audience to his own friends as well.
Essentially, this circumstance is given because the privacy policies that Alice has
previously defined are applied only to her public domain and are not attached
to the objects she shares out.

OSNs can be classified into centralised and distributed social networks. In
centralised OSNs there is only one instance which has a global view of the state
of the system and where all information is handled. On the other hand, in Dis-
tributed Online Social Networks (DOSNs), there are different servers where each
one of them has its own instance of the OSN and has the ability of sharing and
exchanging information between them.

Facebook, Twitter or Instagram are some examples of centralised OSNs.
However, under the hood, the store infrastructure of these OSNs is geographi-
cally distributed. For instance, Facebook developers have deployed a distributed
data store for the resources of the OSN [89]. This storage system is based on a
master/slave architecture which replicates the information geographically so that
it is accessed efficiently. Bronson et al. pointed out in [8] that their storage system
explicitly favours availability and per-machine efficiency over strong consistency.
They also remarked the problem of expensive read-after-write consistency, i.e.,
the cost of forwarding writes to the master and later being replicated, and the
existence of time elapses before all slaves have a consistent information. In the
context of photo sharing, it might originate problems while updating the audi-
ence of a photo. Imagine that Alice initially shares a photo with her friends, but
after a while she decides to restrict the audience to her family and rewrites the
access control policy of the photo. Before this policy is replicated in the whole
system—a few milliseconds according to [8]—there will be slaves which would
show Alice’s photo to the incorrect audience.

Diaspora [10] is the most popular example of DOSNs with more than 0.6
million users. Moreover, in Diaspora, each server is called a pod and has its
own database. Thus, this architecture prevents a single party to have all the
users’ personal information. In a DOSN when users from different nodes of the
system share information, it is replicated on each node. This highly distributed
architecture makes very hard to keep consistency between pods and it directly
affects the photo sharing problem we are tackling here. Furthermore, in Diaspora
after a user has shared a photo, it is not possible to update its access control
policies. This is because once the photo is replicated, a static access control policy
is sent to specify the audience of the photo in that pod. Due to this unpleasant
restriction, inconsistencies when a user updates the relationships with users from
different pods may appear. For instance, imagine that Alice shares a photo with
her friends. Bob, who signed up in a different pod, gets access to the photo, given
that it was replicated to his pod and the access control policy allows him to see
it. A few days afterwards, Alice decides to end her friendship with Bob. One
would expect Bob to not be able to see the photo shared with Alice’s friends.
However, the unfriend event is not replicated to all pods where the photo was
sent, and therefore Bob continues having access to the photo.



Note that in both architectures the problem arises from having two sepa-
rate entities, i.e., the photo and its access control policy, and inconsistencies
while updating the access control policy of a photo. Here we propose a solution
where access control policies are “stuck” to the photo. Therefore when a photo
is replicated in different nodes, its access policy travels together with it.

Contributions. We focus on how to share private images on DOSN in a
secure way. To do so, we have developed a solution where the access policy is
attached to the image by using Attribute Based Encryption (ABE), instead of
defining a common access control policy in the generic privacy settings, e.g.,
“only family” or “colleagues and friends”. Moreover, we have tested our pro-
posal on Diaspora to demonstrate its viability on both modes centralised and
decentralise(fl As far as we know, this is the first solution which allows different
images formats such as PNG, JPEG or TIFF. Finally, by using the centralised
mode of Diaspora, we show how this could be easily deployed into real applica-
tions such as Facebook, Twitter or any other OSN.

The rest of this paper is organised as follows: Section 2]introduces background
knowledge on ABE. In Section [3] we present our system design and the core of
our proposal. Section [d] presents the results and the experiments we have run. In
Section [b| we give an overview of works on OSNs from the security and privacy
photo re-sharing point of view, and present a comparison with our approach. We
conclude and describe future work in the last section.

2 Preliminaries

For completeness and readability, this section provides a brief overview of the
cryptographic primitives and security assumptions used throughout the paper.

2.1 Access Structure

Let U be the attribute universe and A a non-empty collection of attributes { Att;,
Atta, ..., Att,}, with Att; € {0,1}™. A is an access structure over U where the
sets specified by A are called the authorised sets. Notice that each time that new
users join the network, a set of attributes is assigned to them.

Moreover, an access structure A C I/ is monotone if VB,C C U if B C A and
B C C then C C A.

2.2 Linear Secret Sharing Scheme

Informally, a secret-sharing scheme among a dealer and a set of parties is an
algorithm in which a secret k is distributed to a set of ¢ parties in such way
that only authorised subsets of parties can reconstruct the secret by pooling the
shares of the authorised parties, while unauthorised subsets will learn nothing
about the secret. Additionally, when the secret is a random vector chosen over
Z,, is called linear secret sharing scheme.

2 Accessible online at http://ppf-diaspora.raulpardo.org
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Furthermore, we assume that when an access structure A is given as a mono-
tonic boolean formula over a set of attributes, there is a polynomial time al-
gorithm that translates it to the matrix access policy [I1]. Formally, let p be
a prime number and U the attribute universe, a secret-sharing scheme I7 with
domain of secrets Z,, realising access structures on U is linear over Z, if:

— The shares of a secret k € Z,, for each attribute form a vector over Zy;

— There exists an [ x n matrix M € Z'*", called the share-generating matriz,
where for all x = 1,...,1, the x-th row of M is labelled by a function p(x)
(from {1,---,l} to U). Additionally, during the shares generation, if we
consider the column vector v = (k,72,... ,rn)l, where ro,...,7, € Z, are
randomly chosen, then the vector of [ shares of the secret k according to the
IT is Mv € ZL*'. The share (Mv), belongs to p(x).

2.3 Multi-Authority Attributes

Since our solution uses the Multi Authority-Attribute Based Encryption (MA-
ABE) scheme proposed in [I2], we assume that there is a computable function
T which links each attribute U to a unique authority ¢ of the set of authorities
Uy i.e., T : U — Uy. Moreover, this function creates a second labelling of rows
in the policy (A,p), which maps rows to attributes by T(p(z)). We additionally
follow the same notation introduced in the original paper where the attributes
are defined according to the next pattern: [attribute-id]@[authority-id].

2.4 Bilinear Pairings

Informally, a pairing function is a function that associates each pair of values
of a given set with a single value of the set. A bilinear parting function is a
pairing function that satisfy bilinear, non-degenerate, efficient and symmetric
properties. More formally, let G and G be two multiplicative cyclic groups of
the same prime order p, g a generator of G, and e : G x G — Gr a pairing
function satisfying the following properties:

— Bilinear: Vu,v € G and a,b € Z,; we have e(u®,v’) = e(u,v)

— Non-degenerate: e(g, g) # 1, i.e., the identity element of Gr.

— Efficient: there is an efficient algorithm to compute e(u,v), Vu,v € G.

— Symmetric: e is symmetric, i.e., e(g%, g°) = e(g, )% = e(g°, g).

It is important to mention that both authorities and users are provided with

a unique identifier GID which is mapped by a function H to an element in the
group G, i.e., H : GID — G. Additionally, we define another function F that
translates attributes to elements in a group G, i.e., F : Att — G.

ab

2.5 Security Assumptions

Similarly to [I2], the security of our proposal relies on the ¢-type assumption (g-
DPBDHE?2 in short) which basically is a slight modification of the g-Decisional
Parallel Bilinear Diffie-Hellman Exponent Assumption [I3]. The following defi-
nition has been previously demonstrated in [I3], so we encourage the reader to
check the full security proof.



Let a,s,b1,- -+ ,b, € Zy, be randomly chosen and g a generator of G of prime
order p. If an adversary A is provided with {G, p, e, g,¢9°} U D where D is:

_ a’ a’b; s/b; saib-/bj/
D= ({9 };'e[m 7{9 ”}(i,gj)e[zq,q] 7{9 }ie[q] ) {9 ’ }<i,j,j’)e[q+1,q,q1>
i#q+1 i#q+1 i#5’

for any probabilistic algorithm B, the advantage of A in solving the ¢-DPBDHE2
problem is negligible i.e., this assumption relies on the fact that the probability
of distinguishing the bilinear pairing e(g, g)saq+1 from a random element R € G
is negligible:

Advg PPPPHE? - ‘Pr [B(D,e(mg)”““) —0| - PriB(D,R)=0]| < e

2.6 MA-ABE Algorithms

The MA-ABE scheme is mainly based on four different algorithms: GlobalSetup,
AuthSetup, KeyGen, Encrypt and Decrypt. In the following we summarise the
five algorithms (for a more detailed description check [12]):

— GlobalSetup(1*)— GP. This method requires a security parameter \. It
outputs the global parameters GP = {p,G, g, ", F,U,Uy}.

— AuthSetup(GP, ¢)— {PKy, SKy}. This algorithm generates both a public
and a private key for each one of the authorities.

— KeyGen(GID, ¢, Att, SK4, GP)— SKgip, a1 This method takes as input
the user’s GID, the authority ¢, the attribute Att, the secret key of the
authority SK4 and the general parameters GP and it outputs the user’s
secret key for a given attribute Att —controlled for the authority ¢.

— Encrypt(M, T, {PKy}, GP)— CT. This algorithm is run by the users and
it receives as input the message to be encrypted M, the access policy T =
(A, p), the public keys of the authorities { PK,}, and the general parameters
GP. Tt outputs the ciphertext CT (ciphered under the access policy T)
together with 7.

— Decrypt(CT, {SKgip, au}, GP)— M. When a user wants to decrypt a
ciphertext, she runs this algorithm. The GP, the ciphertext CT and all
the secret keys of that user SKgip, au (to recover the shares of the access
matrix) should be provided to get the plaintext.

3 System Design

In this section we explain in detail our proposed solution for re-sharing photos
in DOSNs. Concretely, we describe the design we implemented in Diaspora.

3.1 Diaspora’s Architecture and Assumptions

As mentioned in the introduction, Diaspora is a very popular DOSNs. The source
of its popularity lies on a distributed architecture which prevents a single party to



control users’ data. Moreover, Diaspora can work as a centralised social network
if there is only one pod in the system.

The distributed architecture of Diaspora consists of pods. A pod is a server
which runs an instance of Diaspora’s source code. In order for users to join
Diaspora they can either join an existing pod or create their own. Every pod
has its own database, therefore when users join a pod, their information is not
available to everyone. Moreover, only the owner of the pod has direct access to
the information of the database.

Users can connect with other users from the pod they joined as well as users
who signed up in other pods. As usual in OSNs, they can define connection
relations to classify their contacts such as friends, acquaintances, family and so
on. Using these relations, users can define the audience of their information, i.e.,
posts, photos, polls, etc. When information is shared with users from different
pods it needs to be replicated. For example, when a set of photos are accessed
in different pods then they are replicated in the databases of each one of the
involved pods. After the photo is replicated, the access control policies (of the
target pod) are updated to determine which users in the pod can access it. If the
owner of the pod were to update the photo audience, the access control policies
should be updated in all the pods where the photo was distributed to.

Note that this approach requires distributing the photo and (separately) the
access control policy. In this way, consistency errors can easily appear, e.g., if
the photo is successfully distributed but there is an error while distributing
the access control policy. An additional problem is updating the policies of a
photo. If a user decides to update the audience of a photo from her friends to
nobody, this policy must be transmitted to all the pods where the photo has
been replicated. As before, it can originate inconsistencies, for instance, when a
pod with a replica of the photo loses connectivity. Currently in Diaspora it is not
possible to update the access control policies of a photo after sharing it. This is,
probably, because of the difficulties to enforce consistency in such a distributed
environment. The previous example can be seen in Figure [I]

Finally, in our proposal we assume the following: i) The pods of Diaspora are
trustworthy; ii) the KeyGen algorithm is only run by the pods; iii) photos can
be stored either in the pods or in public repositories so it is not mandatory to
be secure; and iv) there is a function named getAtt that given a user, it returns
the set of a attributes of the user from all the pods in the network.

3.2 MA-ABE in Diaspora

In our solution we propose to attach the “access control policies” to the photo
by using a decentralised version of ABE. Classical ABE approaches are based on
a centralised assumption where a Trusted Party (TP) is in charge of distributing
the keys of the scheme and sets up the system. However this is infeasible because
of two main problems: 1) the TP has the power to decrypt everything in the
system and 2) there is no practical solution if there are n-different authorities
running the same cryptographic schema and users from different authorities want
to share information with them.
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Fig.1: DOSN example.

In a nutshell, our approach consists in encrypting (parts of) the photo with
a policy which specifies the attributes that other users must possess in order to
see the encrypted parts. In what follows we provide a detailed description of our
design of photo sharing in Diaspora based on MA-ABE.

Attributes in Diaspora. We define the attribute universe, U/, to be the set of
all possible connections between users. For instance, in a pod with only two
users, Alice and Bob, and the friend relation, the universe of attributes is U =
{friend(Alice), friend(Bob)}. The attribute friend(Alice) will be granted to users
that Alice marked as friends. In general, given a set of users UYS and a set of
connections C, the shape of U is as follows: U = {c(u) | Vu € US,Vc € C}.

The universe of attributes in the system is not centralised. Due to Dias-
pora’s distributed architecture, the universe of attributes is composed by the
attributes in each pod. Let Uchaimers and Ugy be the universe of attributes
of the Diaspora pods of Chalmers University and the University of Gothen-
burg (GU), respectively. We say that the universe of attributes in Gothenburg is
Uasa = Uchaimers U Ua . We use the same notation to denote the set of users
US caa = US chaimers U US gy and the set of connections in Gothenburg pods
Cerc = Cchatmers U Cau-

In this way, diaspora pods act as authorities which grant attributes to users.
Determining whether a user has an attribute can be easily checked by querying
the database of the pod. Note that users might have attributes which belong to
different pods, e.g., Alice (from the Chalmers pod) can mark Bob (from the GU
pod) as friend. Therefore, Bob will have attributes that come, not only from the
GU pod, but also from the Chalmers pod. We use the same notation as in the
original definition of MA-ABE in [12] to specify the provenance of an attribute,
e.g., friend(Alice)@Chalmers. This example can be seen in Figure

Key Generation. Initially, when users join Diaspora, they have no connection to
other users. Thus, they possess no attributes. As they interact with the system
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Fig. 2: Sample photo with and without encrypted area.

they start to create new connections, and consequently, grant (and be granted
with) new attributes. As we mentioned in the preliminaries section, there ex-
ists a KeyGen algorithm which given the attributes Attq,..., Att, of a user,
her GID and some additional parameters, it produces the corresponding secret
keys, SK ¢ip, att, - - -, 9K gip, A, for n € N. Nevertheless, note that the set of
attributes that a user has is dynamic, i.e., it will change as users interact with
each other. Therefore, a very important question to answer is: When should the
key generation step be carried out?

We chose to perform the key generation algorithm only when the set of
attributes of a user changes. Checking a change in the set of attributes of a
user requires performing a broadcast call to all pods in the network. We use a
function getAtt : US — 24 which given a user, it returns the set of attributes
posses by the user in any pod in the network. Afterwards, we execute KeyGen
for the new attributes of the user—in the corresponding pod—and remove the
keys from attributes that might have been revokecﬂ Though executing getAtt
is not computationally expensive, it requires communication between pods and
might introduce delays, therefore it is important to minimise its use. Having an
updated set of attributes is only necessary when decrypting photos since the set
of attributes that a user has determines which parts of the photo that are visible.

Therefore, in order to reduce the overhead of this operation to the minimum,
we only execute getAtt—and the corresponding calls to KeyGen—after receiving
a set of photos to show. This occurs, for instance, every time users access their
stream of posts, or whenever they access a particular photo. Encrypting a photo
does not require these secrets key (see Section . It only requires having access
to the plain attributes the user will use for the policy. As mentioned earlier, this
attributes are easily accessible by querying the database.

3 We discuss other approaches to attribute revocation proposed in the literature in
Section@



Attaching policies to photos. In the same way that users can now choose the
audience of a photo, in our proposal users choose the attributes that other users
must have in order to access a photo. Moreover, we let users grab the area of
the photo that they want to protect and the actions that can be performed with
the photo e.g., re-share, like, comment, etc. This information constitutes the
access policy, 7. The photo to protect together with 7—and, as before, some
additional parameters, see Section [2}—are the input parameters of the encrypt
algorithm, which returns a ciphertext C'T'. This ciphertext is distributed in the
system and it contains both the picture and the access policy.

Ezxample 1. Imagine that the department of vehicle’s design from Chalmers de-
cides to use Diaspora to share the photo shown in Figure However, this
photo contains some parts that are still pending of the patent’s decision and
the researchers only want their colleagues to see the final design. In our system,
researchers can select the part of the photo—where some compromised design
appears—and encrypt it with the attribute colleague(Department 4., ,,,)@ Chalmers.
Later users with the attribute colleague(Department ;.g;,,,)@Chalmers will be
able to decrypt the photo and see Figure and the remaining users will see

Figure 2D

Several access policies can be attached to a photo. The only restriction we
impose is that encrypted areas cannot be re-encrypted. For instance, let Alice
be an engineer working at the Swedish vehicle manufacturer Ouvlov, and also
collaborating with the department of vehicle’s design at Chalmers. She decides
that there are some parts of the image that the researchers at Chalmers shared
(Figure that are still visible but should only be accessible by Ouvlov em-
ployees. In other words, some areas of Figure that were not encrypted by
Chalmers researchers. Therefore, she decides to encrypt some of those parts
and share the photo again. The resulting ciphertext will allow users with the
attribute colleague(Department ;.;,,,)@Chalmers to only see some parts of the
photo, users with the attribute employee(Ovlov)@QOvlov to see others parts of
the image, and users with both attributes to see the complete photo.

4 Evaluation

In this section we show different experiments that have been run in order to test
our solution to demonstrate that it can be deployed in Diaspora and thus, the
security of this DOSN would improve considerably. Additionally, our proposed
solution is open source and can be downloaded onlineﬂ

We have run the simulations 10 times and we have computed the time av-
erage. Additionally, we have deployed the solution in a real scenario using the
Amazon Web Services (AWS) architecture. All AWS instances are catalogued
as t2.zlarge in such environment. The characteristics in term of hardware are: 4
virtual Intel Xenon CPU with 16GB of RAM with no FElastic Block Store (EBS)

4 lhttps://github.com/raulpardo/ppf-diaspora/tree/abe-photos
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storage system. Regarding the software, all instances are running a x64 archi-
tecture under Ubuntu 12.04 operating system. The generated JSON files of the
systems are in average: 4Kb (users’ secret keys); 401kb (ABE’s global parame-
ters); 490Kb (authorities’ keys) and for the CT some samples—which depend
on the size of the photo to encrypt—are shown in Figure [4] (in the worst case,
i.e., encrypting the whole area of the photo).

Figure [3| shows how ABE behaves when different amount of attributes take
place when both algorithms encryption and decryption are run over an entire
image of 800 x 574 pixels. In Figure [3a] we have fixed the number of attributes in
the policy to 3, i.e., |T| = 3. On the other hand, in Figure [3b| we have fixed the
number of attributes in the universe to 100, i.e.,|i/| = 100. From these plots, it is
interesting to see that the number of attributes do not affect to the performance
and thus, taking into account that we have run our experiments in the worst
case (encrypting the whole image), all results under 2 seconds in the decryption
algorithm can be considered as good results. Finally, we can conclude that our
distributed solution for photo re-sharing will perform perfectly when the number
of attributes in the policy 7T is no higher than 13 attributes.

(a) Fixed |T| =3 (b) Fixed |U| =100
’ —e— encryption —#— decryption ‘ ’ —e— encryption —#— decryption
T T T T T T T T T T T T T T T T T T T T
W L5 |
0.5 R
£ 0.45 |- R g
= =
0.5 B
0.4 R
W
Lo Lo
345678 91011121314 12345678 9101112
Number of Attributes in U. Number of Attributes in 7.

Fig. 3: Encryption and Decryption time in a 800x574 image.

We have run one more experiment to show how the size of the ciphertext
CT is independent of both the numbers of attributes in the systems and the
length of the access policy T. However we have observed that the size of the CT
generated is hardly dependent of both the photo’s resolution and logically the
selected area to be encrypted. In this experiment, we have used different images
resolution and we have cyphered all the image —which rarely occurs— to be in
the worst case. It is important to remark that Facebook re-sizes the images,
and the widest side of image does not exceed 2048 pixels. In the Figure can



be seen that the generated C'T depends on the resolution of the image. It was
expected, because the larger the image is, the larger the area to cypher is. We
have additionally tested if the size of the generated CT depends on either the
number of attributes on the system U or on the number of attributes involved
in the access policy T and we have realised that the size remains constant.
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Fig.4: Cr vs Resolution image.

5 Related Work

Despite the fact that there are several works that try to guarantee both se-
curity and privacy on photos, only few proposals specifically focus on DOSNs
[TAT5ITEIT7TRITII20] and only a subset where ABE is used [T4J17/19].

Nilizadeh et al. proposed a DOSN called Cachet [17] . The main characteristic
of this schema is that both ABE and a symmetric encryption are used together.
Basically, the secret key is encrypted using ABE and only those users that satisfy
the policy will get the secret key and decrypt the content. This architecture is
similar to the one proposed by Baden et al. some years before in [14].

Recently, a work published by Yuan et al. in [I9] proposed to encrypt an
image under an access policy by using an ABE scheme. This proposal uses three
different encryption schemes: symmetric encryption, RSA and Ciphertext Policy-
Attribute Based Encryption (CP-ABE). Symmetric encryption, in particular Ad-
vanced Encryption Standard (AES), is used to encrypt the areas of the image.
The RSA algorithm is used to encrypt a secret key for a given user. Finally, CP-
ABE is used to check who can access to a given secret key in order to decrypt a
given photo.

ABE it is commonly used as an encryption scheme to share the secret key of a
symmetric encryption such as AES. This is especially useful because symmetric



encryption performance is significantly lower than any other public encryption
schema. Additionally, by using this technique the size of the ciphertext produced
by the ABE remains always constant.

However, using symmetric encryption to hide some area of the picture and
ABE for encrypting that secret key has one problem when it is applied to a OSN:
once a user has access to decrypt that piece of information, she might share the
secret key and thus no more security will be provided. So, unlike [I4] and [17]
we do not rely on symmetric encryption together with ABE.

Our proposal, in comparison to [I9], contemplates both DOSNs and OSNs.
We do not need to include two more parties in the architecture such as a key
server and a certificate authority. We do not need to create a dedicated applica-
tion on the client’s side to view the encrypted photo. We support both, JPEG,
PNG and TIFF files. Additionally, we have tested our proposed solution based
on different attributes on both the universe ¢ and in the access policy T.

Furthermore, it is worth mentioning that classical ABE approaches are based
on a centralised assumption where a TP is in charge of distributing the keys of
the schema and sets up the system. However this is infeasible in DOSNs because
there were no practical solution if there are n-different authorities running the
same cryptographic scheme and users from different authorities want to share
out private information. Nonetheless, Rouselakis et al. proposed in [I2] a decen-
tralised and MA-ABE where different authorities spread all over the world can
share information in a secure way by using an ABE scheme.

Another still open issue in MA-ABE is how to revocate attributes, i.e., how
to generate again the users’ secret keys once an attribute is not hold by a user
anymore. In the literature there are some approaches such as using an expira-
tion time in the access policy 7 or using specific cryptographic primitives [21].
However, in our approach we have solved it by running the KeyGen algorithm
each time a photo is requested by a user.

6 Conclusions

In this paper we have proposed a solution for re-sharing photos securely on
distributed social networks. We have used ABE to encrypt and decrypt the
content of the picture that belongs to that person and thus, users can define
different access control according to some policies previously defined over the
same image. Moreover, as far as we know, this is the first solution that can be
deployed into both decentralised and centralised social networks and we also
allow different photograph’s formats such as PNG, JPEG or TIFF. Finally, we
have tested our solution on the distributed social network Diaspora, with one pod
(centralised mode) and more than three pods (decentralised mode), a hundred of
attributes each and the evaluations show that our solution can encrypt/decrypt
images in less than two seconds.

ABE guarantees, by construction, that only those users having the “right”
attributes can decrypt a ciphertext previously encrypted with a certain access
policy aimed at users with those attributes. On the other hand, ABE does not



ensure that users indeed have the attributes they claim to have. In most ABE
proposed schemes researchers assume that there is a trusted party in charge of
verifying that a user holds the attributes she claims to have. Though we do
not explicit depend on this assumption, our proof-of-concept implementation
in Diaspora comes with strong guarantees in this sense: the attributes of our
policies are relationships between users and cannot be fakedﬂ That said, our
approach is more general and our policy description would in principle allow
to define other attributes besides relationships in the OSN, like profession or
location, which might be fields on a user profile and thus under control of the
user. In this case we would need a trusted party to certify that the user has the
attributes she claims to have.

Future Work. Currently there are no well-defined rules about who can encrypt
which parts of a photo. In this work we impose the rule that no-one can re-
encrypt areas of a picture that are already encrypted. This simple rule might
not be enough from the point of view of usability. It might still lead to undesirable
behaviours. For instance, imagine that Alice uploads a photo of herself without
encryption. Later Bob—who has access to the photo—decides to encrypt some
part of it so that only he can see the photo. In other words, now Alice cannot see
parts of the photo that she uploaded. This authorisation problems go beyond the
scope of this paper and require a detailed analysis of the interactions that can be
performed in the social network together with the encryption algorithms. There
are formal techniques to attack this problem, in particular to encode privacy
settings of social networks and formally reason about them [22123]24]. We plan
to formalise our solution in order to precisely define which actions are allowed
and prove that no undesirable behaviours can occur.
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