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Abstract. This paper examines the role of the supervisory authorities for the en-
forcement of the EU data protection regulation. It therefore examines the case
law of the Court of Justice of the European Union and the upcoming legislative
changes under the General Data Protection Regulation, which includes detailed
provisions for the cooperation of all European supervisory authorities.
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1 Introduction

The raison d’étre of data protection law in general is to protect the rights of individu-
als. Specifically, this is laid down in Article 1(1) of the current Data Protection Di-
rective 95/46/EC (DPD) [1] as well as Article 1(2) of the upcoming General Data
Protection Regulation (EU) 2016/679 (GDPR) [2]. The law thereby aims to compen-
sate for the asymmetry in power between organisations (as controllers) and individu-
als (the data subjects) created by modern means of data processing [3]. However, this
does not only affect the secondary law, but is also enshrined on the level of EU prima-
ry law: Article 8 of the EU Charter of Fundamental Rights (CFR) [4] guarantees the
right to the protection of personal data. Furthermore, Article 7 CFR protects the right
to private life, which also includes the protection of personal data relating to the pri-
vate life of an individual [5]. The enforcement of these rights is entrusted to supervi-
sory authorities in each Member State. According to the Court of Justice of the Euro-
pean Union, which interprets Union law authoritatively, the supervisory authorities
protect the rights of the individuals with regard to the protection of personal data and
“are therefore the guardians of those fundamental rights” [6].

In order to fulfil this advocacy role, Article 28 DPD requires that the authorities act in
complete independence and have effective investigative powers (including access to

1 This paper has received funding by the Bundesministerium fiir Bildung und Forschung
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all necessary information), powers of intervention (such as ordering the erasure of
data or imposing bans on processing) and the power to engage in legal proceedings
when the national provisions implementing the DPD have been violated. Additional-
ly, the data subjects themselves have the right to lodge complaints directly with a
supervisory authority, in order to enforce their rights.

Since the coming into force of the DPD, there have been several judgments of the
EU’s Court of Justice (ECJ or the Court) concerning the interpretation of the supervi-
sory authorities’ role. The notion of independence was scrutinized with regard to the
implementation in Germany [6], Austria [7], and Hungary [8, 9]. Additionally, the
Court ruled on questions concerning the scope of application of the national rules
implementing the DPD in the Member States [9, 10] and the competence of the au-
thorities to hear complaints of individuals under Article 28(4) DPD [10, 11]. Further-
more, the supervisory authorities have been [9, 10] and continue to be [12] involved
in proceedings before the ECJ in order to obtain an authoritative interpretation of the
EU data protection legislation.

The upcoming secondary data protection law, the GDPR — which has already en-
tered into force and will become applicable in the first quarter of 2018 — considerably
extends the EU provisions on the supervisory authorities. As the legislator chose the
form of a regulation, EU law will prescribe the role of the supervisory authorities in
much greater detail.

This paper therefore analyses the jurisprudence of the ECJ to define the status quo
of the law on supervisory authorities and examines in how far the forthcoming GDPR
advances that status and thereby enables the supervisory authorities to fulfil their role
as guardians of the rights to the protection of personal data. The requirements for the
organization of the supervisory authorities will be examined (2) as well as the ques-
tion of which supervisory authority is competent to enforce data protection law in a
given case (3). Lastly, the power to hear individual claims (4) is assessed. It is con-
cluded (5) that in order to honour their role as prescribed by EU law, the supervisory
authorities have to be allocated the means and resources to fulfil their role as advo-
cates of fundamental rights.

2 Organization of Supervisory Authorities

Article 28 DPD requires that the supervisory authorities “act with complete independ-
ence.” As the Court held in its very first judgment concerning the role of supervisory
authorities, this notion includes multiple dimensions: being without influence not just
by those who are supervised — private sector companies or public authorities, as the
case may be — but generally without taking any instructions or being pressured, in-
cluding direct as well as indirect influence [6].

Due to their advocacy role, as public enforcers of individual rights, the supervisory
authorities have a unique position within their Member States. As they oversee both
private companies and (other) public authorities, they must be independent from the
public sector, i.e. the State they form part of themselves. In practice, this is achieved
in different ways, for instance the members of the French Commission Nationale de



I’Informatique et des Libertes are appointed from various institutions, such as the
parliament and the courts [13, Article 13]. In Germany, the heads of the supervisory
authorities are elected by the respective federal or regional parlament [Cf. inter alia
14, § 35; 15, § 22].

However, as the ECJ found, the State itself may not only be interested in influenc-
ing a supervisory authority where its own actions are concerned, but also protect the
interests of the private sector. Thus, there is no room for state scrutiny, which might
allow the government to cancel or even replace decisions in the interests of public
contractors in the private sector or adopt a lenient approach towards economically
important companies [6].

The members of the supervisory authorities have to be functionally independent
from the government. While Member States are not obliged to grant them a separate
budget, there can be no overlap in personnel between the government and the authori-
ty, which could lead to direct influence of the former. However, even indirect influ-
ence such as an unconditional right to be informed about the work of the supervisory
authority is seen by the ECJ as not permissible [7].

Another form of undesirable influence is any act of the government that might co-
erce the authority into a certain course of action in order to avoid disadvantages in the
future. This issue was contentious in a case against Hungary, where the government
decided to discharge the head of the supervisory authority before the end of his regu-
lar term [8]. The ECJ held that these measures, which in the case at hand did not even
conform to the national rules and safeguards, were liable to induce such acts of prior
compliance, which contravene the authority’s independence.

The forthcoming EU data protection regime incorporates the ECJ’s rulings into
secondary law. Under Article 52(1) GDPR the supervisory authorities remain com-
pletely independent in their work and it is now expressly stated in Article 52(2)
GDPR that they may not be subject to direct or indirect influence. The functional
independence from the government is explicitly laid down in Article 52(6) GDPR.

There will be specific rules for the expiry of the term of office or a resignation of
members of the supervisory authorities and the requirement that they may be dis-
missed solely in cases of serious misconduct or if they no longer fulfil the conditions
required for their position, which are to be provided by the Member States according
to Article 54(1) GDPR. While the ECJ found that under Article 28 DPD the Member
States did not have to provide the authorities with a separate budget, that same obliga-
tion is now laid down in Article 52(7) GDPR.

3 Enforcement of Data Protection Law and Cooperation of
Supervisory Authorities

3.1  Enforcement of Data Protection Law

As each of the Member States has its own supervisory authority, their jurisdiction is
linked to the applicability of the national law implementing the DPD. Therefore, the
determination whether the national law is applicable in a given case is crucial. Ac-



cording to Article 4 DPD this is the case when the controller carries out the pro-
cessing “in the context of the activities of an establishment”. In the Google Spain
case, this was an issue, as Google argued that its data processing did not take place in
its Spanish establishment, but at its corporate headquarters in the USA [10]. However,
the ECJ pointed out that the DPD explicitly stated that the processing only had to
occur in the context of the establishment’s activities. It then ruled that when an estab-
lishment promotes and sells advertising space to make the operation profitable, this is
sufficient to link the activities of the establishment and the processing of data. The
Article 29 Working Party has generalized this requirement as meaning that the “activ-
ities and the data processing are ‘inextricably linked’” [16, at p. 6].

Further, Recital 19 DPD refers to the effective and real exercise of an activity un-
der a stable arrangement, while the legal form of that establishment is not decisive.
Accordingly, in the Weltimmo case, the Court held that even the operation of a web-
site in a Member State, using exclusively that State’s language, fulfils the criteria of
an establishment, if the processor has a representative in that country [9]. However,
the nationality of the users of the website is of no relevance for determining the appli-
cable law. Thus, different national implementations of the DPD may apply to the
establishment and the main establishment, depending on their location, even though
they all concern the same data processing carried out by the main establishment. This
interpretation is explicitly regulated in Article 4(1)(a) clause 2 DPD, which states that
where a controller is established on the territory of several Member States, it must
ensure that each establishment complies with the respective national law.

As each supervisory authority is competent to enforce the national implementation
of the DPD on its territory, a supervisory authority may choose to enforce the national
law against any processor who is established on its territory. The Court found, how-
ever, that where the main establishment of the controller is in another Member State,
the supervisory authority may not enforce its national law against that main estab-
lishment. Rather this rests within the jurisdiction of the supervisory authority of that
Member State and would infringe the principles of territorial sovereignty and legality,
as well as the rule of law [11]. Nonetheless, it follows from this and Article 4(1)(a)
clause 2 DPD that the supervisory authority of a Member State may enforce the na-
tional data protection rules against the establishment even when the data processing is
carried out by the main establishment located in another Member State.

The provisions on the enforcement of the data protection regime by the supervisory
authorities have been left largely untouched by the current reforms. Especially the
link to the enforcement in the territory of the supervisory authority’s Member State
under Articles 55(1) and 57(1)(a) GDPR remains unchanged. Article 3(1) GDPR on
territorial scope, which replaces Article 4(1)(a) DPD, contains the same notion of
processing personal data “in the context of an establishment” as interpreted by the
ECJ. Furthermore, the Courts’ conclusions have been partially incorporated in the
Recitals. Just as Recital 19 DPD, Recital 22 GDPR states that the concept of estab-
lishment implies the real and effective exercise of activity through stable arrange-
ments, while the legal form of these arrangements does not prejudice a finding of an
establishment. The question of whether a website is aimed at persons in a particular
Member State is dealt with in Recital 23 GDPR, which also proposes to consider fac-



tors such as the language or currency used on the website. However, this is not done
in the context of whether there is an establishment, but rather under the category of
offering goods and services while the controller is not established in the EU according
to Article 3(2)(a) GDPR. Although the wide scope of the DPD in the interpretation of
the ECJ has been seen critically by some [17, 18], the EU legislator has thus explicitly
reiterated the Court’s reasoning in the GDPR. This is not necessarily surprising, as the
case law is closely linked to the wording of the DPD, which the ECJ interprets in the
light of the individual rights of the primary law, in order to ensure effective and com-
plete protection of individual rights.

3.2  Cooperation of Supervisory Authorities

As the 28 Member States set up one or multiple supervisory authorities? in accord-
ance with their national law, there is currently a multitude of authorities in the EU
which interpret the EU data protection regime, which poses the threat of fragmenta-
tion of the application of the law in practice.

Status Quo. Article 28(6) DPD thus lays down a duty to cooperate. This includes
inter alia the exchange of information. In its eponymous Article 29 the DPD set up a
Working Party consisting of representatives of the supervisory authorities of each
Member State as well as a representative of EU institutions and bodies and one of the
Commission. While the latter have no voting rights, the Working Party adopts its
decisions by a simple majority under Article 29(3) DPD.

The Article 29 Working Party is charged with examining questions such as the ap-
plication of national implementation measures or issuing opinions to the Commission
on the level of protection in the EU and third countries. It may further put forward
recommendations on any matter related to the protection of personal data in the EU.

Upcoming Changes. The system of cooperation between the respective national su-
pervisory authorities is overhauled completely in the forthcoming legislation [on the
genesis of these provisions, cf. 19]:

Lead Supervisory Authority. In an effort to streamline the jurisdiction of supervisory
authorities in cases where the controller or processor is in another Member State than
the data subject, the supervisory authority of the (main) establishment acts as lead
supervisory authority.® Under this one-stop-shop scheme it is the sole interlocutor of
the controller or processor according to Article 56(6) GDPR.*

2 In the Federal Republic of Germany, for instance, there are 18 different supervisory authori-

ties: one on the federal level and seventeen regional authorities of the Lander.

The term main establishment is defined in Article 4(16)(a) GDPR with regard to a controller
as the place of central administration within the EU, except where another establishment
within the EU is tasked with deciding the purposes and means of data processing and has the
power to implement such decisions, which then in turn is regarded as main establishment.



While the lead authority is in charge of operations, under Article 60(1) GDPR it ul-
timately has to reach a consensus and therefore cooperate with the other supervisory
authorities concerned. To this end, the lead authority may request assistance from
other authorities under Article 61 GDPR, and — especially for purposes of carrying
out investigations or monitoring the implementation of measures taken — may conduct
joint operations in accordance with Article 62 GDPR.

Concerning a decision, it is for the lead supervisory authority to submit a draft to
the other concerned supervisory authorities. According to Article 60(3) GDPR, their
views have to be taken duly into account. Further, the other concerned supervisory
authorities may express relevant and reasoned objections as provided by Article 60(4)
GDPR.® The coordination then proceeds as follows:

— If the lead supervisory authority does not follow the objection or regards it as not
relevant and reasoned, it has to apply the consistency mechanism (explained be-
low) and the Board has to adopt a binding decision according to Article 65(1)(a)
GDPR.

— If the lead supervisory authority agrees with the objection, it has to submit a re-
vised draft to the other concerned supervisory authorities according to Article
60(5) GDPR.

— If no objections are submitted within the prescribed period, a consensus is deemed
to exist by Article 60(6) GDPR and all supervisory authorities concerned are bound
by the decision.

When the decision is adopted, it is for the lead supervisory authority to take action
with regard to the controller or processor, while the supervisory authority to which a

Recital 36 GDPR requires the effective and real exercise of activities determining the main
decisions regarding the means and purposes of processing through stable arrangements. A
processor’s main establishment is defined in Article 4(16)(b) as the place of central admin-
istration or, in lieu of such a place, the establishment where the main processing activities
take place to the extent that the processor is subject to specific obligations under the GDPR.
In cases involving both, a controller and processor, the main establishment of the controller
should be decisive to determine the lead supervisory authority according to Recital 36
GDPR.

Where the processing takes place within the EU in the context of a controller’s or proces-
sor’s establishments in multiple Member States or where the processing takes place in the
sole establishment of a controller or processor in the EU, but which substantially affects or
is likely to substantially affect data subjects in more than one Member State, this is defined
as cross-border data processing by Article 4(23) GDPR. If there are conflicting views on
which of the concerned supervisory authorities is competent for the main establishment of a
controller or processor, the Board has to adopt a binding decision under the consistency
mechanism of Article 65(1)(b) GDPR.

This term is defined in Article 4(24) GDPR as stating whether there is an infringement of
the GDPR, whether the envisaged action is in accordance with the GDPR and clearly
demonstrate the significance of risks incurred by the draft decision with data subjects’ fun-
damental rights and freedoms or the free flow of personal data.



complaint was lodged has to inform the complainant according to Article 60(7)
GDPR.

However, there are exceptions from the one-stop-shop scheme:

— It only applies to private companies; if public authorities or private bodies acting
with public authority process data, the supervisory authority of the Member State
concerned has the competence to act according to Article 55(2) GDPR.

— Where a complaint concerns a matter which relates only to one specific establish-
ment in one Member State or only substantially affects data subjects in one specific
Member State, the supervisory authority of the Member State concerned® has to in-
form the lead supervisory authority. The latter then decides whether it invokes the
cooperation procedure of Article 60 GDPR.

o If it does, the concerned supervisory authority prepares a draft for decision,
which has to be taken “into account to the utmost” by the lead authority for its
own decision under Article 60(3) GDPR.

o |f the lead supervisory authority decides not to deal with the case, the superviso-
ry authority which informed it handles the case either with the assistance of oth-
er supervisory authorities according to Article 61 GDPR or as a joint operation
under Article 62 GDPR.

The new rules for the cooperation of the supervisory authorities set up a formal sys-
tem of procedures and strict deadlines of only two to four weeks. This can be attribut-
ed to the complexity of a one-stop-shop approach for the enforcement of common
rules across 28 Member States. While this is intended to allow effective cooperation,
the deadlines also put a burden on the supervisory authorities. They will have to be
able to follow proceedings in other Member States and respond to requests within the
deadlines. Aside from the substantive and often very specific questions of EU data
protection law, this also requires a timely and appropriate translation of documents.
Thus, considerable resources will be required to enable the authorities to actively
participate in investigations, supply information to other authorities and process in-
formation received within the short prescribed time periods.

Mutual assistance. The mutual assistance procedure of Article 61 GDPR especially
concerns information requests and supervisory measures, for instance requests to
carry out prior authorizations and consultations, inspections and investigations. Arti-
cle 61(3) GDPR introduces the idea of purpose limitation for supervisory authorities:
the use of information exchanged is expressly limited to the purpose for which it was
requested. The requested supervisory authority has to submit the information no later
than a month after the request and may refuse requests only when it is not competent

® Article 4(22) GDPR defines the supervisory authority concerned as the one which is con-

cerned by the processing, due to the controller’s or processor’s establishment on the territory
of its Member State, the data subjects residing in its Member State are substantially affected
or likely to be affected, or a complaint according to Article 77 GDPR has been lodged with
that supervisory authority.



ratione materiae or the measures requested violate provisions of Union or national
law. Any refusal to submit information has to be substantiated with reasons.’

Joint operations. The joint operations mechanism under Article 62 GDPR extends to
investigations and enforcement measures and gives the supervisory authorities of all
Member States concerned a right to participate in such operations. They are either
invited by the competent supervisory authority or can request to participate. If such a
request is not granted within one month, Article 62(7) GDPR provides that the other
supervisory authorities may take provisional measures.®

In a joint operation a supervisory authority may, in accordance with national law,
grant investigative powers on a seconding supervisory authority or, if allowed by
national law, confer its powers on the seconding supervisory authority as provided by
Article 62(3) GDPR. Both modi are subject to the guidance and presence of members
or staff of the host supervisory authority and subjects the supervisory authorities own
members or staff to the national law of the host Member State. In turn, the host super-
visory authority assumes responsibility for the actions of the supervisory authority
acting in its Member State under Article 62(4) GDPR.

This is an interesting possibility, which has the potential to further European inte-
gration. Even though EU law is not a subset of international law, but rather its own,
independent and sui generis legal order [20], the principle of the sovereignty of Mem-
ber States is still paramount. In its Schrems judgment, the ECJ heavily emphasized
that supervisory authorities could only exercise their jurisdiction within their own
Member State and invoked this general principle [11]. In this regard, the GDPR goes
beyond the status quo in allowing for joint operations and exercise of jurisdiction in
another Member State, albeit subject to consent and supervision of the Member State
concerned. However, as the Member States are reluctant to give up sovereignty with
regard to other Member States, it will have to be determined in the future, whether
these provisions found any practical application.

European Data Protection Board. The Article 29 Working Party will be succeeded by
the European Data Protection Board, which consists of the heads of each supervisory
authority of the Member States and the European Data Protection Supervisor.®

The Board generally takes all decisions by a simple majority. Its tasks are similar
to those of the Article 29 Working Party: according to Article 70 GDPR, it advises the

" If the requested supervisory authority fails to act within the prescribed period, Article 60(8)

GDPR authorizes the requesting supervisory authority to take provisional measures in its
Member State. However, the urgency procedure of Article 66 GDPR is triggered: While the
urgent need to act is presumed, an urgent binding decision by the Board prescribed by Arti-
cle 66(2) GDPR is required.

In that case, as under Article 60(8) GDPR for the mutual assistance procedure, the urgency
mechanism of Article 66 GDPR is then triggered.

In Member States where there is more than one supervisory authority a joint representative
is to be appointed under the national law as a single point of contact for other members of
the Board (Recital 119 GDPR), which facilitates coordination.



Commission, for instance by providing it with an opinion on the adequacy assessment
for the transfer of data to third countries or examines any matter of general applica-
tion or affecting more than one Member State, at the request of a Board member. This
particularly concerns cases where a supervisory authority does not comply with its
obligation to provide mutual assistance under Article 61 GDPR or engage in joint
operations as prescribed in Article 62 GDPR (as described above). The opinions of
the Board have to be issued within eight weeks and are non-binding.*

Consistency Mechanism. A major change in the working of the supervisory authori-
ties on the EU level is the consistency mechanism. It allows the Board to issue bind-
ing decisions according to Article 65(1) GDPR. This particularly concerns instances
when the lead supervisory authority does not follow the objections of a supervisory
authorities concerned or when the competent supervisory authority decides not to
follow an opinion of the Board under Article 64 GDPR.

All binding decisions are adopted with a two-thirds majority and generally within
one month.* During the time of deliberation, the competent supervisory authority is
barred from adopting its draft decision. As pointed out in Recital 142 GDPR decisions
of the Board can be brought before the ECJ in an annulment action under Article 263
TFEU by supervisory authorities, as they are addressees of these decisions. As the
binding decisions of the Board can be seen as an interference with the independence
of the individual authorities, the possibility to bring a decision before the Court is a
mitigating factor.

For cases with an urgent need to protect the rights and freedoms of data subjects
there is also an urgency procedure provided by Article 66(1) GDPR, which allows the
supervisory authority concerned to circumvent the consistency mechanism under
exceptional circumstances and adopt immediate provisional measures in its Member
State. However, these measures have to specify a period of validity, which may not
exceed three months. In order to adopt final measures, the supervisory authority con-
cerned may request an urgent opinion or decision of the Board.*

In the opposite case, where a supervisory authority concerned does not take
measures although there is an urgent need to act in order to protect the rights and
freedoms of data subject, any supervisory authority may request an urgent opinion or
decision of the Board according to Article 66(3) GDPR.

1 However, when a supervisory authority requests an opinion, for adoption of one of the
measures listed in Article 64(1) GDPR it has to “take utmost account” of the opinion. If it
deviates from the opinion, another supervisory authority or the Commission may request the
adoption of a binding decision. Article 64(1) GDPR includes the list defining when a Data
Protection Impact Assessments has to be carried out under Article 35(4) GDPR, standard
protection clauses under Articles 46(2)(d) and 28(8) GDPR, and the approval of binding
corporate rules according to Article 47 GDPR.

If the Board fails to adopt a decision by that time the quorum is lowered to a simple majority
for an additional two weeks. In the case of a split vote, the chair decides.

According to Article 66(4) GDPR urgent opinions and decisions have to be adopted within
two weeks by a simple majority.

11
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Even though the Board is mainly based on cooperative action, certain elements
such as the possibility to take a supervisory authority refusing to grant mutual assis-
tance or refusing to let another supervisory authority join investigations before the
Board or to invoke the urgency procedure where a supervisory authority fails to take
action introduce an adversarial mode to the Board. In practice, these instruments will
have to be handled carefully in order to allow productive cooperation between all of
the supervisory authorities. However, these concerns may in practice well be out-
weighed by a coherent enforcement strategy of 28 Member States.

4 Power to Hear Individual Complaints

Individuals have the right to file a complaint with the supervisory authority, which is
enshrined in EU primary law as a fundamental right in Article 8(1) and (3) CFR [cf.
11]. Correspondingly, the supervisory authorities under Article 28(4) DPD/Articles 77
and 52(1)(b) and (4) GDPR have the power to hear these complaints. These powers
therefore are not merely an end in themselves, but rather serve to implement these
individual rights.

4.1  Complaints Concerning Processing within the EU

Status Quo. According to the ECJ, individuals may bring a claim to the supervisory
authority when they are not successful in the exercise of their rights as data subjects,
for instance under Articles 12 or 14 DPD [9]. If the competent supervisory authority
finds a violation of fundamental rights, it may order the controller to take certain ac-
tion. In the infamous case of Google Spain, this included the order to remove certain
links from the search results of an internet search engine, when the interest of the data
subject outweighs the interest of the public to this information [10].

Further, the Court has ruled that when a claim is lodged with an authority and it is
unclear which national legislation applies, this does not change that authority’s com-
petence to hear that claim under Article 28(4) DPD [9]. However, the territorial re-
striction of the rules it enforces according to Article 28(1) and (3) DPD still applies.
Thus, a supervisory authority which is confronted with such a claim may exercise its
investigative powers even if the law applicable is that of another Member State. This
means that, generally, any supervisory authority may investigate the practice of con-
trollers in another Member State. Yet, its powers may be limited, especially regarding
the imposition of penalties, as that would violate the territorial sovereignty of the
other Member State and raise issues regarding the principle of legality and the rule of
law [9]. In such cases, the supervisory authority can only rely on the duty of coopera-
tion under Article 28(6) DPD for the enforcement of its actions on the territory of
another Member State. If, however, there is an establishment on the territory of the
supervisory authority’s own Member State, it may take action against that establish-
ment, where the required nexus to the processing as detailed above (3.1) exists, i.e.
the establishment’s activities are inextricably linked to the activities of the main es-
tablishment.



Upcoming Changes. Under Article 77 GDPR, individuals may now choose the su-
pervisory authority where they want to lodge their complaints: they may select the
authority of their habitual residence, place of work or the place of the alleged viola-
tion. Just like the lead supervisory authority provides a one-stop-shop for controllers
and processors, the supervisory authority where the complaint is lodged is responsible
to inform the individual on the progress and outcome of the complaint.*®

Individuals may also challenge any legally binding decision of a supervisory au-
thority addressing them, as they have the right to an effective judicial remedy accord-
ing to Article 47 CFR. Recital 142 GDPR states that the proceedings following na-
tional law should give the courts full jurisdiction including the examination of all
questions of fact and law. This clarifies that the notion of independence of the super-
visory authorities, as introduced above (2), only extends to the organisations it super-
vises. However, as the executive has thus only limited influence and control, this must
be compensated by adequate judicial supervision.

If the supervisory authority competent under Articles 55 et seq GDPR does not
deal with a complaint or even when it fails to inform the individual of the progress or
outcome of a complaint lodged under Article 77 GDPR within three months, individ-
uals must have a judicial remedy against the supervisory authority. Additionally, Arti-
cle 79 GDPR introduces a right for individuals to an effective judicial remedy against
a controller or processor, including public authorities, before the courts of the Mem-
ber State.

In order to pursue these rights, data subjects under Article 80(1) GDPR have the
right to mandate a non-profit organization active in the field of data protection to
exercise them on their behalf. Taking this point even further, Article 80(2) GDPR
contains an opening clause allowing Member States to introduce a right of non-profit
organizations to initiate proceedings under Articles 77-79 GDPR independent of a
mandate by a data subject.

4.2  Complaints and the Transfer to Third Countries

The competence of the supervisory authority is not limited to actions concerning con-
trollers within the EU. In the Schrems case, the ECJ dealt with the powers of the su-
pervisory authorities with regard to the processing of personal data in third countries.
The Court argued that while the supervisory authorities could carry out their powers
within the territory of their own Member State under Article 28(1) and (6) DPD, the
transfer of data from a Member State to a third country under Articles 25 and 26 DPD
was a processing of data within the meaning of Article 2(b) DPD, which was carried
out in a certain Member State [11]. Consequently, the national supervisory authorities
under Article 28 DPD read in conjunction with Article 8(3) CFR were also responsi-
ble to monitor compliance with the DPD in the case of data transfers to a third coun-

try.

13 As laid down by Article 56(2) GDPR with regard to actions taken by the lead supervisory
authorities, Article 60(7)-(9) GDPR concerning cooperation between supervisory authorities
and Article 65(6) GDPR for decisions of the Board



The ECJ explicitly held that adequacy decisions of the Commission under Article
25(1) and (6) DPD do not curtail the power of the supervisory authorities to examine
the actual level of protection in that third country.** The Commission decision does
not prejudice the examination of an individual complaint put before the supervisory
authority, which must assess these with due diligence [11]. However, the supervisory
authority itself cannot declare the Commission decision invalid. In EU law, it is with-
in the exclusive jurisdiction of the Court to declare any acts of EU organs or institu-
tions invalid. For the complaints before the supervisory authority there are thus two
possibilities:

o |f the authority rejects the claim, the individual must have the possibility of judicial
remedies according to Article 28(3) subparagraph 2 DPD.

o If the supervisory authority upholds the claim, it must, in turn, be able to instigate
legal proceedings in compliance with Article 28(3) third indent DPD.

In either case, the competent national court seized of the matter has to submit ques-
tions concerning the validity of the decision to the ECJ by way of a preliminary refer-
ence under Article 267 TFEU.

While the GDPR brings some changes to the system of transfer of personal data to
third countries in Articles 44 et seq. GDPR — mostly in the form of more detailed
provisions — the general concept remains the same. Thus, the finding of the ECJ that
any transfer of personal data begins with a processing within the EU still stands. The
supervisory authorities further retain the power to suspend data flows to recipients in
third countries according to Article 58(2)(j) GDPR and must thus be able to investi-
gate complaints concerning an alleged violation of provisions set out in the GDPR.

The process for the adoption of adequacy decision is now set out in more detail in
Article 45 GDPR: the Commission has to take into account factors such as whether
the country in question respects the rule of law, human rights and fundamental free-
doms, the relevant national legislation concerning public and national security and
access rights of public authorities. Further, it must assess whether there are effective
and enforceable data subject rights as well as effective administrative and judicial
remedies for data subjects. The existence of an effective, independent supervisory
authority is also required. With these provisions the legislator anticipated the re-
quirements laid down by the Court in the Schrems judgment.

If the Commission concludes that the level of protection is adequate in a third
country or a specific sector in that country, the implementing act has to provide a
mechanism for periodic review, as required by the ECJ in the Schrems case, which
has to be carried out at least every four years. When information reveals that the rele-
vant country no longer meets the adequacy threshold, Article 45(5) GDPR demands
that the Commission repeals, amends or even suspends its decision.

1% The fact that the Commission’s Safe Harbor Decision curtailed the supervisory authorities’
powers with regard to self-certified organizations under Article 28 DPD was, as the ECJ
held in Schrems, actually one of the reasons for its invalidity.



It thus becomes clear, that in the view of the EU legislator as well as the judiciary,
the entire EU data protection regime must be read in the light of the fundamental
rights of the individuals it aims to protect. Therefore, the protection standard estab-
lished within the EU may not be undermined by a transfer to a third country which
does not provide at least a level of protection that is ‘essentially equivalent’ to these
safeguards, as the Court put it in Schrems [11]. Furthermore, the ECJ has emphasised
the crucial role of the supervisory authorities, which must act not only independently
of their Member States, but also the Commission where it acts within the framework
of the data protection law. The authorities may not defer to an assessment provided by
Brussels, but must examine the merits of each complaint, especially where it concerns
a violation of individual rights on a massive scale. Furthermore, the Court empowers
individuals to use the instrument of complaints in order to enforce their rights in a
meaningful way.

5 Outlook

While the ECJ’s judgments in the cases of inter alia Google Spain or Schrems at-
tracted praise [10, 11], but also considerable criticism [12], it has been demonstrated
that the GDPR incorporates many of the principles laid out by the Court. It is thus not
to be expected that the ECJ will change its approach to enforce data protection law
from a fundamental rights perspective under the new legislation.

The Court itself as well as the upcoming legislation emphasize the importance of
lodging proceedings before the ECJ in order to ensure coherent interpretation. Yet,
the supervisory authorities already find themselves in a position where they have to
engage in proceedings before the ECJ, a development which is likely to continue and
even expand in frequency with the GDPR, as it will be more obvious that EU law is at
issue in a case — a fact that may currently be overlooked in practice, as the parties
before national courts focus on the national implementation legislation.

The Court, in the few cases that reached it, has definitely played an important role
in advancing the level of data protection in the EU. However, it has to be borne in
mind that in most instances, i.e. the preliminary reference procedure, it takes consid-
erable time before a case comes before the Court. Under Article 267 TFEU only na-
tional courts of last instance are obliged to refer their questions on EU law to the ECJ.
So far, national courts of lower instance have been reluctant to forward questions on
EU law and there might be a considerable amount of proceedings which ended before
they reached the court of last resort. Remarkably, the Court, twenty years after the
coming into force of the DPD, has been concerned with fundamental questions such
as the application of the DPD or the concept of the controller only in recent years.

As the proceedings before the Court differ from those before national courts, they
require representation of the supervisory authorities by lawyers familiar with the intri-
cacies of EU procedural law, which incurs substantial costs for the supervisory au-
thorities in order to resolve contentious cases. And even though in the preliminary
reference procedure, which is of concern here, the language of the case is that of the
referring national court according to Article 37 of the Rules of Procedure of the Court



of Justice, translations of the questions submitted by the national court and its own
written submissions are required in order to allow meaningful cooperation of the na-
tional supervisory authorities among each other and with the European Data Protec-
tion Supervisor, who may also submit observations to the ECJ according to Article
47(1)(i) Data Protection Regulation (EC) No 45/2001 [23]. Furthermore, the supervi-
sory authorities in these proceedings are dependent on the questions submitted by
national courts, which enjoy discretion as to how to phrase them and which questions
to put forward.

If binding decisions of the Board would, in practice, be brought before the Court
this would allow the supervisory authorities to have a greater influence in the pro-
ceedings. However, such proceedings would also be adversarial in nature and thus
might lead to conflicts between the supervisory authorities, which also depend on
each other in order to properly enforce data protection law across the EU.

6 Conclusions

From the case-law and the new legislation, the picture of the supervisory authorities
as agents of individuals and their rights emerges. With this conception, based on the
provisions of EU law, there is an agency capable of engaging in the protection of the
individual’s rights and effectively counter interests and ambitions of multi-national
companies processing personal data. Ideally, due to their complete independence, the
supervisory authorities are also capable of discursive interaction with other State ac-
tors, especially in the executive. This is the justification for awarding a public authori-
ty far-reaching independence from the executive. Where the authorities do not live up
to this vision, individuals can request them to engage on their behalf by submitting
complaints and, if an authority is unwilling, take them to court. A strong judicial
oversight in the conception of the Court is the key to ensuring that the supervisory
authorities do not take their independence as a purpose of itself — they must use it in
order to fulfil their advocacy role (cf. section 2).

Taking this concept of supervisory authorities as envisioned in the current and fu-
ture EU law seriously in practice, will require awarding them the appropriate means
and funds to exercise these powers. This has two dimensions: the supervisory authori-
ties must be outfitted with personnel competent to assess specific substantive issues of
EU law and also to be able to engage in the actual communication with 27 other
Member States, which requires considerable translation efforts (cf. section 3.2).

While the new means of cooperation offer great opportunities, it will have to be
seen whether the Member States, for instance, will opt for an extra-territorial en-
forcement of data protection among the Member States in practice. Among the super-
visory authorities at least, there will be much more interaction and dependence with
the introduction of the Board, which provides a powerful tool in the form of the con-
sistency mechanism that will have to be used carefully. The Board’s modus operandi
has to keep a balance between cooperative and adversarial action (cf. section 3.2).

The Court on the other hand has made it clear that it will not allow for a lowering
of standards with regard of transfer to third countries in particular and the enforce-



ment of EU data protection law in general (cf. section 4). It has consistently strength-
ened the role of the authorities in its jurisprudence and in turn expects them to use
their independence to fulfil their role as guardians of individual rights with regard to
privacy and data protection. Furthermore, the ECJ has empowered individuals to en-
sure that their rights are properly enforced and thus added an additional measure of
control.
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