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Abstract. Smart Manufacturing seeks to integrate advanced manufacturing 

methods, operational technologies (OT), and information and communication 

technologies (ICT) to drive the creation of manufacturing systems with greater 

capabilities in cost control and performance.  A crucial differentiation of smart 

manufacturing systems (SMS) lies in their architectures, which are organized as 

networks of cooperating manufacturing components specialized for different 

functions as opposed to the previous organization characterized by rigid, hierar-

chically-integrated layers of application components. This “ecosystem” of man-

ufacturing components enables SMS that can provide heretofore unattainable lev-

els of performance for manufacturers with respect to agility, productivity, and 

quality. This paper provides a study of the architectural impact of individual ICT 

technologies on the emerging manufacturing ecosystem that potentially elimi-

nates the need to design manufacturing systems based on the hierarchical levels 

of the legacy ISA 95 model. Additionally, we propose a service-oriented SMS 

architecture that leverages the benefits of ICT and the safety and security require-

ments from the OT domain. Key challenges of implementing such architectures 

are also presented. 
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1 Introduction 

In the current market, customers call for products tailored to their particular 

needs.  Manufacturers seek to meet the demand for these products, but many current 

manufacturing systems cannot meet the increased requirements for product customiza-

tion at mass production rates that are profitable.  Yet, advanced manufacturing meth-

ods, such as 3D printing and flexible production, are emerging with the promise to 

make highly-personalized production at scales both possible and affordable. Simulta-

neously, rapid advances in information and communications technologies (ICT) are be-

ing applied to manufacturing systems, driving a shift from traditional labor-intensive 

processes to advanced-technology-based processes 0. This on-going integration of ad-



vanced manufacturing methods, operation technologies (OT), and the ICT technolo-

gies, is fueling the current Smart Manufacturing (SM) trend to enable systems that can 

respond in real time to meet changing demands and conditions in the factory, in the 

supply network, and in customer needs 2.  

Historically, manufacturing systems have been designed to follow the Purdue Ref-

erence Model for Computer Integrated Manufacturing 2, which was standardized in 

ISA954. The ISA 95 model includes 5 levels of manufacturing functions that are often 

implemented as logically separated layers of applications or systems. Specifically, 

lower level systems (0, 1 and 2) and higher levels applications (3 and 4) are separated 

into the OT1 and information technology (IT) domains. The legacy architecture has 

been widely adopted and implemented in last 30 years accompanied by hierarchical, 

diverse and domain specific communication structure 7. However, under the legacy 

architecture, not only is integration between IT and OT difficult, but skip-level function 

integration is not supported, which makes it too rigid to adapt rapidly to evolving op-

portunities from ICT technology integration. For example, in the Internet of Things 

(IoT) world, every part of a manufacturing enterprise is designed to be connected on 

the internet so that communication, integration and automation can be achieved without 

constraints. In addition, cloud and mobile computing enable manufacturing functions 

once implemented at different levels of the hierarchy to now be available without even 

knowing where they are hosted. Smart components and smarter systems on the shop 

floor can run advanced analytics and simulations, and make decisions beyond the lower 

functions defined in ISA 95.  

This suggests that a new, information-centric architecture is needed in order to real-

ize ICT’s full potential for SMS and facilitate transformation of closed or proprietary 

manufacturing system architectures into networks of cooperating manufacturing com-

ponents so as to attain higher degrees of flexibility and integration. This paper provides 

a study of the architectural impact of ICT on a manufacturing ecosystem and proposes 

a service oriented architecture that leverages the benefits of ICT and safety and security 

requirements from the manufacturing OT domain.   

The rest of the paper is structured as follows.  Section 2 defines a manufacturing 

ecosystem to scope our research followed by a description of the legacy architectural 

model based on ISA 95. Section 3 describes the key ICT technologies identified that 

contribute most to the SMS architecture paradigm shift and presents their architectural 

impacts on SMS. In Section 4 we propose a new SMS reference architecture.  Key 

challenges of implementing such an architecture are presented. Section 5 concludes the 

paper with future research direction. 

                                                           

1 Operational technology (OT) is hardware and software that detects or causes a change through 

the direct monitoring and/or control of physical devices, processes and events in the enter-

prise. http://www.gartner.com/it-glossary/operational-technology-ot/ 



2 SMS and the Legacy Architecture 

Smart manufacturing encompasses a broad scope of systems in a manufacturing busi-

ness including production, management, design, and engineering functions.  The col-

lection of hardware components, their related software components, and the support 

applications that make up a manufacturing enterprise are what we term the smart man-

ufacturing ecosystem 45.  Figure 1 illustrates three dimensions of concern that are man-

ifest in the smart manufacturing ecosystem. Each dimension — product, production 

system, and business — is shown within its own lifecycle. Each of these dimensions 

comes into play in the vertical integration of machines, plants, and enterprise systems 

in what we call the Manufacturing Pyramid.  

 

  

Fig. 1. Manufacturing Ecosystem (Source: 245) 

The Manufacturing Pyramid, in the center of Figure 1, is often referred to as the 

manufacturing system and implemented based on the ISA 95 model. The ISA 95 stand-

ard defines a 5-level model for activities in the manufacturing enterprise. Each level 

provides specialized functions and has characteristic response times 7. Level 0 and 

Level 1 define field-level activities including the actual physical production process 

and the sensing and manipulating of the process. Level 2 defines the functions of mon-

itoring, automated control, and supervisory control of the production process, which 

usually are performed by programmable logic controllers (PLC), distributed control 

systems (DCS) and/or supervisory control and data acquisition systems (SCADA). 

Level 1 and Level 2 communicate within time frames on the order of hours, minutes, 

seconds, and sub-seconds.  Level 3 defines the Manufacturing Operation Management 

(MoM) activities of work flow and stepping the process through states to produce the 

desired end products. It deals with maintaining records and optimizing the production 

process. Level 3 deals with time frames of days, shifts, hours, minutes, and seconds. 

Level 4 defines the Enterprise Resource Planning (ERP) activities to establish the pro-

duction (master) schedule (i.e., what to produce, which materials to use, where to de-

liver the product, and how to ship it there). It deals with determining inventory levels 

and making sure that materials are delivered on time to the right place for production. 

Level 4 deals with time frames of months, weeks, days, and shifts.  



While the ISA 95 model is used widely to support the definition of architectures for 

manufacturing systems, recently some drawbacks with its use have emerged 7.  These 

drawbacks include: 

1) Integrating systems across level boundaries is difficult due in part to the use 

of different network technologies on different levels. 

2) Integrating between Supply Chain Management (SCM), Customer Relation 

Management (CRM), and Product Lifecycle Management (PLM) activities 

on different ecosystem dimensions is not supported. 

Various methods have attempted to deal with the drawbacks of systems architected 

based on the ISA95 model.  Some software vendors and system integrators have pro-

vided solutions focused on the vertical integration of manufacturing components in the 

manufacturing pyramid to enable advanced controls at the shop floor and optimal deci-

sion making at the plant and enterprise. Efforts have also been observed that focus on 

exchanging information between manufacturing ecosystem dimensions, such as con-

tinuous process improvement (CPI) programs, flexible manufacturing systems (FMS), 

and design for manufacturing and assembly (DFMA) approaches. Some lean enterprise 

efforts connect SCM with ERP to reduce inventory and enable demand-based manu-

facturing 5. However, these individual efforts fall short in providing widely applicable 

methods for integration within and across the three ecosystem dimensions required for 

SMS. The combination of these perspectives requires a new reference architecture. 

3 Architectural Impacts of ICT Technologies  

For our study, ICT technologies are classified in three clusters: (1) digital technology 

including digital thread, product/production/process modeling and simulation, 

knowledge management, and visualization; (2) infrastructure technology including IoT, 

big data and advanced computing; and (3) Smart systems technology involving Cyber 

Physical Production System (CPPS) and service-oriented architecture. All technology 

of the three clusters contribute to the paradigm shift from the legacy architectures to a 

new SMS architecture. Each cluster is described in the sections below. 

3.1 The Impact of Digitalization 

An enormous amount of information is generated and used during the product, production system 

and business lifecycles.  This data might be used to ensure customer requirements are met, to 

assess product and process performance, or to meet environmental reporting requirements. Dig-

italization is the process through which information about the product, processes, and production 

chain are rendered in a digital form that can be archived, exchanged, or analyzed electronically. 

Digitalization capabilities help manufacturing companies create virtual representations of their 

products, assets and processes, exchange large amounts of data rapidly, store data efficiently, 

enrich processes with digital expert knowledge, generate valuable insights from analyzing “big 

data”, and facilitate communication and collaboration through digital channels within their value 

chain 9.  



The pervasive adoption of digital technology will have two dominant impacts on 

SMS and their architecture. 

1) There will be an increase in the availability of collaborative environments for prod-

uct development. Their architectures will exhibit a tighter integration of PLM, ERP, 

MES, SCM, CRM and asset management functions. These platforms will enable 

customers and suppliers to directly participate in product design and manufacturing. 

In this way, high-quality customized products can be manufactured and increased 

traceability can be achieved. Direct feedback from manufacturing and product use 

to product development will shorten product innovation cycles. 

2) Digital representations of products, physical assets, production operations, and 

business processes will enable the creation of a digital “twin” of the factory—a 

comprehensive virtual representation of a real factory and its processes that can be 

made to run in parallel to the real factory20. Models and simulations can be instan-

tiated with product and production system data and used in the real factory decision 

making processes to optimize business, manufacturing, and supply chain opera-

tions and to improve product development processes. At the same time, the data 

coming from the real factory can be fed back to the digital factory to improve the 

models, knowledge bases, and simulations. 

 

Fig. 2. Digital twin for manufacturing (Source: 9) 

3.2 The Impact of IoT 

The development and adoption of the Internet of Things (IoT) is a critical element of 

Smart Manufacturing 10. The technologies that will become pervasive because of the 

IoT—network-addressable physical and application components and standard commu-

nication protocols through which those components can communicate—will enable en-

terprise architectures, in general, and industrial system architectures, in particular, to 

move on from their traditional hierarchically and domain-specific network structure to 

a unified and IP-based structure10, as shown in Figure 3. This shift will enable enter-

prise services, such as data analytics and edge computing services, that today are typi-

cally only available at the highest levels of an enterprise to be available to serve system 

components in all areas of the industrial enterprise. 

 



  

Fig. 3. Ubiquitously connected manufacturing systems (Source: adapted from 10) 

The transition to more open network architectures, combined with Big Data and 

Cloud computing, will bring profound opportunities to SMS.  At the same time, new 

security challenges are presented with billions of new smart devices being intercon-

nected in the world of the IoT 11.  The biggest security concern comes from connecting 

IoT devices, sensors, actuators and edge-computing units, with existing controllers, au-

tomation and manufacturing information networks, and applications. Existing OT and 

IT security approaches and policies will need to be adapted to embrace these new IoT 

security challenges. Most automation and information suppliers have established indus-

try security services to assist clients to assess security risks and harden their manufac-

turing plants. Reference network architectures are available from both network equip-

ment and automation system vendors 12. Additional challenges of integrating IOT in-

clude unreliable communications of sensors and actuators on IP networks, how to lev-

erage IoT to boost computing power for advanced manufacturing analytics, and acces-

sibility issues of gaining accesses to the legacy manufacturing assets.  

3.3 The Impact of CPPS 

While the IoT deals with unique, identifiable, and internet-connected physical objects, 

cyber-physical systems efforts are concerned with the nature of cyber-physical coupling 

and the system of systems characteristics of networked and software-controlled sys-

tems. CPPS is considered the core component for German Industrie 4.0 program, where 

they are also referred to as I4.0 Components13. SMS are essentially composed of CPPS, 

which can respond intelligently to changing tasks and conditions and reconfigure them-

selves. CPPSs partly break the traditional automation pyramid and potentially turn the 

manufacturing ecosystem into a service-oriented architecture (SOA) 1516. To leverage 

the safety and security requirements from the OT domain, real-time and safety critical 

functions in legacy automation systems will remain organized in a hierarchy, and only 

level 2 components will be allowed to connect as services. IoT devices connected in 

the IT world will naturally be part of the service-oriented architecture. Figure 4 shows 

how the legacy hierarchical functional architecture will be transformed to a SOA-based 

manufacturing system architecture. 



 

Fig. 4. CPPS Impact on manufacturing system function architecture (Source: Adopted from 18) 

4 Smart Manufacturing Architecture 

With the architectural impacts from ICT technologies in mind, we propose a SOA for 

Smart Manufacturing systems. 

 

 

Fig. 5. A Service Oriented and Model based SMS Architecture 

As shown in Figure 5, the proposed architecture provides a completely integrated man-

ufacturing ecosystem on a single manufacturing service bus, including both OT domain 

systems and IT domain systems and applications. Interactions with suppliers, custom-

ers, and logistics systems are enabled through a collaborative Business intelligence (BI) 

service. 

In the new architecture, services are classified as being one of four types: IT domain 

services, OT domain services, virtual domain services and management/common ser-

vices.  IT domain services include IoT services (e.g., smart devices, edge computing, 

fog computing, cloud computing, etc.), MoM services, ERP services, PLM services, 

and other enterprise services such as Asset Management, Energy Management, SCM, 

Order Management and CRM. The integration approach that will be used for IT domain 

services is similar to today’s enterprise service bus (ESB) based approach, which is 



built using event-driven and standards-based message-oriented middleware in combi-

nation with message queues. In the OT domain, services involve functions provided by 

machines, workstations, robots, production lines, complete production cells or even 

products themselves.   The OPC Unified Architecture (OPC UA) provides interopera-

bility at level 2 and beyond and has the potential to provide a service-oriented architec-

ture for OT application integration13. Data analytics services are provided through edge 

computing, fog computing and cloud computing in the IoT world 18. Virtual domain 

services are located in the digital factory, which stores the data models, function mod-

els, behavior models, and process models of a manufacturing enterprise and provides 

query and simulation functions for manufacturing applications. Management/common 

services sit at the core of the SOA architecture.  They help manage the lifecycle of the 

SMS services, map client requests with service providers, and ensure quality of service 

levels met. Device management, network configuration, data management, knowledge 

management, and security management are provided by services in this cluster.   

Based on the architecture described above, SMS can be developed and deployed that 

provide efficient and flexible solutions for the problems faced by the modern manufac-

turing enterprise.   Supporting more streamlined processes, the SOA-based architecture 

enables customized production at mass production rates.  

However, implementing the proposed architecture to create new SMS is neither sim-

ple, quick, nor cheap. It will take many years to fully realize the strength of the new 

architecture. The key implementation challenges include:   

─ Manufacturing Service Bus capabilities - can a single manufacturing service bus 

meet the needs of diverse use scenarios, supporting both real-time messaging and 

big volume data distribution?  

─ Real-time service capabilities - how should real-time services be modeled in the OT 

domain, how should their service interfaces be defined, and how should resource 

constraints be managed, i.e., when and where should resources be available to pro-

vide services?   

─ IT – OT integration concerns - how can security and safety issues be handled? 

─ Can high fidelity models and simulations be used in a real-time control environment 

without re-engineering?  
─ Knowledge management concerns – how can we close technology gaps in condi-

tioning, interpreting, and contextualizing data across heterogeneous systems or situ-

ations? 

─ Integration standards - how can existing standards be enhanced and new standards 

be developed to enable more information flow among more stakeholders. 

5 Conclusion 

In a new era of smart manufacturing, every part of a manufacturing enterprise will be 

digitized and connected. With the introduction of smart devices accessible as services 

on a network, more embedded intelligence at every level, predictive analytics, and 

cloud technology, the next generation of manufacturing systems will indeed get 

smarter.  In order to realize the vision of smart manufacturing where systems respond 



in real time to changing demands and conditions in the factory, in the supply network, 

and in customer needs, the classical manufacturing system architectural paradigm based 

on a hierarchical control model will no longer dominate. A new paradigm based on 

distributed manufacturing services is starting to be adopted.  

This paper described a smart manufacturing ecosystem that enabled systems integra-

tion within and across three manufacturing lifecycle dimensions – product lifecycle, 

production system lifecycle, and business lifecycle. We examined how the introduction 

of ICT is going to impact the SMS architecture.  Adoption of IoT, CPPS and cloud 

computing technology potentially will drive the transformation of the existing rigid hi-

erarchical architecture style. Digital thread and digital factory technology will enable 

the enterprise to be fully integrated with its value chain. Based on the study of the ICT 

architectural impact, we propose an SOA-based and model-enabled Smart Manufactur-

ing reference architecture.   The proposed reference architecture will integrate both ICT 

and OT systems on a single manufacturing service bus. We discussed implementation 

challenges that include standards for communication protocols, data model, knowledge 

representation, and CPPS characterization that are necessary to facilitate the adoption 

of Smart Manufacturing technology and the proposed architecture.  

Disclaimer. Any mention of commercial products is for information only; it does not 

imply recommendation or endorsement by NIST. 
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