N

N
N

HAL

open science

Another Fallen Hash-Based RFID Authentication
Protocol

Julio Cesar Hernandez-Castro, Pedro Peris-Lopez, Masoumeh Safkhani,
Nasour Bagheri, Majid Naderi

» To cite this version:

Julio Cesar Hernandez-Castro, Pedro Peris-Lopez, Masoumeh Safkhani, Nasour Bagheri, Majid
Naderi. Another Fallen Hash-Based RFID Authentication Protocol. 6th International Workshop on
Information Security Theory and Practice (WISTP), Jun 2012, Egham, United Kingdom. pp.29-37,
10.1007/978-3-642-30955-7_4 . hal-01534308

HAL Id: hal-01534308
https://inria.hal.science/hal-01534308
Submitted on 7 Jun 2017

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-01534308
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

Another Fallen Hash-Based RFID Authentication
Protocol

Julio Cesar Hernandez-Castr®edro Peris-Lopéz Masoumeh Safkhahi
Nasour Bagheti Majid Nader?

1 School of Computing, Portsmouth University, UK
Julio.Hernandez-Castro@port.ac.uk
2 Computer Science Department, Carlos Il University of MadBpain
pperis@inf.uc3m.es
3 Electrical Eng. Department, Iran University of Science @adhnology, Tehran, Iran
{M_Safkhani, M_Naderi}@iust.ac.ir
4 Electrical Engineering Department, Shahid Rajaee Tedltaéming University, Tehran, Iran

NBagheri@srttu.edu

Abstract. In this paper, we scrutinize the security of an RFID protof&)l
which has been recently proposed, and show important \albilgies. Our first
attack is a passive one that can disclose all secret infasmstored on the tags’
memory. We only need to eavesdrop one session of the pratetalkeen a tag
and a legitimate reader (connected to the back-end dafedradeerformO(2'7)
off-line evaluations of th€RNG-function — while the authors wrongly claimed
the complexity of any such attack would be aroufi@idperations. Although the
extracted information is enough to launch other relevaachs and thus to com-
pletely rule out any of the protocol’s security claims, weliidnally present
several attacks using alternative strategies that shovpitbecol is flawed in
more than one way and has many exploitable weaknesses. Verisgly, we
present a tag impersonation attack that requires the égaaftonly two runs of
the protocol, and has a success probability of 1. It must bednat this attack
is, however, not applicable to the original protocol tha #uthors attempted to
improve so, in a way, their improvement is not such. Finallg, show two ap-
proaches to trace a tag, as long as it has not updated its sakres. For all the
above, we conclude that the improved protocol is even lesged¢han the origi-
nal proposal, which is also quite insecure, and cannot leweended.

Keywords: RFID, EPC-C1G2, Authentication, Secret Disclosure, Ipeation,
Traceability.

1 Introduction

Radio Frequency Identification (RFID) is a wireless techgglwhich can be
employed to identify or track objects in various applicaio Some common
applications are animal tracking, retail, supply chain agment in wholesale
stores, library access control, toll payments, theft pnéea, human implants,
and e-passports. A typical RFID system includes a readeaanunber of tags,
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which may range from the high end battery-powered ones witfr\Mgapabili-
ties, to the low-cost that are quite constrained in resauacel have no internal
power, harvesting it from the readers. The tag generalljudes some infor-
mation related to the tag holder, and can be fmadified by the reader, which
is normally securely connected to a back-end databaseghrdassical means
(e.g. SSL). This technology is expected to replace barcodg®cery and retail
stores in the near future.

However, despite the multiple benefits mentioned aboveyrig@nd pri-
vacy are the main concerns that slow down the rapid and widadpdeploy-
ment of this technology. For instance, regarding theserggaoncerns, only
the authorized readers should be able to read or modify themiation stored
on the tags, only valid tags should be authenticated by &rtegfie reader and
it should be infeasible for a fake tag to impersonate a legite one. To ad-
dress these multiple security and privacy requirementgrae RFID mutual
authentication protocols and their security analysis leready been proposed
in literature, e.g. [[4, 10,11, 14]. In addition, there argesal interconnected
standards for RFID systems, and among them EPC global anta8®played
a major role. The Electronic Product Code Class-1 Gener&tispecification
[6L[8] (EPC-C1G2 in short) was announced in 2004 by EPC Glahdl rati-
fied by I1SO [12]. However, later security analysis carried om the EPC-C1
G2 specification demonstrated several security concerii$3[1Researchers,
motivated by this, have proposed many EPC-compliant scheiinean attempt
to correct the weaknesses of the standard and improve itsityecand have
analyzed the security of these new schemies |[2+5] 9, 15]. 4rttem, one of
the most recent proposals is a protocol proposed by Hab#ii [9], which is
an improvement to the Yed#t al. ’s protocol [15]. Specifically, the authors an-
alyzed the security of Yeht al. 's protocol and proposed an improved version
as a repair for the attacks they found. This new proposakisrthin concern of
this paper.

In this paper, we show that Habigtial. did not succeed in their attempt, and
the proposed protocol is at least as insecure as its prestecddore precisely,
they decreased the security margin of the original proteatbler than improve
it, because it is possible to apply affiegient tag impersonation on the revised
protocol which is not applicable to the original protocai.dddition to that, all
the security problems of the original protocol remain uned|

Paper Organization : In § [Z some preliminaries and notations are intro-
duced. We describe the improved Yetal. 's protocol proposed by Habilgt
al. in §[3. A secret information disclosure attack is presente§ldn§ B and§
describe tag impersonation and traceability attacks ecsly. Finally, in§ [7]
we extract some interestings conclusions.
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2 Preliminaries
Throughout the paper, we use the following notation:

— EPCs: The 96 bits ofEPC code are divided into six 16-bit blocks, and then
these six blocks are XORed to forEPCs.

— DATA: The corresponding information for the tag, kept in the baoH
database.

— Kj: The 16-bit authentication key stored in the tag to be auitated by the
back-end database at thie+(1)" phase of authentication.

— Pi: The 16-bit access key stored in the tag to authenticate dok-bnd
database at thé 4 1) phase of authentication.

— Kag andKey: The old and new authentication keys, respectively, stored
the back-end database.

— Pgg andPpey: The old and new access keys, respectively, stored in tHe bac
end database.

— C;: The 16-bit index of the record of th¥ tag’s information in the back-end
database, stored in the tag.

— Coig andCren: The old and new back-end database indexes foitthag,
respectively, stored in the back-end database .

— X: The value kept as eitherew or old to show which key in the record of
the back-end database is matched with the ones on the tag.

— B «— A: Assign the value oA to B.

Nt andNg: 16-bit random numbers (nonces) that are generated by ghe ta

and the reader, respectively.

@: Exclusive-OR operation.

RID: The reader identification number.

PRNG: a 16-bit pseudo-random number generator.

— H(.): A secure cryptographic hash function.

3 Protocol Description

In this section we give a brief description of Habdbial. 's protocol — see the
original paper([9] for further details. This protocol hastphases: an initializa-
tion phase and an ¢ 1) authentication phase, which are described as follows:

Initialization Phase: In this phase, the manufacturer generates random values
for Ko, Po andCy respectively and sets the values of the record in the tag,
i.e.,Ki = Ko, P; = Pg, Cj = Cg and the corresponding record in the back-end
databaséqq = Knew = Ko, Poid = Prew = Po, Coid = Cnew = 0.
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Authentication Phase: The authentication phase of Habébial. 's protocol, in
its (i + 1) run, depicted in Fid.]1 in Appendix, is as follow:
1. The reader generates a random nunieand sends it to the tag.
2. ThetagreceiveNg, generates a random numidér, computesvi,, D, E
as shown below and finally senti;, D, C; andE to the reader:
M1 «— PRNG(EPCs® Nr & Nt) @ Kj andD «— Nt @ K; and
E «— Nt @ PRNG(C; ¢ K;).
3. Once the reader receives the message, it computesH(RID & Ng)
and forwardavl{, D, Cj, E, NRr, V to the back-end database.
4. The back-end database receits D, Ci, E, Ngr andV. After receiving
these values, it proceeds as follows:
— For eachRID stored in the database (DB), it compubé@Rl D & NR)
and compares it with the receivdto verifies the reader legitimacy.
— If C; = 0, which means that itis the first access to the tag, it praceed
as follows, iteratively:
e Picks up an entryKoid, Pold> Cold> Knews Pnews Cnew> RID, EPSg,
DATA) stored in database.

o \erifies whethetM; & Kqqg 2 PRNG(EPCs® Nr @ D & Kqg) or

M1 @ Kpew 2 PRNG(EPCs® Nr® D @ Kpew). If “Yes” marks X
asold or new provided that the verification process is satisfied
based on the new record or the old record.

— Otherwise, it use€; as an index to find the corresponding record in

the database and verify whetfRRNG(EPCs@ Nr@ D@ Ky) @Ky =
Ms. If “No” the protocol aborts.

— Verify whetherNt @ PRNG(Cx & Kx) 2 E. If “No” the protocol
aborts.
— ComputesM, andInfo as follows and forwards them to the reader:
My «— PRNG(EPCs @ Nt1) @ Px andinfo «— DATA® RID
— If X = new, updates the database as follows:
Koid «— Knew> Knew ¢— PRNG(Knew), Poid «— Prew.
Prew <— PRNG(Ppew), Cold «— Chews Chew <— PRNG(Nt @ NR).
— Else,Chav «— PRNG(Nt @ NR).
5. Once the reader receives the message, it extts&TA asIinfo® RID
and forwardsM, to the tag.
6. Once the tag receives the message, it proceeds as follows:
— Verifies whethePRNG(EPC<® Nr7) 2 Moa@ P;. If “No” the protocol
aborts.
— Authenticates the back-end database.
— Updates the contents kept insidekas; «— PRNG(K;),
Pi.1 «— PRNG(P;) andCj,1 «— PRNG(Nt & NR).
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It must be noted that the onlyfierence between the above protocol and the
original protocol, proposed by Yet al. [15], is that in the original protocad\l,
is computed a$1; = PRNG(EPCs @ NR) @ K;.

4 Secret Information Disclosure Attack

In this section we present affieient and passive attack that retrieves any secret
information in the tag, includingPCs, K; andP;. The main observation, which

is the milestone of the given attack, is the fact that givee PRNG(X) and

the assumptions that tHfeRNG-function is a public function, and the length
of Y and X is 16-bit, then it is possible to do an exhaustive search amdl fi
X as a pre-image of in the cost of at most*® off-line evaluations oPRNG.
Following this observation, and given the fact that thetagommunicates with

a legitimate readdr;, an adversaryAl) can disclose all the secret parameters of
T; as follows:

1. Eavesdrops one session of the protocol and stores alkttemreged mes-
sages:NR,Ci, M1 = PRNG(EPCs® Nr @ N7) @ K;,D = Ny @ K,,E =
Nt @ PRNG(C; @ K;) andM, = PRNG(EPCs & Nt) & Px.

2.¥i=0, ..., 2'6_1 does as follows:

— Kj «—iandNt «— D& K;,
— If E = Ny @ PRNG(C; @ K;) then returnK; andNr.

3. For the returned values & andNy from Sted2 and/i =0, ..., 216 _1
does as follows:

— EPCg i,
— If My = PRNG(EPCs® Nr @ Nt1) @ K| then returnEPCs.

4. For the returned values & and Nt from Steg 2 andEPCs from Step[ 8
assignsVl, @ PRNG(EPCs @ Nr) to P; and returns the following values:
Pold = Pi, Pnew = PRNG(P;),Koig = Ki, Knew = PRNG(Kj), Coig = C;.

The complexity of the given attack is limited to eavesdrogpbne session
of the protocol between a tag and a legitimate reader, arfdrpef'’ evalua-
tions of thePRNG-function. However, the adversary succeeds in its attaitk if
comes up with only one pre-image in each of Sféps 2[dnd 3 ofivlea agttack
(it must be noted that the existence of at least one pre-inmeggch step is guar-
anteed). Otherwise, it should repeat the attack severaktimcome up with an
unique solution. To increase théieiency of the proposed attack, the adversary
can blockMs in the last Step of the protocol to avoid the updating of theete
values. In this case two runs of the protocol should be farigugh to extract
all given parameters.
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Given all secret values of the tag, it would be easy to laurtbierorele-
vant attacks with a success probability of 1, and the coshef execution of
the protocol (e. g. traceability, tag impersonation, redagersonation and de-
synchronization).

Remark 1. It must be noted that a similar attack was applied by Hadibi. [9]

on the original protocol of Yelat al. and the improved protocol was proposed
to overcome this weaknesses. In their security analysiadtieors claimed that
the complexity of disclosing the secret information in thaiproved protocol

is 2*8 evaluations of the®RNG function. Nevertheless, we present aficgent
attack which retrieves all secret parameters with a cost’cé\zaluations, which
explicitly contradicts their claims.

Although the above attack ruins all the security propenigigctives of the
protocol, we continue presenting other attacks basedfereint strategies.

5 Tag Impersonation Attack

Tag impersonation attack is a forgery attack that leads @adhlntification of

spoofed tags by a legitimate reader. In this section we shmwadn adversary
can deceive the reader to authenticate it as a legitimatelriaipe given tag

impersonation attack, the adversary, which is an activeeradwy, can do as
follows:

Phase 1 (Learning): The adversary eavesdrops one successful run of the proto-
col and stores the messages exchanged between the reaties bagitimate
tag includingNg, M1, D, C; andE.
At the end of this phase the records linked to this tag in tleg{eed database
include Kaid, Poids Colds Knew> Prew> Crew» RID, EPSs, DATA) and the tag
record includes Knew, Prew> Crnew, EPSs), where:Kney = PRNG(Kqg),
Prew = PRNG(Pgid), Chew = PRNG(NT & NR), M1 = PRNG(EPCs @ Nr @
NT) @ Koids D = Nt & Kgig andE = Nt & PRNG(Cgig @ Koig)-

Phase 2 (Impersonation): To impersonate the legitimate tag, the adversary waits
until the reader initiates a new protocol session, where:
1. The reader generates a random nunijeand sends it to the tag.
2. After receivingNy, the adversary replies withl}, D, C/ andE’ where:
Mi =My = PRNG(EPCSGB N&EB NT)EBKom ’Ci, =Cod,D = D&Ngr®
N; = Nr @ Ki @ Nr® N; andE’ = E® Nr @ N; = Nt @ PRNG(Coig ©
Koig) ® Nr® N
3. Once the reader receives the message, it computesH(RID & Nf)
and fonNardsMi, D", Ci, E',Ng andV to the back-end database.
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4. Once the back-end database receives the message, iegsoae fol-
lows:

— For each storedID in the database, computegRID & Ng) and
compares it with the received. Since the adversary has not ma-
nipulated the exchanged message from the reader to theelpack-
database, the back-end database authenticates the reader.

— We assume that; # 0, then back-end database ug¥s= Cj as an
index to find the corresponding record in the database. Ttwde
would be found in its records for the fie@},4. Therefore the back-
end database marksasold. ,

— Verifies whethePRNG(EPCs@Ng@ D' @K/ )®Koig = M7, where:
PRNG(EPCs® N ® D" ® Koig) ® Koig =
PRNG(EPCs® Ny ® D ® Nr ® N; @ Kojg) ® Koig =
PRNG(EPCs® Nr @ D ® Koig) ® Kog = M1 = M.

— Verifies whetheN; @ PRNG(C/,, ® K/,) = E’, where:
Nt = D" ® Koig = Nt @ Nr® N; = N; @ PRNG(Coig ® Koig) =
Nt & Nr & N,R 57 PRNG(C0|d 57 K0|d) =F.

— Authenticates the adversary as a legitimate tag and cospge
andlnfo as follows, and forwards them to the reader:
M, «— PRNG(EPCs @ N;) ® P, andinfo «— DATA@RID
— SinceX = old, updates the back-end database as follows:
Claw < PRNG(N; @ Nf,).
5. Once the reader receives the message, it extB&TsA and forwards
M to the expected tag, which is the adversary.

Following the given attack, the adversary is authenticégthe back-end
database as a legitimate tag with a probability of 1, whiledbmplexity of the
attack is only two protocol runs with negligible time and nagrequirements.

It is worth to note that the given attack is not applicablet#® ériginal protocol

of Yeh et al. and the complexity of the best known tag impersonation lattac
against the original protocol ist2evaluations oPRNG function [9]. It shows
that Habibiet al. have decreased the security of the original protocol whjle t
ing to improve it — at least from this attack’s point of view.

6 Traceability Attack

In this section, we show that the improved Yetlal. 's protocol, like the original
protocol, puts at risk the location privacy of tags’ holdeezause it is possible
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to track tags with a probability of 1 — between two successfu$ of the authen-
tication protocol. The following properties of the protbeoe enough to trace a
given tagT;, as long as it has not updated its internal values:

1. When the reader or possibly the advers@rywhich supplants a legal reader
in a mutual authentication session, sends a random nulbter the tag, it
will answer withMy, C;, whereC; is the tag’s index in the back-end database
and will remain fixed as long as the tag does not participaother suc-
cessful protocol run to update its internal values.

2. Giventhat the tag’s reply to the reader’s (or adversangyygincludes and
E, whereD = Nt @ Kj andE = Nt & PRNG(C; & K;). It can be seen that if
A computesy as follows:

Y «— D@ E = Nt & Kj ® Nt @ PRNG(C; @ Kj) = Kij @ PRNG(C; & Kj)
thenY only depends oi; andC; and these ones will remain fixed as long
as the tag does not execute a new updating phase. Hémes be used as
a value to perfectly tracg;.

It must be noted that this attack also works against theraigirotocol of
Yehet al.

7 Conclusions

In this paper we analyzed the security of the improved &edl. 's protocol,
designed to be compliant with the EPC-C1G2 standard, antyhmie of the
most recent proposed protocols in this area. Our main attaakpassive full
disclosure attack which can retrievéieiently all the secret parameters of the
tag. The cost of this attack is the eavesdropping of one pobsession and the
performing ofO(217) off-line evaluations of th®RNG-function — while Habibi

et al. claimedO(2*®) evaluations are needed for any such attack. This attack
is so powerful that it ruins all the security properties iwiad by the proposed
scheme. To complete this analysis, and followinffedent strategies, we also
present tag impersonation and traceability attacks tratepthat these proto-
cols are flawed in more than one way and probably do not adngaian fixing.
Summarizing, in this paper we show how the improved protgcoposed by
Habibi et al. is more insecure that the one they tried to correct, whickdsat-
tably a too common occurrence in the area.
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A Habibi et al.’s Protocol Description

Back-end Server

K ..K_ P P ’Cw .G

For each RID, computes
V'= HRID® N, )
If V'—V, the tag
authenticates the reader.

If Ci=0, it computes
Ly =M®K
Lo =M, ®K,,
Verifies whether
For X e (old,new)

I, ==PRNG(EPC, ® N, )

Otherwise, it uses C; as an
index to find related entry. X
is determined either old or
new provided that C;=Cgq or
Chew

M,==N, ® PRNG(Cy ®Ky)

==
In the case of equality,
computes following and goes
to updating phase.

M, = PRNG(EPC,® N,)® P,
Info = DATA @ RID

V,N,,C,,M,,D,E

Reader

RID

M,, Info

Updating Phase
if  X=new then:
Ko = Koy »
K,. =PRNG(K)
Poa = Poew>
P..=PRNG(P,, )
Coq =Crows

C, = PRNG(N, @ N, )}
else:
C,.. = PRNG(N, & N;)

Y

V=HRID® N,)

DATA = Info® RID

Tag

K,.P.C,.EPC,

M, = PRNG(EPC, ® N, ®N,)® K
D=N,®K,
E=N, ® PRNG(C, ®K,)

M, @ P, ==PRNG(EPC, ® N,)
In the case of equality,
authenticates the reader and
goes to updating phase.

Updating Phase
K,,; =PRNG(K,)
P, = PRNG(P)

C,,, = PRNG(N, ® N,

Fig. 1. Improvement of Yelet al.’s Authentication Protocol by Habilgit al. [9]
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