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Abstract. Security and usability of systems continues tabeémportant topic
for managers and academics alike. In this papgsraeose two instruments for
assessing security and usability of systems. Thesmiments were developed
in two phases. In Phase 1, using the value-focibeiking approach and
interviews with 35 experts, we identified 16 clustefmeansand 8 clusters of
fundamentalobjectives. In phase 2 drawing on a sample of Q8érs we
administered a survey to purify, ensure reliahilégd unidimensionality of the
two instruments. This resulted in 15 means objestivorganized into four
categoriesrfiinimize system interruptions and licensing resitits maximize
information retrieval maximize system aesthetiesd maximize data quali}y
and 12 fundamental objectives grouped into fouregaties faximize
standardization and integratipnmaximize ease of use, maximize system
capability, and enhance system related communicdtio€ollectively the
objectives offer a useful basis for assessing ttiene to which security and
usability has been achieved in systems.

Keywords: security values, usability values, value focusedkihg, qualitative
methods, instrument development, quantitative nttho

1 Introduction

Consider a situation where Alice has to set upfliend’'s new computer. Alice sets
up a limited user account, changes the file peiomnssfor the entire user class, thus
allowing write and modify access for all non system partitions. Alice goestep
further and installs a freewaBuRunso that in case her friend called her again, she
could run certain programs without necessarilyragor administrative rights. Alice
also installedReturnil a software suite that allows automatic recoverycase of
problems. All in all, Alice considered this to be rather secure and a usable
arrangement. Alice’s friend however encounterechifigant problems with the set
up. Following a system update, SIW (System Inforomator Windows) kept popping
up warning windows and later hung up. With littlengouting knowledge Alice’s
friend tried uninstalling the virtual machine. Wisome luck she was able to delete



the folder, which stopped the conflict messagesnffmopping up. However in the
process she probably left her computer open fogrs¢vulnerabilities.

So, where does one draw a line between securitysablility? Alice thought that
she was probably doing a pretty good job, but bpdsing her own values in
configuring a system, she ended up creating sewarserabilities without even
realizing that they existed. Within organizatiobhgsi common to see such problem
occur and the solution perhaps resides in addiggessier expectation and inferring
authorizations based on designations [1]. Whilelitleeature has made several calls
for balancing security and usability, these havebeen adequately heeded to (e.g.
see [2, 3]). In majority of the cases where seguaitd usability has been considered,
it's been an afterthought at best with developersigh systems and later realizing
that security and usability considerations had meén adequately addressed. Such
development duality typically results in a haphdzsystem development (see [4, 5]).
A definition of a common set of security and us@pibbjectives would to a large
extent elevate the development duality problem t@g@nting objectives that must be
achieved. Such objectives would also help in priogd strategic direction for secure
and usable systems development.

In this paper, following Keeney [6], Dhillon and rkaadeh [7], and Torkzadeh
and Dhillon [8], we use value-focused thinking tefide security and usability
objectives. The study was undertaken in two phaBkase 1 involved a qualitative
definition of value-based objectives. Phase 2 hitlpadeveloping a parsimonious set
of security and usability objectives. The two plsaaad a final set of objectives are
discussed in the rest of the paper.

2 ValueFocused Security and Usability Objectives

As stated earlier, methodologically this researshbased on Keeney's [6] ‘value
focused thinking’ approach. Keeney suggests thatt mecision-making methods are
based on alternative thinking practices where a@w@re made only from a limited
list of available alternatives. The alternative dthspproach is constrained by the
limits imposed by decision-makers in the processideintifying constraints and
subsequently alternatives. As a consequence, thgilé tend to forget what they
really want to achieve. Since achieving an obyects the primary reason for being
involved in any decision situation, Keeney contetidg one should remain focused
on the bottom-line objectives, which makes decisioneaningful and of value,
instead of making choices among current alterngtiv€alue focused thinking is
proposed as a method by Keeney, to address thefumoltmental question - what do
we want to do and why. Research conducted by Kedeay see [6, 9]), has
attempted to expose underlying values in a widayaof decision contexts. The
inherent argument is that the value thinking precean help researchers and
managers alike to be proactive and hence create altarnatives instead of being
limited by available choices.

Value focused thinking consists of two main stapsliciting and framing values:
(1) conduct interviews and construct a list of wtiety want in the decision context,
(2) convert these statements into a common forrhaibgectives (an object and a



preference). In terms of modeling the means anddmental objectives, a network
hierarchy can also be put together. In the contdxbur research, this two-step
method is applied in order to assess values atablgeusers, to IS Security and
Usability. Thirty-five end-users of IS/IT servicegre contacted from employees of
five large businesses in the US. The businesggegented the following industries —
IT consulting, Hotel and Casino, Banking, Educataond Training. The interviews

formed the basis for eliciting the values.

Construct a list of what userswant. The best way to find out what users value
most is to ask them. Also, it is better to ask anynusers as possible because
different users may have different values and they express them differently.
However a difficulty lies in the latency of thesalwes. In many cases users' values
are hidden under the surface. Keeney recommendsatestimulation techniques to
surface these latent values. We chose a combimatibwo techniques to identify the
latent values. The first method used was a wigh lEach interviewee was asked to
express what their needs were in terms of secanityusability of systems they used
within their organizations. The second method,clvfaugments the simple wish list
method, was the probing technique. In order toaegpthe wish list and whenever
subjects are having problem articulating what thent, interviewer posed several
probing questions prepared beforehand. The ligtrobing questions included: “If
you did not have any constraints, what would ydijectives be?” "What needs to be
changed from the status quo?" "How do you evalissteurity and usability of
systems?" "What do you expect in terms of secuarnity usability?" "How do they tell
if security and usability of systems is good or BadBesides asking the interviewees
to generate a wish list, we also asked them to rgémea list of problems and
shortcomings in security and usability of systeimsytused. The basic idea behind
asking problems and shortcomings was to genergectokes by articulating their
concerns. The thirty-five interviews generated ¢hreundred and thirty seven
wishes/problems/concerns.

Convert statements into objectives. These statements are converted to
objectives, using a verb (direction of change) glo®bject (target of change) format.
Some statements on the list are compound sentewbéd) produce more than one
objective, and some statements were being repégteveral users. For example,
one user wishes "to be educated in moving betwédéreht applications and wants
help when he gets lost." Two objectives can actuadl derived from this wish: (1)
ease of navigation through the application ance(®jance system training quality. To
eliminate these ambiguities and redundancies, dgearchers reviewed each item on
the list independently. This review and refinemprdduced one hundred and thirty
objectives in a common form of a verb plus an dbjec

In ensuring security and usability, users wanteddioieve these one hundred and
thirty objectives. However, these objectives areatequately articulating values yet,
and also include duplication. The objectives wéentcategorized in order to surface
the meanings, and the values attached to clusteobfectives. The categorization
resulted in twenty-four clusters of objectives.

As a next step of framing values out of objectiegenty-four objectives were
classified into two categories: means objectived &mdamental objectives. The
criterion of classification is whether an objectigean intermediate one, i.e. is it a
means to achieve another objective or is it a fara a fundamental one in terms of




security and usability. As a result, eight fundatakobjectives were identified. The
means objectives, a total of sixteen, are preseitedable 1 and fundamental
objectives in Table 2. The tables do not showtadl individual objectives. These are
available from the authors on request.

Table 1. Means objectives

M eans Obj ectives (16 clusters, 91 items)

Clarify & improve system documentation M aximize system access

e.g.: Ensure easy access to system e.g.: Define role-based external access
documentation

Improve system sear ch capability M aximize system efficiency

e.g.: Ensure semantic based search features.g.: Ensure process fairness

M aximize data quality M aximize system esthetics

e.g.: Enhance data integrity e.g.: Enhance visualization of system security
M aximize database and system access M aximize system integrity

e.g.: Ensure web access to the system e.g.: Maximize system adaptability

M aximize disaster recovery M aximize system maintainability

e.g.: Ensure data availability e.g.: Ensure hardware robustness

M aximize productivity M aximize system reliability

e.g.: Ensure automated password retrieval e.g.: Maximize process execution accuracy
M aximize security & privacy M aximize task efficiency

e.g.: Decrease restrictiveness of system e.g.: Maximize automation of manual tasks
M aximize self-efficacy in training Minimize system interruptions

e.g.: Enhance system training quality e.g.: Minimize system down-time

Table 2. Fundamental objectives

Fundamental Objective (8 clusters, 59 items)

Enhance system related communications M aximize system administration

e.g.: Ensure exception reports go to functionality

management e.g.: Enhance connectivity at affordable price
Improve data organization M aximize system capability

e.g.: Ensure data archival functionality e.g.: Enhance application features

M aximize ease of use M aximize system integration

e.g.: Ensure ease of navigation through e.g.: Ensure functionality is designed into
application system

M aximize standar dization of system M aximize user requirementselicitation
features e.g.: Ensure system functionality meets

e.g.: Enhance customizable interfaces requirements




3  Quantitatively Derived Parsimonious Set of Security and
Usability Objectives

3.1 Method

In Phase 1, 150 items that influence informatiorstems (I1S) usability were
developed. These items were based on the totadfsEBO objectives identified in
phase 1. The additional 20 items were added torerthat all objectives were well
represented in the survey instrument. These itears grouped into two categories of
means and fundamental objectives. The means ol@satontain 91 questions (items)
grouped in 16 clusters (constructs). The fundanhestbfectives present 59 items
grouped in 8 constructs. The large number of iteanad in both objective sets may
have led to redundancy, but it helped content itglidince we were drawing on a
large universe of possible items [10].

Based on items found in Phase 1, we developed satiqgoeaire. A five-point
Likert-type scale was used, with a range from ateGgly disagree) to five (strongly
agree). The respondents were asked to expressnagreewith 150 questions
pertaining to the following context statemeritn order to respond to the questions
below, think of any system that you may be usingrerfamiliar with. What would
your ideal state be in terms of achieving your obtijes?” The survey was
administered to graduate and undergraduate studtertsEuropean University. We
obtained a sample of 201 (30.3% male, 69.7% femelg)ondents. The respondent
rate was 66.3%. The respondents were mature studétit work experience in a
variety of professions, such as, banking, sales|thware, information systems,
engineering, education among others areas. Thefatfe participants ranged from
18 and 50. All participants had experience withusitg and usability of IS, thus
being qualified to answer this survey.

The analysis of the data was undertaken with sevgoals: purification,
reliability, and unidimensionality. The followinghree steps were used in the
elimination process:

1. We eliminated the items if their corrected itestal correlation (the
correlation of each item with the sum of the ofitems in its category) was
less than 0.5, because, according to Churchill, [&ll]items that belong to
the same domain of the concept (construct) shaailbiighhly inter-correlated.

2. We eliminated the items if the reliability dfet remaining items was at least
0.9. Cronbach’'se. was computed to see if additional items could be
eliminated without substantially lowering reliabjli

3. A factor analysis was undertaken with the revingi items for each group to
eliminate items that were not factorially pure [124]his means that we
eliminated items that had a loading greater th&rof.more than one factor.

The purification of the items was done before thetdr analysis, to produce less
dimensions and not to confound the interpretatibthe factor analysis [11]. This
methodology provides brevity and simplicity of ffaetor structure.



3.2 Data

M eans Objectives. We performed the item procedure, described beforpurify the
means objectives category. First, corrected iteta-toorrelation of less than 0.5
suggests the elimination of 29 items. Second, #l@&hility analysis does not
eliminate any item. Finally, the factor analysiggests an elimination of 47 more
items.

After the elimination process, 15 items of the nseabjectives category were
obtained. In Table 3, we present the results of ftwor analysis using varimax
rotation for the retained items. Bartlett's testsphericity was 1278.4 (p < 0.001).
This means that the data contains enough commaanear to perform a factor
analysis. Kaiser-Meyer-Olkin (KMO) measures thecq@ey of the sample; KMO is
0.88 (KMO > 0.80 is good [13]), which reveals that the mawixcorrelation is
adequate for the factor analysis. The resultsefdlotor analysis revealed four factors
with eigenvalues greater than one. These factomaiex 67.5% of the variance
contained in the data.

Table 3. Factor analysis of means objectives in Phase 20(h=2

Corrected
F1 F2 F3 F4 Item-Total
Correlation

Minimize system interruptions and licensing
restrictions
(I\)/IJ?Slmlze unnecessary system lock outs & tlrrbe73 0.69
Minimize system interruptions 0.73 0.64
Minimize application licensing restrictions 0.71 0.64
Minimize the total cost of ownership 0.63 0.63
Minimize system down-time 0.55 0.55
M aximizeinfor mation retrieval
Maximize efficiency of system tasks 0.74 0.74
Maximize task efficiency 0.73 0.71
Maximize system efficiency 0.71 0.72
Maximize database and system access 0.62 0.65
M aximize system esthetics
Ensurg color combinations are visually 0.81 0.66
appealing
Ensure good application display 0.68 0.66
Maximize system esthetics 0.59 0.60
M aximize data quality
Enhance data integrity 0.74 0.61
Increase timely application data access 0.689 0.5
Incrgasg ease in editing and updating of 056 0.53
application data accurately
Eigenvalue 577 170 138 126 -
% Variance 38.5% 11.3% 9.2% 8.4% -

Note: loadings greater than 0.3 are reported; the imgrouped by highest factor loading
and presented by descending order.



The four factors found were easily interpreted, ythare: minimize system
interruptions and licensing restrictiondive items), maximize information retrieval
(four items),maximize system esthet{tisree items), anthaximize data qualitithree
items). The range of loadings is respectively: @58, 0.62-0.74, 0.59-0.81, and
0.56-0.74. All the factors have a loading greateant 0.5. This indicates that our
analysis employs a well-explained factor structure.

The range of corrected item-total correlation varietween 0.55 to 0.69 for
minimize system interruptions and licensing resitits, 0.65 to 0.74 fomaximize
information retrieval 0.60 to 0.66 fomaximize system esthetiesid 0.53 to 0.61 for
maximize data quality.

The reliability for each construct was: 0.84 foinimize system interruptions and
licensing restrictions 0.86 for maximize information retrieval0.80 for maximize
system estheticand 0.75 fomaximize data qualityThe overall reliability for the 15
item scale was 0.88. This reveals that reliabditgeeds the suggested cutoff value of
0.70 [14].

Fundamental Objectives. To purify the fundamental objectives category weduthe
same item purification procedure. The first craenias to eliminate items below 0.5,
it allowed us to eliminate 17 of the 59 items ofb¢ai in Phase 1. The second criteria,
reliability analysis, did not eliminate any iteniSnally, the factor analysis suggested
the elimination of 30 more items.

Subsequent to the elimination process, the fundtahebjectives scale included
12 items. First, Bartlett's test of sphericity wh292.3 (p < 0.001). These factors
explain 76.5% of the variance contained in the .datee KMO is 0.82 (KMO> 0.80
is good [13]), which reveals that the matrix of retation is adequate for factor
analysis. This reveals that the data contains @mcoghmon variance to perform the
factor analysis. Four factors with eigenvalues gethan one is obtained (Table 4),
and the interpretation of each factor was not diffi i.e.: maximize standardization,
integration and user requirement@} items), maximize ease of us€ items),
maximize system capability (3 items), agthance system related communicati¢hs
items). The ranges for factor loading were, respelst 0.61-0.86, 0.56-0.85, 0.62-
0.75, and 0.87-0.87. All the factors have a loadjreater than 0.5. This indicates that
our analysis employs a well-explained factor strcet

The range of corrected item-total correlation facteitem varies between: 0.61 to
0.78 formaximize standardization, integration and user liegents 0.59 to 0.74
for maximize ease of us8.61 to 0.72 for maximize system capability, @@l to
0.81 forenhance system related communicatiofise reliability scores were 0.87,
0.83, 0.82, and 0.89 respectively for each constiitlee overall reliability for the 18
item scale was 0.88. The reliability exceeds thygsated cutoff value of 0.70 [14].



Table 4. Factor analysis of fundamental objectives in Pl2age=201)

Corrected
F1 F2 F3 F4  ltem-Total
Correlation
Maximize standardization, integration and
user requirements
Maximize standardization of system features 0.86 0.78
Maximize functional standardization 0.82 0.77
Maximize system interoperability 0.64 0.67
Maximize automated internal controls 0.61 0.65
M aximize ease of use
Maximize ease of use 0.85 0.74
Maximize ease of system use 0.77 0.73
Maximize ease of system navigation 0.56 0.59
M aximize system capability
Enhance explanatory features in the system 0.75 0.72
Enhance geographic location features 0.73 0.69
Enhance e-commerce features 0.62 0.61
Enhance system related communications
Minimize user interaction with system 087 081
developers
Minimize users' interaction with technical 087 081
personnel
Eigenvalue 517 162 126 1.13 -
% Variance 43.0% 13.5% 10.5% 9.4% -

Note: loadings greater than 0.3 are reported; the iterasgrouped by highest factor loading
and presented by descending order.

In short, the results obtained in Phase 2 present geliability and validity
measures for both instruments developed (mean<tolgs: 4-factor with 15 items;
fundamental objectives: 4-factor with 12 items).

4  Discussion

The findings from our research present an intargsthix of security and usability
objectives that any software developer would fisdful. The fundamental objectives
identified include:maximize standardization and integratjionaximize ease of use
maximize system capabilignhance system related communicatibypically system
developers tend to focus on one or the other satbgdctives. For instance past
research has typically suggested that perceive@ edsuse effects perceived
usefulness and hence behavioral intention to Usp However the measures are not
entirely useful to a typical system developeiz( @nstructs such as perceptions of
internal control, computer anxiety, playfulness)eterom a security and usability
perspective perhaps ease of system navigationtendedneral perception of easy to
use seem more logical.



Another important aspect as always, is relatedystesn related communications.
In the literature various proposals have been mddese have ranged from
development ohybrid manager$16] who can help bridge the gap between technical
system developers and actual users to the develdpohéntrinsic competencies for
harnessing technology [17]. While all these assestimay present significant
theoretical opportunities, typically in organizatio we are still to see adequate
management of interactions between users and tmmital staff. Inability to deal
with such relationships results in systems gettibgsed or not properly used. And
thus pose significant security challenges.

The importance of standardization and integratioadcurity and usability cannot
be underestimated. A casual review of various s$igcand usability standards itself
suggests a plethora of options. In the usabilitpnmnity although ISO standards
such as ISO 9241 1995 exist, there is lack of awmse with respect to the
conformance methods. Dzida [18] notes, “If a pradsclaimed to meet a standard,
the procedure used in testing the product agaiesteaquirements should be specified
to guarantee reproducibility of results. Some séadsl prescribe a certain test method,
some recommend a method, and some inform the rehaethe procedure used in
testing is a matter of negotiation between theig@rinvolved”. In information
security, while ISO 27799 exists, there are equather competing standardeiz.
SSE-CMM among others). Perhaps one of the reagsothdoinadequacy of existing
standards and an existence of a large set is becdus lack of core objectives that
need to be achieved in managing security and usabiflore often than not the
standards seem to be “cobbled” together to fit @@se. Our research has identified
four rather interesting standardization requirementstandardization of features,
functional standardization, interoperability andaamated internal controls. As a case
in point simply consider academic university wedssifaicross institutions. Perhaps
some functional and feature standardization wowlthes in handy as would access
and availability of information. Failure to do sotronly makes it difficult to navigate
systems but; opens up institutions to several valvities (e.g. see website breaches
at Utkal University India, St Louis University US#nong others).

Our research has found that fundamental objecfivesecurity and usability can
be achieved if there is a corresponding appreciatib the means to achieve the
fundamental objectives. Means objectives identifiedhis study includeminimize
system interruptions and licensing restrictipmmaximize information retrieval
maximize system aesthetiosaximize data quality

In our study we found that the higher licensingts@nd poor quality of systems
and data results in bypassing legal software anayroéthe controls. This can have
serious consequences on the integrity of systenss.aAconsequence, virus and
malware problems are also known to creep in. Gigbasd Smith [19] has argued
that proper guardianship helps in preventing sudherabilities. Guardians are also
known to facilitate usability of system. Retriewdlinformation from systems has also
been a well-researched topic area and sits at tisp of security and usability
dimensions. Griffith and Jakobsson [20] for exampd¢e that mother’s maiden name,
a usual means to retrieve data from financial tutins, can actually be deduced
with great accuracy from public records. Some megrhas however been made by
adding personal knowledge questions for informatietrieval, but more so for
fallback authentication. From a security and usghlerspective enough thought has



not gone into the strategic aspects of informatietnieval and their relationship to
security and usability. Our research indicatesoitbe an important objective for
consideration.

Another important aspect, as identified in our gtyzbrtains to data quality. In the
literature poor data quality has been known to htwe implications. First, the
security of an enterprise gets compromised (seem@nd[21]). This is because
security is directly linked to the accuracy of d&acond, usability of the system gets
guestioned. If the system and the data thereiroisuseful [22], is out of context,
there is typically a loss of ownership. This resutt significant security problems.

Theoretical and practical contributions. The major theoretical contribution of the
security and usability objectives presented in graper is their intertwined nature.
Typically security and usability have been treatexdseparate constructs. At best
researchers have pondered about security implitatié low usability systems or the
implications of highly secure systems on lack adhikty (see [1, 2, 21, 22]). While
both the contentions are worthy of investigatiomeyt fall short of providing a
strategic direction for secure and usable systeweldpment. We believe that our
research provides a theoretical framework for asking security and usability. The
major tenants of our theoretical contribution are:

»  Well-grounded security and usability objectivestthiee based on the values
of individuals. Value based objectives are congdemuch better for
strategic planning relative to the alternative blasiejectives (see [23]).

e Our value proposition combines security and usgbMhile in the literature
calls for aligning the two have been made [2], ¢hleas been practically no
follow up research. By combining the two construeéshave in many ways
presented a well-aligned set of security and uisglobjectives.

At a practical level, research presented in thjgep®ffers requirement objectives
that system developers should use to design seanid usability into the systems.
Typically security has been considered as an hfiaght in the design process [7].
And usability has been addressed in an iterativan@a While system developers
seem to develop their own processes in addressingrity and usability concerns, a
structured framework is however a preferred appgroside believe that the guidance
provided by the security and usability objectivesatibed in this paper forms a solid,
theoretically grounded, empirically derived basisthe range of development tasks.

5 Conclusion

This paper examines the combination of security asability of systems in two

phases. In Phase 1, we developed value-focusedityemind usability objectives. A

gualitative approach revealed 150 objectives, 9lanse objectives and 59
fundamental objectives, grouped respectively iftoahd 8 means and fundamental
objectives. A quantitative approach was developedPhase 2, with the aim of
purification, reliability and unidimensionality, dm which a parsimonious set of
security and usability objectives were derived.i&ans objectives were obtained,



grouped in four constructs, which aminimize system interruptions and licensing
restrictions maximize information retrieval maximize system aestheticand
maximize data qualityin terms of fundamental objectives, 12 fundamlewitiectives
were obtained, grouped in four constructs, respelgtimaximize standardization and
integration maximize ease of usmaximize system capabilitpndenhance system
related communicatianWe believe that this paper offers a good basisbftter
understanding of security and usability objectiviéimally, with further research the
instruments presented in this paper could be fustakdated.
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