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Abstract. Since JPEG is the most widely used compressiomatd, detection
of forgeries in JPEG images is necessary. In daereate a forged JPEG im-
age, the image is usually loaded into a photo reglisioftware, manipulated and
then re-saved as JPEG. This yields to double JREB@ssion artifacts, which
can possibly reveal the forgery. Many techniquastli@ detection of double
JPEG compressed images have been proposed. Hownaar the image is re-
sized before the second compression step, the ibtpcitifacts of the first
JPEG compression are destroyed. Therefore, mosttegptechniques for de-
tecting double JPEG compression do not work fog tase. In this paper, we
propose a technique for detecting resized doutsJEompressed (called RD-
JPEG) images. We first identify features that cagriminate RD-JPEG images
from JPEG images and then use Support Vector Mashi@VM) as a classifi-
cation tool. Experiments with many RD-JPEG image# wifferent quality and
scaling factors indicate that our technique worlked.w
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1 I ntroduction

Due to the large number of available image proogsiols, digital images can easily
be altered without leaving visual evidence. Thamfdeveloping techniques for judg-
ing the authenticity of digital images became ageuat need. There are many types of
image forgeries, which can be detected by diffeirmiaige forensic methods [1]. Since
JPEG is the most popular image type and it is stpgddoy many applications, it is
worthwhile to develop forensic techniques for JAEGges.

Although there are many ways of making forgeriea i9PEG image, most share
three main steps: 1) loading the JPEG image wtsatbmpressed by quality factor
QF; to a photo editing software, 2) manipulating tihhimge and 3) re-compressing it
as a JPEG file with quality facta@F,. Consequently, the forged image is doubly
JPEG compressed (called D-JPEG). Detecting aifattiouble JPEG compression
is an important step to judge whether a JPEG inmgethentic. To this end, several
techniques have been developed [2-8]. The authdi, i3] found that whe®F; is
different fromQF,, periodic artifacts are present in the histografthe DCT coeffi-



cients of D-JPEG images. The periodicity can begaized in the Fourier transform
through peaks in the spectrum. Lin et al. [4] exjshthe global approach of [3] by
locating the tampered regions in D-JPEG imagesndiaet al. [5] proposed an en-
hanced version of [4], leading to an improvementha&f accuracy of the algorithm.
The authors in [6, 7] showed that the distributadrthe most significant digit of the
DCT coefficients in JPEG images follows the geneeal Benford distribution. This
distribution is very sensitive to double JPEG coasgion and this property can be
applied to detect D-JPEG images. Chen et al. [Bppsed a set of image features,
which have subsequently been evaluated by a SVMdoelassifier.

A limitation of these techniques is that they candetect D-JPEG images if the
JPEG images are cropped before the second congmessp is applied. The reason
is that the corresponding blocking grids in thetficompression and in the second
compression are no longer aligned. In order to @vee this limitation, some other
techniques have been proposed [9-11]. In [9] aKigcartifact characteristic matrix
(BACM) is computed to measure the symmetric repriegmn of the blocking arti-
facts introduced by JPEG compression. Since thevstny of the BACM of a JPEG
image is destroyed after the image is croppedBth@M can be used as evidence for
detecting cropped double JPEG compressed imagesaitmors of [10] model the
linear dependency of the “within-block” pixels (plg that are not on the border of
segmented 8x8 image blocks), compute the probalfitthe pixel being linearly
correlated to its neighbors and form the map ofptababilities of all pixels in the
image. The map is converted to Fourier domain awersl statistical features from
the different peak energy distribution are extrddte order to discriminate cropped
D-JPEG images from non-cropped D-JPEG images. Alsiyet reliable technique
to detect the presence of cropped double JPEG e&msipn has been introduced in
[11]. This technique is based on the observatian te DCT coefficients exhibit an
integer periodicity when they are computed accgrdim the grids of the primary
JPEG compression.

Although [9-11] work well for detecting cropped dd®&1 JPEG compressed im-
ages, they are defeated if the images are resigietlebthe second compression. The
reason is that due to the effect of re-sampling, ifocking artifacts will be broken.
The authors of [12] demonstrated the influenceesfzing on the detection results of
[7, 8]. To the best of our knowledge, there areyamlfew techniques for detecting
resized double JPEG compressed (RD-JPEG) image&$]1.Xirchner and Gloe [13]
apply a re-sampling detection technique (which wasginally designed to work with
uncompressed images) to JPEG images and analyzeheo®PEG compression af-
fects the detection output. A limitation of [13]tlsat the detection rates when applied
to RD-JPEG images are very low@F; is much larger thaQF,. Besides, if the
JPEG images are down-sampled before the secondressiqm, the technique is
mostly defeated. The technique [14] extracts nedghly joint density features and
applies SVM to them. Although this technique woidsboth up-sampled images and
down-sampled images by different interpolation rod# it is analyzed by the au-
thors only for quality factors (bot®F; andQF,) of 75 and no information on false
positives is given. Bianchi and Piva [15] proposedalgorithm, which can be sum-



marized by some steps: 1) estimate the candidsig factor; 2) for each candidate
factor, undo the image resizing operation and meathe NLDP (near lattice distri-
bution property); 3) if the result is greater tlepredefined threshold, label the image
as resized double JPEG compressed. Furthermordetheique [15] can estimate
both the resize factor and the quality factor &f finst JPEG compression of the ana-
lyzed image. The experimental results in [15] shbat it surpasses [13] in the same
test condition, but similar to [13], it seems mdifficult to detect wherQF; is much
larger tharQF,.

In this paper, we propose a new technique to d®EcIPEG images. The tech-
nigue first reveals specific features of JPEG insalge using a re-sampling detector.
These features are subsequently fed to SVM-basedifiers in order to discriminate
RD-JPEG images from JPEG images. In compariso3f pur technique does not
require to distinguish in detail the peaks causedREG compression from the peaks
caused by re-sampling. In comparison to [14], qapraach does not need to extract
complex image features for classification. The téghe [15] consists of some intri-
cate steps, which mostly use for the purpose dadrsevengineering of resized double
JPEG compressed images.

In Section 2, we briefly introduce state-of-the+tasampling detection techniques.
Re-sampling detection is an important step of eahhique and any of the mentioned
re-sampling detectors can be used in our construclihe proposed detection algo-
rithm for RD-JPEG images is explained in Sectioar®l experimental results are
shown in Section 4. Lastly, the paper is concludeSlection 5.

2  Techniquesfor Image Re-sampling Detection

To create a convincing forged image, the geométthi@mimage or some portions of it
is often transformed. Once a geometric transfolonatsuch as resizing or rotation) is
applied to an image, a re-sampling process is uaebl Interpolation is the central
step of re-sampling in order to estimate the valuthe image signal at intermediate
positions to the original samples. Based on speatffifacts created by interpolation,
there are several techniques to detect tracessEmpling in digital images.

Gallagher [16] realized that low-order interpolatégnals introduce periodicity in
the variance function of their second derivatiigased on this observation, the au-
thor proposed a technique to detect whether anerhag been re-sampled. A limita-
tion of this technique is that it works only in thase of image resizing. Using the
Radon transform, Mahdian and Saic [17] improved] [dd& that their technique can
detect not only image resizing, but also imagetimta Popescu [18] noted that there
are linear dependencies between neighboring pixelse-sampled images. These
correlations can be determined by using the Extieotdaximization (EM) algo-
rithm. The output of the algorithm is a matrix icaing the probability of every im-
age sample being correlated to its neighbors @ahenap). The p-map of a re-
sampled image usually contains periodic patterdschvare visible in the Fourier
domain.



A drawback of [18] is that its computational comyite due to the use of the EM
algorithm. Based on [18] some improved techniguegstbeen introduced in [19] and
[20]. The author in [19] showed that the p-map oéa&ampled image is periodic and
this periodicity does not depend on the predictiaights that are used to compute
the correlations of neighboring pixels. Therefdre,used a predefined set of predic-
tion weights to compute the correlation probabiliyevery image sample and de-
signed a fast re-sampling detection technique whigiasses the EM algorithm.

Although the values of prediction weights do ndeetf the periodicity of the p-
map in theory, the authors in [20] found that théested set of predefined weights
can strongly affect the obtained results: using preelefined set of weights for detec-
tion, peaks can be recognized in the transformathp; but using another set, peaks
are not evident (though the periodicity existstiadry). Therefore, they use a prede-
fined set, which is chosen through experimentatind apply the Radon transforma-
tion to the probability map of the analyzed imageoider to enhance the frequency
peaks and consequently the robustness of the bvechhique. An example for de-
tection of (uncompressed) re-sampled images bygygi is presented in Fig. 1.

Fig. 1. Shown in the top row is the original image andvaman the bottom row is the re-
sampled image by a factor of 1.2. Shown in thertest column are the original image and the
re-sampled image. Shown in the middle columns laeeprmaps and the magnitudes of the
Fourier transforms of the p-maps. Shown in thetrighst column are the Fourier transforma-
tions of the Radon transforms of the p-maps.
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Fig. 2. Shown in the left is a JPEG image 0Fig. 3. Shown in the left is the detection result

Lena and in the right is the detection result by the JPEG image of Lena and in the right
using a re-sampling detection technique. ~ the detection result of the RD-JPEG version

of the same image.




The techniques [16—-20] work well for detecting &gof re-sampling in uncom-
pressed images. However, they fail when appliedPlBG images. The reason is that
JPEG compression has an effect similar to neasghbors interpolation and the re-
sampling detector will get confused [16]. An exdenpan be seen in Fig. 2, which
shows a JPEG image that has not been re-sampletheyspectrum when applying
the re-sampling detector [17] contains strong peaks

In the next section, we propose a technique whggs one of these re-sampling
detectors as the first step for detecting RD-JPfE&ges. Although any mentioned re-
sampling detection technique in this section camded, we choose [17] because of
its efficiency as well as its speed.

3 Proposed Techniquefor Detecting RD-JPEG | mages

When using [17] to detect re-sampling in both JREB&ges and RD-JPEG images,
we empirically found that the detection resultsRID-JPEG images seem to have
more peaks than those of JPEG images. An exampeoisn in Fig. 3. This is be-
cause the detection result of a RD-JPEG image icantet only the peaks introduced
by JPEG compression, but also the peaks due tamgisg. Nevertheless, the differ-
ence is not always easy to recognize by human 8gsides, it is necessary to auto-
matically classify RD-JPEG images from JPEG imadesthis end, we first apply
the technique [17] to JPEG images, and then exttectvalues of maximal peaks
from the normalized Fourier spectrum. The extradtedures are subsequently fed to
SVM-based classifiers in order to discriminate REEG images from JPEG images.
Since SVM is only a binary classifier, we use twiffedent approaches to design
SVM classifiers for detecting RD-JPEG images.

In the first approach, we design a single SVM défassfor directly distinguishing
JPEG and RD-JPEG images, compressed by differatitygtactors. To this end, the
features of a set of JPEG images and their re-sammrsions (the number of JPEG
and re-sampled JPEG images are the same) aretedtifac training a SVM classi-
fier. This approach is simple and suitable for maityations in practice when we do
not know the quality factors of the analyzed imad¢swever, through experiments,
reported in Section 4, we find that this techniquarks well mostly wherQF; is
lower than theQF,.

The second approach is based on the idea that @Rijeof a double JPEG com-
pressed image is usually not known to the analyss,can reliably be computed from
the bitstream of the JPEG image (see Appendix AusT instead of using one single
classifier for all quality factors, we design seletifferent SVM classifiers, each of
which distinguishes JPEG and RD-JPEG images forspeeific value ofQF,. Once
the last quality factor of an analyzed JPEG imagenown, the corresponding classi-
fier will be applied to it. The method to desigolassifier for a particula®@F, is simi-
lar to the first approach: we first use a set dE@GFmages and another set of RD-
JPEG images (the numbers of images in both setthareame and every image is
compressed b@®F,) and then extract image features for trainingotimer words, the



last quality factor of a tested image is first itieed, and then the image will be ana-
lyzed by the corresponding qualifier. In next semtiwe discuss experimental results
for both approaches.

4 Experimental Results

First, we randomly choose 200 uncompressed images the UCID image database
[21]. We create 5 datasets of JPEG images by casipige the uncompressed images
with the quality factors of 40, 50, 60, 70, and 88e JPEG images are subsequently
resized by a scaling factor of 1.2 and recomprebgetifferent factors of 40, 50, 60,
70, and 80. As a result, we obtained 5 dataset®@® RD-JPEG images correspond-
ing to each dataset of JPEG images.

To test the first approach, we create a single SNddsifier by using two groups of
JPEG images and RD-JPEG images (with the scalotgrfaf 1.2) for training. After
the training process (presented in Section 3) vpdyahe classifier to test RD-JPEG
images. In training, we consider two cases of chff¢ quality factors: 1) 100 JPEG
images compressed by a quality factor of 50 andRDQIPEG images re-compressed
by a quality factor of 70@F,=50, QF,=70 and scaling factor =1.2) and 2) 100 JPEG
images compressed by a quality factor of 70 andRDQIPEG images re-compressed
by a quality factor of 80@¢F,=70, QF,=80 and scaling factor =1.2). Analyzing the
detection results (see Table 1 and Table 2), weddhat the technique works well
for detecting RD-JPEG images wh&€&, is smaller tharQF,. Otherwise, wheQF;
is larger tharQF,, the detection rate is reduced. In our experiméhisfalse positive
rates (computed by testing the classifier on dédaseJPEG images which have been
compressed by different quality factors of 40, 80, 70, and 80) are lower than 10%
in the first case and lower than 8% in the secawtc

In a more realistic scenario, we test the techriqurethe RD-JPEG images, which
have been resized with a different scaling fadtantthe factors are used in the train-
ing process. The datasets are created in the sameasvabove, except the scaling
factor 1.1 is used instead of 1.2 (i@F,=70, QF,=80 and scaling factor =1.1). Al-
though the detection results (in Table 3) are tleaorse compare with Table 1 and
Table 2, we found that the degradation is not figpmt; therefore, the technique can
potentially work in case the scaling factor is uowm.

In the second approach, we consider 5 differenéasrresponding to @F, of
40, 50, 60, 70, and 80. The casegX¥=40, we organize the training images into two
groups: a group of 100 JPEG images (the qualitiofaaf 40) and the other group of
100 RD-JPEG image®F;=50, QF,=40 and scaling factor=1.2). The extracted fea-
tures are used to train a SVM classifier that carused to detect RD-JPEG images
which compressed by th@F, of 40. We repeat this process for the other caden
QF, is 50, 60, 70, and 80. The detection results stirg RD-JPEG datasets are pre-
sented in Table 4. We noticed that following theosel approach, the technique
works well even ifQF, is larger tharQF,. The false positive rates are lower than 10%
(9%, 8%, 5%, 6% and 3% when testing JPEG imagepEssed by the quality fac-



tors of 40, 50, 60, 70, and 80 respectively). SidB&G compression with a lower
factor produces stronger peaks in the Fourier sp@ctit obtains higher false posi-
tives.

Table 1. Detection results using a single SVM classifieai(ting JPEG images compressed by
QF=50 and RD-JPEG images re-compresse®By=50, QF,=70) for RD-JPEG images by the
scaling factor of 1.2 and by different quality farst QF; in rows andQF, in columns).

40 50 60 70 80

40 65.5%| 91.0% 99.5% 99.5% 84.5%
50 52.5%| 80.0% 97.0% 99.0% 87.0%
60 35.5%| 77.594 92.5% 98.5% 88.0%
0
0

70 19.5%| 67.5% 87.0% 99.0 84.0%
80 10.5%| 45.0% 79.5% 91.5 78.0%

Table 2. Detection results using a single SVM classifieaifting JPEG images compressed by
QF=70 and RD-JPEG images re-compresse®By=70, QF,=80) for RD-JPEG images by the
scaling factor of 1.2 and by different quality farst QF; in rows andQF, in columns).

40 50 60 70 80
40 70.0%| 94.0% 98.5% 99.0% 95.0%
50 62.0%| 80.0% 92.5% 98.5% 98.0%
60 | 48.0%| 76.0% 87.5% 96.5% 99.0%
70 | 33.5%| 68.0% 83.0% 93.5% 99.0%
80 24.0%| 57.0% 69.0% 81.0% 92.0%

Table 3. Detection results using a single SVM classifieai(ting JPEG images compressed by
QF=70 and RD-JPEG images re-compresse®By=70, QF,=80) for RD-JPEG images by the
scaling factor of 1.1 and by different quality fart QF, in rows andQF, in columns).

40 50 60 | 70 80
40 | 37.0%| 57.04 63.5% 78.0% 82.9%

0
50 37.0%| 58.094 63.5% 78.5% 83.0%
60 26.0%| 48.0% 66.5% 77.5% 87.0%
0
0

70 13.5%| 43.5% 68.0% 77.5 73.0%
80 10.5%| 39.0% 62.5% 77.0 86.9%

Table 4. Detection results using dedicated SVM classifiereRD-JPEG images (depending on
the quality factor of the second compression) leystaling factor of 1.2 and by different qual-
ity factors QF; in rows andQF, in columns).

40 50 60 70 80
40 95.0%| 91.5% 89.5% 99.0% 98.0%
50 90.0%| 90.0% 88.5% 98.5% 99.5%
60 89.5%| 91.0% 97.5% 98.0% 100po
70 87.5%| 85.0% 95.0% 99.5% 98.0%
80 85.0%| 80.0% 96.0% 100% 99.0%
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Fig. 4. Detection results for RD-JPEG images by differaaling factors: (a) the quality fac-
tors of the trained images and the test imagethareame, (b) the quality factors of the trained
images and the test images are different.

-4~ QF,=50, QF,= 70
—e—QF =70, QF,= 80
-b- QF,= 70, QF,= 50

In order to assess the influence of scaling fasterfest the proposed technique for
detection of RD-JPEG images with various scalirgdiss. The RD-JPEG images are
created by resizing JPEG images (firstly compredse®F;) of different scaling
factors (from 0.6 to 1.9) and then they are recasged (by a different quality factor
QF,). We consider three cases: Q=50 andQF,=70, 2)QF,=70 andQF,=80 and
3) QF;=70 andQF,=50. We create different datasets of JPEG imagdsRanJPEG
images and in each case, the training and testimgepses of the classifiers are con-
ducted as described before. The detection resultarious scaling factors are shown
in Fig. 4a. Due to missing information in the dosampling process, the detection
rates of the down-sampled images are very low. dietp up-sampled images is pos-
sible with much higher rates. In some cases, thectien rates even reach about
100%. In this scenario, the test images are corspdewith the same quality factors
as the training images (but with different scalfagtor). We found that scaling fac-
tors affect the detection results: typically théed&ion rates tend to increase.

Lastly, in a more realistic scenario, we apply tbehnique trained by one image
type QF:=70, QF,=80, scaling factor = 1.2) to images with differéypes QF,=50
and QF,=70, QF,=70 andQF,=50, and scaling factor ranges from 0.6 to 1.9) Th
detection results are presented in Fig. 4b. Altlhotige results deteriorate (compare
with Fig. 4a), we found that the degradation issighificant; therefore, the technique
can potentially work in a real condition.

5 Conclusion

In this paper, we designed a technique for detgeisized double JPEG compressed
images. The technique is based on applying a r@lgagndetector to JPEG images,
and extracting features from strong peaks of thenatized Fourier transformation.
Then the extracted features are fed into a SVM«batassifier in order to discrimi-
nate RD-JPEG images from JPEG images. We propasenethods to design SVM
classifiers: one single global classifier and salelassifiers depending on the quality



factor of the last compression. Although the fapproach is simple and easy to use,
the second approach achieves higher detection latesmparison with some exist-
ing techniques our technique has higher detectitesrwhen the quality factor of the
first compression is larger than the quality faasérthe last compression and when
detecting down-sampled images. We apply the teclenig test RD-JPEG images
resized with different scaling factors and foundttthe scaling factors can affect the
detection results. In future, we will apply the heiue for the detection of rotated
double JPEG compressed images and use other réhsguaptectors in our technique
so that we can compare their efficiency in the ceteof RD-JPEG images.
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Appendix A. Determining the last quality factor of a JPEG images

The compression ratios of JPEG images are cordrdile the quantization tables
which used in the compression process. In this pape focus on images stored in
the JPEG Interchange File Format (JFIF). The JBIthé most commonly used for-
mat for JPEG data [22]. The quantization table tea¢ used to compress an image is
stored in the JFIF header [23]. This table (callefican be identified by using the
JPEG Toolbox [24].

The most commonly used standard quantization tadrkegpublished by the Inter-
national JPEG Group (IJG). Based on the standdnd {@b), and the quality factor
(Q), the quantization table can be computed as fallow

500 :
5= ? if Q<50 ’ Ts[i]:L

200-2Q otherwise

s*Thfi]+ 50J
100 '

Conversely, when the tables Th and Ts are knovenagiproximate value of the
quality factor can be computed as follows [23]:

_ VOO" S J if S'<100
._Td|i] *100-50 o= 2
Thi | ’ 5000 .
? otherwise

Note that the function to predict the quality fadtovolves integer computation on the
quantization tableTs) that introduce integer rounding errors, so thkieaf Q' is
close t0Q. Following a suggestion in [23], then the computpdility factor Q)
should be off by one or two.



