N
N

N

HAL

open science

A Review of Security Requirements Engineering
Methods with Respect to Risk Analysis and
Model-Driven Engineering

Denisse Munante, Vanea Chiprianov, Laurent Gallon, Philippe Aniorte

» To cite this version:

Denisse Mufiante, Vanea Chiprianov, Laurent Gallon, Philippe Aniorte. A Review of Security Require-
ments Engineering Methods with Respect to Risk Analysis and Model-Driven Engineering. Interna-
tional Cross-Domain Conference and Workshop on Availability, Reliability, and Security (CD-ARES),
Sep 2014, Fribourg, Switzerland. pp.79-93, 10.1007/978-3-319-10975-6_ 6 . hal-01403987

HAL Id: hal-01403987
https://inria.hal.science/hal-01403987
Submitted on 28 Nov 2016

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-01403987
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

A review of Security Requirements Engineering
methods with respect to Risk Analysis and
Model-Driven Engineering

Denisse Muifiante!, Vanea Chiprianov', Laurent Gallon', Philippe Aniorté!

LIUPPA University of Pau, France
{denisseyessica.munantearzapalo, laurent.gallon, vanea.chiprianov,
philippe.aniorte}@univ-pau.fr

Abstract. One of the most important aspects that help improve the
quality and cost of secure information systems in their early stages of
the development lifecycle is Security Requirements Engineering (SRE).
However, obtaining such requirements is non-trivial. One domain dealing
also with eliciting security requirements is Risk Analysis (RA). There-
fore, we perform a review of SRE methods in order to analyse which ones
are compatible with RA processes. Moreover, the transition from these
early security requirements to security policies at later stages in the life-
cycle is generally non-automatic, informal and incomplete. To deal with
such issues, model-driven engineering (MDE) uses formal models and
automatic model transformations. Therefore, we also review which SRE
methods are compatible with MDE approaches. Consequently, our re-
view is based on criteria derived partially from existing survey works,
further enriched and specialized in order to evaluate the compatibility
of SRE methods with the disciplines of RA and MDE. It summarizes
the evidence regarding this issue so as to improve understanding and
facilitate evaluating and selecting SRE methods.

Keywords: security requirements engineering, risk analysis, model-driven
engineering, review

1 Introduction

Millions of dollars in losses are the result of attacks on unsecured systems. Many
security breaches occur in software because errors and misspecifications in anal-
ysis, design and implementation [1]. Hence, information security is gaining more
and more emphasis in recent years. In this sense, security requirements engineer-
ing (SRE) is an appropriate means to elucidate and model security requirements
in the analysis stage in software development. Moreover, some works, such as
UMLsec [7], SecureUML [8], MODELO [22] ..., allow us to define security aspects
(policies) in the design and the software architecture stages. However, the tran-
sition from security requirements to security policies is generally non-automatic,
unstructured and informal causing information loss, and thus the generation of
incorrect security policies. To avoid these negative consequences, an automatic



generation of security policies starting from KAOS [11] is proposed in [25]. De-
spite of the fact that this work helps obtaining security policies of access control
in a more formal way, it does not formalise its process of generation of security
policies.

Model-driven engineering (MDE) encourages efficient use of models in sev-
eral domains. Model-driven architecture (MDA) [20] uses model in the software
development process and proposes three levels of abstraction: computation inde-
pendent model (CIM), platform independent model (PIM) and platform specific
model (PSM). A CIM presents what the system is expected to do (i.e. require-
ments), a PIM represents how the system reach its requirements out technical
details (i.e. design and architecture) and a PSM combines the specification in
PIMs with details required to stipulate how a system uses a particular type of
platform. To build a software system, a series of transformations is performed:
transformation from CIM to PIM, transformation from PIM to PSM, and trans-
formation from PSM to code. To benefit from MDE advantages, some works
have already been done to model Requirements Engineering (RE) as CIM. Tao
et al. [21] review such approaches with respect to MDE principles, in particular
on the possibility of (semi)automatic transformation from RE definition to PIM.
In contrast, in this paper, we focus our study on SRE, i.e. regarding specific se-
curity concerns in requirement engineering, in order to analyse the compatibility
of SRE methods with MDE approaches.

SRE methods often offer in practice just a general list of security features,
which are implementation mechanisms rather than security requirements [26].
On the other hand, risk analysis (RA) is the activity of analyzing threat, vul-
nerability and impact on each component of the system. Therefore, RA could be
used to elicit a more complete list of security requirements. So it is necessary to
combine SRE methodologies with RA methodologies. Several works have already
been proposed this: KAOS [25], Secure Tropos [24] [27], CORAS [15] [28].

To sum up, we investigate three disciplines. RA comprises processes that
can help identify security requirements early in the development lifecycle of
information systems. The definition of these security requirements is dealt with
by the discipline of SRE. To enable automatic, formal transition from early
stage requirements to later-stage security policies, we investigate the field of
MDE. Therefore, the paper’s contribution is a summary and a comparison of
state of the art security requirements engineering methods according to risk
analysis demands and model-driven exigencies. Consequently, this survey helps
to improve understanding and facilitates the evaluation and selection of SRE
methods as part of an MDE approach based on a RA process.

The remainder of this paper is organized as follows. Section 2 presents method
of review. An analysis and discussion is presented in Section 3. Finally, Section
4 concludes this paper and gives perspectives.



2 Method of review

Our method of review is based on two steps. Firstly, we identify and select criteria
to classify SRE methods, related to MDE and RA points of view. Secondly, we
identify and select SRE methods which we classify using our criteria.

As basis, we start by selecting from Karpati paper [2] criteria which are
related to MDE. Karpati paper is a tertiary study (i.e. review of review papers)
which defines groups of criteria, called dimensions, to categorize SRE methods.
These criteria are extracted from all of those SRE review papers, up to 2010,
they find in their study. We enrich this set of criteria with new criteria selected
from more recent papers, in particular Salini paper [5] (2012). Salini is a review
paper that analyses and compares SRE methods in order to guide developers
to adopt SRE methods for software systems. None of these papers are MDE-
oriented. Despite of this, after an analysis, we succeded to identify some criteria
which are related to MDE principles (5 criteria). They are detailled in section
3.3.

We also indentify and select RA criteria mainly based on Fabian review paper
[3]. Fabian paper defines a conceptual framework (CF) in order to categorize SRE
methods. This CF establishes a vocabulary and the interrelations between the
different notions used in security engineering. Among these different security
notions, we select those which are related to a RA process (8 criteria). They are
detailled in section 3.2.

Then, we select the list of SRE methods that we review starting from three
SRE methods review papers: Fabian [3], Mellado [4] and Salini [5]. Fabian and
Mellado are the most recent review papers taken into account by Karpati. Salini
is a review paper more recent than Karpati paper. Fabian paper present a com-
parison of 18 fully developed SRE methods, classified using its conceptual frame-
work. Mellado performs a systematic review on the SRE litterature of the period
2004 - 2009. It identifies 22 initiatives, and compares them using an analytical
framework. Finaly, Salini classifies 11 different methods. Therefore, we are con-
fident that our list contains most of SRE methods.

From these 32 distinct methods, we considered only the SRE methods that
focus strictly on requirements. Although, some works considered UMLsec [7]
and SecureUML [8] as SRE methods, we did not consider them because they are
used in the system design. We employ the same reasoning for all the methods
focus on later stages of the system development. In the same way, we did not
study SRE methods that do not generate any analysis artifact such as agile
methods, capability maturity model (CMM) methods, etc. Finally, the result of
this selection is represented by 13 SRE methods. We evaluate these selected SRE
methods and present an analysis of them in the next section.

3 Analysis and discussion

In this section, we present our analysis and discussion of SRE methods. This
analysis is divided in three parts. The first part introduces the reviewed SRE



methods. The second one presents an evaluation of these SRE methods with
respect to criteria corresponding to risk analysis. And, the third one presents
an evaluation of these SRE methods with respect to criteria corresponding to
model-driven engineering. For each part of our analysis, we present the criteria
we used, a comparative table between SRE methods according to these criteria
and a discussion of this comparison.

Notice that a dash symbol (-) in cells of the comparative tables implies that
the method does not consider the related criterion. In contrast, the mark symbol
(x) in cells indicates that the related criterion is considered by the method. Some
criteria are described in a textual manner. Moreover, a table entry labelled with
O means that the notion defined in the considered method is used in a narrower
sense than the related criteria.

3.1 The security requirements engineering methods reviewed

In this section, we introduce the reviewed SRE methods. For this, we give a brief
introduction of each SRE method. Then, we summarize these methods focussing
on the main characteristics that are relevant to our study.

As we mentioned, we study 13 SRE methods:

(a) Security quality requirements engineering methodology (SQUARE) [9]: is a
comprehensive methodology, which consists of 9 steps. Its aim is to integrate
security requirements engineering into software development processes.

(b) Misuse cases [10]: extends use cases to represent behaviour not wanted in the
system. Ordinary use cases represent requirements, security cases represent
security requirements, and misuse cases represent security threats.

(c) Keep all objectives satisfied (KAOS) [11] with anti-models: extends KAOS
to include the elaboration of security requirements using anti-models. An
anti-model is constructed using obstacles. An obstacle negates existing goals
of the system.

(d) Secure Tropos [12]: extends Tropos, which is a software development method-
ology, with new concepts to cover security modelling, such as the security
features of the system-to-be.

(e) Secure i* [13]: extends i*-modeling framework with modeling and analysis
of security trade-offs. Secure i* focuses on the alignment of security require-
ments with other requirements.

(f) Goal-based req. analysis method (GBRAM) [1}]: allows to use goal- and
scenario-driven req. engineering methods to formulate privacy and security
policies.

(g) CORAS [15]: is a model-based method for security risk analysis. CORAS
consists of eight steps, provides a customized language for threat and risk
modelling, and comes with detailed guidelines explaining how the language
should be used.

(h) Tropos goal-risk framework [16]: extends Tropos methodology to assess risk
based on trust relations among actors. Risk analysis is used to evaluate
alternative goals and to assess countermeasures to mitigate risks.



(1)
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(k)

Model-based information system security risk management (ISSRM) [17]:
proposes a risk analysis process that consists of four steps.

Abuse Frames [29]: is based on problem frame to define anti requirements
(i.e. requirements for malicious users) and abuse frame to analyse security
threats.

Security engineering process using patterns (SEPP) [30] [31]: is a security
engineering process based on security problem frames and associated solution
approaches. They are defined using patterns.

Security requirements engineering framework (SREF) [32]: is based on con-
structing a context for the system using a problem-oriented notation to rep-
resent security requirements as constraints, and to develop and evaluate
satisfaction arguments for the security requirements.

Security requirements engineering process (SREP) [18]: is an iterative and
incremental process. Furthermore, SREP is asset-based, risk driven, and,
following the Common Criteria (CC) supports the reuse of security require-
ments, as well as the reuse of knowledge on assets, threats, and countermea-
sures.

Following Fabian et al. [3], we classify the reviewed SRE methods using;:

— Type of method: indicates the global/general type of a SRE method or a

SRE process.

— Method/Process: corresponds to the name of a SRE method or a SRE process

(hereinafter SRE method).

Following Fabian et al. [3], Mellado et al. [4] and Salini et al. [5], we give the
main characteristics of these methods:

— Contribution: indicates the purpose of each selected SRE method. This char-

acteristic is divided in integration of standards and main contributions [4].

— Security Properties: indicates the security properties accomplish by a SRE

method [3]. This characteristic is divided in: CIA corresponding to confiden-
tiality, integrity and availability security properties, and Other related to
other security properties such as non-repudiation, authentication, and oth-
ers.

In Table 1, the first, second and fourth columns summarize the reviewed SRE

methods. According to the third column (integration standards criterion), three
methods only consider the integration of a standard. CORAS considers the ISO
31000 standard, which is related to risk management. ISRRM uses the ISO 27001
standard, which is related to information security management. Abuse Frames
considers the ISO 13335. And, SEPP and SREP include Common Criteria to
propose a software lifecycle model.

According to this criterion, CORAS is only the method which are close to

our analysis based on a risk analysis method.

Moreover, SQUARE is reported to be used by a few organizations [9]. It

means that SQUARE is validated in the both academic and industrial context.



Type of/Method / Contribution Secu Props

method |Process Inte-. ‘LN,
gzz::_o ain Contributions CIA |Other
dards
Multila- |SQUARE - SQUARE: 9-step process for elicit-|x x
teral ap- ing, categorizing and prioritizing se-
proaches curity requirements.
UML- Misuse cases |- Executable misuse cases (UML ex-|x X
based ap- tension for modeling threats in use
proaches case diagrams).
KAOS - Use of antimodels to elaborate se-|x X
Goal- curity requirements.
oriented  [Secure Tropos|- Extension of Tropos methodology.|x X
ap- Secure dependencies.
proaches  [Secure i* - i* framework for alignment of secu-|x X

rity requirements in organizations.

GBRAM - Formulate privacy and security|- -
policies using heuristic activities.
Risk CORAS ISO Three artefacts (language, tool and|- -
analysis- 31000 |process) to support a risk analysis
based ap- activity. ‘
proaches Tropos goal-|- To assess risk based on trust rela-|x X
risk tions among actors.
ISSRM ISO Security RE process: 4-step. It uses|x X

27001 |i* RE techniques.
Problem Abuse frames |[ISO  |To define anti-requirements and|- -
13335 |abuse frames.

i)r:sr:s ap- SEPP CC To define Security Problem Frames|- X

proaches (security requirements) and Con-
cretized Security Proble Frames
(security problem solutions).

SREF - To analyse security goals, argumen-|x X

tation and software evolution.

Common |SREP CcC Sw lifecycle model with multiple|x -

Criteria stages based on CC.

Table 1. Relevant characteristics of security requirements engineering methods for our
study

Although we did not found a similar report for the other SRE methods, it does
not imply that they are not employed for any organization (i.e. within an indus-
trial context).

According to the fifth and sixth columns, almost all the SRE methods address
security properties (8 SRE methods). SEPP and SREP address partially secu-
rity properties, i.e. SEPP only addresses confidentiality and integrity security
properties, whilst SREP only addresses confidentiality, integrity and availability



(CTA) security properties. And, GBRAM, CORAS and Abuse Frames do not
address security properties. Therefore, in terms of security properties, these 8
methods are the most compatible.

3.2 SRE methods and Risk Analysis

In this section, we analyse the reviewed SRE methods with respect to criteria
corresponding to a risk analysis process. For this, we present a set of criteria re-
lated to risk analysis, which are used to elaborate a comparative table. Finally,
an analysis of this table is presented.

ISO 27005 terms CF Fabian et al.
Security objectives Security goal
Security mechanism control Security requirement
Interested parties Stakeholder

Criteria definition (risk evaluation,|Domain Knowledge
impact and risk acceptation crite-

ria)

Asset Asset

Threat Threat
Vulnerability Vulnerability
Risk Risk

Table 2. Correspondence between ISO 27005 terms and terms of the CF

1) Criteria of comparison

As mentioned, our objective is to evaluate current SRE methods according to
risk analysis. Among existing risk analysis approaches, we focus on the ISO
27005 [19] standard. ISO31000 talks about Risk Management covering concepts,
definitions and methodology for a Risk Management process to be applied to any
industry or activity. It is broad enough to be used by any activity touching the
management of risks. ISO27005 talks about IT Risk Management. It uses the
same framework described in 31000 and applies it to IT needs. It supports the
general concepts specified in ISO/TEC 27001. It also revised and superseded ISO
13335. Common criteria defines concepts and principles of I'T security evaluation.
Security requirements can be defined, but mainly for an evaluation purpose. ISO
27005 takes into account Common Criteria. To sum up, ISO 27005 is the most
recent I'T Risk Management standard.

To choose our criteria, we employ the following method: Fristly, we select ISO
27005 terms as criteria using the list of terms resulting from the metrics analysis
proposed by Mayer et al. [6]. This list of terms populates the first column of
Table 2. Secondly, to reuse the analysis of SRE methods proposed by Fabian,
we define a mapping between the previous selected criteria and the Fabian con-
ceptual framework (CF). The terms of Fabian CF populates the second column



ISO 27005 criteria
Method Secul‘i‘cysecufr 1Y |Stake- |Domain Vulne-
requi- Asset |Threat|rabi- |[Risk
Process |goal holder |Knowledge .
rement lity
SQUARE |x System |D Client|- - b'e - X
req.
Misuse b'e - D Actor |- X X - b'e
cases
Domain prop-
KAOS X X D Agent erties, expe(-g Object X X -
tation
Secure Softgoal |cf. Secu-|D Actor |- - X X X
Tropos rity goal
Secure i* |Softgoal |cf. Secu-|D Actor |- X X X -
rity goal
GBRAM |x X X - Informa- |x X X
tion
CORAS |x - - Assumption [x X X X
Tropos  |Softgoal |cf. Secu-|2 Actor |- - Event |- X
goal-risk rity goal
ISSRM  |Softgoal |cf. Secu-|2 Actor |Context x X x x
rity goal
Abuse Sec. ob-|Negated |2 Bid-|- x x x -
Frames |jective |anti-req. |dable
domain
SEPP - X D Bid-|Fact, as-|2 Lex-|x - -
dable sumption ical
domain domain,
Phe-
nomenon
SREF X X D Bid-|D Fact, trust|x b'e - X
dable  |assumption
domain
SREP Sec. ob-|x - Sec. objec-|x x x X
jective tive

Table 3. Evaluation of SRE methods related to Risk Analysis criteria

of Table 2.

2) Comparison

Table 3 gives the result of the evaluation of SRE methods related to risk analysis
criteria. Whe consider that a SRE method is totally compatible (or related) to
the ISO 27005 risk analysis analysis process if it addresses all its concepts (i.e.
all the criteria of Table 3). According to this table, the most compatible methods
are GBRAM and ISSRM . So, these methods are compatible with ISO 27005

process.



Moreover, the almost compatible methods are KAOS, Secure Tropos, Secure
i*, Abuse Frames, SREF and SREP. Secure i* includes almost all the terms,
risk is not considered as entity but this term is considered as an evaluated value
of risk level, so we consider that Secure i* is compatible with ISO 27005. KAOS
is similar to Secure i* because it does not consider the risk term. In contrast to
Secure i*, KAOS and Abuse Frames do not quantify the risk level of a system. So,
they are a little bit less compatible than Secure i*. However, KAOS can improve
its compatibility by including a quantification method that adds information
related to risks (such as impact and exploitability) in contrast to Abuse Frames.
On the other hand, SREF does not include the vulnerability term, but this term
can be included to improve this SRE method.

On the other hand, Secure Tropos does not specify assets, thus security goals
are related only to system goals. In ISO 27005, the asset identification is an
important activity because the later stages use the valuable assets in order to
evaluate and to protect them. Consequently, Secure Tropos is not clearly com-
patible with ISO 27005.

Despite of stakeholders are interested parties to perform a risk analysis in
ISO 27005 (i.e. they establish the context composed of risk analysis objectives,
criteria of estimation risk, ..), the conceptual representation of stakeholders is
not essential in ISO 27005. Therefore, SREP is compatible with ISO 27005 in
spite of it does not consider stakeholders as a conceptual entity.

In our evaluation, we find that SQUARE, misuse cases, Tropos Goal-Risk
and SEPP do not fulfill enough criteria to be compatible with ISO 27005. Notice
that, for misuse cases and CORAS security requirement criterion is not included
according to the Fabian analysis [3]. This criterion is important because it cor-
responds to the target resulting from a requirement engineering process. Finally,
from our comparison, KAOS, Secure i*, GBRAM, ISSRM, SREF and SREP are
compatible with risk analysis approaches.

3.3 SRE methods and Model-driven Engineering

In this section, we analyse the reviewed SRE methods with respect to criteria
corresponding to model-driven engineering. For this, we present a set of criteria
related to a model-driven approach, these criteria are used to elaborate a com-
parative table. Finally, an analysis of this table is presented.

1) Criteria of comparison

As mentioned, our objective is to evaluate current SRE methods according to
model-driven concepts. For this, we identify and select some model-driven crite-
ria with the aim of analysing the possibility of the selected SRE methods to be
part of a model-based approach. Therefore, we selected the criteria proposed in
[3], [4] and [5]:

— Security RE tools (language, profile, technique, etc.): describes the means to
identify or elucidate security requirements [4]. Criterion included to analyse
if Security RE tools can be formalized.



— Model/Standard of Development: indicates if there is a formal language as
the basis of the method [4]. This criterion is used to analyse if there is a
model or standard used by a SRE method.

— Support for other development stages: indicates which later stages in soft-
ware development are supported by security requirements [4]. This criterion
allows to analyse if it is possible to define a transition (e.g. an MDE auto-
matic model transformation) between artifacts in different stages of software
development.

— Formality: corresponds to formal validation of the method, i.e. if a method
can evaluate its outputs [3].

— Prototype: indicates if there is a prototype (tool) that implements the cor-
responding SRE method [5]. Criterion used to know if the SRE method is
not only conceptual.

We elaborate a comparative table, which is presented and analysed in the
next section.

2) Comparison

In Table 4 gives the result of the evaluation of SRE methods related to a model-
driven approach. We consider that a SRE method is totally compatible to a
MDE approach if the requirement it produces can be described as a model
(CIM). It means that the SRE method addresses all the criteria of Table 4. The
first column shows the security requirement engineering tool, which considers
languages, profiles, techniques or others, used by a SRE method to elucidate
security requirements. The second column shows if a formal model/standard of
development is proposed by SRE methods. These two first columns allow to
analyse if it is possible to represent the SRE method’s elements through formal
models. As we can see, SQUARE, Abuse Frames and SREP do not have their own
model or standard because they are processes that use existing techniques such
as use/misuse cases or problem frames. Consequently, they can be compatible
with MDE whether the used technique is compatible with MDE.

Moreover, the third column in Table 4 shows which later stages in systems
development are supported by SRE methods. For a model-driven approach, this
criterion allows to analyse if there is a way to derive from security requirements
to another concepts corresponding to later stages, i.e. if a model transformation
process is feasible. As we can see, security requirements derived from SQUARE,
misuse cases, Secure Tropos or Tropos goal-risk can be used by the later stages
such as design, testing and later requirements. Therefore, they are good candi-
dates for being compatible with MDE approaches. However, this does not mean
that the other methods have to be excluded. There are works that define a
transition between development stages, for example, a correspondence between
KAOS and SecureUML is proposed in [23] to define security policies related of
access control. And, in [24] a mapping between Secure Tropos and UMLsec is
proposed.

In an object-oriented environment, later requirements stage presents the
system-to-be, as a part of the design stage. Hence, Secure Tropos and Tropos



goal-risk are not the most appropriate but they propose some evidences to de-
fine model transformations. In contrast, SQUARE and misuse cases give means
to define model transformations, whilst, for the other methods, we have to find
a correspondence between security requirements and others artifacts from later
stages of an object-oriented system development.

Moreover, we use the formality criterion to determine if an SRE method is
validated formally. KAOS, Secure Tropos and Secure i* are validated formally.
In a model-driven approach, we can say that these SRE methods are appropriate
thanks to their level of formality. Additionally, the majority of methods imple-
ment a prototype (tool). It implies that they have been implemented and tested
except misuse cases, ISSRM, Abuse Frames and SREP.

Finally, we can conclude, KAOS, Secure Tropos, Secure i* and Tropos goal-
risk are the most compatible methods with MDE approaches. That is because,
Secure Tropos accomplishes all the MDE criteria, and KAOS, Secure i* and
Tropos goal-risk consider all but one criterion, the support for other development
stages criterion for KAOS and Secure i* and the formality criterion for Tropos
goal-risk. However, these SRE methods can be extended to included elements in
order to improve their compatibility with MDE.

3.4 General Discussion

Returning to previous analysis, CORAS is close to our analysis because it is
based on ISO 31000. However, CORAS, GBRAM and Abuse Frames do not ad-
dress security properties while SEPP and SREP address partially security prop-
erties. Hence, the 8 others methods are the most compatible in terms od security
properties. On the other hand, KAOS, Secure i*, GBRAM, ISSRM and SREP
are compatible with risk analysis approaches, whilst KAOS, Secure Tropos, Se-
cure i* and Tropos goal-risk are compatible with model-driven approaches. As
we can see, KAOS and Secure i* are compatible with security properties, RA
and MDE approaches. Therefore, we conclude that they can be integrated into
a model-driven approach based on a risk analysis. Notice that, this result does
not imply limiting the selection of SRE methods to KAOS or Secure i*. KAOS
and Secure i* are the most compatible, but some other SRE methods can be
adapted to improve their compatibility. For example, Secure Tropos or Tropos
goal-risk could be extended to include elements related to ISO 27005. Similarly,
GBRAM, ISSRM, SREF or SREP could be extended to include elements related
to MDE approaches. Moreover, notice that, GBRAM does not address security
properties. This could be a real drawback if we want to be able to model the
security policy of a system.

Despite KAOS and Secure i* being the most compatible SRE methods for
our study, these methods do not consider any technique to derive from security
requirements at an early stage of the system development to security policies
at later stages (e.g. design, architecture and implementation stages). Hence, in
order to reach a totally compatibility, it is necessary to study this derivation
technique and define a (semi)automatic model transformation. Such a model



transformation will allow to prevent an incorrect, incomplete or informal defini-
tion of security policies.

4 Conclusions

We compared and discussed various types of Security Requirements Engineering
(SRE) methods and processes. Our perspective of comparison and evaluation
uses some criteria defined by previous works found in the literature. We have
selected criteria according to a risk analysis process (namely, we use the ISO
27005 standard) and a model-driven approach. One objective of these criteria is
to analyse which SRE methods can be used to (semi)automatically derive from
security requirements at an early stage of system development lifecycle to later
stages security policies. Another objective is to analyse which SRE methods can
be used to evaluate/quantify the security/protection level of a system against
attacks. Then, our analysis shows which SRE methods are suitable to be part of
a model-based approach based on a risk analysis.

We conclude that KAOS and Secure ¢* are the most compatible SRE meth-
ods with a model-driven approach because they use a model/standard of devel-
opment and they are validated formally. Despite these methods not presenting all
the risk analysis terms, we consider that extending the method to these concepts
is feasible.

For future works, we will use this review to choose an SRE method, which
will be part of a model-driven approach based on the risk analysis ISO 27005.
Namely, we want to integrate this SRE method with MODELO [22], which is
a UML profile that we proposed to build access control policies (i.e. OrBAC)
at an abstract level. More precisely, we want to derive (semi)automatically the
access control policy from the definition of these security requirements.

References

1. R. Anderson: Security Engineering: a Guide to Building Dependable Distributed
Systems. John Wiley and Sons, 2001

2. P. Karpati, G. Sindre, A.L. Opdahl: Characterising and analysing security require-
ments modelling initiatives. In: Proceedings of the International Conference on
Availability, Reliability and Security (ARES). IEEE Computer Society, 2011, pp.
710-715

3. B. Fabian, S. Giirses, M. Heisel , T. Santen, H. Schmidt: A comparison of security
requirements engineering methods. Requir. Eng. 15(1): 7-40 (2010)

4. D. Mellado, C. Blanco, L.E. Sénchez, E. Ferndndez-Medina: A systematic review
of security requirements engineering. Computer Standards & Interfaces, 32 (4), pp.
153-165, 2010

5. P. Salini, S. Kanmani: Survey and analysis on Security Requirements Engineering.
Computers & Electrical Engineering 38(6): 1785-1797, 2012

6. N. Mayer, E. Dubois, R. Matulevicius and P. Heymans: Towards a Measurement
Framework for Security Risk Management. Modeling Security Workshop (MOD-
SEC’08), in conjunction with the 11th International Conference on Model Driven



Engineering Languages and Systems (MODELS’08), Toulouse, France, September
2008.

7. J. Jurjens: UMLsec: extending UML for secure systems development. The Unified
Modeling Language, Model Engineering, Languages Concepts and Tools, Fifth In-
ternational Conference, 2002

8. T. Lodderstedt and D. Basin and J. Doser: SecureUML: A UML-Based Modeling
Language for Model-Driven Security. The Unified Modeling Language, Model En-
gineering, Languages Concepts and Tools, Fifth International Conference, 2002

9. N. Mead, E. Houg, T. Stehney: Security quality requirements engineering
(SQUARE) Methodology. Technical report CMU/SEI-2005-TR-009. Software Eng.
Inst., Carnegie Mellon Univ.; 2005.

10. G. Sindre, A.L. Opdahl: Capturing security requirements by misuse cases. Pre-
sented at 14th Norwegian Informatics Conference (NIK’2001), Tromsg, Norway,
2001.

11. A. van Lamsweerde: Elaborating security requirements by construction of inten-
tional anti-models. Proceedings of the 26th International Conference on Software
Engineering, p.148-157, May 23-28, 2004

12. H. Mouratidis, P. Giorgini: Secure tropos: a security-oriented extension of the tro-
pos methodology. Int J Softw Eng Knowl Eng 17(2):285-309, 2007

13. G. Elahi, E. Yu: A goal oriented approach for modeling and analyzing security
trade-offs. University of Toronto, Department of Computer Science. Technical re-
port, 2007

14. A.L Anton, J.B. Earp: Strategies for developing policies and requirements for secure
electronic commerce systems. Department of Computer Science, North Carolina
State University. Technical report, 2000

15. F. Braber, I. Hogganvik, M.S. Lund , K. Stolen, and F. Vraalsen: Model-based
security analysis in seven steps-a guided tour to the CORAS method. BT Technol
J 25(1):101-117, 2007

16. Y. Asnar Y, P. Giorgini, F. Massacci, N. Zannone: From trust to dependability
through risk analysis. In: Proceedings of the international conference on availability,
reliability and security (AReS). IEEE Computer Society, pp 19-26 (2007)

17. N. Mayer, A. Rifaut, E. Dubois: Towards a risk-based security requirements engi-
neering framework. In: Proceedings of the 11th international workshop on require-
ments engineering: foundation for software quality (REFSQ05), in conjunction with
the 17th conference on advanced information systems engineering (CAiSE05), 2005

18. D. Mellado, E. Fernandez-Medina, M. Piattini: Applying a security requirements
engineering process. In: Proceedings of the 11th European conference on Research
in Computer Security, p.192-206, September 18-20, 2006, Hamburg, Germany

19. Hervé Schauer Consultants. ISO/IEC 27005:2011 Information technology — Secu-
rity techniques — Information security risk management, 2010

20. A. Kleppe, J. Warmer, W. Bast: MDA explainedthe model driven architecture:
practice and promise. Addison-Wesley, Boston, 2003

21. T. Yue, L.C. Briand, Y. Labiche: A systematic review of transformation approaches
between user requirements and analysis models. Requirements Engineering, v.16 n.2,
p-75-99, June 2011

22. D. Munante and L. Gallon and P. Aniorté: An approach based on Model-driven
Engineering to define Security Policies using the access control model OrBAC.The
Eight International Workshop on Frontiers in Availability, Reliability and Security
(FARES 2013). In conjonction with the 8th ARES Conference (ARES 2013), 2-6
sept 2013, University of Regensburg, Germany



23. Y. Ledru, J. Richier, A. Idani and M. Labiadh: From KAOS to RBAC: a Case Study
in Designing Access Control Rules from a Requirements Analysis. 6me confrence sur
la Scurit des Architectures Rseaux et des Systmes d’Information (SARSSI 2011).
La Rochelle, France, 2011.

24. H. Mouratidis, J. Jrjens, J. Fox: Towards a comprehensive framework for secure
systems development. In: 18th International Conference on Advanced Information
Systems Engineering (CAiSE 2006), Lecture Notes in Computer Science. Springer,
Heidelberg (2006)

25. M. Graa and N. Cuppens-Boulahia and F. Autrel and H. Azkia and F. Cuppens and
G. Coatrieux and A. Cavalli and A. Mammar: Using Requirements Engineering in an
Automatic Security Policy Derivation Process. 4th SETOP International Workshop
on Autonomous and Spontaneous Security, 2011

26. N. R. Mead and J. H. Allen and S. J. Barnum and R. J. Ellison and G. McGraw:
Software Security Engineering: A Guide for Project Managers, Addison-Wesley Pro-
fessional (2004)

27. R. Matulevicius and N. Mayer and H. Mouratidis and E. Dubois and P. Heymans
and N. Genon: Adapting Secure Tropos for Security Risk Management in the Early
Phases of Information Systems Development. In Proceedings of the 20th Interna-
tional Conference on Advanced Information Systems Engineering, LNCS 5074, pages
541-555. Springer, 2008

28. F. Braber and T. Dimitrakos and BA. Gran and MS. Lund and K. Stolen and JO.
Aagedal: The CORAS methodology: model-based risk assessment using UML and
UP. In UML and the Unified Process, pages 332-357. IGI Publishing, 2003

29. L. Lin, B. Nuseibeh, D. Ince, M. Jackson: Using Abuse Frames to Bound the Scope
of Security Problems. In: Proceedings of the 12th IEEE international Conference on
Requirements Engineering (RE’04), IEEE Computer Society (2004) 354-355, 2004

30. Hatebur D, Heisel M, Schmidt H (2007) A security engineering process based on
patterns. In: Proceedings of the international workshop on secure systems method-
ologies using patterns (SPatterns). IEEE Computer Society, pp 734-738

31. Beckers, K., Hatebur, D., Heisel, M.: A problem-based threat analysis in compli-
ance with Common Criteria. In: Proceedings of the International Conference on
Availability, Reliability and Security (ARES 2013), pp. 111-120 (2013)

32. Haley CB, Laney R, Moffett J, Nuseibeh B (2008) Security requirements engineer-
ing: a framework for representation and analysis. IEEE Trans Softw Eng 34(1):133-
153



RLIOILID SULIODUISUSG] USALI(J-[OPOIN O} POJe[al SPOYIoul Y JO UOIyeneAs] *F S[qeL

SWISIURYDDIN PUY SOIISLIONPRIRYL) 9OURIO[O], }[NB PUR 9IAIDG JO AN[end) ;

- - pasn joN - soseD OSNSIUL/9s() dHaYS
IoUO0SeAID [epowrejou (sjuour sjuewIndre UoIjoR)st
- / JAduedo - posn joN |-oImboy] A)1moeg SUTA[0AY) YSH |-1BS PUR 1X0IU0D WISAG ATYS
sewrerj wes[qoxd
[003 110d A)1IND0S POZIPOIOUO0D pUR
-dns AdFTINN - posn j0N orgoxd TN [seuresy wopqord A3LImosg ddHS
sowrej asnqe
- - pasn joN -|pue  sjuewOIMbOI-)UY [SowRIg oSnqy
- - posnt 10N [Ppott urewiop NHSSI poyjowt sisjeue sy INYSST
s[eos8
QATJRUIO) R Ojen[eAd O} ySLI
[001-45H - sjueweIInbar 109er] [epout [roX)|pesn ST sisA[eur  ysTY|-[eos8 sodoif,
se10D) - posnt 10N 1 dLAD SWPpoON POUIdW SYHOD SYH0D
sjuowt speo8 pezijeuorjyerodo
IM®INS - pasn JoN]|-oIMboI WOALIP-OLIRUSOS PUR [ROX) [9UYSI ‘D)RIO(R]D ‘AJ1UopP] VYD
s[epout
Ay JUOUI|9[RUOIRY] OI30jRIl§ puR
-UoIoG pUe IR)SI§ pe pasn joN |-do[esep aIem)Jos pajusLIO JueSY [Aouspuado(  01899eIlg +1 9IN09g
(TINX 09 wreiderp ALY sodoif,
110dx0) 011208 pe sjueweInbar 19yeT|-doeAep a1emM)JOS PIJUSLIO JULSY |2IN0eg ‘9Fendue] sodod],[sodod], 9Indsg
(rew
-103 ndjno ayy se
TINX) Tea1300lqQO ple pasn joN SJUOWIMbOI PajUeLIO-[ROY) sepow-nyue + SOV SOV
- - usse([ TINO SOSBD OSTISTUI/9S()| SOSBD SSNSI\
(enbrutoey
(uoryeorjdde qom) UOTYRIIDI® JO TOIO[0S)
002 YvVNOS-d - Sur)sa], ‘ulIso(] -|'0%0 ‘sosed  esnsiui/os() TIVNOS
(090 ‘enbruyosy
L1 sade)s juawx Juouwi |‘o[gyoad ‘o8enSuer) $S9001dq
adA£joj0igfemriog|-dojeasp Jayjo ioj jioddng|-dojeas(g jo piepuels/[9POJA[[002 HY  ANanodeg / POYISIN

eLIO)LI0 AN




