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Abstract. In this paper, we will introduce some of the problem areas that soft-
ware engineers are susceptible during the creation of assurance cases, based on
the author's educational experience with assurance cases. To mitigate these
problems, assurance case patterns are proposed based on Data flow diagrams
that help engineers develop assurance cases by reusing those patterns. It is also
shown an evaluation result of assurance case pattern application to develop an
assurance case for a smart card application system.
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1 Introduction

The safety case, the assurance case, and the dependability case are currently the focus
of considerable attention for the purpose of verifying that systems are safe. Methods
have thus been proposed for representing these using Goal Structuring Notation
(GSN)[1][2][3]. However, in order to facilitate the creation of assurance cases by
engineers during real-world system development, it is not enough to simply provide
them with an editor. They also need a more concrete creation method for assurance
cases that has been adapted to suit the system-development process and documenta-
tion.

Againgt this backdrop, a number of methods have been developed for safety cases
and dependability cases as part of research in the field of assurance cases: For exam-
ple, Kelly has proposed the following six-step method for GSN creation: (1) Identify
the goals to be supported; (2) define the basis on which the goals are stated, (3) identi-
fy a strategy to support the goals, (4) define the basis on which the strategy is stated,
(5) evaluate the strategies, and (6) identify the basic solution[1][2]. The Safety Case
Development Manual[4] established by the European Organization for the Safety of
Air Navigation identifies the establishment of contexts for safety cases as being ex-
tremely important. This manual aso proposes a checklist for the review of safety
Cases.

In terms of the development process for a system that itself comprises multiple sys-
tems (i.e., a system of systems), a technique involving system analysis, goal elicita-
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tion, identification of candidate design alternatives, and resolution of conflicts has
been proposed for the creation of assurance cases in a structured fashion[5]. Mean-
while, methods for the decomposition of arguments as required when creating assur-
ance cases have been arranged into categories such as architecture, functional, and set
of attributes [6]. Goodenough, Lipson and others proposed a method to create Securi-
ty Assurance case [7]. They described that the Common Criteria provides catal ogs of
standard Security Functional Requirements and Security Assurance Requirements.
They decomposed Security case by focusing on the process, such as requirements,
design, coding, and operation. The approach did not use the Security Target structure
of the CC to describe Security case. Alexander, Hawkins and Kelly overviewed the
state of the art on the Security Assurance cases [8]. They showed the practical aspects
and benefits to describe Security case in relation to security target documents. How-
ever they did not provide any patterns to describe Security case using CC.

Kaneko, Yamamoto and Tanaka proposed a security countermeasure decision
method using Assurance case and CC [9]. Their method is based on a goa oriented
security requirements analysis [10-11]. Although the method showed a way to de-
scribe security case, it did not provide Security case graphical notations and the seam-
less relationship between security structure and security functional requirements.
Y amamoto, Kaneko and Tanaka have proposed assurance case patterns based on se-
curity common criteria [12]. In addition, Yamamoto and Matsuno also evaluated the
effectiveness of argument patterns for LAN device management system [13].

The diversity of these techniques is evidence of assurance-case creation methods
being proposed on an individual basis for a range of different development processes
and fields of application. However, in order that the assurance case may be used to
verify that real-world systems are dependable, its specific correlation with the system
development process and stage deliverables and its mode of use must be clear and
consistent. In this regard, many improvements must still be made to today’s methods
for creating assurance cases.

This paper discusses the effectiveness of argument patterns of assurance case based
on data flow diagram, DFD. Section 2 proposes argument patterns based on DFD.
Section 3 shows the experiment of applying these argument patterns to assure de-
pendability of a smartcard application. In section 4, we discuss the effectiveness of
the proposed argument patterns. Section 5 concludes the paper and shows future
work.

2 Argument Patterns based on DFD

We will ook briefly at the DFD level decomposition pattern.

2.1 DFD Level Decomposition Pattern

An assurance case must be created for a system analyzed using data flow diagrams
(DFD). The assumed condition for application of DFD level decomposition is the
system being clearly definable using data flow diagrams.



Claims are decomposed based on the hierarchical levels of DFD. Data flow dia
grams take the form of (1) atop-level context diagram that defines data flow between
the system and external agents; (2) lower-level data flow diagrams that are hierarchi-
cally decomposed from the context diagram for individual process; (3) process speci-
fications for processes that cannot be decomposed any further; and (4) data stores for
retaining data. Accordingly, assurance cases for DFD levels can be created using the
following procedure.

Step1l: Theclaim “The system is dependable’ is decomposed in line with the
process decomposition pattern and on the basis of the context diagram.
Here, “Definition of data flow diagrams’ is connected to this claim as
an assumption.
Step 2:  If processes can be decomposed;
An assurance case is created for each process in line with the process
decomposition pattern. Because the assurance case will contain a par-
ent node corresponding to the upper-level process, the process struc-
ture definition is connected to the parent node as an assumption node
at thistime.
Step 3:  If processes cannot be decomposed, the following two options are
available.
Step 3-1:  When the process specification has been defined;
An assurance case is created for the process specification.
Because the process specification will describe the corre-
sponding processing, risk can be analyzed for each pro-
cessing step at this time and evidence of countermeasures
for the identified risks can be displayed.
Step 3-2:  When the process specification has not been defined,;
An undefined element is connected to the claim.

3 Evaluation of argument patterns

3.1 Design of experiment

The experiment was conducted to evaluate the effectiveness of assurance case pat-
terns for the real smartcard based security application. Examinee is two engineers
who have several years of experience in the smartcard system development. 4 hour
course of assurance case education was provided to the examinee.

The examinees, then, developed the assurance case for the target system described
below.

3.2 Overview of thetarget system

The Employee Attendance Management System (EAMS) consists of Server, Smart-
card readers, Android terminals, Manager’s PCs, and employee’s PCs. These compo-
nents are connected by intranet. The purpose of EAMS is to manage attendance in-



formation of employees with smartcards. Smartcards are monitored by readers that
are controlled by Android terminals.

The Server gathers smartcard attendance information through Android terminals.
Each terminal monitors smartcards of employees through readers in each location.
The employees can register attendance schedule by user PCsin regional offices. Man-
agers also execute employee management based on the attendance information of
employees by Managers PCs.

3.3  Result of the experiment

The examinee developed the assurance case in 280 man hours during 2 month. There
were 5 work items, learn D-Case, understand specification, develop DFD, analyze
risk, and develop D-Case. D-Case is an abbreviation of Dependability Case that
means assurance case for assuring dependability. D-Case was described by D-Case
editor [14] that was originally developed by Tokyo University and enhanced currently
by Nagoya University.

43% of time was used to describe D-Case diagram. 35% of time was also used to
analyzerisk of EAMS. 11% and 8% of total time were consumed to understand speci-
fication and develop DFD. 3% of the application time was used to learn D-Case. The
pattern application time was included in D-Case development.

34  Examples of developed assurance case

Fig.1 shows the lower level assurance case example developed for the claim G_5 by
using iteratively the DFD decomposition pattern according to the hierarchy of the
DFD specifying EAMS.

Goal: G_s5
Manager PC
process is
dependable
Strategy :S_2 Context :C_s5
argument over manager PC processes Manager PC
/ l \ Process Definition
Goal: G_7 ' Goal: G_8 Goal: G_g 1
Employee management Gather information Maintenance process
process is dependable process is dependable | | is dependable
Strategy :S_3 Context :C_6
argument over information 5 information
gathering process gathering process

/ \ definition

Goal: G_10 Goal: G_n

Employee information
edit process is
dependable

Employee information
display process is
dependable

Fig. 1. Assurance case tree developed by using DFD decomposition pattern



3.5 Volume of the assurance case

There were 33 processes in DFD. There were 549 nodes of the assurance case in total.
The ratio of claim and evidence are 46.6% and 26.4%. Although the number of con-
text nodes was only 30, the numbers of risks corresponded to context nodes are 146.

4 Discussion

41  Effectiveness of argument patterns

As the examinee said, the architecture decomposition pattern was useful to analyze
risk, although the decision to choose it from argument decomposition patterns needed
time to understand appropriateness between the target system and argument patterns.

Pitfalls discussed in the paper [13] were not observed in the course of the experi-
ment. This also showed the effectiveness of the argument patterns based on DFD.
Without the knowledge of argument patterns, the examinee could not develop alarge
assurance case consists of 549 nodes in less than two weeks. Very little time, only
3%, was spent for learning D-Case, because the examinee studied the D-case devel-
opment method from DFD very well. This showed the appropriateness of the pro-
posed D-Case development method.

4.2 Limitation

The experimental evaluation treated only one application. It is necessary to show the
effectiveness of the method by evaluating more number of applications. Patterns used
in the experiment were also limited, although these were effectively applied to devel-
op assurance cases. The developed assurance case is assuring the dependability of the
target system as a product. The dependability of the development process of the target
systemis aso necessary as mentioned in SO 26262.

In addition, other argument patterns are needed to evaluate. For example, there are
several number of argument patterns described in [6]. The applicability of these pat-
ternsfor the EAMS can be investigated.

5 Conclusion

This paper introduced assurance case patterns for dealing with DFD. Evaluation of the
pattern approach was also evaluated for assuring an employee attendance manage-
ment system using smartcards. The experimental evaluation showed the effectiveness
of the DFD based patterns of argument decomposition. The examinees developed
assurance case contains more than 500 nodes systematically in two weeks, after
|earned assurance case introduction course and patternsin 4 hours.

Future work includes more experimental evaluation of the proposed approach,
comparative analysis of different argument patterns, and consistency management



between assurance case and DFD. The author plans to develop and evaluate argument
patterns for operation phase [15] in the future.
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