
HAL Id: hal-01383061
https://inria.hal.science/hal-01383061

Submitted on 18 Oct 2016

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

On the Probability of Predicting and Mapping
Traditional Warfare Measurements to the Cyber

Warfare Domain
Marthie Grobler, Ignus Swart

To cite this version:
Marthie Grobler, Ignus Swart. On the Probability of Predicting and Mapping Traditional Warfare
Measurements to the Cyber Warfare Domain. 11th IFIP International Conference on Human Choice
and Computers (HCC), Jul 2014, Turku, Finland. pp.239-254, �10.1007/978-3-662-44208-1_20�. �hal-
01383061�

https://inria.hal.science/hal-01383061
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


 

 

On the Probability of Predicting and Mapping 

Traditional Warfare Measurements to the Cyber 

Warfare Domain 

Prof Marthie Grobler
1, 2

, and Ignus Swart
1
 

1 Council for Scientific and Industrial Research, Pretoria, South Africa 
2 University of Johannesburg, Johannesburg, South Africa 

mgrobler1@csir.co.za, iswart@csir.co.za 

Abstract: Cyber warfare is a contentious topic, with no agreement on whether 

this is a real possibility or an unrealistic extension of the physical battlefield.  

This article will not debate the validity and legality of the concept of cyber war-

fare, but will assume its existence based on prior research.  To that end the arti-

cle will examine research available on traditional warfare causes, elements and 

measurement techniques.  This is done to examine the possibility of mapping 

traditional warfare measurements to cyber warfare.  This article aims to provide 

evidence towards the probability of predicting and mapping traditional warfare 

measurements to the cyber warfare domain.  Currently the only way of cyber 

warfare measurement is located in traditional information security techniques, 

but these measurements often do not adequately describe the extent of the cyber 

domain.  Therefore, this paper aims to identify a set of criteria to aid in the pre-

diction of cyber warfare probability.  
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1 Introduction 

This article will not debate the validity and legality of the concept of cyber warfare, 

but will assume its existence based on prior research performed by Heickerö [10] and 

Liles, Rogers, Dietz and Larson [14].  To that end this article will examine the history 

of research available on traditional warfare pre-requisites and measurement tech-

niques.  This is done to examine the possibility of mapping traditional warfare meas-

urements to cyber warfare.   

Currently the only way of measurement is located in traditional information securi-

ty techniques.  While applicable, the measurements do not adequately describe loss, 

posture or any of the pre-requisites found in traditional warfare.  This article aims to 

provide evidence towards the probability of predicting and mapping traditional war-

fare measurements to the cyber warfare domain. 



 

 

1 Predicting Traditional Warfare 

There have been many attempts to predict and prevent traditional warfare.  Unfortu-

nately, many of the causes identified as precursors for warfare cannot be manipulated 

towards predicting warfare [23].  This section looks at the accepted causes of tradi-

tional warfare and builds on these causes as metrics for traditional warfare. 

1.1 Causes of Traditional Warfare  

Research by Van Evera [23] and Schelling (in [23]) focus on the causes of war that 

relates to the character and distribution of national power.  The hypotheses of these 

works are that warfare is more likely when: 

1. Nation states fall prey to false optimism about the outcome of war.  This occurs 

when nation states exaggerate their own chances of winning crises and wars, or 

when they underestimate the cost of war.  For example, when nation states are so 

sure that their military force is stronger than an opponent, they may be less risk 

averse and take bigger risks. 

2. The advantage lies with the first side to mobilise the attack.  This occurs when 

nation states launch pre-emptive attacks to prevent their opponents from attacking 

first.  This has a negative impact on diplomacy, since nation states tend to conceal 

their capabilities and grievances for fear that open displays of strength or grievance 

could trigger another nation states’ pre-emptive attack.  For example, Hitler’s 1940 

attack on Norway was purely a move to advance the Germans’ position in the war. 

3. The power of nation states fluctuates sharply, with large windows of oppor-

tunity and vulnerability.  Fluctuations in power tempt nation states to launch pre-

ventive attacks and rush into war sooner if they predict their own vulnerability to 

grow in the future.  In some cases diplomacy becomes hurried in an attempt to re-

solve disputes before power wanes, often resulting in less valuable diplomatic 

agreements or a complete loss of diplomacy.  For example, in the 16
th

 century the 

weaker Dutch nation revolted against the Spanish due to their imminent subjuga-

tion to Spanish rule. 

4. Resources are cumulative.  This occurs when the control of resources enables a 

nation state to protect or acquire other resources that can be readily used to seize 

more resources.  It is found that cumulative resources often predict further gains or 

losses.  Therefore, the greater the cumulativity of conquerable resources, the great-

er the risk of war.  This was illustrated as far back as the Roman wars that forced 

tax collection from conquered nations to continue the war effort. 

5. Conquest is easy.  Easy conquest is a master cause of other potent causes of war, 

raising all the risks they pose.  This was clearly demonstrated when China and the 

League of Nations did nothing to stop the invasion of Manchuria by Japan in 1932. 

These causes of war will form the foundation of this research study, and will serve 

as the main metrics to measure damage and potential loss due to warfare. 



 

 

1.2 Traditional Warfare Elements 

For the purpose of this paper, war can be defined as a state of armed conflict between 

different countries or different groups within an environment.  There are a number of 

theories about the elements that comprise traditional warfare.  For the purpose of this 

research study, the thinking of Clausewitz will be followed.  Although not exhaustive, 

the authors felt that Clausewitz’s thinking is most representative and applicable to the 

cyber domain.  Clausewitz (in [19]) believed that an offensive act has to meet certain 

criteria in order to qualify as an act of war: 

 It has to have the potential to be lethal.  If an act cannot be considered as poten-

tially violent, it is not an act of war.  A real act of war is always lethal, for at least 

some participants on at least one side.  Although none of the hypotheses listed in 

Section 1.1 mentions violence, this element links to all the causes of warfare in that 

the offending nation state aims to gain control over the defending nation state, 

thereby debilitating the defending nation states.  This debilitation can take the form 

of death of soldiers or the destruction of the defending nation state’s resources. 

 It has to be instrumental.  The act of war has to have a means and an end.  Gen-

erally, physical violence or the threat of force is the means.  The end is to force the 

enemy to accept the offender’s will, or to render one opponent defenceless.  In 

terms of the hypotheses listed in Section 1.1, causes 2, 3 and 4 addresses the means 

of war, whilst cause 1 and 5 addresses the end of war. 

 It has to be political.  While the motivation for war might include a variety of 

factors, ultimately it has to be government sanctioned and can thus be considered 

as political.  Therefore, war’s larger purpose is always political in nature.  It trans-

cends the use of force and is never an isolated act.  Therefore, a political entity or a 

representative of a political entity has to have an articulated intention that has to be 

transmitted to the adversary at some point during the confrontation.  In terms of the 

hypotheses listed as causes for traditional warfare, cause 3 relates to politics. 

1.3 Metrics for Traditional Warfare  

The hypotheses in Section 1.1 and the supporting elements in Section 1.2 can be con-

catenated into five factors, considered as metrics for predicting traditional warfare.  

These five factors are presented as the following formula for predicting the possibility 

of traditional warfare: 
Possibility of traditional warfare = Nation state political power fluctuations  

AND Potential for lethality 

AND ((False optimism  

AND Offending nation state advantage) 

OR Easy conquest ) 

In order to predict the possibility of traditional warfare, three conditions need to be 

met.  These conditions are: 

 Condition 1: The offending nation state needs to have political power fluctuations 

present, including a political purpose and non-isolated events.  



 

 

 Condition 2: The potential for lethality needs to be present. 

 Condition 3: This condition is complex with three sub conditions (either the first 

two sub conditions need to be true, or the third sub condition needs to be true): 

─ Sub condition 1: The offending nation state needs to have false optimism regard-

ing its own capability. 

─ Sub condition 2: The offending nation state needs to believe that their actions will 

lead to an advantageous position, often due to cumulative resources. 

─ Sub condition 3: The offending nation state needs to believe that the war will be 

an easy conquest, referring to the target’s capability. 

The next section aims to apply the formula for predicting the possibility of traditional 

warfare to cyber warfare, in an attempt to identify a set of criteria specific to the cyber 

domain to aid in the prediction of cyber warfare probability. 

2 Defining Cyber Warfare 

Cyber warfare is a contentious topic, with no agreement on whether this is a real pos-

sibility or an unrealistic extension of the physical battlefield.  Regardless of this ongo-

ing debate, however, the cyber domain is playing a definite role in warfare.  Whether 

it is a full blown Denial of Service attack, hacking attempt or the use of secured 

online communication to discuss strategy and tactics, technology has a definite place 

in the warfare domain.  Accordingly, cyber warfare can be seen as both offensive and 

defensive operations against information resources, conducted because of the poten-

tial value that information resources have to people [24]. This section will look at the 

definition of cyber warfare, before mapping the formula for predicting the possibility 

of traditional warfare to cyber warfare. 

Legally, there is no concept such as cyber war.  The United Nations Charter speci-

fies when a nation state can use force in self-defence against an act of aggression, but 

this refers only to armed conflict [4], see Condition 1.  To complicate this further, 

there is no such thing as a digital only war.  It is therefore not accurate to assume that 

cyber war is a war fought only in the cyber domain, only between cyber elements [8].  

“Although cyberspace is a man-made domain, it has become just as critical to mili-

tary operations as land, sea, air and space” [19].  Therefore, it is understandable that 

some entities claim that cyber war is the fifth domain of warfare (after land, sea, air 

and space) [22].  For the purpose of this paper, the Oxford Dictionaries [17] definition 

of cyber war is adopted: 

The use of computer technology to disrupt the activities of a state or organisation, 

especially the deliberate attacking of communication systems by another state or or-

ganisation. 

The impact that cyber warfare has, however, is indisputable.  Already in 1995 the 

following statement were made by Chinese Major General Wang Pufeng: “In the near 

future, information warfare will control the form and future of war.  We recognize 

this developmental trend of  information  warfare  and  see  it  as  a driving  force  in  

the  modernization  of China’s military and combat readiness.  This  trend  will  be  

highly  critical  to achieving victory in future wars.” [13]. 



 

 

2.1 Acts of Cyber aAggression  

As in traditional warfare, each war consists of several battles, i.e. no attack is isolated 

(refer to Condition 1).  In the cyber domain, these battles are referred to as acts of 

cyber aggression.  Currently, there is no international treaty in place that establishes a 

legal definition for an act of cyber aggression.  However, research by Carr [4] reasons 

that these acts include: 

 Cyber attacks against government or critical civilian websites or network without 

accompanying military force. 

 Cyber attacks against government or critical civilian websites or network with 

accompanying military force.  

 Cyber attacks against internal political opponents. 

 Cyber intrusions intro critical infrastructure and networks. 

 Acts of cyber espionage.   

While a variety of factors can be added to the list, it can be argued that the catego-

ries listed by Carr is fairly comprehensive. For example, the global worker is irrele-

vant since any action from the worker would fall into the categories defined by Carr.   

According to research done by Filiol [8], acts of cyber aggression have five defi-

nite characteristics.  Although these characteristics are generic enough to be applica-

ble to any cyber related act, these characteristics form the foundation of the discussion 

of cyber aggression.. 

 Dematerialisation.  Anonymity is a key factor in cyber war since true anonymity 

is a sought after skill in itself. By achieving anonymity, the attackers actually 

showcase how easily they can perform an action without detection. Therefore, the 

true origin of the attack must remain hidden, and it must be possible to wrongly 

frame an innocent party as the perpetrator of the attack.  Although the potential 

level of anonymity may give attacking nations the courage to take appropriate risk 

in an attack, the anonymity will not get the message of superior cyber-warfare ca-

pability across.  Therefore, from a military perspective, the main interest is to avoid 

or delay the target reaction by misleading it (refer to Sub conditions 2 and 3). 

 Cancelling time and space limits.  By extending the war domain, this serves as a 

strong barrier for the attacker.  All traditional restrictions are removed from the 

planned attack, making the potential scope for attack much bigger.  Network con-

nections will make it possible to have immediate access from anywhere and at any 

time (refer to Sub condition 2). 

 Gaining control over time and space, over physical resources.  The aim of war 

is to gain such control over the physical world in order to use these resources to the 

maximum benefit of the cyber war’s intended outcome (refer to Condition 2 and 

Sub condition 2).  

 Exploit the complexity, interdependencies of modern systems.  The attacking 

nation does not have to directly attack the target, but rather attack unsecured targets 

which have some kind of interdependencies on the actual target.  E.g. by attacking 

transportation facilities, critical infrastructure, etc. not only the government but al-

so the civilians are inconvenienced.  The affected civilians will, in turn, put in-



 

 

creasing pressure on the originally intended target, the government (refer to Sub 

condition 3). 

 Exploit generalised intelligence.  The aim is to openly collect a large amount of 

possible useless or common data and compile in order to have significant and deep 

knowledge of a given target (refer to Condition 1 and Sub condition 3).  

3 The Status of Current Information Security Metrics 

To measure information security a holistic approach needs to be followed. In an at-

tempt to organise and structure information security measurements, the MITRE Cor-

poration has defined several key areas that are affected by any measurement in cyber 

security readiness. Therefore, all the categories in Error! Reference source not 

found. need to be taken into account due to the complexity of information interaction 

points.  As such, it becomes a complicated process to measure all these categories 

accurately.  This often results in false optimism (Sub condition 1) about the status of 

information security management within a nation state, and the ability of a nation 

state to protect against potential cyber attacks.  In addition, this false optimism can 

also lead to an easy conquest (Sub condition 3), if a nation state overestimates its own 

cyber abilities (refer to Section 1.3). 

 

Fig. 1. Categories affecting information security [16] 



 

 

Metrics for information security currently fall into two areas: high level metrics 

that assess what a nation is investing in via policy and response teams, and on a more 

technical side, measurements for the vulnerability of software/devices/services.  Both 

types of metrics  can be measured: the high level metrics through research such as the 

Cyber Readiness Index (CRI) and technical metrics through applying standards such 

as Common Vulnerability and Exposures (CVEs) to applications/devices/services. 

Technical difficulties in the measurement of either exist that does not just affect indi-

vidual nations but is a global area of concern.  It is therefore important to distinguish 

between the two areas of measurement and factor in both, since taking either into 

account in isolation can lead to incorrect assumptions regarding the state of a nation 

state’s information security posture.  

3.1 Cyber Readiness Index 

The CRI examined 35 countries that have embraced ICT and the Internet to evaluate 

each country's maturity and commitment to cyber security across five essential ele-

ments.  These elements were identified based on where cyber security can be used to 

protect the value and integrity of previous ICT investments and enable the Internet 

economy [9].  The five essential elements are: 

 Articulation and publication of a National Cyber Security Strategy.  The coun-

try has to have articulated and published a National Cyber Security Strategy that 

describes the threats to the country and outlines the necessary steps, programmes 

and initiatives that must be undertaken to address the threat.  In fulfilling this ele-

ment, the country has to address the percentage of Gross Domestic Product (GDP) 

embraced by the plan, identify commercial-sector entities affected by and respon-

sible for implementation of the plan as well as critical services, and establish conti-

nuity of service agreements for each critical service [9].  This element links to Sub 

conditions 1 and 2. 

 Operational Computer Emergency Response Team (CERT) or Computer 

Security Incident Response Team (CSIRT).  To facilitate national incident re-

sponse in the event of natural disasters or man-made disasters that affect critical 

services and information infrastructures, a CERT/CSIRT should be in place.  In 

fulfilling this element, the country has to publish an incident response plan for 

emergencies and crises, put in place incident management, resiliency and recovery 

capabilities for critical services and information infrastructures, and have a net-

work of national contact points for governmental and regulatory bodies [9]. This 

element links to Sub condition 2. 

 Demonstrate commitment to protect against cyber crime.  The country’s in-

volvement with international treaty agreements is assessed by means of treaty rati-

fication.  By ratifying a treaty, a country has an obligation and right under interna-

tional law to uphold its political commitment.  In fulfilling this element, the coun-

try needs to determine what percentage of GDP is affected by cyber crime, prepare 

an annual threat assessment to government and critical infrastructure networks, es-

tablish criminal offenses under its domestic law for cyber actions against computer 

systems, networks and computer data, and review existing laws and regulatory 



 

 

governance mechanisms applicable to cyber crime [9].  This element links to Con-

dition 1 and Sub condition 2. 

 Information sharing mechanism.  An information sharing mechanism needs to 

be in place to enable the exchange of actionable intelligence/information between 

government and industry.  In fulfilling this element, the country needs to have 

mechanisms in place for cross-sector incident-information sharing, have a rapid as-

sistance mechanism and have the ability to declassify intelligence information and 

share it with rest of government and critical industries [9].  This element links to 

Condition 1. 

 Investment in cyber security research and funding of cyber security initia-

tives.  The country needs to invest in cyber security basic and applied research (in-

novation) and be funding cyber security initiatives broadly.  In fulfilling this ele-

ment, the country needs to dedicate a specified percentage of GDP (or government 

budget) to cyber security research and development, determine the re-

search/production conversion and commercial adoption rate of research pro-

grammes, have universities offer a degree program in cyber security, have a com-

mitment to interoperable and secure technical standards, determined by interna-

tionally recognized standards bodies, as well as a commitment to protect intellectu-

al property, including commercial trade secrets, from theft [9]. This element links 

to Sub condition 1. 

While the CRI provides guidelines on how to assess the state of a nation’s cyber 

security readiness, it remains a complex and daunting task. Defining a single metric to 

quantify the impact that people, software and systems have on cyber security is also 

highly improbable due to the number of factors involved in the process [3]. As a re-

sult of the mentioned uncertain nature and the varying fields affected by cyber securi-

ty, a proliferation of adopted measurements has emerged (refer to Error! Reference 

source not found.).  It is thus clear that some form of formalised structure is emerg-

ing in the information security community to standardise the way information security 

is measured and represented. This is a crucial step towards effectively measuring the 

security posture of an organisation and even on a larger scale a country. 

3.2 Common Vulnerability and Exposures 

One of the most frequently used metrics is the CVE metric as depicted in Error! Ref-

erence source not found.Error! Reference source not found..  CVEs are used to 

assess the security of software on a computer/device by disclosing specific vulnerabil-

ities discovered in a structured format.  While the metric is useful in describing a 

potential vulnerability that exists for a given software system, several shortcomings 

exist.  While CVEs have a clearly defined structure making it useful to communicate 

to various individuals, the data entered into the respective fields are still very subjec-

tive and controlled by the creator of the specific CVE [1]. This opens up the potential 

for wrongful classification of a severity that could indicate that a device has a critical 

vulnerability when in fact the device is safe.  This links to Sub condition 1. 



 

 

 

Fig. 2. CVE example 

The uncertainty regarding the CVE critical score is but one of the problems with cur-

rent measurements available. Several other factors such as the vulnerability recorded 

might simply be the by-product of an even bigger vulnerability that the researcher 

have missed. A further factor is that no single organisation controls the complete set 

of all available CVEs [5] and more importantly, the individual CVEs are contributed 

by the security community.  This leads to duplication, differences in measurements 

and the possibility of software with severe vulnerabilities being completely missed.  

This links to Condition 1. 

Even if all of the inconsistencies and inaccuracies are ignored and trust is placed in 

a reputable vendor, further technical challenges await. Work conducted by Espinahara 

and Eduardo [7] highlight just how inaccurate even the most sophisticated current 

information security assessment software can be.  While the software works fine 

when the language is set to English, a simple change of system language can render 

the vulnerability scanner nearly useless.  In essence this means that any measurement 

currently performed on non English computer systems has the potential to be grossly 

inaccurate.  Furthermore, vulnerability scanners can mostly only identify vulnerabili-

ties related to software while previously it was made clear that information security 

spans a whole range of categories that need to be taken into account. 

While the use of CVEs proves to be useful in measuring some information security 

aspects, this method does not guarantee complete information security protection.  

There are many factors that can result in negative or skewed metric results.  As a re-

sult, CVEs is not a fool proof method of measurement.   

4 Mapping Traditional Warfare Metrics to Cyber Warfare 

This section maps the traditional warfare factors identified in Section 1.3 to the cyber 

domain.  This mapping is done in aid of developing a cyber military doctrine and 

establishing metrics to measure information security damage and potentially measure 

of loss due to cyber warfare.  The aim is to prove the validity of the formula presented 

in Section 1.3 within the cyber domain.  In proving this validity, each of the tradition-



 

 

al warfare conditions needs to be discussed in terms of the cyber (information securi-

ty) domain.  It should be noted that this mapping process is not straightforward since 

the Internet and cyber domain is largely intangible and therefore difficult to map to 

the real world traditional warfare domain.   

4.1 Condition 1: Political Power Fluctuations  

The offending nation state needs to have political power fluctuations present.  For this 

condition to be true, the cyber actions should contribute to the nation state’s political 

power fluctuations to some degree. 

Especially since 2010’s start of the Arab Spring, digital tools such as YouTube, 

Twitter and Facebook have defined many social movements by giving rise to a new 

generation of activism.  In many of these uprisings, the Internet, mobile phones and 

social media played a pivotal role in the organising of protests by activists.  Public 

information supplied by social networking websites has played an important role dur-

ing modern-day activism, especially since it is employed as a key tool in expressing 

thoughts concerning unjust acts committed by the government [12].  In addition, 

“digital media has been used by many protestors to exercise freedom of speech and 

as a space for civic engagement” [18].  In this sense, freedom of speech can be classi-

fied as the political right to communicate one’s opinions and ideas using one’s body 

and property to anyone who is willing to receive them.   

In addition, work done by Collier and Hoeffler, Collier et al. and Arnson (in [2]) 

have identified a link between civil wars and grievances such as inequality or a lack 

of political rights.  It is believed that, although resources are central to the duration 

and intensity of war, the roots and objectives of war are often founded in politics.  In 

the cyber domain, the high availability of Internet-based, low-cost cyber-weapons that 

can target civilian information assets has become a growing threat to the economic 

and political stability of modern societies that depend on today’s information infra-

structures [13].  In the cyber domain, political power fluctuations are extremely 

prevalent since the Internet is an artificial environment that can be shaped in part 

according to national security and political requirements.  In addition, cyber attacks 

are flexible enough to be effective for information warfare and propaganda, espio-

nage, and the destruction of critical infrastructure [20]. 

4.2 Condition 2: Potential for Lethality  

For this condition to be true, the cyber actions should have the potential for lethality 

for at least one of the acts of cyber aggression.  By extension of the definition for 

aggression (feelings of anger or antipathy resulting in hostile or violent behaviour, 

readiness to attack or confront), any act of cyber aggression can be regarded as having 

the potential for lethality.  The acts of cyber aggression as identified by Carr [4], can 

be explained in the cyber domain as follows: 

 Cyber attacks against government or critical civilian websites or network 

without accompanying military force.  The recent breach of the South African 

Police’s (SAPS) whistle-blowers’ web portal is an example of a major cyber attack 

against a government. The dumped data contained numerous personally identifia-

http://www.journalism.org/2012/11/28/role-social-media-arab-uprisings/#_ftn4


 

 

ble records that could lead to the identification of people who have provided in-

formation to the SAPS in confidence.   

 Cyber attacks against government or critical civilian websites or network with 

accompanying military force.  Many high-profile cyber-attacks initially targeted 

the military.  For example, the 1986 Cuckoo’s Egg incident had Clifford Stoll 

tracking German hackers who were scouring American military systems.  In 1994, 

hackers infiltrated Griffis Air Force Base computers to launch attacks at other mili-

tary, civilian and government organisations [13]. 

 Cyber attacks against internal political opponents.  If technology is utilised in 

internal political agendas, it is a real possibility that digital acts can result in physi-

cal violence.  For example, the Tunisian part of Arab Spring saw Internet censor-

ship, data harvesting by the government, laws restricting online freedom of expres-

sion and hactivism (as performed by Anonymous’ Operation Tunisia).  These 

online actions had a very tangible violent outset.  

 Cyber intrusions into critical infrastructure and networks.  Critical infrastruc-

ture protection is a crucial part of cyber protection, as was illustrated by the Stux-

net attack.  If a nation state’s national critical infrastructure is attacked, it can have 

a devastating impact on most aspects of civilians’ lives, including transport, com-

munication, water and sanitation, etc.  For example, if the transport sector is affect-

ed, it would have an impact on all emergency services, since no fire brigade or am-

bulance would be able to perform their duties.  If the communication sector is af-

fected, it could potentially lead to large scale hysterics, since people will be unable 

to contact their friends and families.  These scenarios have the potential for lethali-

ty. 

 Acts of cyber espionage.  Few nations can claim to not have been affected by 

some form of cyber espionage, either by participation or by victimisation [25]. 

Documents that were released by whistle-blower Edward Snowden have revealed 

just how prevalent cyber espionage is. These documents claim that the United 

States’ PRISM program is capable of indiscriminately intercepting and analysing 

information received from email, phone and video. Similarly, the United Kingdom 

has admitted to spying on delegates for the G20 international summit in London 

2009 [21]. In the APT1 report, the Mandiant group documents their search for a 

Chinese hacker group that has launched a massive espionage network affecting na-

tions on all continents [15]. Figures from the report reveal that as much as four 

Terabytes of data has been exfiltrated from a single company; this is reckoned as 

the longest active backdoor found: four years and three months.  

4.3 Condition 3: Needs of the Offending Nation State  

For this condition to be true, either both the first two sub conditions, or the third sub 

condition needs to be true. 

Sub Condition 1: False Optimism  

The offending nation state needs to have false optimism regarding the outcome of 

the war.  This condition is two-fold.  Many cyber incidents receive little or no public 



 

 

acknowledgment [13].  As such, people are often not informed about the actual extent 

and implications of cyber attacks.  For example, at the time of writing, very little sta-

tistics are available for cyber crime in South Africa.  This is largely due to the fact 

that no legislation is in place that obliges victims to report the crimes.  There are a 

number of initiatives that allows for the reporting of crime in South Africa, but few of 

these cater for the reporting of cyber related crimes.  As such, many crimes go unre-

ported and the resultant available statistics are often skewed. 

In addition, the enormous proliferation of technology and hacker tools makes it 

impossible to be familiar with all of the technology advances. Software updates and 

network reconfigurations also increase the unpredictability of the battlespace of cyber 

conflict with little or no warning [20].  As such, it becomes easy to have false confi-

dence in one’s cyber abilities, and accordingly, the outcome of a cyber war (refer to 

Section 3). 

Sub Condition 2: Actions Lead to an Advantageous Position 

The offending nation state needs to believe that their actions will lead to an advanta-

geous position.  Towards this end, the Internet has a number of salient characteristics 

that makes it a powerful tool in achieving this perceived advantage [6].  These are: 

 Reach.  The Internet has a global reach, with 2,405,518,376 Internet users in more 

than 233 countries worldwide [11].  This greatly enhances the potential for cumu-

lative resources. 

 Ease.  Anyone with an Internet connection can become a cyber warrior or unwit-

tingly allow their computer to be used as part of a zombie network.  

 Anonymity.  The Internet allows users to be completely anonymous, often giving 

people more confidence to say or do what they want online. 

Sub Condition 3: Easy Conquest 

In order for an offending nation state to believe that the war will be an easy conquest, 

the CRI can be used as measurement tool of cyber power on a governance level (refer 

to Section 3).  Not only can the CRI be used to assess a nation state’s own cyber ca-

pability to perform a cyber attack, but the target nation state’s CRI can be assessed to 

predict the ease with which such a cyber attack will be performed and the technical 

skills with which the target will receive the attack and retaliate.  In contrast with the 

process for traditional warfare, the proximity of adversaries is determined by connec-

tivity and bandwidth, not terrestrial geography [20] 

5 Testing the Formula for Predicting Cyber Warfare 

In order to test the applicability of the formula for predicting warfare in the cyber 

domain, the validity of the conditions will be tested for the Israeli-Palestinian cyber 

conflict that took place between July 1999 and April 2002.  A similar test was done to 



 

 

test the formula on the Estonia cyber conflict.  However, due to limited space, the 

rationale was not included in the article. 

5.1 Condition 1: Political Power Fluctuations  

In September 2000, Israeli teenage hackers created a website to jam Hezbollah and 

Hamas websites in Lebanon.  The teenagers launched a sustained Distributed Denial 

of Service attack that effectively jammed six websites of  the Hezbollah and Hamas 

organisations and  the Palestinian National Authority.  In response, Palestinian and 

other supporting Islamic organisations called for a cyber Holy War.  Hackers struck 

three high-profile Israeli websites belonging to the Israeli Parliament, the Ministry of 

Foreign Affairs, and the Israeli Defence Force information site.  They also targeted 

the Israeli Prime Minister’s Office, the Bank of Israel and the Tel Aviv Stock Ex-

change [20].  By targeting political entities and by calling this war a cyber Holy War, 

the first condition of political power fluctuations can be considered as true, since there 

is a political undertone and a number of non-isolated acts occurred. 

5.2 Condition 2: Potential for Lethality  

As illustrated in Section 4.2, any attack on critical infrastructure has the potential for 

lethality.  During the Israeli-Palestinian cyber conflict, attacks were made against 

companies providing telecommunications infrastructure [20].  Therefore, the condi-

tion of lethality potential can be considered as true. 

5.3 Condition 3: Needs of the Offending Nation State  

For this condition to be true, either both the first two sub conditions, or the third sub 

condition needs to be true. 

Sub Condition 1: False Optimism  

By January 2001, the Israeli-Palestinian cyber conflict had struck more than 160 Is-

raeli and 35 Palestinian websites;  548 Israeli domain websites were defaced [20].  

These conquests could potentially give both sides false optimism in terms of their 

chances of victory, rendering the first sub condition true. 

Sub Condition 2: Actions Lead to an Advantageous Position 

Palestinian hackers defaced an Internet Service Provider and left a message claiming 

that they could shut down the Israeli ISP NetVision, which hosts almost 70 percent of 

all the country’s Internet traffic [20].  By disabling the opponent’s Internet access, the 

Palestine side rendered the sub condition of performing actions to lead to an advanta-

geous position true. 



 

 

Sub Condition 3: Easy Conquest 

In 2013, Israel’s networked readiness index is ranked 15th up from rank 20 in 2012, 

whilst Palestine does not feature on the index. This year’s index coverage includes a 

144 economies, accounting for over 98 percent of global GDP. This presents an inter-

esting point to consider that it could be possible for countries to not participate in such 

rankings and effectively allow potential aggressor nation states to believe that they are 

easy prey, whilst obfuscating their offensive cyber capabilities until it was too late. 

5.4 Formula for Predicting Cyber Warfare  

Based on the discussions above, the following conditions for predicting the possibility 

of cyber warfare are met: 
Possibility of cyber warfare = Nation state political power fluctuations  

AND Potential for lethality 

AND ((False optimism  

AND Offending nation state advantage) 

OR Easy conquest ) 

= True 

AND True 

AND ((True 

AND True) 

OR True) 

From this case study, it can be argued that the Israeli-Palestinian cyber conflict ad-

heres to all the requirements to enable the early prediction of this cyber war. 

6 Conclusion 

Currently the only concrete way of measuring the status of the cyber domain is locat-

ed in traditional information security techniques whether it be on a technical or policy 

level.  While applicable, the measurements do not adequately describe loss, posture or 

any of the pre-requisites found in traditional warfare.  Although it is possible to per-

form an analysis of characteristics of the ICT society with regard to domination 

threats, economic sustainability, etc., these measurements have not yet been employed 

according to the literature survey performed by the authors.  Accordingly, this article 

aimed to provide evidence towards the probability of predicting and mapping tradi-

tional warfare measurements to the cyber warfare domain.  As such, this article 

worked to find an alternative way of predicting the possibility of cyber warfare, since 

traditional information security measurements are not adequate. 

The article looked at current information security metrics, the CRI and CVEs, and 

provided an alternative method of predicting the probability of cyber warfare.  A for-

mula predicting the possibility of traditional warfare was articulated based on existing 

literature.  The conditions for this formula were mapped to cyber warfare theory to 

prove the validity of this formula in the cyber domain.  In addition, this formula was 



 

 

tested by applying it to the Israeli-Palestinian cyber conflict.  This conflict is general-

ly accepted as a cyber warfare incident.  As such, the conditions are met by the acts of 

cyber aggression to affirm that cyber warfare took place. This article showed that the 

formula can be applied to the cyber domain. The value of this formula lies in the po-

tential for pre-emptively identifying potential cyber war incidents.  By pro-actively 

analysing global news and especially citizen journal journalism through social media 

platforms for indicators of the elements of the formula for predicting the possibility of 

cyber warfare, it may be possible to predict to occurrence of potential cyber war inci-

dents, and as such, limit the potential damage caused, if the incidents cannot be pre-

vented in totality. This extraction of collective intelligence falls beyond the scope of 

this article, but can be considered for future work in extending the formulate for pre-

dicting the possibility of cyber warfare. 
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