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Abstract. This paper describes the “Privacy-Enhancing Teldyyo Users’
Self-Estimation Scale (PET-USES)”, a questionndhat enables users to
evaluate PET user interfaces for their overall iigaband to measure six
different PET aspects. The PET-USES is intendebletaised during usability
testing and evaluation of PET user interfaces. fbices of the PET-USES is
the subjective experience of the user rather tharnirtrinsic PET functionality
of the application being tested. Although the texst been developed within the
PrimeLife! project to test the usability of PETs developeerein, the test is
constructed in such a fashion that it should bdiegdge to a wide variety of
PETs. The objective of this paper is to outline ¢heation and the background
of the PET-USES questionnaire and invite the uggliibmmunity not only to
use the test, but also to contribute to the furtiesrelopment of the PET-USES.
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1 Introduction

PET-USES (Privacy-Enhancing Technology Users’ SGslimation Scale) is a
guestionnaire that enables users to evaluate PET Ibterfaces (Uls). The reason for
developing and using PET-USES was to be able tsuneahe perceived usability of
Uls, both during single user trails and during éamgroup walkthroughs of screen
recordings.

Today there are a number of guestionnaires meapsuser experience, usability
and various HCI (Human-Computer Interaction) aspscich as the hedonic quality
[1] of software, websites, and services [2, 3]ptw knowledge none includes PET-
related issues.

1 The research leading to these results has retéiveling from the European Community’s
Seventh Framework Programme (FP7/2007-2013) undett gigreement n°® 216483. The
information in this document is provided “as isthidano guarantee or warranty is given that
the information is fit for any particular purposkhe above referenced consortium members
shall have no liability for damages of any kindling without limitation direct, special,
indirect, or consequential damages that may résarit the use of these materials subject to
any liability which is mandatory due to applicaldev.



Although there is no single widely accepted defanit of PETS, they can be
described as:

Privacy-Enhancing Technologies is a system of ICT measures protecting
informational privacy by eliminating or minimising personal data thereby
preventing unnecessary or unwanted processing of personal data, without the
loss of the functionality of the information system. [4]

This above definition is focused on the principfedata minimization whereas
others focus more on privacy principles and letjmfaor how PETs give the user
power over his/her own data [5]. There are alsenats to classify PETs into classes
such as General PET Controls, Separation of Dataady Management Systems,
and Anonymisation Tools [6].

One PET solution currently being investigate wittiie PrimeLifé project is an
identity management system that solves a numbéneofibove mentions issues and
the usability evaluation of this system is the pteg stone for the development of the
PET-USES. In short the system is comprised of abmurof subsystems which relate
to the handling and release of an individual's peas data. The PrimelLife system
also informs the user of the trustworthiness ofidatipient and to what extent the
data recipient’s privacy policy matches the despedacy policy of the data subject.

The PET-USES consists of two major parts of quastione part measuring
overall usability and one part measuring PET aspddius, the PET usability scales
have a dual purpose. They evaluate the softwaeriergl usability and the extent to
which the software assists the user in learning amnderstanding privacy related
issues. An important feature of the measuremeREF aspects is the modularity of
the questionnaire, enabling the inclusion or exoluf scales measuring specific
aspects based on the tasks and features beingtadlu

This text is organized as follows: Section 2 “RethWWork” depicts current views
on usability testing. The following Section 3 “TRRET-USES Approach” describes
development criteria for the PET-USES questionnaiimé sketches the main modules.
This is followed by a discussion in Section 4 orewland how the PET-USES can be
employed. Section 5 gives a conclusion and showssteps in testing the perceived
usability of some PETs with the PET-USES questicenavhich version 1.0 is
published in the Appendix.

2 Related Work

The PET-USES questionnaire is based on the ISO §2déral standard of usability
[7] as well as the more PET specific HCI guidelipessented by Patrick et al. 2003
[8] and utilized in the work with the PRIMEintegrated identity management
prototype [9]. The former defines usability as th&tent to which a product can be

2 “PrimeLife — bringing sustainable privacy andritey management to future networks and
services” is an EC FP7 project: http://www.primeléu/

3 “PRIME - Privacy and lIdentity Management for Ewgb was an EC FP6 project:
http://www.prime-project.eu/



used by specified users to achieve specified getlseffectiveness, efficiency, and

satisfaction” whereas the latter promotes the foategories comprehension (to
understand or know), consciousness (be aware amirgfd), control (to manipulate or

be empowered) and consent (to agree). Althougiwbeviews might seem divergent
at first they can readily be combined within theusture of usability testing proposed
by Hornbaek [10]. Based on a review of 180 studieslished in core HCI journals

and proceedings, he argues for a change in teraggdtom the 1ISO 9241, to better
encompass what is actually being measured. Theamship between the concepts of
Hornbeek, 1SO 9241, HCI Guidelines and generallgrofised measures of usability
can be seen below (Table 1).

Table 1. The table shows possible constructs of intemstife PET-USES, their relationship
to other usability constructs and how they relatthe framework proposed by Hornbzek.

Hornbaek 1ISO 9241 HCI Guideline$ Other measures/concepts
of usability
Outcomes Effectiveness Consent (agree) User Value

Comprehension (to  Usefulness
understand or know

Consciousness (be  Functionality
aware of, be informed)

Interaction- Efficiency Control (to manipulate Efficiency
Process or be empowered)
Ease of Learnir
Ease of Use
Attitudes & Satisfaction Satisfaction
Experiences
Affect / Likeability
Trust
Helpfulness

Awareness of PET-
Related Issues

Thus, by using the terminology of Hornbeek, one fmannstance investigate the
outcomes of using a particular interface in terfEféectiveness of Goal Completion
but also in terms of User Value and what the usarns from the interaction. This
framework makes it easy to integrate the above-imeed constructs into one model
as well as adding further constructs if that shdaddleemed necessary.

3 The PET-USES Approach

The PET-USES scale General Usability is measuread @asnposite of the sub-scales
Ease of Learning, Ease of Use and User Value. HEfienale for differentiating

between the sub-scales Ease of Learning and Eadeeofs that intuitive interfaces
are perceived to have a better learnability wheeedsss intuitive interface can be
used easily only once the user gets accustomet koi$ also noteworthy that the

4 As defined by Patrick et al. 2003 [8].



General Usability value will be less influencedgmrceived User Value than Ease of
Learning and Ease of Use. This reflects the faet, talthough user value is an
important driver for software adoption the focustloé PET-USES lies more on the
usability than on the perceived benefits of a syste

The PET aspects modules currently developed areedieirom the user-controlled
identity management approach of the projects PRI PrimeLife: Data

Management, Credential Management, PrivPrefRecipient Evaluation, Data

Release, and History. They can all be used to et&lspecific PET-related

functionality of software or websites. The entifTPUSES questionnaire (including

all modules) and its items can be found in the agpe
The focus of the scales are the following privadjiecareas:

— Data Management: The extent to which the systememdkeasier to store and
organize personal information. This scale can bedu® evaluate all types of
identity management software and services.

— Credential Management: The extent to which theesysinakes it easier to store
and organize credentials and other certificatess $bale can be used to evaluate
identity management systems that include issueincleredentials (e.g. the
Higgins projec}).

— PrivPrefs: This scale is designed to measure theneto which the system makes
it easier to set general and excessive levels dta celease policies and to what
extent the user is informed of unwanted data digs&tion. Thus, an aspect of this
scale is the decision support qualities of theesyst

— Recipient Evaluation: the extent to which the systeelps users to evaluate the
data recipients’ credibility and trustworthines$isTscale can also be regarded in
terms of decision support.

— Data Release: The extent to which the system idanihat personal information is
being released and who is the recipient of the.data

— History: The extent to which the system can shoe uker when, what and, to
whom personal information has been released ansl pihovide an overview of
what data any given service provider might haveiaedated.

Effectiveness and efficiency are often measureal inore objective fashion than the

user self-estimations of the PET-USES. The effecidss of a given interface can for

instance be measured in terms of task completime @nd efficiency in terms of
quality of task solution [11] and, of course, omihg usability evaluations should be
comprised of a combination of self-estimation anorenobjective measurements. It
should, however, be pointed out that these typesne&surement requires fully
functional interfaces and both logging of behavemd knowledge of desired
outcomes whilst the PET-USES can be used in a readfer stage to measure users
perception as estimates of effectiveness and efiigi.

5 PrivPrefs (Privacy Preferences) is a method thaturrently being investigated in the
PrimeLife project for defining personal privacy fenences (see for example [12]) which
will be used for automated evaluations of the appateness of data-requests. The PrivPrefs
are evaluations of polices as defined in P3P (httpw.w3.0rg/TR/2006/NOTE-P3P11-
20061113/#P3PPalicies).

6 http://wiki.eclipse.org/Password_Cards#Requirddin Types



Practical considerations such as time and effoanwer the questions can prevent
the PET-USES to measure all of the categories wweedi in Table 1 in separate
scales and hence several of the categories wi# kabe combined into more general
domains.

4 Discussion

A fundamental principle of self-estimation scaleghat all questions are thought to
measure an aspect of construct of interest. Thiilgjuastions are thought to be
exchangeable with other questions that also measwedated aspect of the same
construct. An important aspect of this fact is ttheg focus of measurement is rather
the aggregated data of all the questions of a neothdn on the specific questions
themselves. This idea, of course, is analogousntotgpe of sampling and point
estimation. As with any sampling procedure more eolmtions lead to better
estimations. However, when it comes to self-ratinigse constraints are the biggest
obstacles to extensive sampling.

In essence, all self rating scales are constructed similar fashion containing a
stimuli and some way for the participant to ratés thtimuli. The PET-USES is
constructed as a number of Likert scales [13]. Thusaccordance with the principle
of Likert scales, the stimuli used are a numbestafements and users are asked to
rate to what extent they agree or disagree withettgtatements. The response format
used in the PET-USES is a five point scale. This fiiossible for the user to respond
in a neutral fashion unlike in a forced choice ecdt should be noted that it is
possible to utilize other response formats suchrgsnumber of values or a Visual
Analogue Scale [14]. There is quite some debate f@eexample [13, 15]) over the
level of measurement of the added values of thertigcales and if they should be
treated as ordinal or interval data. The basicrment for viewing the scales as being
ordinal is that it is impossible to create a sutijec scale with equal distances
between response options. On the other handpibssible to argue that there are in
fact equal distances between the response optisnsespondents are using the
numbers one to five, not the verbal descriptiorfis®e Thain reason for purporting the
notion of the scales being interval is of coursepbssibility to use parametrical tests.

4.1 Evaluating scales

All measurement needs to be evaluated in termsladhility and validity. As the
individual questions of a scale are thought to memashe same construct, the most
fundamental evaluation of a scale is one of infecnasistency. The basic principle is
that respondents should answer the questions ioharent manner, that is, if a
respondent scores high on one statement of a goae s/he should score rather high
on other statements measuring the same underlgingtruict. If this is not the case,
the items are thought to measure different construddditionally, as different
underlying constructs are supposed to be indepénffem each other, items
measuring different underlying constructs shoultl cwrelate highly. The statistical



technique used to estimate internal consistencZhsonbach’s alpha and factor
analysis to assess the underlying constructs ds[$6¢

Tests such as Chronbach’s Alpha, however, say mgthibout what the test
actually measures even though it might measuraigfactory. In order to understand
what a scale actually measures we need to assesxtiérnal validity. As some
aspects of the PET-USES measure constructs whelalao possible to measure in
other ways, the questionnaire should be evaluagathst these criteria. For instance,
as the sub-scales Ease of Learning and Ease didilsare aspects of Efficiency they
could be correlated with measurements of qualityaditions or such.

4.2 When to use the PET-USES

The main reason for conducting usability testigliscriminate between usable and
not usable interfaces either during the design gs®oor in comparisons between
different systems. Typical use-cases for the PEE®Snclude both of these
scenarios. Thus, PET-USES can be used both in acdeompare the perceived
usability strengths and weaknesses between diffénéerfaces, and, in order to aid
interface designers during the design process tfircadministrating the test at
various steps in the process. However, as duringtatistical testing, the possibility
to find significant results is dependent on the eowf the investigation. As usual
there are only two ways to achieve statistical poweebigger sample or a bigger
effects size. When it comes to comparing existimgrfaces a bigger effects size can
be achieved both by choosing interfaces that asduated as being extremely good
and bad and by inviting more of the current usesebito the evaluation. During
interface design, especially during fast iteratjiaghe differences between versions are
usually quite small and the tested user group rath®ll and hence the power of a
test such as the PET-USES will become quite snidlls should be taken into
consideration when planning when to use the PET®&E it will be more useful
evaluating clear steps in the design process. deraio gain power by adding more
respondents without having to do a great numbewaiplete user tests it is possible
to do large group walkthroughs of screen recordidgs additional feature of this
method is that it is possible to do user teststerfiaces without any functionality.

So far the usage of PET-USES is rather limited, ibbias been incorporated in
usability studies performed by Center for UsabilResearch and Engineering
(CURE). Although not enough data has yet been cte for formal statistical
evaluation of the PET-USES, feedback from both tiffaners and users show that
the test is easy to use.

4.3 The CURE web service
In order to facilitate both the use and the evabmadf the PET-USES, a web service

is set up at CURE The site enables research companies to use tieUSES
guestionnaire for their evaluations and will be ope all who wish to use the PET-

7 http://pet-uses.cure.at/



USES on the premises that the collected PET-USHS wédl be used to gather
feedback and further develop the questionnaireitgngtales. In addition to using the
scales of the PET-USES researchers in this ardahake the possibility to suggest
new modules for inclusion in the sub-scale battemeflect the ever changing field of
PETs. Data provided on the website will be anongaiiand treated confidentially.
Only those conducting the research and the creafadtse PET-USES (i.e. Karlstad
University and CURE) will have access to the datavided. Users of the site who
wish to retain data from other sources than the-BBES are of course allowed to do
S0, but in order to evaluate the PET-USES usersrareuraged to provide data, such
as the maturity of the tested system or correlatioith other measurements as a part
of the validation of the test.

5 Conclusion

The PET-USES presented in this paper is a questimhich focuses on measures
of both aspects of General Usability and specifjcdilored scales that measure the
usability of PET solutions. The test is groundedunrent views on usability and the
experience so far of using the test show that Ipotictitioners and users report that
the PET-USES is easy to use. The CURE web serviceiding the PET-USES is

open to PET researchers who wish to evaluate PET Ul
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Appendix: PET-USES [1.0]

Modules
The PET-USES questionnaire comprises the followingdules (the detailed
content can be seen in the Appendix):

Part | — Usability:

- Ease of Learning
- Ease of Use

- User Value

Part Il — PET-related aspects:
— Data Management

— Credential Management

— PrivPrefs

— Recipient Evaluation

— Data Release

— History

Instructions

This test is designed to measure your experientietive system you've tested today.
Your answers will be used to evaluate the systemlasase answer the questions as
truthfully as you can. As the questions are designeneasure various aspects of the
systems usability there are no right or wrong amswelease use the scale below to
indicate to what extent you disagree or agreedatatements that follow.

1 Strongly disagree

2 Disagree

3 Neither agree nor disagree
4 Agree

5 Strongly agree

General Usability

. I found it easy to learn how to use system

. I had to learn a lot in order to use Hygtem

. | keep forgetting how to do things with tisistem

. I need a lot of assistance to use system

. I find thesystem interface easy to u

. I find the organisation of theystem interface understandable
. | get confused by theystem interface

. I find it very difficult to work with thesystem 1234

. | find that the benefits of usinhe system are bigger then the effc

of using it 12345
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10. I would like to use thisystem regularly 12345

Data Management

11. | get a clear view of my persoidata from the systel 1
12. | find organising my persondhta easy with this system

13. | find keeping track of various user names pasglswords is easy
with this system 1
Credential Management

14. | find it easy to add personally issued creidéninto thesystem 1

15. | find it easy to add / import certificatesdrihesystem 1
16. | find it easy to manage my credentials wifls system 1
PrivPrefs

17. | find it easy to use settings for how muctow little data to be
released with thisystem 1
18. | find that thesystem helps me understand the effects of diffet
privacy settings 1

19. | feel safer knowing that | will be notified kifie system if I'm
about to release more persodata than my chosen preference
Recipient Evaluation

20. Thesystem makes it easy for me to decide if it is safe teask m)
data 1
21. I don't understand how tlegstem determines if a data recipient is
trustworthy 1
22. | feel safer releasg my personal data when tisystem states it's
OK 1
Data Release

23. | know what personal information I'm releasimgen I’'m using
this system 1
24. The system makes it easy to decide how mutiowrlittle data to

release in a given transaction 1
25. 1 get help from the system to understand wHbreceive mydata 1
History

26. | can easily find out who has received my peatdata with this
system 1
27. | get a good view of who knowshat about me from thisystem 1
28. | can easily see how much I've used a particuter name witl
this system 1

Headings and numerals are mainly for presentational purposes and thus
optional during the use of PET-USES. Items 2, 3, 7, 8, and 21 should be
reversed before summated.



