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Abstract—This work delivers a hybrid-VTOL UAYV surveillance
architecture and prototype implementation, which fuses real-
time edge computer vision with cooperative geolocation beacons.
Lightweight LTE-M/NB-IoT beacons transmit GNSS data via
mutual-TLS to a cloud server; these positions are merged with
drone pose, gimbal attitude and zoom level to project beacon
locations into the video frame. Persons detected by the onboard
GPU are labelled ‘“‘authorized” or “intruder” using a GNSS-
modelled distance threshold. The system also includes IP-based
remote control, WebSocket gimbal commands and adaptive
WebRTC streaming. Ground tests establish the boundaries of
accurate classification and low-latency communications, offering
a framework for Beyond Visual Line of Sight surveillance.

Index Terms—UAV-based Surveillance, Beyond Visual Line of
Sight, Internet of Drones, Internet of Things, Edge Computing,
Target Classification.

I. INTRODUCTION

Unmanned Aerial Vehicle (UAV)-based surveillance sys-
tems are increasingly employed to monitor critical outdoor
infrastructure in remote or restricted-access environments.
The flexibility of UAVs to operate in Three-Dimensional
(3D) space, combined with advances in propulsion efficiency,
hybrid Vertical Take-Off and Landing (VTOL) architectures,
and broadband mobile communication technologies, have
expanded the feasibility of both commercial and academic
UAV applications, particularly in missions that extend beyond
traditional radio-frequency Line of Sight (LOS) constraints [1].
Cellular networks, in particular 4G and 5G, have further
enabled reliable connectivity for UAVs in diverse contexts,
including environmental monitoring, industrial surveillance,
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and public safety [2]-[4]. These capabilities are strengthened
by the integration of Internet Protocol (IP)-based communica-
tion layers that support the Internet-of-Drones (IoD) paradigm
and are essential for Beyond Visual Line of Sight (BVLOS)
operation scenarios.

Within this ecosystem, Internet of Things (IoT)-
focused technologies such as LTE for Machines (LTE-M)
and Narrowband-IoT (NB-IoT), classified under Machine Type
Communications (MTC) use cases, have gained attention
for their scalability, energy efficiency, and suitability for
infrastructure-free deployments [5], [6]. Their growing ma-
turity highlights the opportunity to employ cellular MTC
networks as the basis for distributed sensing architectures that
integrate seamlessly with UAV-based systems.

A persistent limitation of visual-cue-only UAV surveil-
lance lies in its inability to achieve reliable individual-level
classification. While State-Of-The-Art (SOTA) vision models
can detect object classes such as “person” or “vehicle” with
high confidence, the ability to classify entities based on
operational context (e.g., distinguishing between ‘“‘authorized
personnel” and “intruders”) remains constrained. Prior works
have explored cooperative tagging through Ultra Wideband
(UWB) anchors or Wi-Fi channel-state information (CSI) [7]-
[9], however, these approaches depend on short-range static
setups and specialized supporting infrastructure, making them
undesirable for outdoor UAV missions.

This work addresses these limitations by proposing an
edge-enabled, human-supervised, UAV surveillance frame-
work that augments real-time onboard inference with coop-
erative, portable geolocation beacons carried by authorized
personnel on the ground. The UAV performs local Al-based
detection and transmits annotated results to the Ground Con-
trol Station (GCS), where an operator supervises classifica-
tion outcomes in real time. This human-in-the-loop design
improves operational reliability while preserving low-latency
decision support. Processing visual data at the edge also
minimizes bandwidth requirements and reduces dependence
on cloud post-processing, which is critical for scalable BVLOS
operations.
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Unlike indoor or infrastructure-bound localization systems,
the proposed framework employs cellular MTC connectivity
to realize a distributed outdoor sensing architecture, enabling
cooperative position tagging without dedicated ranging infras-
tructure, aligning with commercial integration goals.

The main contributions of this work are the following:

o Design and integration of a UAV payload featuring
cellular connectivity and cloud integration capabilities,
developed to enable BVLOS perimeter surveillance ap-
plications.

o Implementation and validation of a complete surveillance
prototype for outdoor critical infrastructures, combining
UAV-based visual analytics with NB-IoT/LTE-M-enabled
geolocated tags for real-time intruder detection.

The rest of this document is structured as follows. Section II
provides an overview on the project in whose context this work
was developed. Section III explains the theoretical models used
to calculate the coordinates of detected targets. Section IV
describes the implementation of the UAV based surveillance
system. Section V presents the results of the validation tests.
Finally, Section VI concludes the paper.

II. PROJECT OVERVIEW

This work is part of a multidisciplinary engineering project
at Instituto Superior Técnico (IST), funded by KPMG, and
was developed in collaboration with NOS, Vodafone. The
project team consisted of four graduate students. The project
aimed to integrate cellular communication technologies in a
UAV platform designed for aerial surveillance applications,
supporting BVLOS operations. Within the scope of the project,
a UAV platform was designed and manufactured [10], [11]
with the purpose of carrying the payload of the system
described in this paper.

A. Quadplane Platform

Among multiple UAV configurations the hybrid quadplane
VTOL emerged as the most versatile baseline platform across
varied scenarios [11]. Its adaptability, coupled with academic
interest in its aerodynamic and structural complexity, justified
its selection and manufacture. The quadplane is shown in
Figure 1.

Fig. 1. Hybrid VTOL Quadplane developed.

When fully assembled, the quadplane has a wingspan of
approximately 2.5m and a length of 1.3m from nose to

tail. The total mass is around 9.2kg. Key avionics include
the Pixhawk 6X Flight-Controller (FC) and the MIN Global
Navigation Satellite System (GNSS) receiver.

B. Payload Selection
The team acquired the following systems:

¢ On-board Computer: Following the conclusions estab-
lished in [12], which evaluated SOTA challenges similar
to our own, the NVIDIA Jetson Orin Nano [13] was
selected. Its advantages are rooted in: I) hardware char-
acteristics, notably high AI performance enabled by the
integrated GPU; II) software maturity, particularly the
CUDA, TensorRT, and DeepStream frameworks, which
offer robust support and Python integration.

¢ 4G/5G User Equipment: Cellular connectivity is es-
tablished using a combination of a carrier board and a
modem. The system consists of the following items:

— 5G M.2-to-Gigabit Ethernet carrier board by Wave-
Share: a robust, fully enclosed platform compatible
with M.2 (NGFF) PCIe modems.

— SIM8262E-M?2 module by SIMCom: a cellular mo-
dem compatible with 3G, 4G, and 5G frequency
bands used in Europe.

o Gimbal Camera: The SIYI ZR10, chosen based on a
comparative study conducted in [12]. The SIYI ZR10
is a 3-axis stabilized gimbal camera. It supports video
recording at 1K Full HD (1920x1080) resolution and
offers an optical zoom range from 1x to 10x [14].

The Jetson interfaces with the modem and avionics (through
the FC) via USB. The ZR10 is connected via Ethernet.

C. Operational Concept and Application Scenario

Figure 2 illustrates the operational concept of the proposed
UAV-based surveillance architecture developed in this study.

Based on this operational concept, the surveillance system
was defined to meet the following functional requirements:

o Implement a classification framework distinguishing au-
thorized personnel from intruders' by fusing computer-
vision inference with geolocated beacon data.

o Establish a secure cloud-based communication frame-
work to interconnect the UAV, the GCS, and other IP-
enabled components

« Enable real-time streaming of processed video with visual
overlays of classification results to the GCS.

o Support remote control of on-board systems through IP-
based protocols, forming the basis for BVLOS operation.

The system fuses the location telemetry of authorized

personnel within the UAV’s visual frame. The classification
algorithm combines the UAV’s pose (attitude and position)
with the broadcasted beacon positions to determine individual
identities. The next section presents the theoretical model used
to compute these coordinates and to characterize the relevant
subsystems.

! An intruder is here defined as someone not carrying a beacon who is also
not close to authorized personnel.
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Fig. 2. Aerial surveillance and target classification operational concept.

III. THEORETICAL MODELS OF TARGET COORDINATES

Both the UAV (denoted in this section by the subscript
») and the authorized location beacon (denoted by ;) use
the GNSS system to determine their position in the global
reference frame. However, the computer vision algorithms
used to detect people or other targets operate in the image
pixel frame. It is therefore necessary to establish the theoretical
framework that enables the projection of personnel coordinates
onto the image plane, and conversely, the projection of image
coordinates into the global reference frame.

A. Transformation between Bases

The coordinates of a point expressed in Cartesian frame
A can be converted to the Cartesian frame B in two ste})s:
I) Translate: subtract the origin of B expressed in A, 30,
to the point vector 4v; and II) Rotate: premultiply by the
transformation matrix IXT. The conversion is computed as
follows [15]:

Bg = Br. (Av—g‘a). (1)

The orientation of the rotation follows the right-hand con-
vention for positive angles of rotation, 6, « and 3, over the
respective basis vectors, ;, fand K. The respective transforma-
tions matrices are [15]:

5 1 0 0

ATi(0) = |0 cos(0) sin(0)| ; 2)
10 —sin(f) cos(0)
[cos(a) 0 —sin(a)]

ATj@)=| 0 1 0 | 3)
|sin(a) 0 cos(a) |

5 cos(B)  sin(B) 0]

ATk(B) = | —sin(B) cos(B) 0. 4)

0 0 1

B. Frames of Reference

1) Geodetic Coordinates: The World Geodetic System of
1984 (WGS 84) is the standard Earth reference model used in
GNSSs, including systems such as Global Positioning System
(GPS) and Galileo. It models the Earth as an oblate ellipsoid
of revolution, which more accurately approximates the Earth’s
shape than a perfect sphere [16]. Coordinates are reported
with latitude ¢, longitude A, and height above or below the
ellipsoid, h.

2) Earth-Centered Earth-Fixed (ECEF) Frame: A 3D
Cartesian coordinate system fixed to the rotating Earth. Its
origin is Earth’s center of mass, and its axes rotate with
the Earth, therefore the ECEF system is not inertial. ECEF
coordinates can be calculated from WGS 84 with [17]:

x = (Rn + h) cos(¢)cos(N);
y = (Rn + h) cos(¢)sin(N);
2= [(1= 7R + 1) sin(9); ©)

Ry = a/\J1~ f(2 f)sin®(6):

where a = 6378137.0m and f = 298.257223563 " [18].

3) North-East-Down (NED) Frame: A Cartesian coordinate
system whose origin is arbitrary, with fpointing toward true
North, Ipointing East, and k pointing downward.

By establishing the UAV’s NED frame through a sequential
set of rotations from the ECEF frame, we obtain:

BT, =Tj(—¢) Ti(\) T;(—90°). (6)

The coordinates of a beacon in the NED frame, with the
origin located at the UAYV, are therefore:

Ny, = 8T, (5 — 1a) (7)

where p;, and p,, are the ECEF coordinates computed using
Equation (5).
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4) UAV Body Frame: A Cartesian frame B with origin at
the UAV’s center of mass, where fpoints toward the nose, I
points to the right wing, and K points downward.

The transformation matrix from the NED frame to the Body
frame is:

NT = Ti(¢) Tj(0) Ti(¥). (8)

Here, 1, 0, and ¢ represent the UAV’s yaw, pitch, and roll
angles, respectively.

From this frame onward, differences in frame origin will
be neglected, as the distances between successive origins are
negligible compared to the UAV’s distance to any point of
interest in this application.

5) Gimbal Frame: The Gimbal frame G has its origin at
the camera module, with fpointing forward along the optical
axis, .fpointing to the right (aligned with the horizontal axis of
the Field-of-View (FOV)), and k pointing downward (aligned
with the vertical axis of the FOV). The transformation matrix
from the Body frame to the Gimbal frame is:

GT = Ti(5) T;(8) Ti(e). 9)

Here, «, (3, and 0 represent the gimbal’s yaw (pan), roll,
and pitch (tilt), respectively.

6) Camera Frame: The Camera frame C has its origin at
the camera’s focal point and is defined by a rotation of the
Gimbal frame to match the coordinate system used in the
pinhole projection model, detailed next.

ST = Ty (—90°)T;(90°).
C. Pinhole Model

The pinhole camera model [19] is an idealized geometric
representation of how a 3D scene is projected onto a Two-
Dimensional (2D) image plane.

(10)

Focalbpoint
image plane

Fig. 3. Pinhole model geometry [19].

On the image plane, the optical sensor is modeled with the
same shape and dimensions as the physical camera sensor, a
rectangular bounding box. Any point P; projected inside this
box corresponds to a ray of light intersecting the optical sensor.

Assuming zero skew, the transformation from the Camera
frame (z¢, yc, z¢) to the Pixel frame (z,, y,) can be written
using the camera intrinsic matrix K [19]:

2CTp Tc (6% 0 uty)
zcyp| = K |yc|,where K=|0 oy wol|; (11)
zZc zZc 0 0 1

po' xO:&; and yoz%.

12
50 s 5 12)

The focal length f of the camera depends on the zoom
level. However, neither the mapping of f across zoom levels
nor the sensor width s,, and height s;, were provided by the
manufacturer. Only the pixel resolution, p, and p,, is known.

Instead of estimating the sensor dimensions and model-
ing the zoom-to-f mapping directly, the ratios % and %
were modeled. This is done using the formulation in (11),
considering the application to a point with pixel coordinates
(xp = yp, = 0), which corresponds in the camera frame to
the point (Zeqge, Yedge: Zedge) as geometrically illustrated in
Figure 4.

M3IA J0 P1al4

(xedger Zedge)
Fig. 4. Camera horizontal FOV.

From this, we obtain:

{_xedge/zedge = tan() = f/s, = (2tan(d)) ' ; a3)

—Yedge/ Zedge = tan(a) = f/s, = (2 tan(a))_l .

Where 6 and « represent, respectively, half the horizontal
and vertical FOV.

For our ZR10, experiments were conducted to determine 6
and « at different zoom levels, from which the horizontal and
vertical ratios were modeled as linear regressions:

L (2) = 0.9202 — 0.020; (14

L(2) =1.552 — 0.041.

Sh
D. Classification Rule

The classification of targets identified by the computer vi-
sion inference pipeline is achieved by projecting the positions
of nearby beacons into the UAV’s camera pixel frame.

Combining the previously discussed transformations, the
projection of a beacon’s 3D ECEEF position into the camera’s
2D pixel frame is expressed as follows:

T L
zolmy oy 1] =K T GT T §T (5, —po). (15

In an ideal scenario, the projected pixel coordinates would
precisely coincide with the matching person. However, due to
sensor measurement errors and sampling time, this alignment
is not exact. Therefore, the classification of a detected target
as authorized is based on the Euclidean distance between the
detected person’s pixel coordinates (zs, ys) and the closest
projected beacon coordinates (zp, yp):

V(@s = 25)2 + (ys — y6)? < dipee. (16)
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The threshold dyy is selected based on the expected error
in the tracking vector v = pp — pa,.

E. GNSS Measurement Error Model

The GNSS measurements were modeled as stochastic pro-
cesses in the ECEF reference frame (since this frame is Earth-
fixed), as follows:

pP=i+E, (17)
where:

e ji is the true (but unknown) position in the ECEF frame;
and

e € is a measurement error vector that captures all sources
of uncertainty.

We assume that the error €is a zero-mean Gaussian random
vector, a reasonable approximation under the Central Limit
Theorem, given that many independent noise sources are
involved [20]:

e~ N(0,5), (18)

where ¥ is the 3 x 3 covariance matrix summarizing the
uncertainties in the x, y, and 2z directions in the ECEF
reference frame.

To characterize the distribution of €, we use the Mahalanobis
(squared) distance [21]:

L= (p-fi) 2 (G- =dT e (19)

Under the assumption of a Gaussian error model, this
distance follows a chi-squared distribution with 3 degrees of
freedom [22].

The confidence ellipsoid that models the a-quantile of
the error distribution can therefore be expressed using the
eigenbasis of X and the tabulated value X%a the a-quantile
of the chi-squared distribution with 3 degrees of freedom.

Let A1, A2, A3 be the eigenvalues and v7,v3,v3 the corre-
sponding orthonormal eigenvectors of 3. Then, the lengths of
the semi-axes of the ellipsoid are [23]:

i=1,2,3. (20)

These semi-axes define the ellipsoid that contains a propor-
tion « of the measurement error €.

Assuming the UAV and beacon GNSS measurements, p,, =
Ly +€y and py = iy €3, are independent, the tracking vector’s
stochastic model is characterized by:

BT = fib — pu; X7 = Xp + Xy (21

The confidence ellipsoid of the tracking vector is then used
to define the threshold die.

IV. SURVEILLANCE SYSTEM IMPLEMENTATION

This section presents the implementation of the functional
requirements for the application scenario discussed.

A. Geolocation Beacon

The geolocation beacon prototype is implemented using
the LilyGo T-SIM7080G S3 development board, priced at
approximately €28. The board integrates an ESP32-S3 micro-
controller, a SIMCom SIM7080G modem, and an AXP2101
Power Management Unit (PMU). This platform was selected
primarily for its low cost and integration of key capabilities:
the SIM7080G modem provides LTE-M and NB-IoT con-
nectivity, supports secure communication over HTTP-Secure
(HTTPS) (Transport Layer Security (TLS) 1.1/1.2), and in-
cludes a built-in GNSS receiver.

The assembled beacon weighs 115 g and is powered by a
46 g lithium-ion cell with a capacity of 3250 mAh, providing
up to 26 hours of autonomy and requiring approximately
8 hours for a full recharge. A critical hardware constraint is
that the SIM7080G modem cannot operate its GNSS and cel-
lular subsystems simultaneously, requiring serialized operation
of these modules.

1) Firmware Architecture: The firmware is developed in
C/C++ using the Arduino framework. It is structured into two
main phases: initialization and the main execution loop.

« Initialization: Performed once on startup, this phase:

— Configures the PMU, including power rail behavior,
system thresholds, and battery parameters.

— Sets network parameters on the modem, including
radio technology and TLS configuration (version and
cipher suite).

— Loads x.509 certificates onto the modem to enable
mutual-TLS (mTLS) over HTTPS.

o Execution Loop: Repeats continuously after initializa-

tion, following this sequence:

— Deregister and power down the cellular subsystem.

— Power up the GNSS receiver and acquire a valid
position. A valid position requires a NMEA fix status
and a number of satellite locks > mg4z.

— Power down the GNSS receiver, re-enable the cellu-
lar subsystem, and reattach to the network.

— Establish an HTTPS session, encode telemetry in
JSON format, and transmit via a POST request.

Since GNSS and cellular subsystems must operate sequen-
tially, the sampling frequency is limited by the time required
to reacquire satellite lock after each GNSS power cycle.

2) Cloud Integration for Beacon Telemetry: The geoloca-
tion IP beacons and the UAV communicate with a Flask-based
web application deployed in the central server. This application
interfaces with a back-end PostgreSQL database, which stores
and manages beacon location data. The server exposes two
REST endpoints:

e POST /add_location: Accepts a JSON payload con-

taining the beacon’s reported telemetry.

e GET /get_locations: Returns a JSON-formatted
object containing the most recent coordinates of all valid
beacons stored in the database.

All traffic is secured using mTLS, which authenticates both

the beacons and the UAV. Separate x.509 root certificates are
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issued for beacons and UAVs, preventing an attacker with
stolen beacon credentials from accessing the GET endpoint.

B. GCS Remote Control

The GCS interfaces with external systems via Secure Shell
(SSH), using the OpenSSH tool. To simplify and streamline
these interactions, various shell scripts are used for automating
routine tasks:

o Central Server: The GCS accesses the server through
a standard SSH connection, using either the server’s
fixed IP address or domain name. From this connection,
the operator can remotely launch or shut down critical
services, including: I) the Flask-based beacon telemetry
server; II) JavaScript services (Gimbal Proxy, WebRTC
cloud services); and III) the Coturn TURN server.

e UAV On-board Computer: The primary challenge in

connecting to the UAV’s onboard computer is the lack of
a public IP address. The 5G SIM cards used in the UAV
provide basic, unlimited data service but operate under a
dynamic IP model managed by the Access Point Name
(APN) of the 4G/5G operator, which does not support
inbound connections.
To overcome this, the UAV establishes a reverse SSH
tunnel to the server upon boot and successful network
connection. The GCS then logs into the server via a
regular SSH session and uses a second, forwarded SSH
connection to tunnel into the UAV. This grants the opera-
tor shell access to the onboard system, from which UAV-
side services can be managed, including: I) the gimbal
control client; and II) the Python-based multi-streaming
computer vision pipeline.

C. Gimbal IP Control

The UAV employs the SIYI ZR10 gimbal. Traditional inte-
gration methods for this gimbal rely on the FC to issue com-
mands and forward video through a proprietary transceiver.
However, to support BVLOS operations and reduce system
costs, an IP-based remote control strategy was adopted.

This control framework involves three components:

1) UAV-side Agent: A Python script wraps a open-source
gimbal driver within a WebSocket (WS) client that
connects to the proxy server. When JSON-formatted
commands are received from the WS server, the script
issues them to the ZR10 via a socket. This client im-
plements: I) pitch and yaw control via angular velocity
adjustment; II) focus; III) gimbal mode selection (FPV,
Follow, and Lock); IV) zoom in/out functionality; V)
gimbal centering. Additionally, this agent runs a local
WS server that relays gimbal telemetry (attitude and
zoom level) to the classification pipeline.

2) GCS-side Agent: Implements a simple Graphical User
Interface (GUI) and keyboard event-driven framework,
which sends commands when triggered by the operator.
Like the UAV-side agent, it connects to the central proxy
server to establish the communication channel.

3) Centralized Proxy Server: A lightweight Node.js WS
proxy running on the central server, which facilitates
real-time communication between the operator interface
and the UAV-side agent.

The Round-Trip Time (RTT) averaged 147 ms. 95 % of the
RTT values fall within the range of 24 to 368 ms. The time to
relay commands can be estimated to be half of the RTT.

D. Individual Classification and Video Pipeline

The integration of the media pipeline with the classification-
augmentation sensor suite was implemented in a unified
Python script that coordinates real-time telemetry acquisition,
data fusion, GStreamer pipeline management, WebRTC nego-
tiation and adaptive bitrate control.

Target classification is done by computing the pixel coordi-
nates of all known beacons using Equation (15) and comparing
them against the inference metadata. Bounding boxes are
colored according to the results defined in Equation (16).

The video pipeline was implemented using GStreamer. This
is a modular, event-driven multimedia framework that lever-
ages hardware-accelerated plugins to offload video processing
tasks to the GPU.

Although multipeer streaming was not a core requirement
of the project, the pipeline was designed with support for
simultaneous video streaming to multiple remote clients.

The full GStreamer pipeline, represented in Figure 5, and
explored in detail in [15], integrates both inference and stream-
ing in a unified structure, which can be conceptually divided
into two major segments: a static segment and a dynamic
segment.

Source & Preprocessing

v

Inference & Format Conversion

v

Static

Dual-Bitrate Encoding

A4
Branching Hub

[| Broadcast I] [| Broadcast I]

[ ]
A

Dynamic

[ J [ J
< <

Fig. 5. Representation of the Gstreamer video pipeline.

1) Static Pipeline Segment: This segment remains active
from pipeline initialization to shutdown and handles media
acquisition, processing, encoding, and distribution. For clarity,
it is subdivided into four functional blocks:

a) RTSP Video Source and Preprocessing: Acquires
Real-time Transport Protocol (RTP) packets from the Real-
Time Streaming Protocol (RTSP) source (ZR10). It then re-
trieves, parses and decodes the H.264 stream into raw frames.
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b) Image Processing, Inference, and Format Con-
version: This block performs frame rate control, color
conversion, GPU memory allocation, inference execu-
tion, and annotation. The wused inference model was
the resnetl8_trafficcamnet_pruned [24], which,
among other classes, supports the classification of people.

¢) Dual-Bitrate Encoding and Stream Splitting: Encodes
the processed video into two VPS8 streams, one high-quality
and one bandwidth-optimized, to support adaptive streaming
based on network conditions. While using separate encoders
for each client could provide finer bitrate control, each encoder
introduces significant CPU utilization on the Jetson platform.

d) Terminal Distribution Hub: This final block acts as
the output distribution point for the static pipeline, enabling
new publisher branches to be spawned and connected to on
demand.

2) Dynamic Pipeline Segment: A new broadcast branch is
instantiated dynamically per client. WebRTC was selected for
its sub-500 ms latency, built-in NAT traversal via ICE/TURN,
and native browser support. Compared to alternatives such as
RTSP or SRT, WebRTC better suits interactive, peer-to-peer
streaming over mobile networks in BVLOS scenarios. Quality
of Service (QoS) feedback is used to dynamically select the
encoded stream according to network conditions.

The measured WebRTC mean RTT was ~90 ms in both
the peer-to-peer and TURN-relayed cases, with a 97.5% of
the samples under 260 ms. The measurements show that, for
our deployment, the additional hop through the TURN server
does not impose a measurable latency penalty.

E. WebRTC Cloud Services

To support WebRTC video broadcasting, several cloud ser-
vices were deployed on the central server to handle signaling,
stream delivery, and client interface hosting:

e TURN Server: A Coturn-based TURN server relays traffic
when direct peer-to-peer connections are not possible due
to NAT restrictions.

o WebSocket Servers: Node.js was used to host the neces-
sary WS services used to connected the UAV publisher to
the ground viewers and redirect the WebRTC signalling
messages.

e HTTP Server: A lightweight Express.js server serves the
viewer.html page, which acts as the user interface for
video streaming.

o Viewer Frontend: The viewer.html file includes
HTML and JavaScript that: I) establish WS connections
with the signaling servers; II) performs SDP/ICE-based
WebRTC negotiation; and III) displays the video stream
in an HTML <video> element.

V. EXPERIMENTAL RESULTS

This section describes the prototype performance and vali-
dation tests.

A. Tracking Vector Error Characterization

To characterize the tracking vector error, both the beacon
and the Pixhawk GNSS receiver were placed stationary on
an open-sky platform, and their telemetry was logged contin-
uously for 24 hours. Using Equation (20) and the recorded
samples, the semi-axis lengths of the 95% confidence ellip-
soids were obtained for both receivers.

The ellipsoid corresponding to the beacon measured (19.2,
9.2, 5.8) m along its principal axes, substantially larger than
that of the Pixhawk receiver, which measured (4.4, 2.1, 1.1) m.
These results indicate that the beacon is the primary con-
tributor to the overall tracking vector uncertainty. Due to the
hardware constraints described earlier, the beacon transmits a
new position approximately every 32 s.

The resulting 95% confidence ellipsoid for the tracking vec-
tor, vp, exhibits semi-axis lengths of (19.6, 9.4, 6.2) m, con-
sistent with the dominant influence of the beacon’s estimation
error. Based on this characterization, the Euclidean distance
threshold dy used in the classification rule (Equation (16))
was set to 20 meters.

B. Classification Algorithm Results

The methodology of the test consisted in having the operator
to manually control the ZR10 gimbal’s attitude and zoom to
capture the video feed, while people acting as targets walked
along a designated path.

The beacon’s tracker is shown with the label t racker_B,
and detected people are outlined in color-coded boxes: I)
Green outlines indicate classification as “authorized” person-
nel, in close proximity to a beacon; and II) Red outlines indi-
cate a “intruder” located beyond dy, and thus not associated
with any nearby beacon.

Figure 6 shows the beacon tag, the beacon carrier outlined
with a green bounding box labeled ”authorized”, and a second
person (without beacon) is outlined in red as an “intruder”.

Fig. 7. Reclassification to ”Authorized”.
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As shown in Figure 7, when the person initially far from the
beacon approaches the beacon and its carrier, their bounding
box changes from red to green, indicating correct reclassifica-
tion as “authorized” personnel, which is the expected behavior.

The effect of the beacon’s update rate (approximately 32 s)
can be clearly seen in Figures 8 and 9.

During the experiment, the beacon carrier walked from left
to right across the scene. In Figure 8, the tracker is still
projected near the left edge of the image, representing the
last broadcasted position. By this point, however, the carrier
had already moved about 30 m forward, causing the system to
misclassify the beacon carrier as an “intruder.”

Fig. 8. Misclassification due to outdated Beacon Position.

In Figure 9, the updated beacon position is finally received.
As a result, the system correctly reclassifies the carrier as
“authorized”, aligning their current position with the tracker.

Fig. 9. Correct classification after beacon position update.

These results highlight the limitation in the classification
methodology introduced by the constrains in the currently
selected beacon hardware. The low position sampling degrades
the classification algorithm accuracy for moving targets.

VI. CONCLUSIONS

This paper presented the design, implementation, and val-
idation of a cellular-enabled UAV-based surveillance system
that augments standard computer vision pipelines through the
integration of cooperative geolocation beacons. The proposed
approach is particularly suited to outdoor surveillance missions
and aligns with BVLOS and IoD paradigms.

By fusing the UAV’s pose, gimbal orientation, and zoom
level with beacon positions transmitted over LTE-M/NB-IoT,
the system extends inference capabilities from class-level to
identity-aware classification. Although performance for mov-
ing targets was affected by hardware-imposed sampling limi-
tations, the experimental results demonstrate the feasibility of
the proposed approach and suggest significant improvements
with higher beacon position sampling rates.

A control framework was developed to enable remote access
and real-time gimbal operation, while a multi-stream WebRTC
pipeline provided low-latency video transmission through stan-
dard web interfaces. Ground-based validation confirmed the

effectiveness of both the cooperative classification logic and
the communication architecture.

Future work will focus on extended in-flight testing, fur-
ther latency reduction via optimized WebRTC-based control,
improved autonomy of remote services, and upgraded beacon
hardware.
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