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Abstract—Unsupervised Intrusion Detection Systems (IDS)
become less accurate when network traffic patterns change over
time, a problem known as concept drift. Existing drift detection
methods can indicate that a shift has occurred, but typically
provide limited information about which traffic features con-
tributed to the change. We propose E2D2 (Explanation-to-Drift
Detection), a modular framework that detects concept drift by
monitoring how the feature-level explanations of an unsupervised
IDS evolve over time. E2D2 computes a continuous Explanation
Drift Intensity (XDI) score from per-window explanation fin-
gerprints, raises threshold-based alarms, and outputs compact
feature-level drift explanations. The framework is modular along
four design axes: IDS model, attribution method, population
view, and aggregation strategy. We evaluate E2D2 across five
network traffic benchmarks, four drift scenarios, two detection
models, and four attribution methods. The compositional analysis
shows that the population view has the largest effect on detection
quality, with an average F1 difference of 0.130 between its best
and worst options. In its best configuration, E2D2 achieves an
F1 Score of 0.848 with alarm filtering while providing compact
1–2 feature drift explanations that capture 88–93% of the overall
drift magnitude.

Index Terms—Concept Drift, Intrusion Detection Systems,
Explainable AI, Variational Autoencoder, Network Security, Drift
Detection.

I. INTRODUCTION

Modern network traffic is increasingly diverse and evolv-
ing, making unsupervised anomaly detection an important
approach for intrusion detection because it can operate without
fully labeled attack data [1], [2]. Deep autoencoder-based
approaches, including standard Autoencoders (AEs) [2] and
Variational Autoencoders (VAEs) [3], can detect novel attacks
without requiring labeled training data. However, benign net-
work traffic naturally evolves over time due to infrastructure
changes, shifting user behaviors, or protocol updates [4], [5].
When the learned benign reference no longer matches the
current traffic distribution, static models generate a higher false
alarm rate [6], [7].

To maintain detection accuracy, the IDS must detect when
the underlying traffic distribution has changed. Existing drift
detection methods monitor raw feature statistics [8], recon-
struction error ratios [6], or anomaly score distributions [7].

While these methods can indicate drift, they usually provide
limited information about which features drove the change or
how the IDS behavior shifted, although such information is
essential for deciding whether the change reflects a benign
infrastructure update or a potential security threat [9]. Recent
work has started using Explainable AI (XAI) outputs for drift
detection. Lee et al. [10] proposed monitoring the SHAP-based
Mahalanobis distance to detect model drift in unsupervised
settings, and Haug et al. [11] studied changes in local ex-
planations over time in evolving data streams. These studies
show the promise of explanation-aware drift monitoring, but
they do not provide a modular analysis of how the IDS model,
attribution method, and monitored traffic population affect
detection quality in unsupervised IDS.

To address these limitations, we propose E2D2
(Explanation-to-Drift Detection), a modular framework
for detecting and explaining concept drift in unsupervised
IDS. E2D2 generates three outputs: a continuous XDI time
series that quantifies drift intensity over time, binary drift
alarms, and a compact drift summary identifying the features
most associated with the detected shift. The framework
is modular along four design axes, enabling a systematic
compositional analysis of how IDS model, attribution method,
population view, and aggregation strategy jointly affect drift
detection quality.

We structure our contributions around four Research Ques-
tions (RQs). RQ1: Can explanation-space monitoring detect
diverse types of drift in unsupervised IDS with competitive
performance? RQ2: Which design choices most influence
E2D2’s drift detection quality? RQ3: How does E2D2 com-
pare to established drift detectors? RQ4: How compact and
informative are E2D2’s drift explanations?

The remainder of this paper is organized as follows. Sec-
tion II reviews related work, Section III presents the E2D2
methodology, Section IV outlines the experimental setup,
Section V discusses the empirical results, and Section VI
concludes the paper.

II. RELATED WORK

A. Concept Drift Detection in IDS

Existing drift detection methods for IDS operate at different
levels of abstraction. Statistical methods such as ADWIN [8]ISBN 978-3-903176-82-9 © 2026 IFIP



monitor scalar signals like anomaly scores or error rates. These
methods can detect that a change has occurred, but they do
not indicate which features are responsible for the shift.

Feature-space methods such as PCA-based change detec-
tion [12] operate directly on input distributions and can
localize drift to specific features. However, they do not account
for how the IDS model internally processes those features, so
a feature shift that is irrelevant to the model’s decisions may
still trigger an alarm.

Model-internal approaches address this limitation by using
outputs derived from the detection model itself. CADE [13]
learns to distinguish old from new samples to detect drift in
security applications, and Lee et al. [10] proposed monitor-
ing SHAP-based explanation shifts in unsupervised anomaly
detectors. However, SHAP-based methods can incur high per-
sample cost, particularly on high-dimensional inputs [14].
Haug et al. [11] studied change detection for local explana-
tions, but their approach targets supervised classification and
does not provide compact drift explanations for unsupervised
IDS.

B. Explainable AI for Drift Detection

Post-hoc methods such as KernelSHAP [15] provide in-
formative feature attributions but are often too expensive
for online use [9]. Faster gradient-based methods, including
GEE [16], Integrated Gradients [17], and Input×Gradient [18],
are more suitable for streaming settings, but are typically
used to explain individual alerts rather than to monitor how
explanation patterns evolve over time.

Recent work has begun to connect explainability and drift
detection [11], [19], but prior work has not studied window-
level explanation fingerprints for drift detection in unsuper-
vised IDS together with a compositional analysis across de-
tection model, attribution method, and population view. E2D2
addresses this gap by monitoring explanation fingerprints over
time, comparing the main design axes, and generating compact
feature-level drift explanations for analyst interpretation.

III. THE E2D2 FRAMEWORK

A. Overview

As illustrated in Fig. 1, E2D2 operates in two stages:
offline preparation and online drift monitoring. During offline
preparation, ANOVA F-test and TreeSHAP [14] are used to
retain the most informative features, the IDS model (AE
or VAE) is trained on benign reference traffic, and robust
attribution scales are estimated from benign explanations.

During online monitoring, the trained IDS model computes
an anomaly score for each incoming sample, and a feature
attribution method, such as raw gradient, Input×Gradient,
Integrated Gradients, or SmoothGrad, computes a per-feature
explanation. Within each sliding window, a population view
defines which samples are summarized: all samples, benign-
like samples with low anomaly scores, or suspicious-like
samples with high anomaly scores. Each selected group is then
summarized into an explanation fingerprint that captures the
main attribution pattern of the window.

E2D2 compares each fingerprint with a benign reference
fingerprint to measure explanation shift. It computes a stan-
dardized shift score for each feature, aggregates these feature-
level shifts into a scalar Explanation Drift Intensity (XDI)
score, and raises a drift alarm when XDI exceeds a calibrated
threshold. For each alarm, E2D2 also returns a minimal drift
explanation identifying the features most responsible for the
shift.

As highlighted in Fig. 1, E2D2 is modular along four design
axes: the IDS model, the attribution method, the population
view, and the XDI aggregation strategy. This design allows
different combinations to be selected for different deployment
settings. We focus on AE and VAE because both are represen-
tative reconstruction-based IDS models that naturally support
gradient-based attribution.

B. Attribution Computation and Normalization

For each input sample x ∈ RD, the IDS model computes
an anomaly score s(x) based on reconstruction error. E2D2
then computes a feature attribution vector a(x) ∈ RD, where
each entry indicates how much the corresponding feature
contributes to the anomaly score. We evaluate four attribution
methods: raw gradient [16], Input×Gradient [18], Integrated
Gradients [17], and SmoothGrad [20].

Because attribution magnitudes differ across features, direct
comparison would be misleading. E2D2 therefore normal-
izes attributions using robust statistics computed from benign
reference data. For each feature j, the Median Absolute
Deviation (MAD) is defined as

MADj = median({ |a(x)j −median(a(·)j)| : x ∈ Dref }) ,
(1)

where Dref is the benign reference set. This MAD serves as
a per-feature scale factor, so that a given shift is interpreted
relative to the feature’s normal variation.

C. Drift Monitoring and Alarm Generation

The incoming traffic stream is partitioned into overlapping
sliding windows of W = 500 samples with stride S = 250,
so consecutive windows share 50% of their samples. Within
each window t, samples are grouped according to the selected
population view p: all samples, benign-like samples with
anomaly scores below the 95th percentile of the reference
distribution, or suspicious-like samples with scores above that
threshold.

For each window and population, E2D2 summarizes the
normalized attributions into an explanation fingerprint defined
by the per-feature median and MAD. The benign reference
fingerprint is constructed from the first B = 5 windows
by computing, for each feature, the median fingerprint value
across those windows, providing a stable reference for normal
explanation behavior.

For each subsequent window, E2D2 measures the shift of
each feature j from the benign reference using

z
(p)
t [j] =

µ
(p)
t [j]− µ

(p)
0 [j]

max(m
(p)
0 [j], mmin) + ϵ

, (2)



Fig. 1. The E2D2 end-to-end workflow.

where µ
(p)
t [j] and µ

(p)
0 [j] are the current and benign-reference

median attributions of feature j, and m
(p)
0 [j] is the reference

MAD. The constant mmin = 0.05 prevents unstable scores
when the reference MAD is very small, and ϵ = 10−8 is
added for numerical stability. Larger |z(p)t [j]| values indicate
stronger shifts relative to normal variation. To prevent very
large values from dominating the final drift score, z-scores are
limited to [−10, 10].

E2D2 then aggregates the feature-level shifts into a scalar
Explanation Drift Intensity (XDI) score. In the mean-top-p
strategy, features are ranked by |zt[j]| and only the top k =
⌈D ·p⌉ most shifted features are averaged; in the max strategy,
XDI is the single largest shift:

XDI(t) =
1

k

∑
j∈top-k

|zt[j]| (mean-top-p), (3)

XDI(t) = max
j

|zt[j]| (max). (4)

With D = 20 and p = 0.25, mean-top-p averages the 5 most
shifted features, capturing drift spread across several features,
whereas max focuses on the strongest individual shift.

A window is flagged as drifted when its XDI exceeds a
threshold calibrated from the reference period:

θ = median(XDIB) + κ ·MAD(XDIB), (5)

where κ = 2.0 controls alarm sensitivity. Optionally, E2D2 can
require Nc consecutive windows above λ · θ before raising an
alarm, reducing false alarms from isolated spikes. The default
uses λ = 1.0 and Nc = 1 (no filtering); the effect of tuning
these parameters is evaluated in Section V-C.

For each flagged window, E2D2 generates a minimal drift
explanation by ranking features by |zt[j]| and selecting the
smallest set whose cumulative contribution reaches at least

80% of the total drift magnitude (i.e., the total amount of
feature-level shift in that window). This usually yields one
or two features, giving a compact summary of the traffic
characteristics responsible for the detected shift.

IV. EXPERIMENTAL SETUP

A. Datasets, Preprocessing, and Drift Scenarios

We evaluated E2D2 on five network intrusion detection
datasets: the CIC-DDoS2019 NTP, Portmap, and Syn sub-
sets [21], CICIoT2023 [22], and 5GNIDD [23]. The imple-
mentation is available online.1 For each dataset, we removed
non-informative columns, invalid rows, and zero-variance fea-
tures. The remaining features were normalized using Min-Max
scaling fitted exclusively on benign reference data. We then
used ANOVA F-test as an initial filter and TreeSHAP global
importance [14] to rank the remaining features, retaining the
top 20 features per dataset.

Each dataset was split into 60% benign reference data, used
for IDS model training, per-feature attribution normalization,
and benign reference fingerprint construction, and 40% stream
data, used for drift scenario construction and evaluation. Both
the VAE and AE models use an encoder with hidden layers of
64 and 32 neurons and a 16-dimensional latent space, followed
by a symmetric decoder. The models were trained on benign
traffic for 50 epochs with a batch size of 256, a learning rate
of 10−3, and early stopping with a patience of 10 epochs.
The E2D2 hyperparameters were set as follows: W = 500,
S = 250, p = 0.25, κ = 2.0, B = 5. These values were chosen
empirically during an initial development phase to provide
stable behavior and were then kept fixed for all datasets and

1github.com/DLTeamTUC/E2D2



TABLE I
DRIFT SCENARIOS

Scenario Traffic Drift Mechanism

Gradual Infra Benign only 5 features gradually scaled to ×2.0 over
30% of the stream (simulates infrastruc-
ture upgrade)

Sudden Attack Benign →
mixed

30% of samples replaced with real at-
tacks (simulates new threat)

Attack Shift Mixed (20%
attacks)

Noise (σ=0.5) added to attack features
in second half (simulates attacker behav-
ior change)

Benign Drift Benign only Abrupt Gaussian shift (σ=1.5) on 5
features (simulates sudden user behavior
change)

scenarios to evaluate E2D2 under a consistent configuration
without per-dataset tuning.

Table I summarizes the four drift scenarios. In all cases, drift
begins at the stream midpoint. For Gradual Infrastructure Drift
and Benign Concept Drift, 5 of the 20 retained features are
randomly selected as drift targets. Gradual Infrastructure Drift
scales these features gradually to ×2.0 over 30% of the stream,
while Benign Concept Drift applies an abrupt Gaussian shift
with σ = 1.5. Sudden Attack replaces 30% of post-midpoint
samples with real attacks, and Attack Shift adds Gaussian
noise with σ = 0.5 only to attack samples in the second half.

B. Baselines and Evaluation Metrics

We compared E2D2 against four drift detection baselines:
ADWIN [8], PCA-based drift detection [12], KL-divergence
monitoring [24], and an adapted SHAP-Mahalanobis base-
line inspired by Lee et al. [10]. For E2D2, we evaluated
two unsupervised models (VAE and AE), four attribution
methods (raw gradient, Input×Gradient, Integrated Gradients,
and SmoothGrad), three population views (all, benign-like,
suspicious-like), and two XDI aggregation strategies (mean-
top-p and max), yielding 48 configurations per scenario.

For drift detection quality, we report precision, recall,
and F1 Score against ground-truth drift regions; detection
delay, measured in windows from the drift midpoint to the
first correct alarm; false alarm rate (FAR) per 100 non-drift
windows; and AUC (Area Under the ROC Curve), which
measures how well the continuous XDI score separates drift
windows from non-drift windows across all possible threshold
values; an AUC of 1.0 indicates perfect separation, while
0.5 indicates no separation ability. For explanation quality of
E2D2, we report coverage, defined as the fraction of total
drift magnitude captured by the minimal explanation set, the
number of selected features, and Jaccard similarity with the
ground-truth drift features. We also discuss computational cost
to assess practical deployment trade-offs.

V. RESULTS AND DISCUSSION

A. RQ1: Detection Performance Across Drift Types

We first evaluated whether E2D2 can detect all four drift
types using a default configuration with a VAE model, raw
gradient attribution, all-sample population, mean-top-p aggre-
gation, and no alarm filtering (i.e., λ = 1.0 and Nc = 1; see

TABLE II
E2D2 DETECTION PERFORMANCE ACROSS DRIFT TYPES

Scenario Prec. Rec. F1 Score Delay FAR AUC

Gradual Infra 0.675 0.889 0.739 0.6 51.6 0.909
Sudden Attack 0.677 0.933 0.757 0.2 52.9 0.851
Attack Shift 0.728 0.707 0.678 2.2 23.6 0.773
Benign Drift 0.696 1.000 0.809 0.0 50.4 0.961

Average 0.694 0.882 0.746 0.8 44.6 0.874

Fig. 2. XDI time series across four drift scenarios on the CIC-DDoS2019
NTP dataset. The orange vertical line marks where drift begins, the dashed
red line shows the alarm threshold, and red triangles indicate alarm points.

Section III-C). This serves as a reference configuration before
the compositional analysis in Section V-B. Table II reports
the detection metrics averaged across all five datasets for each
scenario. Benign Drift achieved the strongest results (F1 Score
of 0.809, AUC of 0.961), followed by Sudden Attack (F1
Score of 0.757) and Gradual Infra (F1 Score of 0.739). Attack
Shift was the most challenging scenario (F1 Score of 0.678,
delay of 2.2 windows), although the continuous XDI signal
still provided useful separation between drift and non-drift
windows (AUC of 0.773). Across datasets, Portmap achieved
the highest average F1 Score (0.837), while CICIoT2023
achieved the lowest (0.587).

The default unfiltered configuration also generated a high
FAR, with an average 44.6. Simply raising the threshold would
reduce FAR but would increase detection delay and could
potentially miss weaker drift events; alarm filtering addresses
this more effectively by requiring consecutive windows above
the threshold rather than a single spike. The effect of alarm
filtering on this trade-off is examined in Section V-C.

Fig. 2 illustrates the XDI time series on the CIC-DDoS2019
NTP dataset under the default E2D2 configuration. It shows
that XDI provides continuous drift monitoring rather than
only binary alarms, that different drift types generate different
XDI patterns over time, and where alarms are triggered.
Scenario C has more windows because it is constructed from
a mixed stream with attack samples, while the other scenarios
use benign-only pre-drift traffic. The pre-drift XDI values
and thresholds also differ because each scenario is generated
independently and calibrated from its own reference windows.



TABLE III
IMPORTANCE OF DESIGN AXES AND BEST OPTIONS IN E2D2

Design Axis ∆F1 Score ∆AUC Best Option

Population 0.130 0.122 all
IDS Model 0.039 0.014 VAE
Attribution Method 0.020 0.039 input×gradient
Aggregation 0.018 0.027 mean-top-p

B. RQ2: Compositional Analysis

We next examined which design axes most influence E2D2’s
drift detection quality. Table III summarizes this analysis. The
design axes are ordered by ∆F1 Score, our primary detection
metric, while ∆AUC is reported as supporting evidence for
the same overall pattern. For each design axis, ∆F1 Score and
∆AUC quantify how strongly F1 Score and AUC change when
switching between the different options of that axis, while the
Best Option denotes the option with the highest average F1
Score. Because the analysis is averaged across datasets and
scenarios, it should be interpreted as a global trend rather than
a per-dataset guarantee.

The population view had the largest effect under both
metrics (∆F1 Score = 0.130, ∆AUC = 0.122), making it the
most influential design axis. The remaining axes had smaller
effects. Under ∆F1 Score, the order was IDS model (∆F1
Score = 0.039, ∆AUC = 0.014), attribution method (∆F1
Score = 0.020, ∆AUC = 0.039), and aggregation strategy
(∆F1 Score = 0.018, ∆AUC = 0.027), while ∆AUC shows
the same overall pattern with a small difference in the middle
ranks.

For the population view, the best option was all. Monitoring
the full window provides the most stable drift signal, whereas
splitting the window into benign-like or suspicious-like subsets
reduces the effective sample size and may discard informative
samples. The suspicious-like option performed worst, likely
because drift changes the anomaly score distribution itself,
making this split less stable and excluding samples that still
contain useful drift information.

For the detection model, VAE outperformed AE. Overall,
the results indicate that E2D2 is influenced more by which
part of the traffic is monitored than by the specific attribution
or aggregation choice, while the detection model also has a
noticeable, but smaller, effect. Still, as shown in Section V-C,
these smaller differences remain important when selecting a
complete composition, because the best overall configuration
does not simply follow from combining the individually best
options.

C. RQ3: Comparison with Baselines

Section V-B reported the best individual option for each
design axis based on marginal average F1 Score. However,
the best composition was identified by directly comparing all
48 evaluated compositions across all datasets and scenarios.
Under this full-composition comparison, the highest average
F1 Score was obtained by VAE, Integrated Gradients, all popu-
lation, and max aggregation. This differs from the combination

TABLE IV
E2D2-BEST VS. DRIFT DETECTION BASELINES

Method Prec. Rec. F1 Score Delay FAR AUC

E2D2-best 0.725 0.950 0.802 0.20 45.3 0.857
E2D2-best (filtered) 0.812 0.932 0.848 0.40 29.6 0.857

Adapted SHAP-Mahalan.
inspired by Lee et al. [10] 0.764 0.893 0.810 0.20 29.7 0.895

PCA-CD 0.828 0.951 0.868 0.40 25.1 0.951
KL-Divergence 0.852 0.855 0.801 0.20 23.3 0.929
ADWIN 0.668 0.882 0.706 0.35 53.7 0.869

of individually best options in Table III, indicating interaction
effects between design axes, particularly between attribution
method and aggregation.

Table IV compares this best composition against four drift
detection baselines, averaged across five datasets and four
scenarios. Without alarm filtering (λ = 1.0, Nc = 1; see
Section III-C), E2D2-best achieved a recall of 0.950, a delay
of 0.20 windows, and a FAR of 45.3. However, as shown
in Section V-A, this unfiltered setting is sensitive to isolated
noise spikes. To study alarm filtering, we evaluated multiple
combinations of λ and Nc and selected (λ = 1.25, Nc = 3),
which gave the best overall balance between improved F1
Score, reduced FAR, and limited recall loss. With this setting,
F1 Score improved from 0.802 to 0.848, FAR decreased from
45.3 to 29.6, and recall decreased only slightly from 0.950 to
0.932. E2D2’s filtered F1 Score exceeded the adapted SHAP-
Mahalanobis baseline inspired by Lee et al. [10] (0.810), KL-
Divergence (0.801), and ADWIN (0.706), while remaining
competitive with PCA-CD (0.868), differing by only 0.020.

Beyond detection metrics, E2D2 offers two practical ad-
vantages. First, it generates compact feature-level drift ex-
planations rather than only signaling that drift occurred, as
examined in Section V-D. Second, it is attribution-method-
agnostic, unlike the adapted SHAP-Mahalanobis baseline. In
our implementation, raw gradient and Input×Gradient process
a benchmark stream in about 0.3 s, while Integrated Gradients
requires about 30 s because it uses multiple gradient evalu-
ations. This allows practitioners to trade some accuracy for
lower computational cost when latency is important.

D. RQ4: Drift Explanation Quality

Table V reports explanation quality for the three scenarios
where the ground-truth perturbed features are known, averaged
across all five datasets. The Sudden Attack scenario is ex-
cluded because it uses real attack samples without the ground-
truth perturbed features. Across the remaining scenarios, E2D2
captured 88–93% of the overall drift magnitude captured by
the explanation scores using only 1–2 features, indicating that
most of the detected shift is concentrated in a small subset of
features.

Jaccard similarity between the selected and ground-truth
drift features was low (0.120–0.240). This is expected because
E2D2 selects only 1–2 features per alarm, whereas 5 features
were perturbed, which limits the possible overlap with the
full ground-truth feature set. Moreover, the ground truth itself



TABLE V
EXPLANATION QUALITY: COVERAGE AND COMPACTNESS

Scenario Coverage Features Jaccard

Gradual Infra 0.93 1.4 0.240
Attack Shift 0.88 1.6 0.120
Benign Drift 0.91 2.0 0.220

is limited to the artificially perturbed features, while E2D2
explains the features that dominate the attribution shift. These
results should therefore be interpreted as evidence of compact
dominant-drift explanations, rather than as complete identifi-
cation of all perturbed features.

VI. CONCLUSION

In this paper we present E2D2, a modular framework for
detecting and explaining concept drift in unsupervised IDS by
monitoring how feature-level explanations change over time.
E2D2 supports different IDS models, attribution methods,
population views, and aggregation strategies, allowing practi-
tioners to adapt the framework to different deployment needs.
Across five datasets and four drift scenarios, E2D2 achieved
competitive detection quality against established baselines (F1
Score up to 0.848) while generating compact drift explanations
based on 1–2 features that captured 88–93% of the overall
drift magnitude. The compositional analysis showed that the
population view has the largest effect on drift detection quality,
and that the best full composition does not simply follow
from the individually best options of each design axis. In
our evaluation, the strongest overall composition used all-
sample monitoring, a VAE model, Integrated Gradients, and
max aggregation, while the framework also supports faster
attribution methods when lower latency is required.

Future work will investigate adaptive thresholding, addi-
tional unsupervised IDS backbones beyond AE/VAE, repeated-
split robustness analysis, and naturally occurring drift condi-
tions.
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