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Abstract—Critical Infrastructure (CI) sectors, such as energy,
finance, healthcare, and public administration, rely heavily on
the Internet to deliver essential services, yet their resilience
increasingly depends on the security of the global routing
system. This paper presents the first large-scale, measurement-
driven study to identify and analyze Critical BGP Prefixes,
defined as the Internet address blocks that host publicly
reachable CI services in Europe. Using a domain name-based
mapping methodology, aligned with formal EU definitions of CI
sectors, we systematically associate thousands of government-
and industry-owned domains across five European countries
(Netherlands, Switzerland, Sweden, Lithuania, and Estonia)
with their underlying BGP prefixes and origin Autonomous
Systems (ASes).

We characterize these Critical BGP Prefixes and Critical
ASes across multiple dimensions, including network structure,
jurisdictional dependencies, and routing security posture. Our
analysis reveals a high degree of centralization, with a small
number of ASes and cloud providers supporting a dispropor-
tionate share of CI services. Finally, we observe persistent ex-
posure to BGP hijacks and foreign infrastructure dependencies
(particularly reliance on U.S.-based networks), which challenge
the European digital sovereignty.

We publicly release our methodology and datasets to promote
transparency and reproducibility, offering a data-driven frame-
work for policymakers and network operators to strengthen the
resilience and autonomy of Europe’s digital backbone.

I. INTRODUCTION

Formally, Critical Infrastructure (CI) refers to the essential
systems and networks whose incapacitation or destruction
would result in significant disruptions to public health, safety
and economic stability [1]. These systems span vital sectors
such as energy, healthcare, finance, and information tech-
nology. Their resilience ensures the continuity of essential
services, even in the face of natural disasters, cyber threats,
or other emergent challenges. However, the security of these
systems is increasingly threatened by systemic vulnerabilities
in the underlying Border Gateway Protocol (BGP), which
they rely on [2], [3].

BGP [4] is the routing protocol that exchanges net-
work reachability information between Autonomous Systems
(ASes) on the Internet, with prefixes representing the specific
blocks of IP addresses that BGP advertises and routes. Since
its inception, BGP lacks basic authentication and integrity
mechanisms, making it easy for malicious actors to manip-
ulate traffic, intercept sensitive data, cut off entire networks
or even impersonate critical services [5].

Amid these growing threats, there remains a significant
gap in systematically understanding which BGP prefixes
underpin CI services. Without this clarity, all prefixes risk
being treated equally, even though the impact of a hijack
on a generic web hosting service is incomparable to that
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of an attack on emergency response networks, government
agencies, financial institutions, or power grids.

To bridge this gap, we introduce the concept of Critical
BGP Prefixes, which we define as IP address ranges as-
sociated with CI’s publicly visible services. In this study,
we restrict our scope to Europe, guided by European def-
initions of CI [1] and analyze prefixes across five coun-
tries: the Netherlands, Switzerland, Sweden, Lithuania, and
Estonia. Within this regional context, we investigate three
fundamental questions: RQ1) Which Internet-facing BGP
prefixes underpin European Critical Infrastructure services?
RQ2) What are the network and security characteristics of
European Critical BGP Prefixes? RQ3) To what extent do
European Critical BGP Prefixes depend on non-European
infrastructure, and what are the implications for resilience
and digital sovereignty?

Importantly, our analysis targets the Internet-facing layer
of CI, encompassing websites, DNS servers, public APIs,
and other external network services. We exclude internal
operational systems such as energy grids or private interbank
networks, which are not directly observable through Internet
measurement. Specifically, our contributions are as follows:

1) We introduce a domain name-based methodology to
infer Critical BGP Prefixes and their originating Crit-
ical ASes, aligning with formal EU definitions of CI
sectors.

2) We investigate the network and security posture of
Critical BGP Prefixes and ASes in five European coun-
tries: the Netherlands, Switzerland, Sweden, Lithuania,
and Estonia.

3) We uncover jurisdictional hosting dependencies on for-
eign networks and persistent exposure to routing vul-
nerabilities that challenge European digital sovereignty.

4) We publicly release our methodology and datasets,
promoting transparency and reproducibility [6].

Our findings offer actionable, data-driven guidance for
enhancing the routing security and sovereignty of European
Critical Infrastructure, bridging the gap between empirical
Internet measurements and policymaking in the EU.

II. RELATED WORK

CI vulnerabilities span across multiple layers, including
physical infrastructure [7], [8], [9], [10], the underlying
protocols (i.e., IP/TCP) [11], [12], [13], [14], and BGP
itself [5], [15], [16], [17], [18]. Recent research has examined
how vulnerabilities in interconnected systems can trigger
cascading failures in CI. For instance, [19] investigated the
causes and propagation of failures in power grids triggered by
cyberattacks, while [12] highlighted how BGP-based traffic



manipulation and packet filtering were employed to imple-
ment large-scale Internet shutdowns in Egypt and Libya.

Quantitative methodologies have been developed to assess
CI risks and cascading effects. Rehak et al. [20] introduced
the SYNEFIA methodology to evaluate synergistic impacts
of CI failures, demonstrating its application in the Czech
Republic. Khadka et al. [21] developed a method to assess the
security of AS paths towards Microsoft’s email services, fo-
cusing on Route Origin Validation (ROV) protection. In [22],
the authors assessed how much Dutch critical infrastruc-
ture depends on foreign Internet providers, using DNS and
BGP data to map organizational dependencies. Kumar et
al. [23] revealed trends in cross-border dependencies and
centralization in government hosting infrastructures, while,
Sommese et al. [24] analyzed the DNS resilience of e-
government domains in four countries, finding widespread
reliance on single DNS providers and limited use of IP
anycast, especially in Europe.

While much attention has been devoted to securing indus-
trial control systems (ICS) and physical infrastructure [25],
[26], [27], [28], the role of BGP in sustaining CI has been
less systematically studied. Existing work highlights broad
systemic vulnerabilities [27], [28] but stops short of identify-
ing which specific prefixes and autonomous systems (ASes)
are most critical to essential services. Our work addresses
this gap by mapping critical services to their supporting BGP
prefixes, characterizing their network and security posture
and providing insights to strengthen the resilience of CI.

III. METHODOLOGY

In this section, we detail our methodology to infer Critical
BGP Prefixes and Critical ASes , as well as validate the input
dataset to ensure the reliability of the inferred results.

A. Definitions

We define two key entities that form the basis of our
analysis, namely, Critical BGP Prefixes and Critical ASes.

A) Critical BGP Prefix is any publicly routed IP prefix
originated by an entity that operates in a sector defined as
critical under the EU NIS2 Directive (2022/2555) [1]. The
18 NIS2-defined critical sectors are:

1) Energy

2) Transport

3) Banking

4) Financial Market Infrastructure

5) Health

6) Drinking Water

7) Wastewater

8) Digital Infrastructure

9) ICT Service Management
10) Public Administration
11) Space
12) Postal and Courier Services
13) Waste Management
14) Manufacture, Production and Distribution of Chemicals
15) Production, Processing and Distribution of Food
16) Manufacturing
17) Digital providers
18) Research

B) Critical Autonomous System (AS) is an AS which
originates at least one Critical BGP Prefix and is therefore

responsible for the reachability of the critical services hosted
within that prefix. Such ASes constitute the routing backbone
of CI entities, for example those operated by governmental,
healthcare, or financial institutions.

B. Overview

Our methodology for identifying Critical BGP Prefixes
and Critical ASes, as outlined in Figure 1, is as follows:

1) Step 1: Domain-names Collection: The identifica-
tion of Critical BGP Prefixes begins at the domain-level.
Our approach leverages domain-names datasets from Basis-
beveiliging.nl [29] and Hardenize.com [30], which provide
lists of domains spanning both CI and non-CI sectors. In
this work, we specifically focus on the Netherlands, Sweden,
Switzerland, Estonia, and Lithuania as their coverage aligns
closely with our study’s scope (Europe). This selection is
also driven by the availability of public, structured domain-
level datasets with sufficient coverage for our measurement
methodology and is therefore not intended to constitute a
representative sample of the EU. The collected domains are:
a) mapped to globally routable prefixes and b) filtered to
capture only CI services (see Subsection III-C and Table I).

2) Step 2: DNS Resolution: DNS resolution is a fun-
damental step in mapping CI domains to the underlying
network infrastructure that supports them. This involves
querying authoritative DNS servers to resolve each domain
into its corresponding IPv4 (A record) and IPv6 (AAAA
record) addresses. To efficiently process large-scale queries,
we use MassDNS [31], a high-speed resolver that enables
rapid, parallelized lookups. For our DNS queries we leverage
the full list of public resolvers provided by default with
MassDNS to enhance query success rates and redundancy.

3) Step 3: Prefix and AS Matching: The next phase in-
volves mapping the resolved IP addresses from Step 2 to their
respective BGP prefixes and ASes using the Longest Prefix
Match (LPM). Toward that goal, we leverage the CAIDA
pfx2AS dataset [32]. This dataset is suitable for the task as
it aggregates real-world routing table data, encompassing all
publicly advertised IPv4/IPv6 prefixes and their owner ASes.
We utilize Team Cymru’s bogon lists [33] to filter out private,
reserved, and unallocated prefixes, ensuring that only valid
public BGP prefixes are included in the analysis.

C. Filtering and Validation

1) Business Sectors Filtering: To ensure that our analysis
focuses exclusively on CI entities, we classified all Critical
ASes from Step 3 based on their economic and organizational
roles, using ASdb [34], a widely popular dataset. This
classification step: a) allows us to filter out ASes that do
not operate within C/ and b) provides a first look into the
distribution of the participating ASes across different sectors.

Guided by the sectoral taxonomy introduced in the EU
NIS2 Directive [1] and referenced in Subsection III-A, we
manually mapped each ASdb category to its corresponding
NIS2 sector. The inferred ASes and their corresponding BGP
prefixes that did not map to any NIS2-defined sector (e.g.,
Museums, Nonprofits, or Unknown) were designated as Out
of Scope and were excluded from subsequent analyses to
maintain alignment with the NIS2 framework.

Table I presents the resulting distribution of business types
among Critical ASes. The majority fall under Computer and
Information Technology, mapped to the Digital Infrastructure
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Fig. 1: The workflow begins with the identification of CI domains, which we then resolve into IP addresses using DNS
resolution. We map these IPs to BGP prefixes through routing data, forming the foundation for further analysis. The color
coding in the figure represents key phases of the methodology: the initial input and domain identification process (highlighted
in purple), DNS resolution and data mapping steps (depicted in orange), and the final network and security analysis (shown
in blue and red respectively).

Category Mapped NIS2 Sector Count
Computer and Information Technology Digital Infrastructure and Digital Providers 933
Finance and Insurance Banking and Financial Market Infrastructure 72
Utilities and Services (Excluding Internet Service)  Energy, Health, Drinking Water, Wastewater and Waste Management 53
Government and Public Administration Public Administration 46
Media, Publishing, and Broadcasting Digital Infrastructure and Digital Providers 34
E-commerce Sites Digital Infrastructure, Digital Providers and Financial Market Infrastructure 23
Education and Research Public Administration and Research 21
Manufacturing Manufacturing, Energy and Production, Processing and Distribution of Food 15
Construction and Real Estate Manufacturing 13
Freight, Shipment, and Postal Services Transport and Postal and Courier Services 10
Health Care Services Health 10
Agriculture, Mining, and Refineries Energy and Production, Processing and Distribution of Food 3
Travel and Accommodation Transport 2
Unknown Out of Scope 23
Community Groups and Nonprofits Out of Scope 22
Museums, Libraries, and Entertainment Out of Scope 5

TABLE I: Distribution of business categories among Critical ASes and their mapping to NIS2 sectors. The table highlights
the sectoral composition of European CI, showing that most Critical ASes belong to Digital Infrastructure entities such as
ISPs, hosting providers, and cloud operators.

Total Unresolved | Resolved | Critical | Critical
Country Domains Domains IPs Prefixes ASes Dom./IP | Dom./Prefix | Dom./AS
Netherlands 76631 868 (1.1%) 48556 4056 843 1.58 18.89 90.90
Switzerland 876 1 (0.1%) 1468 724 248 0.60 1.21 3.53
Sweden 1084 2 (0.1%) 1165 628 224 0.93 1.72 4.84
Lithuania 953 0 (0%) 1569 321 101 0.61 2.97 9.44
Estonia 2888 3 (1%) 1167 278 99 2.47 10.39 29.17

TABLE II: Overview of CI domain datasets across the five studied countries after validation and mapping. The table reports
the number of domains, unresolved domains, unique IPs, prefixes, and ASes, together with domain-to-resource ratios.



sector, emphasizing the central role of ISPs, hosting, and
cloud providers in routing CI traffic. While these business
types also appear frequently among non-CI ASes [34], their
disproportionate representation here emphasizes the strong
interdependence between BGP resilience and the cloud and
ISP industries. Nonetheless, the long-tail of less-represented
industries suggests that Critical ASes serve diverse critical
sectors, including energy, healthcare, and transport.

2) Input Dataset Validation: To further ensure the in-
tegrity and completeness of our input domain datasets, we
validate all entries by checking whether each domain resolves
to at least one publicly routable IP address. Domains that fail
to return any valid IP address are excluded, ensuring that our
analysis is based solely on publicly reachable services.

Table II summarizes the composition of our validated
datasets across the five studied countries, including the
number of unresolved domains, unique IP addresses, prefixes,
and ASes. It also reports the average ratios of domains per
IP, prefix, and AS, offering a quantitative overview of dataset
coverage and diversity across national infrastructures.

Our validation results (see Unresolved Domains in Ta-
ble IT) show that only a small fraction of domains fall into
this category: 868 in the Netherlands, 1 in Switzerland,
2 in Sweden, none in Lithuania, and 3 in Estonia. Given
this negligible proportion (0-1% per country), the validated
dataset provides a reliable and comprehensive foundation for
subsequent network- and security-level analysis.

IV. MEASUREMENT-BASED RESULTS

In this section, we aim to understand how Europe’s
Internet-facing CI is structured and secured in practice.
Specifically, we examine the network and security posture
of the identified Critical BGP Prefixes and Critical ASes
from Section III, focusing on their structural organization,
jurisdictional exposure, and routing security status.

A. Network Posture Analysis

1) Characterization of Critical Prefixes and ASes: We
begin by characterizing the distribution of Critical BGP Pre-
fixes and Critical ASes to establish a baseline understanding
of how Europe’s CI is organized.

As shown in Table II, patterns in AS and IP allocation
reveal differences in how critical resources are managed.
Countries like the Netherlands and Estonia demonstrate high
ratios of domains per AS, reflecting a centralized manage-
ment model that may streamline operations and resource
allocation. However, this concentration creates risks, as
failures on key ASes could disrupt a large portion of CI
services. Nations like Lithuania, Sweden and Switzerland,
with lower domain per AS ratios, indicate a more distributed
management approach that can promote redundancy but
may result in underutilized resources. Estonia mirrors the
Netherlands’ centralized efficiency, further highlighting the
trade-off between resilience and efficiency.

2) Anycast Practices: Building on the structural analysis
above, we evaluate how Critical BGP Prefixes use anycast to
improve redundancy and fault tolerance. Anycast enables the
same service to be announced from multiple geographically
distributed locations, improving latency and availability. To
quantify anycast deployment, we rely on two independent
datasets: BGP.Tools and LACES [35], [36].

Our measurements indicate that only a small fraction of
Critical BGP Prefixes employ anycast: 4.23% according to
BGP.Tools and 2.82% according to the LACES dataset. This
limited adoption does not necessarily imply a weakness;
rather, it reflects the service-dependent nature of anycast,
which may be unnecessary or operationally complex for
certain CI functions. Future work could explore which types
of CI services most benefit from anycast and how deployment
strategies influence resilience and performance.

3) Jurisdictional Dependencies: Geolocating Critical
BGP Prefixes provides insights into the hosting and jurisdic-
tional dependencies of CI, yet remains a non-trivial task due
to the complexities of Internet routing [37], [2], [38]. This
challenge is particularly relevant in Europe, where tensions
have intensified concerns around digital sovereignty and
dependence on foreign cloud or transit providers. Given these
concerns, our objective was to estimate the jurisdictional
footprint of prefixes associated with CI services, rather than
to pinpoint the exact hosting locations.

Toward that goal, we queried the RIPEstat MaxMind
GeoLite API [39], to obtain country-level geolocation data
for each Critical BGP Prefix on November 1, 2024,. The
MaxMind dataset derives geolocation information from a
combination of registry records and active measurements,
making it one of the most popular geolocation sources.

Fig. 2 presents the geographical distribution of Critical
BGP Prefixes across all countries in our study. Each sub-
figure illustrates the concentration of geolocated prefixes in
Europe and the United States, highlighting the jurisdictional
dependencies of these networks. Our results align with prior
observations on jurisdictional dependencies in CI. For exam-
ple, [22] found that a significant portion of Dutch Critical
BGP Prefixes are announced by foreign ASes, effectively
making them dependent on external entities.

Our analysis reveals significant cross-border reliance on
U.S.-based infrastructure. For each country under study, a
significant fraction of Critical BGP Prefixes are geolocated
within the United States (subfigures b—d). In detail:

US Concentration Estonia (bl) and Lithuania (b2) show a
more distributed prefix presence, though the U.S. remains a
dominant hosting location for their CI services. The Nether-
lands (b3) and Switzerland (d1) present a more balanced
geographical distribution, but still reveal strong U.S. host-
ing footprints. Sweden (d2) stands out with a considerable
proportion of prefixes hosted domestically, suggesting a more
localized CI strategy.

EU Concentration Sweden (c2) shows a strong trend to-
ward domestic hosting, evident in the high proportion of
prefixes geolocated within its borders, which may contribute
to a higher degree of network sovereignty. The Netherlands
(a3) and Switzerland (cl) exhibit a more geographically
distributed presence across Europe, likely reflecting their
extensive regional peering ecosystems. Baltic countries such
as Estonia (al) and Lithuania (a2) display mixed geolocation
patterns, with dependencies on both domestic and foreign
European infrastructure.

Heavy reliance on U.S.-hosted prefixes could subject crit-
ical services to foreign regulations, legal orders, or data
access policies, potentially impacting national security. These
findings align with ongoing discussions on European digital
sovereignty [40]. The European Commission and various
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national policymakers have emphasized the need to reduce
reliance on non-European infrastructure and strengthen re-
gional cloud and network autonomy. Initiatives such as
GAIA-X aim to establish a federated European cloud infras-
tructure that minimizes dependencies on U.S. and Chinese
providers [41]. However, our results suggest that many
European countries continue to rely on external hosting,
raising concerns about long-term resilience in the face of
geopolitical uncertainties.

B. Security Posture Analysis

We next assess the routing-security exposure of Critical
ASes through observed BGP hijack events. We use hijacks as
a routing-layer security indicator because they can directly
affect the reachability, traffic integrity, and path control of
Internet-facing CI services associated with Critical BGP
Prefixes. This analysis is not intended to characterize the full
cybersecurity posture of CI, but rather to quantify routing-
specific exposure within the scope of our BGP-focused
measurement study. To that end, we examine prefix hijacks
observed throughout the duration of 2024 through the Global
Routing Intelligence Platform [42] API. GRIP detects Multi-
Origin AS anomalies based on high-confidence scores.

Fig. 3 illustrates the relationship between the number of
hijack incidents (x-axis, log scale) and their total duration
in hours (y-axis) for each affected Critical ASN. Each point
represents a single ASN, with its size and color scaled by the
total hijack duration. The plot reveals several clear outliers.
AS23470 (ReliableSite.net) stands out dramatically, experi-
encing 69 hijacks with a cumulative duration approaching
200 hours. Other high-impact ASNs include AS174 (Cogent)
and AS7018 (ATT), each experiencing over 25 and 50
hijacks respectively with total durations exceeding 300 hours.
Notably, AS16509 (Amazon), underscores the risks that even
hyperscale providers face. A large cluster of ASNs remains
in the lower-left quadrant, indicating low exposure in terms
of frequency and duration. While these networks appear
more resilient, it is important to consider that infrequent
but long-duration hijacks may still pose severe operational
risks, especially in CI contexts. These phenomena illustrate
the need for preventive mechanisms to secure the routing
fabric of European CI.

V. DISCUSSION

Our measurements reveal substantial jurisdictional depen-
dencies on foreign, particularly U.S.-based, infrastructure for
Internet-facing CI services. While our methodology does not
allow us to infer the specific organizational or procurement
decisions behind each hosting choice, several factors may
explain this pattern. Large cloud, CDN, DNS, and hosting
providers offer mature operational capabilities, including
high availability, DDoS protection, global reachability, man-
aged security services, scalability, and compliance support.
For CI entities, these capabilities may outweigh concerns
about jurisdictional locality, leading to trade-offs between re-
silience, performance, cost efficiency, and digital sovereignty.

Reducing such dependencies does not necessarily require
avoiding global providers entirely. European alternatives
exist through domestic ISPs, European cloud and hosting
providers, national research and education networks, public-
sector shared services, and multi-provider architectures that
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Fig. 3: Number of hijacks (log scale) VS. total hijack duration
(in hours) for Critical ASes during 2024.

combine local hosting with external redundancy [43]. Swe-
den’s stronger domestic footprint suggests that lower for-
eign dependency is achievable, although our measurements
cannot determine whether this results from policy choices,
procurement practices, market structure, or stronger domestic
provider capacity. Other countries could follow this direction
by incorporating jurisdictional exposure into CI procurement
requirements, encouraging multi-homing across European
providers, and periodically auditing the routing and hosting
dependencies of Internet-facing CI services.

VI. ETHICAL CONSIDERATIONS

Our study exclusively relies on publicly available datasets.
We do not perform intensive probing, interfere with opera-
tional infrastructure, or access confidential information.

VII. CONCLUSION

This paper presents a measurement-based analysis of the
Internet-facing layer of European Critical Infrastructure.
Across five European countries, our results show that this
layer is often concentrated in a relatively small set of
networks and providers, creating structural dependencies
that may amplify operational risk. In addition, our analysis
highlights substantial reliance on U.S.-based infrastructure
and continued exposure to routing-security threats such as
BGP hijacks, underscoring challenges for both resilience and
European digital sovereignty.

As our study focuses on publicly visible services, it should
be seen as a first step toward a broader understanding of CI
Internet dependencies. Future work should incorporate inter-
nal dependencies, longitudinal routing dynamics and deeper
analyses of mitigation mechanisms, enabling a more com-
prehensive view of how Europe can secure and strengthen
the digital backbone that underpins critical services.
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