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Abstract—Open Radio Access Network (O-RAN) disaggrega-
tion introduces architectural flexibility but significantly expands
the cellular attack surface. Specifically, Radio Resource Control
(RRC) signaling storms exploit these functional splits, severely
amplifying resource exhaustion across distributed RAN compo-
nents. State-of-the-art defenses typically deploy security rApps
or xApps at the core or upper network layers; however, these
approaches are inherently reactive, detecting anomalies only after
radio resources and control-plane entities are already saturated.
By relying on aggregated counters and volumetric thresholds,
they overlook the immediate physical contention and disruption
occurring at the radio edge. To address these limitations, we
propose RadioShield, a novel, multi-tier defense framework that
shifts the detection scope from upper-layer monitoring to the
PHY/MAC layer at the Open Distributed Unit (O-DU). By
leveraging radio telemetry, RadioShield enables early detection
through a distributed application (dApp), in close proximity
to malicious User Equipment (UEs), allowing the network to
identify and halt signaling storm traffic microseconds after it
originates. To validate this framework, we utilized a physical
O-RAN testbed with realistic UE reboot and handover storms,
demonstrating over 99% accuracy in both binary and multi-
class detection. Computational profiling confirms microsecond-
scale inference and reduced resource overhead, proving that
dApp-based early detection outperforms traditional, upper-layer
network monitoring in both computational efficiency and threat
mitigation speed.

Index Terms—O-RAN security, RRC Signaling Storms,
Control-plane traffic, Intrusion Detection Systems, Machine
Learning, Radio telemetry, PHY/MAC-layer detection

I. INTRODUCTION

The shift toward Open Radio Access Networks (O-RAN)
is redefining how mobile networks are built and operated by
introducing disaggregation, virtualization, and open interfaces
across the RAN stack. However, this architectural transforma-
tion also expands the threat surface, exposing critical interfaces
and control functions to new vectors of exploitation. Among
these threats, signaling storm attacks represent a critical avail-
ability risk. The severity of this threat is recognized by the O-
RAN Alliance, which explicitly identifies signaling overload
and control-plane abuse as high-priority security risks [1].
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Signaling storms exploit the stateful nature of the control
plane, leading to disproportionate processing overhead, in-
creased latency, and service disruption for legitimate users.
Adversaries can trigger excessive Radio Resource Control
(RRC) state transitions to overwhelm network resources with
relatively low-rate traffic. In O-RAN, this impact is amplified
by functional disaggregation of the base station; a single
control-plane trigger can cascade into multiple signaling ex-
changes across RAN components, potentially saturating cen-
tralized control resources [2]. These attacks threaten not only
network availability but also the reliability of intelligent RAN
control applications, making timely and accurate detection a
fundamental requirement for secure O-RAN operation.

Existing approaches predominantly rely on core-network
counters, control-plane message volumes, or xApp/rApp-level
KPIs collected after signaling procedures have already propa-
gated through the RAN stack [3]-[6]. As a result, they detect
the effects of the storm through the impacted network area
rather than its earliest manifestation at the radio edge. This
causes the RAN stack and the core network to have already
suffered severe resource starvation and service disruption. This
limits both response timeliness and attack interpretability:
UE reboot storms and handover storms can appear similarly
anomalous at upper layers because both ultimately generate
bursts of RRC, F1AP, and NGAP activity.

This paper addresses that gap by introducing RadioShield, a
novel, multi-tier intrusion detection architecture integrated into
the O-RAN stack. We posit that RRC signaling storms gen-
erate distinct, detectable footprints at the Physical (PHY) and
Medium Access Control (MAC) layers well before they cause
degradation in the upper control plane. A key factor of this
architecture is the design of a distributed application (dApp)
[7], which is a localized microservice deployed directly at
the Open Distributed Unit (O-DU) to perform low-latency
analytics, monitoring, or control functions in close proximity
to radio resources. Rather than relying solely on network-level
inspection, RadioShield dApp uses radio telemetry (e.g., SINR
variance, block error rates, and resource block utilization)
to support earlier localization of the attack source, stopping
malicious User Equipment (UEs) at the radio edge.

A. Our Contributions

The main contributions of this work are as follows:



o Early Detection Security Framework: This work in-
troduces a novel O-DU-level detection framework im-
plemented via a dApp, demonstrating that PHY/MAC
telemetry can identify signaling-storm activity earlier at
the radio edge, before aggregated upper-layer symptoms
become visible to XApp/rApp or core-side monitors.

« Radio-Level Attack Identification: Using radio teleme-
try, we demonstrate the scheduler- and radio-side impact
of control-plane abuse, preserving distinguishable signa-
tures of different attack vectors. This allows separation
in multiclass detection, whereas upper-layer network fea-
tures largely collapse into a generic volumetric anomaly.

« Deployment on a physical O-RAN testbed: We execute
realistic UE reboot and handover storm scenarios on a
fully functional 5G O-RAN testbed. Unlike prior works
that rely on simulations, we capture the true processing
overhead and physical dynamics of disaggregated com-
ponents. To facilitate further research in O-RAN security,
the radio-level and time-aggregated datasets are available
[8].

o Cross-Layer Comparative Validation: We quantify the
predictive and computational tradeoffs of our radio-
centric approach against traditional upper-layer net-
work monitoring. Results confirm that dApp-based radio
telemetry achieves over 99% accuracy with microsecond-
scale inference latency, validating that physical-layer
monitoring outperforms legacy approaches and enables
the proactive mitigation of signaling storms long before
network resources are exhausted.

II. BACKGROUND AND RELATED WORK
A. 5G O-RAN Architecture

The O-RAN architecture represents a fundamental shift
from traditional monolithic RAN deployments toward a disag-
gregated, virtualized, and programmable radio access ecosys-
tem, as standardized by the O-RAN Alliance [16]. In O-RAN,
base station functionalities are decomposed into three logi-
cal entities: the Open Radio Unit (O-RU), Open Distributed
Unit (O-DU), and Open Central Unit (O-CU), interconnected
through standardized and open interfaces. This separation
enables multi-vendor interoperability, flexible deployment, and
cloud-native scalability, while also expanding the system’s
attack surface.

Beyond functional disaggregation, O-RAN introduces intel-
ligence as a first-class architectural component through two
logically separated RAN Intelligent Controllers (RICs): Near-
RT RIC and the Non-RT RIC. The Near-RT RIC operates on
timescales ranging from tens of milliseconds to one second
and hosts xApps responsible for near-real-time control and
optimization functions, such as mobility management, inter-
ference mitigation, and anomaly detection. In contrast, the
Non-RT RIC operates at longer timescales and hosts rApps
that perform policy generation, network-wide optimization,
and AI/ML model training and lifecycle management.

The Service Management and Orchestration (SMO) frame-
work coordinates these components and facilitates data col-
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Fig. 1: The RadioShield multi-tier security architecture for RRC
signalling storm in O-RAN

lection, model training, and policy enforcement across the
O-RAN ecosystem. Standardized interfaces such as E2, Al,
and Ol1 enable telemetry exchange, control actions, and man-
agement signaling between RAN elements and intelligent
controllers. While these interfaces enable unprecedented ob-
servability, they also serve as the foundation for our proposed
detection mechanism. Crucially, the O-DU exposes granular
telemetry regarding the PHY/MAC layers, such as scheduling
decisions, modulation schemes, and interference levels, which
are traditionally abstracted away from core-level monitoring.

AI/ML capabilities are deeply embedded into the O-RAN
control loop, enabling data-driven decision-making across
RAN layers. Telemetry exposed through E2 service models
includes key performance measurements (KPMs) spanning
physical, MAC, and RRC layers, allowing intelligent applica-
tions to reason about network behavior in near real time. This
architectural design positions O-RAN as a promising platform
for adaptive security mechanisms, particularly those that lever-
age lower-layer radio intelligence to secure the control plane.

B. RRC Signaling Storm Background

RRC is the primary 5G control-plane protocol, responsible
for connection management, mobility, and radio bearer con-
figuration. In 5G NR, the RRC state machine comprises three
states: RRC Idle, RRC Inactive, and RRC Connected. State
transitions are triggered by data arrival, inactivity timers, or
mobility events. As depicted in Fig. 2, standard RRC connec-
tion establishment requires a multi-step handshake across the
disaggregated RAN, progressing from the initial RRC SetUp
Request up to the RRC Setup Complete.

A signaling storm is a control-plane availability attack
where an adversary triggers excessive state transitions to



TABLE I:

Comparison of Existing Signaling Storm Research and Proposed Contributions

Reference Experimental Setting Observation Layer Detector Deployment Attack E Strategy Radio-Level Features | Mi Support | Dataset
Ettiane er al. [3], [9] Simulated Control Plane Core Network / O-CU Synthetic Modeling X X X
Pavloski [10] Si Control Plane Core Network Traffic & Timer Synchronization X X X
Abdelrahman er al. [11] Simulation Packet / User Plane Core Network Network-Unfriendly Mobiles X X X
Park et al. [4] Emulated Core Core Network Core Network NAS/Registration Flooding X X X
Feng et al. [12] Operational Core Core Network Core Network Artificial Counter Injection X X X
Nguyen et al. [5], [13] Emulation / OAI Control Plane 0O-CU / Near-RT RIC Protocol Modification (Msg3) X X X
Hoffmann ez al. [14] O-RAN Emulation Near-RT RIC Near-RT RIC (xApp) Registration Request Flooding X X X
Mayhoub et al. [15] 0O-RAN Emulation Near-RT RIC Near-RT RIC (xApp) 0O-RU Reboot (Forced Handover) X X X
Proposed Work Real O-RAN Testbed PHY / MAC & Network | O-DU (dApp) & Near-RT RIC (xApp) Real UE Reboot & Handover v v v
exhaust network resources. Unlike volumetric DDoS attacks, = gNB Near-RT RIC
signaling storms exploit protocol logic, allowing low-rate, om0 (o0 ocu PP
protocol-compliant traffic to induce significant processing

overhead across RAN and control-plane functions.

Adversaries exploit these RRC procedures through sev-
eral primary vectors. A common mechanism is UE-induced
transitions, in which compromised UEs or malicious botnets
synchronize reboots or toggle connectivity, forcing repeated
NAS and RRC registration sequences. Another threat arises
from protocol exploitation, where malicious devices flood the
network with partial connection requests—such as repeatedly
transmitting the RRC Setup Request shown in Fig. 2—without
ever completing the procedure. This behavior artificially occu-
pies control-plane state resources at both the O-DU and O-CU.

In O-RAN, the disaggregation of the base station signif-
icantly amplifies the impact of these attacks [2]. Because
RRC functionality resides in the O-CU control plane (CU-CP),
a single malicious trigger propagates as cascaded signaling
exchanges across open interfaces. These interfaces create
additional opportunities for message reordering or delayed
control message release, further destabilizing the control loop.
Another critical vulnerability arises from virtualization: the
software-defined nature of O-DUs and O-CUs increases sus-
ceptibility to software-level resource exhaustion. Moreover,
functional disaggregation requires more internal signaling ex-
changes to complete a single RRC procedure compared to
legacy monolithic architectures, resulting in signaling multi-
plication.

Most existing discussions of RRC signaling storms focus
on protocol behavior, control-plane load, or architectural vul-
nerabilities. However, much less attention has been given to
how such attacks manifest at the radio level, despite the fact
that all signaling ultimately induces PHY/MAC activity. When
an adversary initiates a storm, it physically manifests as a
surge in RAN synchronization, a rapid increase of data latency
and throughput, and distinct variations in signal quality due
to contention. Consequently, these attacks leave a physical
footprint that can be detected before the signaling flood
saturates the upper layers.

C. Existing Defenses and Their Limitations

Existing signaling-storm defenses can be broadly grouped
by the layer at which they observe the attack, with emphasis
on extracted detection signals and execution environment.

1) Core-Network and Upper-Layer Network Analysis: The
majority of existing research detects signaling storms by
monitoring aggregated counters at the Core Network (CN)
or O-CU. Early studies relied on analytical modeling and
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Fig. 2: 5G NR RRC sig}laling flow in an O:RAN architecture with
E2 reporting for signaling storm detection.

discrete-event simulations. Ettiane et al. [3], [9] analyzed
RRC state transitions and connection requests in simulated
5G environments, using threshold-based monitoring of sig-
naling counters. Similarly, Pavloski [10] demonstrates how
low-rate, repetitive service requests synchronized with RRC
inactivity timers can induce frequent state promotions and
demotions, while Abdelrahman et al. [11] modeled “network-
unfriendly” mobiles using packet-level statistics in simulated
environments.

More recent works have focused on the 5G Core. Park et
al. [4] emulated signaling DDoS attacks by configuring large
numbers of emulated UEs to repeatedly trigger NAS-level
procedures such as registration and PDU session establishment
and release, thereby overloading core network functions. Feng
et al. [12] generated artificial storm scenarios at the counter
level and utilized Network Data Analytics Function (NWDAF)
indicators for detection. While effective for protecting the core,
these methods suffer from detection latency; they identify the
attack only after it has consumed RAN resources and reached
the core, failing to prevent radio-level degradation.

2) RAN-Centric and O-RAN Approaches: With the advent
of O-RAN, research has shifted toward leveraging RAN-
specific telemetry. Nguyen er al. [5], [13] moved closer
to realistic execution by modifying UE behavior in an O-
RAN-compatible OpenAirInterface (OAI) testbed to trans-
mit partial RRC connection requests (e.g., Msg3 flooding).
However, their detection logic primarily utilized aggregated
control statistics. Hoffmann et al. [14] and Mayhoub et al. [15]
utilized O-RAN RIC telemetry to detect registration floods
and forced handover storms. Although these works emulate
O-RAN environments, they typically focus on KPMs such as



“number of connected UEs” or "handover success rate.” These
metrics are essentially lagging indicators of an ongoing storm,
rather than the immediate physical footprints of the malicious
signaling itself.

3) Discussion and Limitations: Table 1 summarizes these
works and highlights persistent limitations. First, most existing
approaches remain reactive: they detect the storm only after
repeated access, setup, or handover procedures have already
saturated the control plane and consumed O-DU/O-CU re-
sources. In practice, X App/rApp-only and core-side indicators
are often lagging symptoms of an ongoing attack rather than
its earliest manifestation. Second, upper-layer counters provide
limited class separability. UE reboot storms and handover
storms can both appear as bursts of RRC-, F1AP-, or mobility-
related activity when viewed only through aggregate signaling
statistics, making it difficult to distinguish the underlying
attack mechanism.

D. Our Threat Model and Scope

To contextualize the proposed RadioShield framework, we
define a formal threat model outlining the adversary’s ca-
pabilities, targeted assets, and the specific scope of our de-
fense mechanism. This model is grounded in the classical
Confidentiality—Integrity—Availability (CIA) security paradigm
[17], with primary emphasis on availability, as RRC signaling
storms are control-plane availability attacks.

Assets and Security Objectives: The primary assets under
protection in our model include: (i) RRC state machine re-
sources residing at the O-CU, (ii) scheduling and PHY/MAC
processing capacity at the O-DU, and (iii) the operational sta-
bility of the Near-RT RIC control loop. The security objective
is to preserve control-plane availability and prevent cascading
signaling amplification across disaggregated O-RAN compo-
nents.

Adversary Capabilities: To account for the diverse attack
surface of the O-RAN architecture, we consider two distinct
adversary profiles. First, we assume an external adversary
operating at the radio edge. This attacker controls a botnet
of compromised UEs to emulate legitimate UE behavior.
They possess valid cryptographic credentials and can initiate
standard, protocol-compliant NAS and RRC procedures.

Second, we consider an infrastructure adversary capable
of localized disruption within the virtualized RAN. Given the
software-defined nature of O-RAN, this attacker is assumed to
have influenced the availability of a specific virtualized com-
ponent (e.g., an O-DU), either through operational misconfig-
uration or by compromising the underlying host infrastructure.

Attack Surface and Vectors: Within these adversary pro-
files, we focus on protocol-compliant control-plane abuse that
repeatedly triggers costly RRC procedures via two primary
strategies:

1) UE Reboot / Registration Storms: Synchronized, repet-
itive initiation of complete RRC establishment and re-
lease procedures to overload the O-CU control plane.

2) Handover Storms: Artificial triggering of continuous
cell-to-cell mobility procedures to overwhelm the Near-

RT RIC and O-DU/O-CU scheduling queues. This sce-
nario also captures realistic environmental scenarios
where benign but destructive group handover storms
are caused by extreme, synchronized UE mobility (e.g.,
high-speed trains).

Unlike volumetric flooding attacks, these behaviors exploit
legitimate signaling logic to amplify processing overhead with
relatively low traffic rates, making them difficult to distinguish
using only coarse upper-layer counters.

Scope of Defense:

RadioShield is designed to detect control-plane signaling
amplification at the earliest observable layer. Compared with
xApp/rApp-only or core-side defenses that monitor higher-
layer indicators such as connected-UE counts, registration
activity, or RRC counters, this O-DU vantage point captures
the immediate radio-layer footprint of signaling abuse, in-
cluding abnormal modulation schemes, retransmission fail-
ures, throughput starvation, and signal degradation. This en-
ables lower-latency detection and clearer discrimination be-
tween reboot-driven and handover-driven storm behaviors. Ra-
dioShield therefore complements existing upper-layer defenses
through a lightweight O-DU dApp for multiclass storm detec-
tion, validated on a physical O-RAN testbed using realistic
reboot and handover storm scenarios.

III. RADIOSHIELD: DAPP-BASED DETECTION
FRAMEWORK

To address the inherent limitations of reactive, upper-layer
monitoring, we propose RadioShield, a multi-tier intrusion
detection framework natively integrated into the O-RAN archi-
tecture. RadioShield shifts the primary detection horizon from
the core network to the radio edge, leveraging the physical
footprint of control-plane attacks to enable early detection.

As illustrated in Fig. 1, the RadioShield architecture orches-
trates several interdependent workflows to extract multi-layer
telemetry, perform central model training and analysis, and
enforce decentralized real-time inference leveraging both O-
DU dApps and Near-RT RIC xApps.

Rather than relying on a single vantage point, RadioShield
utilizes a multi-vantage point telemetry collection strategy.
Radio data originates at the O-RU and is transmitted to the O-
DU via the Open Fronthaul interface. Concurrently, network
telemetry is generated at the O-CU, comprising metrics from
both CU-UP and CU-CP protocols. This heterogeneous data is
continuously streamed upstream via the standardized O1 and
E2 interfaces to the Non-RT RIC within the SMO.

Central orchestration occurs within the SMO, where a
specialized rApp for Model Training consumes the gathered
telemetry from the data stream to train location-aware de-
tection models. Specifically, the rApp trains dual models:
a lightweight, high-speed model optimized for the unique
physical footprint observable at the O-DU, and a secondary
model trained on upper-layer network traffic. Once validated,
these models are deployed downstream via the Ol and Al
interfaces to their respective inference nodes.



The core novelty of RadioShield is its hierarchical detection
strategy, which minimizes detection latency while maximizing
accuracy through a two-tiered implementation:

Tier 1: Early Detection at the Edge (O-DU dApp). The
first line of defense is deployed at the O-DU as a dApp.
Operating on timescales under 10 milliseconds, the dApp
ingests the real-time PHY/MAC telemetry streams. Because
signaling storms induce scheduling failures and hardware
jitter before control-plane saturation occurs, the dApp acts
as an early-warning system. By running lightweight inference
locally at the O-DU, RadioShield identifies the radio footprint
of a storm near-instantaneously, allowing for localized rate-
limiting of suspected rogue UEs before the traffic propagates
to higher layers.

Tier 2: Network Detection and Verification (Near-RT
RIC xApp). The second line of defense resides in the Near-
RT RIC as an xApp, operating on a 10 ms to I-second
control loop. By ingesting network-layer telemetry from the
O-CU, this centralized xApp performs upper-layer anomaly
detection using aggregated control-plane indicators. Acting as
a redundant verification layer, it provides cross-layer validation
of events detected at the O-DU, enhancing overall architectural
robustness. Through E2 reporting, the xApp maintains a global
view of behavior across multiple RAN components, enabling it
to identify anomalous traffic coming from localized failures or
misconfigurations. The resulting network-level inconsistencies
remain structurally visible to the upper-layer detector.

At the orchestration layer, the framework integrates with the
inherent capabilities of the Non-RT RIC. Within this broader
data exchange ecosystem, standard rApps can be leveraged
to support long-term security operations, such as cross-layer
forensic analysis and machine learning lifecycle management.
By correlating physical-layer anomalies at the edge with
logical state-machine exhaustion at the O-CU, these overar-
ching functions can continuously refine the deployed security
models. This orchestration ensures automated validation and
retraining downstream, systematically improving the system’s
ability to distinguish malicious signaling storms from benign
flash-crowd events over time.

Through this multi-tiered architecture, RadioShield achieves
the latency benefits of edge-level PHY/MAC detection while
retaining the contextual accuracy of network monitoring.

1V. EXPERIMENTAL METHODOLOGY
A. 5G O-RAN Testbed Setup

We conduct our experiments on a physical 5G O-RAN
testbed built on the OpenAirlnterface (OAI) platform, as
illustrated in Fig. 3. The testbed comprises a 5G CN, an O-
CU, two O-DUs, and two O-RUs. Specifically, a Benetel 5G
RANS550 O-RU is connected to its corresponding DU using
functional Split 7.2a, representing a vendor-grade deployment,
while a USRP B200 O-RU operates under Split 8 to enable
flexible experimentation at lower protocol layers.

RadioShield’s dApp consumes O-DU-visible PHY/MAC
telemetry rather than vendor-specific O-RU internals. Accord-
ingly, the framework is not inherently tied to a particular O-

...... B Dpen Source
(S o TG
[ T

Inward APIs [o) enStaCk“

( Monitoring and telemetry API ‘

OAiBOX

o
Ry
®
z
k-
H
El

INTERNET

Q.Y

nnnnnnnn

S

| Malcious UE

56 Dongle

Fig. 3: Overview of the 5G O-RAN testbed, illustrating the
network components and the origination points of the executed
attack vectors.

RU vendor or functional split; rather, its portability depends
on whether equivalent lower-layer radio indicators remain
observable at the O-DU.

An edge server, emulating the O-Cloud environment, is
deployed at the network edge and co-locates key O-RAN
components, including the Near-RT RIC. This edge infrastruc-
ture supports both near-real-time analytics and model training
workflows. Real user equipment (UEs) are instantiated using
commercial laptops equipped with 5G Quectel RMS500Q-
GL modems, which connect to the O-RUs and generate
both benign and attack traffic. This setup enables end-to-end
experimentation using real radio transmissions and protocol
interactions, rather than simulated or emulated traffic.

B. Attack Execution Vectors

Having established the theoretical threat model in Sec-
tion II-D, we operationalized these attack vectors within our
physical testbed. Unlike prior studies that rely on analytical
thresholds or software-based traffic generators, our methodol-
ogy enforces realistic control-plane exhaustion by program-
matically driving physical hardware. Both attack scenarios
were executed over sustained 30-minute observation windows
to capture steady-state storm dynamics and ensure statistical
significance in the resulting telemetry.

To execute the asynchronous UE Reboot scenario, three
devices were connected to the testbed, each equipped with
Quectel RM500Q-GL modems. Rather than performing man-
ual restarts, we developed OS-level automation scripts (via
Python) that programmatically toggled the cellular network
interface using low-level system calls.



Each UE underwent repeated connect—disconnect cycles,
where the cellular interface was brought down and reinitialized
via ip link commands, thereby triggering a full RRC release
and subsequent re-establishment sequence. The three UEs are
configured with base disconnect/reconnect cycles of 5, 7, and
10 seconds, respectively. using controlled jitter injection to
avoid deterministic synchronization artifacts while maintaining
coordinated storm conditions. This design ensured repeated
NAS registration, RRC Setup, and security negotiation proce-
dures across all compromised UEs.

The second scenario targeted mobility amplification through
controlled O-DU availability manipulation. Using the OAI-
Box interface, we programmatically toggled the operational
state of one O-DU instance at 1-2 minute intervals over a
30-minute window. This forced all actively connected UEs
to migrate to the alternate O-DU/O-RU pair via standard
handover procedures.

Unlike the reboot scenario, where connections are gracefully
terminated, this attack vector triggered concentrated bursts of
F1AP and RRC reconfiguration signaling, forcing the target
O-DU to rapidly ingest and allocate resources for multiple mi-
grating UEs simultaneously, generating intense, concentrated
spikes in MAC-layer scheduling latency and control-plane
handover signaling.

C. Multi-Layer Dataset Construction

1) Radio Telemetry Dataset: Using the OAIBox interface,
we extracted cell-level O-DU telemetry to construct the Radio
Telemetry Dataset. This consisted of 9,589 samples, where
each row represents one second of aggregated PHY/MAC
layer behavior. Unlike upper-layer logs that only reflect logical
protocol states, this dataset captures the immediate physical
stress on the air interface. The 24-feature set exposes the
physical footprint through key metrics:

« Signal Quality & Interference: Metrics such as Signal-
to-Noise Ratio (SINR), Reference Signal Received Power
(RSRP), and Channel Quality Indicator (CQI), which
distinguish genuine coverage gaps from storm-induced
contention.

o Throughput & Modulation: Downlink/Uplink through-
put and Modulation and Coding Scheme (MCS) indices.
Rapid scheduling failures during a storm force unique
MCS degradation patterns.

« Power Utilization: Maximum UE Power Capacity (PC-
MAX) and Power Headroom, reflecting the scheduler’s
struggle to accommodate power surges during mass syn-
chronization.

2) Network Telemetry Dataset: To establish a traditional,
upper-layer baseline for comparison, we simultaneously cap-
tured network traffic at the O-CU via Wireshark. Raw packet
captures were aggregated into fixed 500 ms time windows to
capture the temporal dynamics of the signaling storms. This
yielded a behavior-oriented dataset of 9,437 windows with 22
features, characterized by:

o Volumetric Intensity: Packet counts, byte counts, and

packet length statistics (mean/std).
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o Protocol Composition: Per-window counts of SCTP,
NGAP, FIAP, and E2AP packets.

o UE Dynamics: Counts of unique UE identifiers (AMF,
RAN, CU, DU IDs) showcasing active device churn.

o Temporal Burstiness: Mean and maximum inter-arrival
times between packets.

The released dataset and associated artifacts are publicly
available on Kaggle [8].

D. IDS Model Selection and Training

We deploy a diverse set of supervised learning models
that represent distinct architectures, learning paradigms, and
computational characteristics. Specifically, we consider Lo-
gistic Regression (LR), Decision Tree (DT), Random Forest
(RF), k-Nearest Neighbors (KNN), Extreme Gradient Boosting
(XGBoost), and a Deep Neural Network (DNN).

All deployed models were trained using a fixed set of
simple hyperparameters to evaluate the robustness and gen-
eralizability across heterogeneous O-RAN observation layers.
LR employs L2 regularization with class balancing, DT and
RF use balanced class weights to mitigate data imbalance, and
RF is configured with 300 estimators to ensure stable ensemble
behavior. XGBoost is trained using a binary logistic objective
and multiclass softprob objective with controlled depth and
learning rate to balance expressiveness and generalization. The
DNN follows a lightweight fully connected architecture with
two hidden layers, ReLLU activations, dropout regularization,
and early stopping to prevent overfitting.
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Fig. 6: Rolling standard deviation of Signal-to-Interference-Plus-Noise Ratio (SINR) across behavioral classes.

TABLE II: Detection performance of binary and multiclass models
evaluated on the O-DU Radio Telemetry Dataset.

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Binary Objective
XGBoost 99.43 99.17 99.52 99.35
RF 99.22 99.28 98.93 99.10
DT 98.07 97.74 97.85 97.80
DNN 95.62 95.87 94.04 94.95
KNN 93.53 94.97 89.99 92.41
LR 91.66 92.49 88.08 90.23
Multiclass Objective

XGBoost 99.53 99.33 99.20 99.27
RF 98.80 98.88 97.65 98.24
DT 97.81 97.32 96.48 96.89
DNN 93.33 89.54 89.52 89.52
KNN 90.88 90.19 83.10 85.82
LR 82.69 74.84 79.77 76.41

TABLE III: Detection performance of binary and multiclass models
evaluated on the Upper-Layer Network Dataset.

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Binary Objective
XGBoost 97.38 97.67 97.17 97.42
RF 96.93 96.63 95.88 96.25
DT 95.71 94.5 95.11 94.8
DNN 95.87 95.81 94.08 94.94
KNN 95.02 95.84 91.89 93.82
LR 90.2 90 85.71 87.8
Multiclass Objective

XGBoost 55.67 35.82 33.96 31.04
RF 57.47 33.37 34.44 30.58
DT 47.93 35.71 35.89 35.73
DNN 58.69 25.16 33.27 24.76
KNN 55.03 37.67 34.46 32.53
LR 58.85 61.30 33.56 25.27

V. RESULTS AND DISCUSSION

A. Signaling Storm Detection using PHY/MAC Layer Features

To validate the RadioShield framework, we analyzed cell-
level O-DU telemetry and observed that signaling storms
produce PHY/MAC degradation because the attack is injected
at the air interface and therefore perturbs radio access and
scheduling before only aggregated upper-layer symptoms be-
come visible.

For instance, Fig. 4 shows a reduction in cumulative uplink
and downlink bytes during attack periods. This occurs because
repeated RRC setup, re-establishment, and handover proce-
dures consume radio resources in short-lived control-heavy
exchanges, interrupting stable user-plane service. As a result,

fewer resources remain for sustained payload transfer, causing
less traffic to accumulate within each observation window.

A similar trend is observed for the Block Error Rate
(BLER). As shown in Fig. 5, both uplink and downlink BLER
shift upward and become more dispersed during attack periods.
This implies that the attack injects many transmissions in
fragile phases, such as initial access, re-access, incomplete
link adaptation, uncertain timing/power alignment, and bursty
scheduler churn. These present the conditions under which
uplink and downlink decoding are less stable, and HARQ
retransmissions are more likely.

Beyond binary detection, the temporal dynamics of radio
metrics provide distinct signatures for classifying specific
attack vectors. Fig. 6 displays that the rolling standard de-
viation of SINR changes markedly across classes, reflecting
the changes in the set and state of active radio links. Benign
traffic exhibits the highest variance (1 ~ 6 dB) due to the
natural channel diversity of active UEs. In contrast, reboot
storms suppress sustained link diversity (¢ ~ 0.31 dB) due to
devices repeatedly disappearing and reappearing, suppressing
stable user-plane activity. Handover storms repeatedly move
UEs across radio contexts, producing sharp, bursty swings in
the aggregate SINR distribution (i ~ 3.27 dB). These results
show how PHY/MAC telemetry improves class separability
by capturing the radio-side consequences of how the attack
is executed, not just the delayed control-plane volume it
generates.

B. IDS Performance Evaluation Using Radio Telemetry

We evaluate six machine learning models on the Radio
Telemetry Dataset, with binary and multiclass metrics pre-
sented in Table II. The results reveal that tree-based algorithms
demonstrate clear superiority in capturing the physical foot-
prints of RRC signaling storms. XGBoost achieves the high-
est performance in both classification objectives, maintaining
robust performance in terms of accuracy and F1-score.

LR accuracy degrades significantly from 91.66% in bi-
nary detection to just 82.69% in the multiclass objective.
Furthermore, the DNN model yields comparatively lower
performance across both objectives. This shows that while
previously discussed metrics exhibited clear visual separability
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between benign and malicious traffic, the broader PHY/MAC
feature space contains highly overlapping, non-linear distri-
butions. This renders simple rule-based heuristics ineffective
and explains why models, such as KNN and LR, struggle to
capture the attack footprint.

Beyond predictive accuracy, deploying an IDS as an early-
warning dApp mandates strict adherence to sub-millisecond
control loops to alert the overarching network before con-
gestion precipitates. Fig. 7 illustrates the inference delay
distribution for each evaluated model. While deep learning
models inherently introduce longer inference delays, tree-
based models like XGBoost and DT execute in a fraction
of the time. XGBoost achieves microsecond-scale inference
latency while delivering state-of-the-art accuracy. This optimal
balance of speed and precision ensures that signaling storms
can be detected and mitigated at the physical layer long before
control-plane saturation propagates to the O-CU.

C. IDS Performance Evaluation Using Upper-Layer Network
Metrics

To validate the superiority of our radio-centric approach,
we evaluated the same six machine learning models using
the upper-layer network dataset. As detailed in Table III, the
binary classification models demonstrate capable performance,
with XGBoost again leading. Because both UE reboot and
group handover storms ultimately cause massive traffic surges,
network-based volumetric features can successfully identify
the presence of a generalized anomaly. Furthermore, this
upper-layer detection is inherently reactive, detecting a storm
after the control plane is already saturated, whereas radio
telemetry evaluates immediate physical state conditions.

The critical limitation of traditional upper-layer network
detection is exposed when the models attempt the multiclass
objective. As shown in the lower half of Table III, performance
across all algorithms collapses. This catastrophic degradation
highlights the fundamental ’blind spot” of upper-layer mon-
itoring: at the network level, both UE Reboot and Group
Handover storms manifest identically as a volumetric flood
of NAS, NGAP, and RRC connection messages. The time-
windowed dataset lacks the granular physical context required
to separate them.

Comparing these results with the radio telemetry evaluation
emphatically validates our core hypothesis. While upper-layer
network monitors can only detect a generic storm after re-
sources are already saturated, the PHY/MAC layer retains the
immediate and unique physical signatures of the attack’s root
cause and origin.

D. Computational Profiling and Efficiency

To compare deployment across the O-RAN architecture,
we conducted a comprehensive computational profiling of the
evaluated models, contrasting their suitability for xApp and
dApp integration. By isolating the training and inference rou-
tines from background processes and overall system activity,
we measured execution latency, CPU effort (defined as the
product of mean CPU utilization and execution time), memory
footprint, and inference energy per 1000 detections.

As summarized in Table IV, processing radio-level teleme-
try is inherently more resource-efficient than analyzing upper-
layer network traffic. Across nearly all algorithms, models
trained on the Radio-Based dataset exhibit lower memory
footprints and reduced CPU effort. For instance, XGBoost
requires only 653.01 MB of average memory under radio
telemetry, compared to 861.44 MB for the time-based dataset.
This efficiency stems from the compact yet information-
rich nature of the radio telemetry features, which reduces
redundancy and computational overhead compared to the more
extensive network representations.

Furthermore, Fig. 7 reveals that model size does not strictly
dictate inference speed. Parametric models like the DNN
maintain a compact size (0.106 MB) but incur the high-
est detection latency and sustained computational intensity.
This confirms that deep neural architectures are unnecessarily
resource-intensive for this structured tabular task. Conversely,
tree-based models produce dataset-dependent structures that
may be larger (e.g., Random Forest at 10.489 MB) but execute
significantly faster.

Ultimately, XGBoost achieves the most favorable balance
of detection performance and computational efficiency. Under
the Radio-Based dataset, it requires just 1.31 seconds of
training time, 43.56 %-s of CPU effort, and 25.10 mWh per
1000 inferences, while maintaining a lightweight 1.387 MB
footprint. This combination of moderate latency, controlled
energy consumption, and minimal storage makes the radio-
level XGBoost detector highly suitable for containerized dApp
deployment within the O-DU, enabling continuous monitoring
for RRC signaling storms without monopolizing critical radio
management resources.

VI. CONCLUSION AND FUTURE WORK

This paper introduced RadioShield, a novel PHY/MAC-
layer defense framework for mitigating RRC signaling storms
in disaggregated O-RAN environments. Unlike reactive upper-
layer approaches, RadioShield shifts detection to the radio
edge via a lightweight O-DU dApp, identifying the phys-
ical footprints of control-plane attacks well before upper-
layer saturation occurs. Using a physical 5G O-RAN testbed



TABLE 1IV: Computational profiling of binary detection models across the datasets computed from different O-RAN layers

Model | Training Time (s) [ CPU Effort (%-s) | Average Memory Usage (MB) | Model Size (MB) | Inference Energy (mWh / 1000 inf)
Radio-Based Traffic
LR 0.39 46.21 541.72 0.002 23.34
DT 0.31 8.36 546.56 0.025 22.93
RF 4.43 90.03 554.69 10.489 27.80
KNN 0.13 18.36 561.09 1.114 31.58
XGBoost 1.31 43.56 653.01 1.387 25.10
DNN 34.48 671.01 823.38 0.106 30.63
Time-Based Traffic
LR 0.80 93.02 852.94 0.002 8.313
DT 0.38 11.01 852.79 0.040 7.235
RF 4.57 96.26 857.31 12.442 8.535
KNN 0.18 18.19 860.10 1.154 9911
XGBoost 1.43 4494 861.44 1.665 8.042
DNN 16.74 336.50 855.90 0.106 10.078

with realistic UE reboot and handover storms, we demon-
strated that radio-level telemetry offers superior discriminative
power. Tree-based models, notably XGBoost, achieved over
99% accuracy in both binary and multiclass scenarios with
microsecond-scale inference latency. Furthermore, computa-
tional profiling confirmed that RadioShield dApps significantly
reduce memory and energy overhead in comparison to tradi-
tional xApps, proving the practical feasibility of embedding
proactive, sub-millisecond security directly within the radio
control path.

Future work will focus on validating the framework under
higher-density and more operationally realistic conditions.
Ongoing work is extending the current platform to a larger de-
ployment with more UEs and additional RAN resources. This
will enable validation of scalability, robustness, and service
continuity under both adversarial signaling storms and legiti-
mate high-density events. We are also integrating a mitigation
xApp that operates on dApp alerts to support operator-defined
response and resource-control policies, moving RadioShield
from early detection toward closed-loop protection, including
configurable action duration, safeguards for legitimate demand
surges, and tunable policies that balance security enforcement
with service continuity.
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