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Abstract—Software-defined WANs must deliver strict per-class
QoS guarantees over heterogeneous paths whose conditions can
change rapidly. Reinforcement learning enables adaptive traffic
steering, but it can violate SLAs during exploration and under
distribution shift. We present an integrated framework that
couples a custom Truncated Quantile Critics (TQC) agent with a
neural Control Barrier Function (CBF) safety layer. An ensemble
dynamics model predicts next-step network state and quantifies
uncertainty, allowing the controller to adjust conservatism with
network load. When an action is predicted to be unsafe, we
project it back into the feasible set using progressive coordinate
descent with lexicographic prioritization across traffic classes.
In an NS-3 SD-WAN testbed spanning two load scenarios (Sce-
nario A: medium load and Scenario B: high load), our method
achieves 90.2% VolIP, 79.0% video, and 73.5% joint VoIP-—
video compliance at inference on Scenario B, improving joint
compliance over unconstrained RL and inference-only filtering.
Ablation studies further show that training with ensemble-based
CBF-corrected actions is key to these gains.

Index Terms—Software-Defined WAN, Safe Reinforcement
Learning, Control Barrier Functions, Quality of Service, Traffic
Engineering.

I. INTRODUCTION

Enterprise WANs are being reshaped by cloud migration [1],
distributed work [2], and bandwidth-hungry applications [3],
stressing static QoS configurations and rigid policy stacks
like MPLS/DiffServ [4], [5]. Software-Defined WANs (SD-
WANSs) address this by pooling multiple underlays (Internet,
MPLS, LTE/5G) and enabling centralized, application-aware
traffic steering [6]. Maintaining consistent per-class QoS, how-
ever, remains difficult: VoIP requires low one-way delay and
loss [7], video tolerates higher delay but is loss-sensitive [8],
while best-effort is elastic, and path conditions vary quickly
with congestion and competing flows.

Reinforcement learning (RL) offers a data-driven alternative
for adaptive steering and has shown promise in traffic engi-
neering [9]-[11] and congestion control [12], [13]. Yet QoS
control is safety-critical: during exploration or under distri-
bution shift, an RL policy may violate SLA constraints [14].
Across prior RL-for-TE works, constraint satisfaction is typi-
cally a soft objective, and standard “safe RL” techniques La-
grangian methods [15], constrained policy optimization [16],
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and reward shaping provide only expected constraint satisfac-
tion [17], which is unacceptable for real-time traffic.

Control Barrier Functions (CBFs) provide a principled
mechanism for enforcing safety constraints online by acting
as safety filters that correct a nominal controller or learned
policy only when necessary, so that the closed-loop state
remains within a forward-invariant safe set [18], [19]. Recent
work extends CBF ideas to neural and data-driven settings
via predictive safety filters based on learned models [20]-
[22], mostly in robotics. Bejarano et al. [23] further show
that correcting actions during training can improve final
performance, which aligns with our design. Applying these
ideas to SD-WAN raises two practical challenges: (i) closed-
form network dynamics models are not available in practice
and must be learned from measurements; (ii) QoS constraints
span multiple classes with a natural priority order, where VoIP
violations are catastrophic while best-effort (BE) degradation
is tolerable. We make this priority trade-off explicit through
lexicographic constraint ordering.

We propose an integrated framework that combines a
custom Truncated Quantile Critics (TQC) agent [24] with
a neural CBF-style safety layer'. An ensemble of learned
dynamics models [25] provides uncertainty-aware next-state
predictions, allowing conservatism to adapt with network
load. Unsafe actions are projected back toward feasibility via
progressive coordinate descent under lexicographic priorities,
and CBF-corrected actions are stored in the replay buffer
during training, letting the policy gradually internalize safe
behavior. We evaluate the system on an NS-3/OpenFlow SD-
WAN testbed across two load regimes and ablate custom vs.
off-the-shelf RL with and without safety filtering, adapting
the safety-filter paradigm to networking by (i) quantifying
uncertainty via an ensemble dynamics model, (ii) replacing
CBF-QP with coordinate-descent projection under nonlinear
learned dynamics, and (iii) introducing lexicographic multi-
class prioritization to reflect DiffServ-style semantics.

'Code and simulation artifacts: https://github.com/safeml/sdwanQoS.



TABLE I
PER-CLASS SLA THRESHOLDS AND REWARD WEIGHTS.

Class w. w( o (@ () gmax gmax
VolP 1.00 005 015 050 030 40ms 1%
Video 040 045 020 025 010 60ms 3%
BE 005 090 010 000 000 -  —

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. Network Architecture and Traffic

We study a software-defined WAN connecting two enter-
prise sites through customer-edge (CE) switches Sy, .57 via
two WAN paths: an Internet path through provider-edge (PE)
switches and an MPLS path. Each CE steers per-class traffic
onto either path. Background hosts inject cross-traffic on the
Internet path to emulate competing tenants. The environment
is built on NS-3 [26] with an OpenFlow 1.3 control plane [27].
Internet-path bandwidth ranges from 10-50Mb/s with 15—
40 ms propagation delay (BE only); the MPLS path offers 5—
30 Mb/s with 8-25 ms latency and per-class priority queueing
at the CE switches. These ranges reflect heterogeneity ob-
served in enterprise WAN deployments [6]. Although mod-
est in scale, this dual-path topology captures the structure
underpinning most SD-WAN branch-office deployments and
lets us interrogate Safe DRL while minimizing confounding
variables.

Enterprise traffic is split into three DSCP-marked classes:
VoIP (DSCP EF, < 40ms / < 1% [7]; 64kb/s CBR,
160 B packets, 15s mean duration, Poisson arrivals); Video
(DSCP AF41, < 60ms / < 3% [8]; 1 Mb/s, 1200 B packets,
15s); and Best Effort (DSCP 0, no hard SLA; 2 Mb/s, 1500 B
packets, 2 s). Offered load follows p(t) = pg+A sin(27 ft+¢),
with pg drawn uniformly per episode.

B. MDP Formulation

The SDN controller acts at At = 1s. The agent ob-
serves s € R3: 14 global metrics (offered load, per-path
latency/loss/utilization, aggregate throughput); 15 per-class
QoS metrics (normalized throughput, loss, delay, jitter, average
throughput); and 6 queue-occupancy values at the two CE
switches. Latency and loss are scaled by 10 for feature parity.
The action a € [—1,1]*> maps to MPLS routing fractions
we = (ac + 1)/2 per class ¢, with 1 — ¢, on the Internet
path. Per-class QoS satisfaction is measured by clipped scores
for throughput, loss, delay, and jitter; the per-class composite
Y. is a weighted average of these, and the aggregate reward

is
Zc WCEC
Zc We

mapping weighted satisfaction to [—5,45]. Table I lists per-
class thresholds and weights. We deliberately keep the reward
structure standard: when paired with a safety layer, this basic
formulation is sufficient for SLA compliance, avoiding ad-hoc
reward engineering.

r(s,a) = 10 -5, (1)
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Fig. 1. Training architecture. The TQC actor proposes ury; the ensemble-
backed CBF filter projects it to wugfe When predicted QoS violations are
detected. The corrected action is executed in NS-3 and the resulting transition
is stored in the replay buffer.

C. Safety Constraints and Problem Statement

We define four barrier functions encoding hard QoS bounds
for delay-sensitive classes:

hi = dygp — dvorp, he = byp — Cvorp, 2
hs = dyijao — dvideos ha = 0332 — lvideo,  (3)
with 423 = 0.040s, £ = 0.01, 2% = 0.060s,

opax = 0.03. The safe set is Sgafe = {S : hi(s) > 0,Vi}.
For discrete-time dynamics s;11 = f(st,a;), a standard DT-
CBF condition [28] is that there exists « € (0, 1] with

hi(st41) > (1 — ) hi(se), Vi, t, 4)

yielding forward invariance by induction when f is known and
the condition is enforced exactly. In our setting, f is learned
and safety is enforced predictively on a conservative one-step
risk-aware prediction of s;y; from an ensemble model. The
method thus enforces one-step feasibility under the learned
model and is DT-CBF-inspired, but we do not claim formal
invariance under model error. The constrained optimization
problem is

Z’ytr(st,at)] s.t. hi(sgy1) >0, Vit (5)
P

max E
s

Penalty-based approaches satisfy (5) only in expectation, per-
mitting transient violations unacceptable for real-time traffic;
we instead enforce one-step constraint satisfaction through the
safety filter, with an auxiliary penalty used during training to
accelerate convergence.

III. METHODOLOGY

Our framework has three components: a custom TQC agent
that proposes routing actions, an ensemble dynamics model
that predicts next-state QoS metrics with calibrated uncer-
tainty, and a neural CBF safety filter that projects unsafe
actions onto the feasible set. All three operate in a closed
loop in which CBF-corrected actions are stored in the replay
buffer (Fig. 1).



A. Truncated Quantile Critics Agent

The original TQC algorithm [24] extends SAC [29] with
distributional critics that predict return quantiles, then trun-
cates the highest quantiles to reduce overestimation. We retain
this idea but reimplement the agent with SD-WAN-specific
choices. The actor is a feedforward network (2x256, ReLU,
tanh output to [—1,1]%). Two quantile critics each predict
N = 25 quantiles; during target computation, the top K =5
quantiles are dropped from the element-wise minimum of both
critics. Training uses Adam (Ir=3x107%), soft target updates
(7=0.005), v=0.99, and gradient clipping (max norm 1.0).

Two modifications enable safety-aware learning. First, the
reward is augmented with a QoS violation penalty r; = 7reqy —
kupe (ky = 10), where py = vvorp if vvorp > 0 and vyigeo
otherwise, with vyorp = max(0, dyorp —40 ms) +max(0, Lyorp —
1%) and vvyigeo defined analogously. Second, we store the CBF-
corrected action wug,f rather than the raw wugp in the replay
buffer; this implicit behavioral cloning drives the policy toward
the safe manifold and progressively reduces CBF intervention
rates over training.

B. Ensemble Neural Dynamics Model

Since closed-form SD-WAN dynamics models are not avail-
able in practice, we learn an ensemble of M =5 feedforward
networks { fi,..., f5} (3%256, ReLU). The ensemble predic-
tion and epistemic uncertainty are

ﬁZfi(xt,Ut),
\/AZ Z | fil@e, ue) — Goga ||2-

Each member is trained on [N = 20,000 transitions collected
via mixed exploration (Adam, Ir= 1073, early stopping). To
produce conservative safety estimates, we evaluate each QoS
metric at its worst-case value mwc = m + ko,,, where &
adapts to load: x = 0.15 under medium load (L < 60%)
and x = 0.3 at high load (70% < L < 85%). This avoids
over-conservatism when capacity is abundant while tightening
margins near saturation.

Ti41 =

(6)

Ot41 =

C. Neural CBF Safety Filter

When ugy is predicted to violate constraints, the filter solves

Usafe = arg min1 u—ure|? st hi(f(ze,u)) >0, Vi
u€l—1,

e[-1,1]3

(N
Because the learned dynamics make this nonlinear, we solve
it via progressive coordinate descent with lexicographic prior-
itization. The algorithm performs P =2 passes over the three
action coordinates; in pass p, a search radius 7, =0.35- 0.671
defines the local neighborhood, within which ngi¢ = 11
candidates per coordinate are scored via ensemble prediction
of worst-case barrier violations. Before optimization, finite
differences (4¢, € = 0.1) along each action dimension esti-
mate which direction reduces aggregate path-level violations;
movements against this direction incur a penalty wgi; =0.3.

Algorithm 1 Neural CBF Action Projection

Require: State x;, RL action ugy,, ensemble { ﬁ}f‘il

Ensure: Safe action ug,ge
1: (Z441,0)« ENSEMBLEPREDICT(2¢, uRr,)
2 K — ADAPTIVEGAIN(load(z;)); v —

WORSTCASEVIOLATION(Z¢41, 0, K)

3: if v < €gate then return ugy, > Safe; no correction
4: end if
5! Usafe €~ URL
6: for j =1,2,3 do
7 d; < direction reducing violations at e
8: end for

9: for p=1to P do

10: 7+ 0.35-0.6771

11: for j =1,2,3 do

12: Evaluate ngiq candidates in [u; — 7, u; + 7]

13: Usafe|J] <— best (lexicographic, Eq. 8)

14: end for

15: if all barriers satisfied or no improvement then break
16: end if

17: end for

18: return uUg,fe

TABLE I
NEURAL CBF HYPERPARAMETERS.

Param. Sym. Val \ Param. Sym. Val.
Ensemble size M 5 Max passes P 2
Hidden dim. dp 256 | Dir. weight Wiy 0.3
Dynamics Ir n 10~3 | Safety tol. Esafe 10-6
Train samples N 20000 | & (med / highy — 0.15/0.3
Search radius ro 0.35 | Safety margin ~ Tiagin ~ 3.2ms
Radius decay 19 0.6 | Grid res. Ngrid 11

Candidates are compared lexicographically:

'LL/ -u < /UVOIP(UI) < UVOIP(U) — €tol

V (Jovorp (') — vvorp ()] < €01 A Vyideo (') < yideo (1)),

®)

ensuring VoIP is treated as the primary constraint and video
as the secondary. To avoid unnecessary intervention, the filter
first predicts violations under ugry; if Al < Tmargin (3.2 ms,
8% of the VoIP threshold), the action passes through, reducing
CBF overhead by 40-60% during converged operation. Worst-
case cost is 3x11x5=165 ensemble forward passes per action
(< 5ms on GPU, well within the 1s control interval). If no
fully feasible correction is found after P passes, the algorithm
returns the least-violating candidate. We use the term “CBF
safety filter” to denote this barrier-function-based projection;
formal multi-step invariance under fully learned dynamics is
left to future work. Algorithm 1 summarizes the procedure;
Table II lists hyperparameters.

D. Training Integration

At each step, the TQC actor proposes ugr, the CBF filter
projects it to ugge if needed, ugfe is executed in NS-3, and



TABLE III
TRAINING AND INFERENCE QOS COMPLIANCE (%) FOR SCENARIOS A AND B. BOLD = BEST ALL (JOINT VOIP & VIDEO) PER SCENARIO AND PHASE.

Training Inference

Scenario Method VoIP Video BE All VoIP Video BE All
A Ensemble-CBF 87.9 93.0 44.7 82.1 99.8 954 415 953
(Med) Without-CBF ~ 89.5 79.2 934 714 93.6 934 96.5 883
Baseline [31] 96.7 742 76.7 727 993 930 755 927

B Ensemble-CBF 81.9 649 362 57.1 90.2 79.0 549 735
(High) Without-CBF ~ 77.3 389 49.5 264 851 73.6 522 632
Baseline [31] 52.7 55.6 60.6 349 958 40.6 83.9 40.6

(¢, Usafe, Tt, Te+1) 1s stored in the replay buffer. Storing the
corrected action is critical: the policy learns to stay near the
safe manifold, reducing intervention rates from ~35% in early
episodes to ~15% at convergence. The ensemble dynamics
model is trained offline on data from an initial exploration
phase and remains frozen during RL training.

IV. EXPERIMENTAL EVALUATION

The SD-WAN environment uses NS-3 (v3.39) coupled with
Python RL and safety-filter modules via NS3-Gym [30].
Topology and traffic follow Section II. Experiments were run
on a Linux server using parallel NS-3/Gym environments.
Each configuration is trained for 800 episodes of 100 steps and
evaluated on 20 held-out inference episodes of 50 steps each.
NS-3 seeds are incremented per episode (0—49 train, 50-69
inference). The ensemble is trained on 80000 transitions from
a separate exploration phase. We evaluate two load regimes:
Scenario A (medium, 45-60% of combined capacity) and
Scenario B (high, 70-85% with periodic congestion). Three
agent configurations are compared: Ensemble-CBF (proposed;
CBF active during training and inference), Without-CBF (same
TQC without any safety filter), and Baseline [31] (a published
DRL+CBF load-balancing method, re-implemented in our
environment under identical traffic and SLA thresholds). Joint
(“All”) compliance requires both VoIP and video constraints
to hold simultaneously.

A. Safety Across Load Regimes

Table III reports compliance during training and inference,
and Fig. 2 shows inference-time CCDFs on Scenario B. The
safety filter primarily affects the distribution tails. Under
Scenario A, all methods satisfy the VoIP latency target with
margin and differences appear mainly in loss tails and video
latency. Under Scenario B, the separation is clearer: Ensemble-
CBF shifts the video latency and loss CCDFs left, reducing
exceedance at the 60 ms and 3% thresholds, and reduces the
VoIP loss tail relative to Without-CBF. As expected under
lexicographic prioritization, BE may absorb residual conges-
tion when the filter is active, reflecting its lowest-priority
role. Importantly, gains persist from training to inference:
because the agent trains on CBF-corrected actions, it learns
to propose safer actions at deployment and requires fewer
runtime corrections.

B. Architecture Ablation

Table IV compares all four configurations on Scenario B,
where SB3 denotes the off-the-shelf SB3-Contrib TQC without
our custom training modifications and SB3+CBF applies the
safety layer only at inference. Table IV isolates the effect
of our custom training modifications and CBF integration;
the cross-method comparison including Baseline [31] is in
Table III.

a) Effect of the CBF layer.: The CBF layer improves
safety-relevant VoIP-video and joint compliance, although
it can reduce BE compliance because BE absorbs residual
congestion under lexicographic prioritization. For VoIP at
inference, Custom TQC improves from 85.1% to 90.2% with
CBF (+5 points), whereas SB3 improves from 76.4% to 81.8%
(+5.4 points). A similar trend holds for joint compliance:
Custom improves from 63.2% to 73.5%, while SB3 improves
from 37.2% to 50.5%. The key difference is training-time
integration: our custom agent stores CBF-corrected actions in
the replay buffer, so the policy gradually learns to propose
actions closer to the feasible set; SB3 trains without corrected-
action replay and applies CBF only at inference, so runtime
projection must compensate for more unsafe actions. Even
without CBF, the custom agent outperforms SB3 (63.2%
vs. 37.2% joint compliance at inference), indicating that the
reward penalty (k, =10) and architecture choices already en-
courage QoS-aware behavior; the best result combines reward
penalty, corrected-action replay, and the CBF layer.

b) Best-effort trade-off.: Under lexicographic priori-
ties, BE absorbs residual congestion, so Custom TQC+CBF
achieves lower BE compliance at inference (54.9%) than
unconstrained SB3 (83.7%), which is expected under lexico-
graphic prioritization.

c) Training-time effects.: The advantage of joint CBF in-
tegration is even larger during training: Custom+CBF reaches
81.9% VoIP and 64.9% video, vs. 54.6% and 50.7% for
SB3+CBF. SB3 trains without safety feedback, so its replay
buffer contains uncorrected actions and the policy never learns
to avoid unsafe regions. Corrected-action replay acts as an im-
plicit behavioral prior toward feasible actions, complementing
the reward penalty and yielding a safer policy both during and
after training.
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Fig. 2. Inference-time CCDF for Scenario B (high load). Ensemble-CBF reduces tail exceedance at VoIP and video thresholds (dotted lines).

TABLE IV
QOS COMPLIANCE (%) ON SCENARIO B. BOLD = BEST PER COLUMN.

Inference Training
VoIP Vid. BE All VoIP Vid. BE All
Custom+CBF (Ens.) 90.2 79.0 549 73,5 819 649 362 57.1
Custom 85.1 736 522 632 773 389 495 264
SB3+CBF 81.8 52.1 69.0 505 54.6 50.7 76.0 35.0
SB3 76.4 438 83.7 372 499 49.1 78.6 30.9

C. Hyperparameter Sensitivity

Table V varies ensemble size M and grid resolution ngig
under Scenario B. For the ensemble sweep at ngiq = 11,
increasing from M = 1 to M = 5 substantially improves
joint compliance, from 60.6% to 73.5% at inference and from
38.3% to 57.1% during training, indicating that uncertainty
quantification from a small ensemble is beneficial. Increasing
further to M = 10 improves video compliance (98.6% at
inference) but reduces VoIP and joint compliance, suggesting
over-conservative corrections: the wider uncertainty bands
push the filter toward overly cautious actions that, under the
learned network dynamics, happen to favor video paths at
the expense of VoIP loss compliance — even though the
lexicographic ordering in the filter itself still prioritizes VoIP.
Thus, M =5 offers the best overall trade-off.

For the grid-resolution sweep with M = 5, ngiq = 15 gives

TABLE V
ENSEMBLE SIZE AND GRID RESOLUTION ABLATION (SCENARIO B).

Config. VoIP Video BE All
Ensemble size — inference (ngrq=11)
M=1 899 657 657 60.6
M=5 90.2 79.0 549 735
M=10 729 98.6 58.7 729
Ensemble size — training (ng;iq=11)
M=1 834 443 429 383
M=5 819 649 362 571
M=10 545 943 331 542
Grid resolution — inference (M =5)
Ngid =7 98.4 43.0 483 420
ngig=11 902 790 549 735
ngia=15 98.6 822 397 81.6
Grid resolution — training (M =5)
Ngid =7 934 267 377 234
ngig=11 81.9 649 362 57.1
ngia=15 884 727 274 63.5

the strongest Scenario B joint VoIP-video compliance among
the tested grid sizes, while ngg = 11 is retained as the default
because it is the configuration used consistently throughout the
main evaluation pipeline. This suggests that finer projection
grids can improve the local correction quality, but the best
grid resolution remains an implementation-dependent trade-off
between QoS performance and computational cost.



V. CONCLUSION

We presented a safety-aware traffic engineering framework
for SD-WAN that pairs a custom TQC agent with a neural CBF
safety layer using an ensemble dynamics model with load-
adaptive uncertainty margins and lexicographic multi-class
prioritization. On NS-3 across two load regimes, training with
CBF-corrected actions improves inference-time joint VoIP—
video compliance: under Scenario B, the full system reaches
90.2% VoIP, 79.0% video, and 73.5% joint compliance, com-
pared with 85.1%, 73.6%, and 63.2% without CBF (Table III).
Ablations confirm that ensemble size and grid resolution both
matter, affecting the trade-off between VoIP protection, video
compliance, and joint QoS satisfaction. Future work will
address online ensemble adaptation, multi-site coordination,
and formal verification of the learned barrier conditions.
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