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Abstract—Telecommunications companies (telcos) are cur-
rently transitioning critical workloads from private infrastruc-
ture to Hyperscale Cloud Providers (HCPs). Leveraging managed
environments from providers such as Amazon, Google, and
Microsoft enables substantial reductions in both CapEx and
OpEx. However, making this decision is challenging as telcos find
it difficult to trust these providers in hosting and protecting their
valuable assets. Despite the extensive research on cloud providers
trustworthiness, there are still some major challenges that need
to be addressed.

In this paper, we propose a novel framework to help telcos
analyze the trustworthiness of different providers systematically
and make informed decisions. This framework relies on public
information to assess the trustworthiness of providers before
making contracts considering the trustworthiness of information
sources. We use Dirichlet distribution to model our belief regard-
ing the value of each metric in the absence of fully trusted sources.
This framework can be easily extended to include evidence from
direct measurement, after making contracts, to update the metric
values. Furthermore, we propose an adapted algorithm to update
sources trustworthiness over time based on their provided pieces
of evidence. Metrics expected values along with their confidence
scores are combined using weighted geometric mean in each
dimension and across dimensions to get the total trust score for
each HCP.

We implement a testbed using Python on top of a virtual net-
work created in the OpenStack cloud computing infrastructure.
The experimental results demonstrate the effectiveness of the
proposed framework in comparing major HCPs. The resulting
trust scores are influenced by both the set of evidence sources
involved and the rate at which source trustworthiness evolves
over time. To the best of our knowledge, this work is the first
granular framework for assessing the trustworthiness of HCPs
based on public information.

Index Terms—S5G, telecommunication, security, trust, cloud
providers

I. INTRODUCTION

Driven by advancements in 5G and beyond, telecommuni-
cation companies (telcos) increasingly rely on IaaS and CaaS
providers to deploy their Virtualized and Containerized Net-
work Functions (VNFs/CNFs). Hyperscale Cloud Providers
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(HCPs), such as Amazon AWS, Microsoft Azure, and Google
Cloud Platform (GCP), are the main players in offering
IaaS/CaaS at large scales. These HCPs began their journey
as traditional cloud service providers, offering economies
of scale and elasticity to the enterprise market. However,
their focus is shifting increasingly toward providing faster
services, higher capacities, and massive scalability which are
of high importance to mission-critical service providers such
as telcos [1]. Possessing geographically-distributed large data
centers with an abundant amount of compute, storage, and
network resources, these providers can host various telco-grade
workloads with differing levels of resource requirements.

NFVI (Network Function Virtualization Infrastructure) was
originally defined as the set of physical compute, storage,
and network resources, as well as the virtualization software
(hypervisor) which is used to create virtual environments to
host VNFs [2]. In recent years, with the gradual emergence
of novel virtualization technologies, NFVI has been expanded
to support these new forms of virtualization, specifically
containerization [3]. In this sense, HCPs can act as NFVI
providers helping telcos in reducing their OpEx (Operating
Expenses) and CapEx (Capital Expenditure) by allowing them
to avoid the complexities of setting up and managing private
clouds. The challenge lies in how telcos can trust these
providers in hosting and protecting the security of their data
and workloads on the cloud.

Trust is a general concept which lays the foundation for
decision making in various domains of human knowledge.
According to [4], “trust is a relationship in which an entity,
often called the trustor, relies on someone or something, called
the trustee, based on a given criterion”. According to ETSI [5],
“Trust is defined as confidence in the integrity of an entity for
reliance on that entity to fulfil specific responsibilities”; they
point out the dynamicity of trust and how different measures
including identity, attribution, attestation, and non-repudiation
can assist in deciding when and how to rely on a relationship
or transaction.

Before telcos deploy mission-critical functions on an HCP’s



NFVI, the provider must demonstrate its reliability and trust-
worthiness. Specifically, the HCP must prove it can secure
these assets against threats like malicious hypervisors and co-
resident VNFs [2]. Multiple research works in the literature
[1], [6]-[22] have proposed approaches for assessing the
trustworthiness of cloud providers. These approaches primarily
rely on one or more of the following sources: cloud providers’
responses to CSA (Cloud Security Alliance) Consensus As-
sessment Initiative Questionnaire (CAIQ), SLA compliance
monitoring, QoS measurements, and users reviews. Most exist-
ing solutions either assume a certain level of cooperation from
cloud providers in disclosing relevant information or perform
trust assessment only after a contractual relationship has been
established.

Despite the extensive research on cloud providers trustwor-
thiness [1], [6]-[22], to the best of our knowledge, none of the
existing approaches are suitable for granular trust assessment
of HCPs before entering binding contracts. To achieve a
practical framework for this purpose, we need to address
some major challenges. First, due to privacy concerns, HCPs
may choose not to share details about their infrastructure
to their potential customers. Existing approaches are either
assume direct cooperation from cloud providers or calculate
trustworthiness only based on reputation. Second, there are
always sources that intentionally/unintentionally provide false
information. A practical framework should take into account
each source’s trustworthiness. Third, each telco has its own
local policy which may result in different requirements and
preferences that should be met by a potential provider. A
configurable framework which allows telcos to enforce their
policy in the assessment process would be preferable.

To overcome the aforementioned challenges, in this paper,
we propose a novel configurable framework to assess the trust-
worthiness of HCPs based on publicly accessible data sources
such as HCPs documentation, CSA STAR registry [23], and
news websites such as The Register [24]. In this framework,
the Dirichlet distribution is used to model our belief regarding
the value of each metric. Each metric’s associated distribution
is updated upon receiving evidence from public sources,
taking into account the trustworthiness of those sources. The
total trust score for each HCP is calculated by combining
the expected values and confidence scores calculated for all
metrics according to their posterior distributions. Furthermore,
sources’ trust values are updated according to their historical
behavior in telling the truth. Simulation results demonstrate
the influence of the involved sources and the rate at which
their trustworthiness changes on the final HCPs trust scores.
Our contributions are summarized as follows:

1) We design a configurable framework for evaluating the
trustworthiness of candidate HCPs based on publicly
available information. This framework allows telcos to
do a fine-grained analysis following their local policies.

2) We use Bayesian updating based on Dirichlet distribu-
tion to update our belief regarding the metrics values
upon receiving new evidence. Evidence trustworthiness
is taken into account during the whole process. Further-

more, each metric is characterized by an expected value
along with a confidence score calculated based on the
posterior Dirichlet distribution. An approach is proposed
to integrate metrics expected values and their confidence
score in each dimension and across dimensions to come
up with a trust value for the HCP.

3) Finally, we evaluate the feasibility of the proposed
solution by implementing it on a testbed built on top
of the OpenStack platform.

The rest of this paper is organized as follows; in Section
II, related works are summarized; in Section III, our proposed
solution is explained in detail; in Section IV, the results from
feasibility check and implementation are elaborated; finally, in
Section V, concluding remarks are provided.

II. RELATED WORKS

In the past decade, there have been multiple research
projects on assessing the trustworthiness of cloud providers.

Habib et al. [6] present a trust management framework
having the multi-faceted nature of trust and user preferences
in mind. The authors are mainly focused on CSA CAIQ
as the source of trust information. A mediation-based trust
assessment framework for assessing the trustworthiness of
infrastructure providers is presented in [7]. The authors argue
that a trust model should be contextualized and introduce a
cloud broker acting at the mediation layer in different modes
according to the deployment context. Manuel [8] presents a
very simple trust model based on only four QoS parameters
considering provider’s past performance and current capabili-
ties.

In an interesting study, Fan et al. [9] present a multi-
dimensional trust assessment of cloud providers based on
other users’ ratings and direct measurements of an active user.
SelCSP [10] is a pre-outsourcing framework that estimates
the interaction risk of selecting a cloud provider. It combines
reputation-based trust with an SLA-transparency assessment of
provider competence to rank providers for a given interaction
context. A middleware for trust evaluation of cloud providers
is designed by Tang et al. [11]. This middleware integrates
objective trust through QoS monitoring and subjective trust
based on users’ ratings, weighted by confidence scores and a
tunable parameter A, to obtain a final trust value. In another
project [12], the authors implement a trust label system as
a medium for cloud providers to communicate transparently
some trust information, including service runtime status, con-
tract adherence, and data current location, with their users in
order to foster trust. Gonzales et al. [13] propose a reference
model for cloud infrastructure as well as a security assessment
framework named Cloud-Trust.

Algamdi et al. [14] design a trust management system
using CSA’s CTP protocol (Cloud Trust Protocol), CAIQ, and
users’ feedback as primary sources of trust information. In
another study, Sidhu and Singh [15] present a trust evaluation
framework based on SLA compliance monitoring performed
by a trustable cloud auditor. In [16], the authors examine the
effect of Cloud Trust Labels (CTLs) on users perception of



Preferences - HCP Trust Evaluator
& Policies
0o a
o ]
- ° l.— Automatic Metric Extraction Trust Measurement and Evaluation
-
- I Measuring Confidence Score for
-0 Trainin Parameter Tuning 9
\—l—‘ l? 9 v Expected| Extracted Each Measured Metric
- Preprocessing A g Output Metrics
h}letrics ISR 1 9D v
- I i ‘ PRETR b > VAP X
B' Dimensions and Metrics - v ' N
9 Configuration Training Data Scaled output Calculating Trust
et T Value for Each
(s Configured Dimensions Dimension
Operator with Associated Metrics > RSk
Testing
Aggregating All Dimensions
Preprocessing Feedback Scores to Obtain a Trust Value
\H’ - 5 : - LI .. > Feedback for the HCP
=® ? >V No=” 4\
- Scaled output
. " Real-t Data
Finding Relevant Sources eattime Dat Comparison with
for Each Metric other HCPs and
Yes Decision Making
o=
Automatic Metric Measurement @II]
Measu‘red Obtaining Feedback for
Is the metric Metric Improving the Performance
qualitative? ' —>
4’—> Data Scaled output @
Analysis
No th

Fig. 1. Proposed Framework Architecture.

cloud service as well as cloud provider trustworthiness. A
cloud trust evaluation system based on fuzzy logic is designed
by Rizvi et al. [17]. This system takes as input users subjective
opinions regarding high-level security factors, and gives a
quantitative security index as output.

The are several works on cloud trustworthiness published
in the past few years. Bruma [18] presents a trust evaluation
framework based on standard tools offered by CSA i.e. CCM
(Cloud Control Matrix) and CAIQ-Lite, and AICPA’s (the
American Institute of Certified Public Accountants) Trust
Services Criteria (TSC). Junejo et al. [19] propose a framework
to measure trustworthiness by combining multi-dimensional
objective evidence (runtime QoS monitoring) and subjective
evidence (users’ feedback). In another study, Balcdo-Filho et
al. [20] design a consumer-centric framework for trust evalu-
ation without requiring deep security expertise. Furthermore,
John and Singh K [21] propose a framework based on digital
twin technology and fuzzy inference method to derive trust
scores from operational and security parameters.

There are few works addressing trust in cloud providers
in the 5G context in some way. Jorquera Valero et al. [22]
propose a trust and reputation management framework for
distributed 5G marketplaces. This framework measures trust
based on satisfaction, credibility, transaction context, and
community feedback and integrates an SLA-based reward and
punishment mechanism to update the trust value based on
breach predictions, breach detections, and SLA violations. In
another interesting study, Bouakkaz et al. [1] come up with
an intelligent and comprehensive trust management framework
to promote secure and trustworthy relationship among various
5G stakeholders including HCPs, Mobile Network Operators
(MNOs), and Communication Service Providers (CSPs). This

framework is composed of four modules: a fuzzy logic-based
Trustworthiness Assessment module to gather and analyze
trust evidence, a Trust Assessment module based on Rein-
forcement Learning (RL) and game theory to dynamically pre-
dict and adapt stakeholder trustworthiness, a Trust Lifecycle
Management module to establish, maintain, and revoke trust
relationships, and finally, a Trust Decision-Making module to
update trust according to positive and negative outcomes.

As far as we know, there is no proposed approach in
the literature for granular trust assessment of HCPs based
on public information. These works either assume direct
cooperation from HCPs or calculate trust based on reputation
and user reviews. Furthermore, relying primarily on CAIQ
limits applicability when providers do not disclose sufficient
questionnaire evidence. A practical framework should rely on
as much information as available over time to measure and
update trust. Moreover, source trustworthiness in telling the
truth should be considered while trust values are updated
to prevent malicious sources from affecting the final trust
scores. Furthermore, each user may have their own set of
policies and requirements for trusting a provider. An open
framework allowing users to enforce their local policies in
the trust evaluation process is still missing in the literature.

In our proposed framework, trust is evaluated using metrics
defined across multiple dimensions, relying solely on pub-
licly accessible information. Furthermore, we account for the
trustworthiness of evidence sources when updating our belief
regarding each metric value. The trust value of each source
is dynamic and continuously updated based on its historical
behavior. In the next section, we elaborate on the proposed
framework in greater detail.



III. TRUST EVALUATION FRAMEWORK

In this section, we propose a trust evaluation framework to
assist telcos in assessing the trustworthiness of HCPs, using
publicly available data. By using this framework, we overcome
the limitations mentioned in the previous section.

A. Architecture Overview

The architecture of the proposed framework is shown in Fig.
1. As demonstrated in this figure, this framework should be
accompanied by a web crawler and an LLM model. The web
crawler is responsible for finding relevant sources, while the
LLM model is used to extract metric values from unstructured
data provided by these sources. For the sake of simplicity,
we use the available AI products e.g. OpenAl’s ChatGPT and
Google’s Gemini. Each product is already integrated with a
web crawler and an LLM engine that can be used to extract
metric values from public sources.

B. Trust Dimensions and Metrics

First, we need to identify the metrics that we can measure
before making a contract. We have identified eight dimensions
to measure the trustworthiness from different perspectives
(Table I). Although these dimensions are mostly related to
security, they can be extended to include other domains such as
financial and environmental domains. We believe telcos should
be in charge of dimensions and metrics configuration to feel
completely in control.

C. Trust Model

Before diving into details, we need to make some assump-
tions to simplify the problem:

1) Telcos are responsible for defining the trust dimensions
and associated metrics according to their interests and
risk appetite.

2) Telcos assign a weight to each dimension/metric accord-
ing to their preferences and local policies. The weights
assigned to each metric in each dimension should sum
to 1. Moreover, the sum of dimensions weights is also
equal to 1.

3) Metrics are measured, on a scale from O to 1, based
on evidence from different, independent sources such
as third-party registries, CVE databases, and provider’s
documentation.

4) Each piece of evidence is as trustworthy as its source
provider.

Since before making a contract, there is no direct access to
the infrastructure, most of the metrics that can be measured
are qualitative in nature. Although some telcos may prefer to
include some quantitative metrics based on indirect measure-
ment, in this paper, we decided to focus on qualitative metrics
as they are more challenging to include in numerical trust
calculation. These qualitative metrics are used to characterize
the HCP, based on which we can evaluate the trustworthiness.
A telco should define two or more possible values for each
metric and map these values to unique scores in the range
[0,1]. Therefore, each metric m is associated with a set of

possible values/outcomes O"); the value of k may change
from a metric to another.

0 = {o{™, o™, ..., o™}
OZ(-m) € [0,1]; ogm) # ogm) (1)
1<ieZ+<k i#j

If we receive evidence from a fully trusted source, we use
the value extracted from this piece of evidence as the final
value for the metric with a confidence score (trust in the
correctness of value) of 1 (¢, = 1); otherwise, we resort to
the Dirichlet distribution to calculate the metric value along
with its confidence score. Fung et al. [25] were among the first
to use the Dirichlet distribution along with Bayesian statistics
to deal with uncertainty in trust management. The multivariate
probability vector associated with an experiment with k pos-
sible outcomes can be modeled using a Dirichlet distribution
with k parameters (2). These parameters are sometimes called
pseudocounts as they are proportionate to the number of
observations associated with each outcome. As a rule of
thumb, each parameter equals the number of observations plus
1. A Dirichlet distribution with all parameters set to 1 (no
evidence) is equivalent to a uniform distribution where all
outcomes are equally likely.

pP= (p17p27"'7pk) ~ Dir(alaa27"'7ak); Q; Z 1

k
a;
g = o; FElp;| = —
0 Z:ZI [p } Qg (2)
(X,’(Oéo — Oéi) —O0G0
Var(pi) = ————~ Cov(pi,pj) = 57—
P = et ) = G ag + 1)

In our use case, we measure metrics one by one (experi-
ments) and we expect one of the k possible outcome values.
Before receiving any evidence, all outcomes are equally likely
(a Dirichlet distribution with all parameters set to 1). Upon
receiving a piece of evidence, we update our belief using the
Bayesian updating method. Interestingly, the updated belief
also follows a Dirichlet distribution with the corresponding
parameter to the observed outcome being incremented by 1
3).

Pr(P|E) x Pr(E|P) x Pr(P)
P|(E = op) ~ Dir(ag,....,an + 1, ..., )

However, it should be noted that not all pieces of evidence
are completely reliable and we have to take into account
our confidence in the correctness of evidence. Based on
the idea of using a learning rate in the Bayesian updating
formula introduced in [26], we can incorporate the evidence
trustworthiness (¢(e) € [0,1]) in (3) as shown in (4).
Pr(P|E) < Pr(E|P)!®) x Pr(P)

P|(E = op) ~ Dir(a,...,an + t(e), ..., ax)
But before that, we have to find a way to calculate t(e). We
use an adapted version of the algorithm presented in [27] to
calculate the evidence trustworthiness, as follows:

1) Assign an initial trust value to each source based on
what we know of them; accredited sources are assigned a

3)

“4)



TABLE I

DIMENSIONS AND METRICS

No. Dimensions Metrics

1 Identity and Access Management (IAM) Privileged MFA enforcement, IAM lifecycle maturity, Conditional access
support, etc.

2 Compute Isolation & Confidential Computing  Confidential computing support, Measured/verified boot, VM/TEE attestation,
etc.

3 Vulnerability & Patch Management Vulnerability Disclosure Policy (VDP), Security update communication, Bug
bounty program, etc.

4 Security Monitoring & Incident Response 24/7 Security operations, Dedicated incident response team, Threat intel
integration, etc.

5 Reliability & Resilience Fault isolation architecture, Reliability SLAs, Disaster recovery capability, etc.

6 Data Governance, Privacy, and Residency Privacy program maturity, Regional data residency enforcement, Internal data
access governance, etc.

7 Supply Chain & Hardware Provenance Supplier security governance, Responsible sourcing & diversity, Secure hard-
ware decommissioning, etc.

8 Network Security and Segmentation Micro-segmentation capability, Tenant isolation strength, External network

segregation, etc.

fixed trust value of 1; unaccredited sources are assigned
a trust value based on their reputation.

2) If there is a piece of evidence from an accredited source,
this piece of evidence and all its supporting pieces
of evidence will be assigned a trust value of 1; all
conflicting pieces of evidence will be assigned a trust
value of 0. Finally, move to step 4.

3) If there is not any piece of evidence from an accredited
source, the trust value of each received piece of evidence
e is calculated as follow:

sup=1— [ (1 t(srer))

e’eSE
con=1-— H (1 —t(sree)), if CE # ¢
e’eCE (5)
sup if CE=¢
)= s yropse
sup+con

Where SE is a set of supporting pieces of evidence, CE
is a set of conflicting pieces of evidence, and src, is the
source provider of a piece of evidence e.

4) Trust value for each unaccredited source is updated
using an exponential moving average on the trust value
of its provided piece of evidence, as follows:

tnew(sTCe) = (1—p).toa(sree)+pt(e); p € (0,1) (6)

The higher the value of p is, the more the focus moves
toward the new trust value.
5) Repeat steps 2-4 upon receiving a new set of evidence.

After gathering all evidence for a metric, we reach a pos-
terior Dirichlet distribution based on which we can calculate
the expected value of the metric (E[S,,]) as shown in (7).

k
Sm =Y pio;
i=1

- @)
E[Sm] = Z E[pi]o,;
i=1

The more evidence we get for a metric, the more confident
we become that the metric value is close to its expected
value [28]. Because more evidence leads to a lower variance
in the posterior Dirichlet distribution. In other words, the
distribution becomes more concentrated about the expected
value. Therefore, we can measure a confidence score for the
expected value based on the variance. Variance of the metric
value can be calculated using (8).

k
Var(Sy) = Var(z Di0;)
i=1

k
— ZO?Var(pi) +2 Z 010;Cov(pi,p;) ®)

i=1 i<j<k
k k
_ D E[pi]of = (D E[Pi]oi)2
ag+1

According to the Bhatia-Davis inequality [29] on the variance
of any bounded probability distribution with an expected value
of u, we have:

o2 < (M — p)(n—m) ©)

In (9), M is the maximum value and m is the minimum value
that the random variable can take. Therefore, the maximum
variance of the score with an expected value of y = E[S,,]
can be calculated as follows:

MazVar(S,,) = p(l — p) (10)

Finally, we can use (11) to calculate our confidence in the met-
ric expected value. As Var(S,,) approaches 0, our confidence
approaches 1; the is due to the fact that the probability mass
will be concentrated around the expected value. On the other
hand, as Var(S,,) approaches MaxV ar(S,,), our confidence
approaches 0.

Var(Sm)

MaxVar(Sy,) an

cm =1-—
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Fig. 2. Screenshots of the developed application interface.

Standard deviation is used in final calculation as it is more
interpretable and intuitive than variance; because it is in the
same scale as the original metric.

We use weighted geometric mean to calculate a dimension
score (Sy) based on its associated metrics’ expected values
and confidence scores. By using weighted geometric mean,
a metric with a very low expected value exerts a strong
multiplicative penalty, proportional to its assigned weight, on
the total dimension score. Consequently, metrics with high
expected values can only partially compensate for low-valued
metrics, ensuring sensitivity to poor security performance. If
My, is a set of all metrics defined in a dimension d, we have:

Sa = H (emE[Sm])“™; wym > 05 Z Wy =1

meMy meMgy

(12)

Finally, we use weighted geometric mean, for the same reason,
to calculate the total trust score. If D is the set of all defined
dimensions, we have:

Stot = H Sy wg > 0; de =1

deD deD

13)

IV. EXPERIMENTAL RESULTS
A. Testbed Implementation

In order to evaluate the feasibility and effectiveness of our
proposed framework, we developed a testbed on top of the
OpenStack [30] infrastructure. We created multiple compute
instances (virtual servers) to represent a telco, four well-known
HCPs (namely, AWS, Azure, GCP-Google Cloud Platform,
and Alibaba cloud), an accredited auditor who issues CSA
STAR Level 2 certificates based on answers to CSA CAIQs
(Consensus Assessment Initiative Questionnaire), and some
simulated sources of information. All these instances can com-
municate with each other through a local network to simulate
the real-world interaction through the Internet. We used Python
to develop a distributed web-based application on top of this
virtual infrastructure. In our developed application, a telco
client communicates with different sources using RESTful API
to gather evidence and calculate trust values following our
proposed framework. Fig. 2 shows some screenshots of the
developed application interface.

In Fig. 2(a) the home page is shown where you can see
some links to configuration pages where the user can define
dimensions, metrics, expected outcomes, target HCPs, and
potential sources. On the other hand, Fig. 2(b) shows the
results page of an evaluation run; as you can see, there are
several tabs showing the total trust scores, metric values, trust
evolution of used sources, and the current Dirichlet states.

Since the evidence provided by sources is usually un-
structured text, we need an LLM (Large Language Model)
to extract the metric values. For simplicity, we used two
famous LLM-integrated chatbots, namely OpenAI’s Chat-
GPT and Google’s Gemini to extract the values of 9 met-
rics as shown in Table II; for example, our conversation
with Google Gemini Deep Research agent is available at
https://gemini.google.com/share/fb18f7e0b962. We selected a
limited number of metrics to be able to manually verify the
correctness of the extracted values. We double-checked the
results by following the links provided by the agents in the
final reports in order to verify that there were no hallucinations.
As shown in table II, all HCPs, except AWS, are assigned the
same values for all the selected metrics; only the values of
three metrics for AWS, and four metrics for the rest could be
confirmed based on CSA STAR certifications; the remaining
metrics are out of scope of the CAIQ. We assigned weights
(1-5) to each dimension and metric based on their importance
in trust evaluation. These weights will be normalized before
being used in calculations. Although, as mentioned before,
these weights are configurable by telcos based on their own
preferences.

We populated the database on each HCP virtual server with
metric values inferred from their corresponding documenta-
tion, and the database on the accredited auditor virtual server
with metric values inferred from CAIQs. Additionally, we
created 5 simulated sources: 4 fanatic sources and a fair source.
Each fanatic source supports an HCP by confirming the values
inferred from their public documentation while telling lies
about other HCPS; for example, ”AWS Fanatic”, fanatically
supports AWS by confirming values published by AWS, and
telling lies about Alibaba, Azure, and GCP. "Fair Source”, on
the other hand, supports fairly all HCPs. Using these simulated
sources, we would like to show how our framework reacts to



TABLE 11
DIMENSIONS, METRICS, WEIGHTS AND VALUES FOR AWS, AZURE, GCP, AND ALIBABA CLOUD

Dimension Metric Wt AWS Azure Google Cloud Alibaba Cloud
Doc CAIQ Doc CAIQ Doc CAIQ Doc CAIQ
Privileged MFA 5  Enforced N/A Enforced Enforced Enforced Enforced Enforced Enforced
IAM Lifecycle 4 Fully Fully Fully Fully Fully Fully Fully Fully
Maturity automated automated automated automated automated automated automated automated
IAM Conditional Access 3 Built-in / N/A Built-in / N/A Built-in / N/A Built-in / N/A
(Weight: 5) Default Default Default Default
Confidential 4 Generally Generally Generally Generally Generally Generally Generally Generally
Computing available available available available available available available available
Measured Boot 3 Generally N/A Generally N/A Generally N/A Generally N/A
Compute available available available available
Isolation .
(Weight: 4) VM Attestation 3 Generally N/A Generally N/A Generally N/A Generally N/A
available available available available
VDP 3 Formal public N/A Formal public N/A Formal public N/A Formal public N/A
VDP VDP VDP VDP
Security Updates 4 Dedicated Dedicated Dedicated Dedicated Dedicated Dedicated Dedicated Dedicated
portal portal portal portal portal portal portal portal
Vuln. & Patch
Mgmt Bug Bounty 2 Limited / N/A Active w/ N/A Active w/ N/A Active w/ N/A
(Weight: 4) Inactive scope scope scope

Note: "Doc” refers to Public Documentation; "Wt.” refers to Metric Weight (1-5).
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Fig. 3. HCPs Total Trust Scores based on Different Combinations of Sources
Used (p = 0.1).

different sources. Regarding the trustworthiness of sources in
telling the truth, we assigned a trust value of 0.75 to all HCPs
documentation; the accredited source is fully trusted; other
unknown simulated sources are assigned an initial trust value
of 0.5.

B. Evaluation Runs and Results

1) The Effect of Involved Sources on HCPs Trust Scores:
We used different combinations of sources and a fixed value of
p = 0.1 to run our experiments. The total trust score calculated
for all HCPs in each experiment is shown in Fig. 3. AWS has
the lowest score in all cases; because it has a lower value
assigned to its “Bug Bounty” metric. When we rely solely on
public documentation, all HCPs are more or less equal with
respect to their trust score; this is due to the fact that “Bug

Bounty” metric is assigned a low weight and the confidence
in all metric values is low. By adding CSA STAR, the trust
values for all HCPs improve considerably, and the difference
between AWS and the rest becomes noticeable; it follows the
fact that only three metric values for AWS are confirmed based
on CAIQ, whereas four metric values for each of the other
HCPs are confirmed based on CAIQ. Confirmation based on
CAIQ improves the confidence in each approved metric value
and thus raises the final trust score.

Introducing the “AWS Fanatic” source initially has negative
impact. However, as this source trustworthiness declines due
to providing false information, its influence progressively
diminishes. In our experiments, we evaluate HCPs in the
following order: AWS, Alibaba Cloud, Azure, GCP. In the
beginning, “AWS Fanatic” has enough power to boost the
trustworthiness of AWS; although it is not as powerful as
CSA STAR and therefore it cannot boost the AWS trust
value beyond the trust values of the remaining HCPs. For
GCP, it has almost no influence at all. When we include all
fanatic sources, they cancel out each others influence, and the
difference between trust values backs to normal. Adding the
“Fair Source”, enhances the confidence in all metric values and
therefor increases the trust scores of all HCPs almost equally.

2) The Effect of p on HCPs Trust Scores: Selecting the
value of p is challenging; low values result in slow changes
in the sources trustworthiness, whereas, high values cause
sudden, big jumps and/or drops in the sources trustworthiness.
In order to demonstrate the effect of p on total trust scores
we ran 6 experiments using sources AWS, Alibaba, Azure,
GCP, CSA STAR, and AWS Fanatic, with 6 different values
of p € {0.01,0.2,0.4,0.6,0.8,0.99}. The results are shown in
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Fig. 4. Changes in sources trustworthiness over time under different values of p (included sources: {AWS, Alibaba, Azure, GCP, CSA STAR, AWS Fanatic}).

Fig. 4-5; Fig. 4 shows the changes in sources trustworthiness
over time, while Fig. 5 compares the total scores calculated
for each HCP in each run. It can be inferred that, although
lower values of p reduce the influence of the fanatic source
on the total trust scores, they slow down the speed of sources
in building trust and therefore the final confidence score for
each metric will be low, which leads to low trust scores
calculated in general. On the other hand, high values of p
lead to exaggerated belief in the trustworthiness of sources
which leads to overestimation of trust values.

C. Discussion

Based on the results presented in this section, we believe
the effectiveness of our proposed framework is mainly reliant
on the sources involved and the value of p. In fact, the

trustworthiness of each piece of evidence depends on the
outcome of battle between truthful sources and malicious
sources. Selecting a good value of p depends on how sen-
sitive we are in rewarding/punishing sources; low values are
less rewarding while high values result in abrupt drops in
trustworthiness even when a source unintentionally makes a
mistake. Furthermore, high values would noticeably reward
malicious sources for telling the truth, which could help them
exert malicious influence in the future.

V. CONCLUSION

In this paper, we proposed a framework for trust evaluation
of HCPs in hosting and protecting telco workloads in the 5G
and beyond era. In this framework, a fine-grained analysis
is performed by measuring trust based on multiple metrics
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Fig. 5. HCPs Total Trust Scores based on Different Values of p (Sources:
{AWS, Alibaba, Azure, GCP, CSA STAR, AWS Fanatic}).

from several dimensions. Our belief regarding the value of
each metric is modeled using the Dirichlet distribution with
Bayesian Updating. Total trust scores are calculated by com-
bining metrics’ expected values and confidence scores derived
from their distributions. Experimental results demonstrate the
effectiveness of our proposed framework in comparing four
major HCPs. The effectiveness of this framework relies mainly
on the involved sources and the value of p. There are some
limitations in the proposed framework that we are planning
to investigate in our future works. First, evidence freshness
should also be considered as a factor to determine evidence
trustworthiness. Second, independence of sources should be
taken into consideration to avoid inflated confidence based on
evidence received from two or more correlated sources. Third,
training a specialized LLM and improving its performance
based on user feedback helps in enhancing the extraction
accuracy. Finally, making the value of p adaptable to the
context will greatly improve the system’s performance in
combating malicious sources. We hope that this research lays
the foundation for an active, prosperous future research in this
direction.
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