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Abstract—Routing protocols are key protocols on the public
Internet and in enterprise networks. Routers exchange control
messages to compute their routing tables. A bug in the processing
of such messages could cause routers to crash or reboot, leading
to wide scale disruptions. We propose a generic fuzzing approach
that is able to automatically predict the structure of routing
packets based on collected packet traces. We automatically
extract header length, checksum and the Type-Length-Value
structure of such protocols. We leverage this inferred structure to
generate fuzzed routing messages and we apply this approach to
three very different protocols: IS-IS, EIGRP and Babel. Our
experiments reveal three major problems in an open-source
implementation of EIGRP that have now been fixed by the
maintainers and one problem in the IS-IS implementation.

Index Terms—protocol fuzzing, routing protocols, TLV infer-
ence, packet structure inference, network protocol

I. INTRODUCTION

Since the early days of the Internet, a wide range of
standardized and proprietary protocols have been designed and
implemented. The message-based protocols exchange indepen-
dent messages, typically over UDP or directly over IP or link-
layer protocols. These include application layer protocols such
as RTP, DNS, DTLS, QUIC and control-plane protocols such
as OSPF, IS-IS, Babel, RIP, RSVP, IGMP, ... The stream-based
protocols exchange messages over a TCP connection. These
include application layer protocols like HTTP, SMTP, POP,
...and control-plane protocols like BGP.

In this paper, we focus on the message-based protocols and
leave the stream-based protocols for further work. A message
is a discrete unit of communication whose boundaries and
meaning are defined by a protocol. We focus on the control-
plane protocols, because these protocols are crucial for the
operation of enterprise and Internet Service Provider networks.
If a router crashes because it received a malformed packet,
this could have a huge impact on the global Internet. Such
events appeared in the past [1]-[3]. For example, a BGP
router will reset a BGP session with its peer if it receives
a malformed packet. This unfortunately happens regularly [4].
In 2010, an experiment conducted by researchers with a new
BGP attribute caused high-end BGP routers to reset their
sessions with peers [3]. In 1990, the AT&T network fell due
to a software failure [1]. The CVE database reports multiple
vulnerabilities that have affected the parsing of OSPF (CVE-
2024-20313, CVE-2022-20823, CVE-2017-3224, CVE-2004-
1454), EIGRP (CVE-2002-2208, CVE-2005-4436) or IS-IS
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(CVE-2019-1910, CVE-2023-20169, CVE-2024-20312, CVE-
2024-20406) packets.

Fuzzing is a widely used methodology for discovering
vulnerabilities [5], introduced by Miller et al. [6]. It has been
applied extensively to uncover packet parsing flaws in many
protocols [7], [8]. Fuzzers are often classified by the level of
visibility they have into the target: white-box fuzzers [9]-[11]
have full source access, grey-box fuzzers [12], [13] rely on
partial information, and black-box fuzzers [14], [15] observe
only inputs and outputs.

To improve efficiency, many fuzzers use message tem-
plates to guide smarter mutations. Polymorph [16] and
mgqtt_fuzzing [17] are stateless fuzzers that parse messages
using tshark or scapy, but their reliance on known proto-
col formats limits applicability to proprietary protocols. Other
fuzzers learn protocol behaviors directly from network traces
(e.g., [18], [15]), though they are typically evaluated on simple
protocols and retain only a basic understanding of the system.

In this paper, we focus on fuzzing the packets that are
exchanged by routing protocols over a network. Several ap-
proaches have been proposed to fuzz specific protocols [19],
[20], [21]. We focus on a more generic problem and consider
the following research question: ”By observing the packets
exchanged by routers, is it possible to develop a generic
fuzzer which can take into account the protocol structure
without explicit knowledge of the protocol ?”> Our approach
is generic as it can be applied to a range of protocols, including
proprietary and non-documented ones.

At a high level, our approach combines structure inference
with structure-aware fuzzing. After automatically identifying
structured fields such as Type-Length-Value (TLV) elements
from packet traces, we generate mutated packets while pre-
serving the overall structure of the protocol. In particular,
we prioritize mutations of the Value fields, while keeping
Type and Length fields mostly consistent. To maximize the
likelihood that mutated packets are processed by the target,
we also adjust inferred header fields such as packet lengths
and checksums. This enables our fuzzer to bypass early
validation checks and explore deeper code paths in protocol
implementations.

This paper is organized as follows. We first provide some
background on routing protocols and the packets that they
exchange in Section II. We then explain in Section III the
challenges in developing such a generic fuzzer. Section IV
contains our first contribution. We propose several algorithms
that allow us to automatically infer the structure of routing



Header +

‘Header| T | L | \ Main TLV

GIeVIT[] v Jeem

'FE|oc|AB oA A5 |01 [BC|31]05] 72 |EF [E1][BD|FF | Packer

Fig. 1. Example of TLV and sub-TLVs

protocol messages. We start by locating the length field in the
header, then detecting the location and type of checksum. Fi-
nally, our algorithm infers the different types of Type, Length,
Value that are used by these routing protocols. We implement
this inference technique in PROtocol Structure Extractor
(PROSE). Section V describes our fuzzer, Mutation & Stress
Engine (MUSE), which takes as input the information ex-
tracted by PROSE to create fuzzed packets. We evaluate the
performance of PROSE with three different routing protocols
(EIGRP, Babel and IS-IS) in Section VI. These experiments
demonstrate that our generic algorithm works correctly with
these protocols. In Section VII, we demonstrate that MUSE
was able to detect three unknown vulnerabilities in the EIGRP
implementation of FRRouting and one vulnerability in the IS-
IS implementation. We compare PROSE and MUSE to related
work in Section VIIL

II. BACKGROUND

We first briefly describe in section II-A the messages ex-
changed by routing protocols and their structure. Section II-B
describes how we collected the dataset used in this paper.

A. Messages exchanged by routing protocols

Packet-based routing protocols like OSPF, EIGRP, IS-IS
or Babel have been designed with extensibility in mind.
The messages that they exchange are composed of a header
followed by a variable length field which is encoded as a
sequence of Type, Length, Value (TLV) triplets. Figure 1
illustrates this with a typical packet. In addition, this figure
shows the sub-TLVs, which are TLVs contained within the V
field. In this example, we have one TLV with two sub-TLVs.

These protocols use different headers. OSPFv3 uses a 16
bytes header which contains a length field, a type field (to
distinguish between Hello, Database Description and Linkstate
packets), the identifications of the router, area and instance
and a checksum. EIGRP [22] uses a 20 bytes header which
contains a checksum, flags, sequence and acknowledgment
numbers and AS number. IS-IS [23] uses an eight bytes
header which contains mainly a protocol identifier, a lifetime,
a version, a checksum and a PDU type. The Babel routing
protocol is a more recent routing protocol [24]. It uses an 8
bytes header containing a magic number (42), a version field
(2), a two bytes long length field and a nonce.

To protect the packet from transmission errors, these routing
protocols use checksums. OSPFv3 and EIGRP use the Internet
checksum [25] while IS-IS uses the Fletcher checksum [26].

These four routing protocols use TLV triplets to encode
most of the information they exchange. EIGRP [22], [27] uses
two bytes to encode the Type, 2 bytes to encode the length of

the TLV, including the four bytes for the Type and Length
information. IS-IS [23], [28], [29] and Babel [24] encode
their Type and Length fields using one byte each. IS-IS also
supports Sub-TLV, e.g. for the Extended Reachability TLVs.

Among the routing protocols standardized by the Internet
Engineering Task Force, the Routing Information Protocol
(RIP) [30] is a rare example of a protocol that does not use
Type, Length, Value triplets. It uses a 32 bits header followed
by a series of 20 bytes long routing series. However, given
the well-known convergence problems of this basic distance
vector protocol, it is rarely used nowadays.

B. Routing protocols dataset

To conduct the experiments described in the paper and
enable other researchers to reproduce and expand them, we
have collected a dataset of routing protocol packets. For this,
we leverage the containerlab package !. This package is
often used by network operators to create labs and validate
network configurations before putting them in production.
In this context, a “lab” refers to a fully emulated network
environment composed of interconnected virtual routers used
to reproduce realistic routing protocol interactions. Contain-
erlab builds upon Linux containers. It supports about forty
different network operating systems (NOS), both open-source
and commercial ones. Each of these NOS is packaged inside
a container or a virtual machine. Containerlab provides the
tools that allow the creation of virtual topologies among these
containers and manage them. We use the FRRouting [31]
open-source package for our experiments. This is a stable and
well-maintained implementation of various routing protocols.

We use Containerlab to create a five routers topology shown
in Figure 2 and collect all the packets exchanged between
routerl and router?2. For each studied routing protocol,
we configure it to use as many extensions as possible in order
to collect packets containing as many features as possible.
We then use Wireshark to filter the trace and remove the
packets exchanged by other protocols (e.g. ARP, ICMP, ...)
than the studied ones. Unfortunately, EIGRP provides very
few extensions, and these do not generate more than simple
“Hello” messages. To obtain a more meaningful dataset, during
our measurements, we ran a script that periodically changed
the EIGRP router configuration weights, allowing us to capture
a wider variety of messages.

III. CHALLENGES IN INFERRING PACKET STRUCTURES

Internet and routing protocols use different types of packet
structures. If we look at the TLV parts of a packet in more
detail, the Length field does not always reflect the actual
size of the Value, and in many protocols, including IS-IS,
TLVs may be nested inside one another, which complicates
boundary detection. Distinguishing the Type and Length fields
can therefore be difficult, and frame headers or other protocol-
layer metadata may further interfere with parsing. A single
packet can contain multiple TLVs, sometimes different Types

Thttps://containerlab.dev/
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and both the order and the count of those TLVs can vary
from one protocol to another. On top of that, there is no
fixed alignment. TLVs of varying sizes are often concatenated
without padding, so offsets shift throughout the packet and
make reliable parsing even harder. In the remainder of this
paper, we adopt the following definitions and assumptions.

A. Definitions

The Type (T') field specifies the kind of information carried
by this part of the message. The Length (L) field indicates the
size of the Value (V) field, usually expressed in bytes. The
Value (V) field contains the actual data corresponding to the
specified type.

This TLV definition is generic and can vary between pro-
tocols. For example, EIGRP uses the L field to indicate the
size of the entire TLV, not just the V' field in contrast with
IS-IS. Few protocols, such as Diameter [32] for backward
compatibility with RADIUS [33] places part of the Length
before the Type field and part after. However, very few
protocols use such a complex encoding.

Given this diversity, we make several assumptions regarding
the TLV structures that can be handled by our approach. These
assumptions will be detailed in the following sections.

B. Assumptions

We assume that the studied protocol uses a well-formed
TLV structure, where the 7' field is immediately followed by
the L field, and then by the V' field whose size matches the
specified length. To cope with protocols such as IS-IS that use
nested TLVs, we accept multiple TLVs within a single message
and hierarchical TLVs. Hierarchical TLVs are TLVs inside a
Value from a parent TLV. We further assume that TLVs are
stored consecutively inside the packet, without any padding
or alignment requirement. Each new TLV starts immediately
after the previous one.

Concerning the Length field (L), we interpret it as a direct
byte count, without any scaling factor or unit conversion. For
example, a length of 0x10 is interpreted as exactly 16 bytes.
We assume that the 7" and L portions have a fixed size in all
packets of a given protocol.

We support two types of encodings for the Length field. In
the value-only case, L = |V|. In the full TLV length case:
L = |T|+|L| + |V]. Here, | X| denotes the number of bytes
required to encode field X. We consider that the TLVs with
inconsistent or truncated lengths are invalid and skip them.

These assumptions rely on an explicit T-L-V structure,
where each field is clearly separated in the packet. They do
not apply to encodings such as CBOR where type and length
information are not strictly separated and are partially encoded
within the same byte.

IV. INFERRING PACKET STRUCTURE AND TLVS

In this section, we describe how PROtocol Structure
Extractor (PROSE) is able to automatically infer the structure
of packets and the TLVs that they use from packet traces.
PROSE provides the information required by our Mutation &
Stress Engine (MUSE) to later fuzz packets. For this reason,
PROSE prioritizes the correct identification of the 7T and L
fields over any interpretation of the contents of the V field.

PROSE operates in three steps that are detailed in this
section. It receives as input a network trace that only contains
packets exchanged by the studied protocol. PROSE automat-
ically returns the datalink, network layer and UDP headers if
present in the trace to focus on the payloads. The first step,
described in section I'V-A, is to detect the location of the length
field of the payload header. The second step, section IV-B, is
to determine whether the message contains a checksum and if
so provide its type and location. The third step, section IV-C,
is to locate the beginning of the variable length part of the
message, i.e. the beginning of the first TLV.

The computational overhead of PROSE remains limited in
practice. The search space is tightly bounded, as the maximum
size of the Type and Length fields is small (by default five
bytes). In addition, routing protocol messages are typically
short (a few tens to a few hundred bytes), and many invalid
candidates are quickly discarded due to inconsistent length
checks. In our experiments, the full inference process was
completed in under 2 seconds on the collected traces.

A. Step 1: Locate the length field in the header

Some routing protocols such as Babel include a length
field in their header. Identifying the header length field is
challenging because it may overlap semantically with TLV
length fields and can vary across protocols.

Since this field contains similar information as the Length
part of TLVs, it could interfere with our TLV inference
algorithm (section IV-C). We use BinaryInferno [34] to detect
the presence and locate the position of a length field inside the
packet header. If BinaryInferno has detected a length field, we
provide it to PROSE to enable it to ignore this position and
all earlier ones and reuse this parameter to find the checksum.
This location is also provided as a parameter for our Mutation
& Stress Engine.

B. Step 2: Inferring the presence of a checksum

Several approaches have been proposed for checksum in-
ference, but they are less general. For example, [35] relies
on more restrictive assumptions, such as the checksum being
located at the end of the message, CRC-specific computation
optimizations, and a computation window that always starts at
the same position. There are also tools such as RevEng [36],



which is specialized exclusively in identifying CRCs using a
predefined set of 113 algorithms, as well as Checksum Finder
[37], which attempts to reconstruct a checksum implementa-
tion from a dataset. None of these approaches worked because
our checksums are not CRCs, and despite multiple attempts,
Checksum Finder never managed to reproduce the checksum
implementations used in our protocols.

Inferring checksums is difficult because they introduce
global dependencies across the packet and require identifying
both the underlying algorithm and the exact computation
region. Any mismatch typically leads to immediate rejection
of the packet.

To infer the presence of a checksum, we must determine its
position, the type of algorithm used to compute it and the parts
of the packet that are used to compute it. Our detection process
supports two standard checksums: the Fletcher-16 checksum
[26] and the 16 bits Internet Checksum [25]. This design
choice is motivated by the fact that these algorithms represent
the most widely used checksum schemes in routing proto-
cols. Other types of checksums such as Cyclical Redundancy
Checks (CRC) [38] could be easily added if needed.

Our algorithm first estimates the largest possible compu-
tation region of the packet which serves as input for the
checksum computation. This region is derived from the length
inferred at the previous step (or the packet size if unavailable).
It then determines the starting offset of this region and adjusts
its size if necessary to match the actual checksum computation
area. Finally, it identifies the offset of the checksum within this
region.

Figure 3 illustrates the region used for checksum computa-
tion and the parameters we extract. The rectangles represent
the bytes of the packet. The first vertical bar on the left marks
the beginning of the computation region. The vertical bar on
the far right indicates the supposed end of this region as
inferred from the header length field. This boundary may be
corrected, and the effective end of the region is shown by the
vertical bar before it.

Within this region, the position of the checksum field, shown
as a shaded segment, is determined relative to the start of the
computation region.

The research parameters needed to recompute the checksum
are first performed on one randomly selected packet. Our
algorithm starts by testing all possible starting offsets for a
computation region whose size is either the inferred length
or the packet size. For each possible starting position, it tests
every supported checksum algorithm as well as every possible
offset for the checksum value within this region. If none of
these combinations produce a value that matches the checksum
present in the packet, the computation window is slid forward
across the packet, and all algorithms and checksum offsets
are tested again. Note that if the computation window initially
covers the entire packet, this sliding step does not occur.

If no match is found after sliding the computation window
over the entire packet, the computation window size is either
decreased or increased by one byte, and the entire procedure
is restarted from the beginning. Through this iterative process,
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Fig. 3. Parameters inferred and used for checksum

the algorithm produces a set of candidate parameters. Each set
of parameters includes a checksum algorithm, a computation
region, an offset of the checksum within that window, and a
correction applied to the window length to compute the good
checksum.

These candidate parameters are then validated against other
packets from the same trace. We only retain the parameters
that consistently produce a correct checksum for every packet.
Even after this validation step, several candidates may remain.
In that case, we compute the entropy of the checksum field
for each candidate position. The candidate with the highest
entropy is selected as the most probable checksum configura-
tion.

C. Step 3: Detecting where TLV structures begin

To describe our approach in detail, we illustrate each
step using the three functions expressed in pseudo-code. As
shown in Algorithm 1, the main procedure simply calls the
TL_FINDER function with a single packet trace as input.

Before the analysis can begin, the algorithm requires an
upper bound on the possible size of the Type and Length fields
of a TLV structure. By default, this maximum size is set to
5 bytes in the variable K. This is the only parameter in the
program, but generally, the Type and Length fields are not
large. The algorithm then extracts all messages from the packet
trace into a list, denoted M in algorithm 1. As explained earlier,
we invoke the BinaryInferno tool to infer the position of
the header’s length field; this value is stored in variable H.

The objective of the TL_FINDER method is to identify the
TLV parsing parameters that allow all messages in the trace
to be interpreted as sequences of TLVs. For each candidate
configuration (i.e., Type size, Length size, and starting offset),
the algorithm attempts to parse every message as a chain of
TLVs that exactly covers the packet. Among all configurations,
the one that maximizes the number of distinct TL headers
observed is selected. The resulting set of TL (the concatenation
of Type and Length fields without the value) extracted under
this configuration is stored in best_S, while its associated
parameters such as the checksum configuration, the correct
sizes of the Type and Length fields, and the inferred header
size and the interpretation of the Length field (value-only or
full TLV size) are stored in best_P. Finally, these elements
are returned as a JSON object, together so that they can be
directly used by MUSE for packet generation and fuzzing.



The first challenge is that we do not know in advance the
size of the Type field or the size of the Length field. For this
reason, our algorithm begins with two nested loops that test
all possible combinations of field sizes, ranging from / to K
- 1 bytes for the Type field and from / to K - ¢ bytes for the
Length field where the variable t is the Type field length. After
evaluating all combinations, the configuration that yields the
best results is selected, we will describe later how we select
the best configuration. This allows the algorithm to infer the
actual size of both the Type field and the Length field. In
Algorithm 1, the Length field size is stored in variable 1, and
the Type field size is stored in variable t

Inside these two loops, the algorithm must first determine
the correct offset at which the TLV section begins in each
packet. To achieve this, all possible starting positions are
evaluated, and for each position, we check whether a valid
TLV chain can be found across all messages. This is performed
by calling the of f setRates function, detailed in Algorithm
2. This function requires the list of messages extracted from
the trace, as well as the candidate sizes of the Type and Length
fields.

To determine the correct offset, the of fsetRates func-
tion first identifies the shortest message in the trace. This
choice is deliberate: if TLVs are present in the packets, any
valid TLV chain must also fit within the smallest message.
Therefore, there is no benefit in testing starting positions that
exceed its length, since a TLV cannot begin there.

The algorithm then evaluates every byte position from the
beginning of the message up to the length of the shortest
packet. For each candidate offset and for each message, the
algorithm invokes the 10opOK function detailed in Algorithm
3. This function checks whether a valid TLV structure could
begin at the given position in the message. In other words,
it determines whether the offset is plausible as the start of a
TLV chain.

After testing all offsets across all messages, the function
returns an array in which each entry contains the percentage
of messages for which 10opOK considered that offset to be a
valid TLV start position.

To determine whether a given position corresponds to the
start of a TLV, the 100opOK function requires three parameters:
the message to be tested, the candidate position (pos variable
in Algorithm 3), and the potential sizes of the Type and Length
fields.

The function 1oopOk begins by reading the value of the
Length field. Since TLVs store the Type first, the Length
field is located immediately after the Type. Thus, the function
interprets the length at the position given plus the size of the
Type field. If the extracted length is inconsistent. For example,
if it exceeds the remaining size of the packet or is negative,
then the candidate position cannot correspond to the start of
a TLV.

Otherwise, the function continues this process iteratively
(or recursively) along the message. A starting position is
considered valid only if this iterative search reaches exactly
the end of the packet. Any deviation, such as stepping beyond

the packet boundaries, immediately invalidates the candidate
offset. Importantly, this condition must be satisfied for every
packet in the trace.

Thanks to the of fsetRates function, TL_FINDER ob-
tains an array of offsets stored in variable R, along with the
percentage of messages for which a TLV was successfully
detected at each position. We then retain only the offsets for
which a TLV was found in 100% of the messages.

A subtle issue arises because some offsets may appear valid
even though they correspond to the header length field rather
than the beginning of the TLVs. When the header length
directly encodes the total packet size, the function loopOK
might incorrectly conclude that the TLV chain is valid simply
because following this offset reaches the end of the packet.
To prevent such false positives, the algorithm leverages the
information provided by BinaryInferno, which identifies
the exact location of the header length field. Any offset at or
before this position is ignored, and the earliest offset strictly
after the inferred header length field is selected as the starting
position of the TLV section.

If no offset achieves a perfect 100% success rate, the
algorithm concludes that at least one packet in the trace does
not contain TLVs. In this situation, the TLV section is assumed
to begin immediately after the header, and the header size is
set to the length of the smallest packet in the trace.

D. Selection of good candidates

Once the starting index of the first TLV is determined, most
of the work is complete. The algorithm then iterates through
every packet and performs successive jumps according to the
inferred TLV structure, collecting every Type and Length field
encountered along the way. This yields the set of all top-level
TLV types observed in the trace. This is done in the pseudo-
code by the method collectTL called in Algorithm 1.

A subtle point remains, however. These jumps may cross
over TLVs that are themselves nested inside the value field of
another TLV. To handle such cases, we apply the algorithm
described above, but only to the Value portion. Because of the
diversity of value fields in the trace, we cannot simply search
for a sub-TLV. For a given Value size, some messages may
contain one sub-TLV, others two, and others none at all.

To reduce this variability for our algorithm, we create a set
of messages associated with each T and L previously inferred.
This grouping allows us to gather messages that share the same
Type and Length, and therefore are likely to have a similar
internal structure. We then apply our inference procedure on
each of these sets to determine where sub-TLVs might begin.

However, in this case, this approach is considerably less
robust than the previous one. For example, a trace from a
network where IP addresses share similar byte patterns might
contain a value that is misinterpreted as a length, causing the
algorithm to incorrectly assume that the sub-TLV reaches the
end of the message.



E. Automatic exploration of different hypotheses to find the
Type and Length sizes

Finally, as explained before, for each possible TL size,
the algorithm implicitly tests every feasible internal split
between the Type and Length fields. It also evaluates both
interpretations of the Length field: whether it encodes only
the value size or the full TLV size. This step is not shown
in the pseudocode, as it simply corresponds to restarting the
algorithm with a different interpretation of the length.

For every possible size assignment of the Type and Length
fields, where each field has a minimum size of 1 and their
combined size does not exceed the predefined bound, the
entire inference workflow is executed. The quality of each
configuration is measured by the number of different Type
and Length candidates it produces across all packets. This is
illustrated at the end of Algorithm 1 by comparing the size of
S with best_s. The configuration that produces the largest
set of TL candidates is then selected.

Algorithm 1 TL_FINDER

1: function TL_FINDER (packetsTrace)

2: K «+5

3 M < extractPayloads(packetsTrace)

4 H < BinaryInferno(packetsTrace).max
5: best_S « 0
6.
7
8

best_P < None
fort=1to K — 1 do
for /=1to K —t do

9: R < OFFSETRATES(M, t, )
10: V « {o]| R|o] = 100% }
11: if V # 0 then
12: h < smallest element of V' not smaller than H
13: else
14: h < minMsgLen(M)

15: end if

16: S < COLLECTTL(M, h,t,¢)
17: if |S| > |best_S | then

18: best_ S + S

19: best_P « (¢,4,h)

20: end if

21: end for

22: end for
23: return (best_S, best_P)
24: end function

Algorithm 2 offsetRates
1: function OFFSETRATES(M, t, £)
2 Lmax < minMsgLen(M)

3 rates <— array of size Lmax

4 for 0o =0 to Lyax — 1 do

5: s+ 0
6
7

8

for all msg € M do
if LooPOK(msg, o,t,£) then

: s s+1
9: end if
10: end for
11: rates[o] <— 100% - s/| M|
12: end for
13: return rates

14: end function

Algorithm 3 loopOK

1: function LOOPOK(msg, pos, t, £)
2 n < |msg|

3 while pos < n do

4: if pos +t + £ > n then

5: return false

6 end if

7 L + getLength(msg, pos + t, £)
8: if L < 0 then

9: return false
10: end if
11: next < pos +t+ £+ L
12: if next > n then
13: return false
14: end if
15: pos < next
16: end while
17: return (pos = n)

18: end function

V. FUZZING WITH THE INFERRED PACKET STRUCTURE

Our Mutation & Stress Engine receives the following
information from PROSE: () the location of the header length
field, (i¢) the location and type of the header checksum and
(i1) the set of observed Type, Length pairs.

Based on this information, MUSE constructs fuzzed packets
by randomly selecting a packet from the network trace. For
efficiency, MUSE generates several random indices that could
be tested within the packet. Then the indices are selected
one after another. It is unlikely that an index will correspond
exactly to the position of a TLV, so if no TLV is recognized at
that position, we increment the index until a TLV is detected.
When a TLV is recognized, there is a certain probability that
this TLV will be fuzzed. Then, MUSE updates the header
Length and checksums if they are used by this protocol.

Malformed 7'L headers, such as an invalid Type value or a
L value that contradicts the expected size for that Type, are
likely to trigger immediate message rejection by the target,
preventing processing of the V field. Such early rejections
reduce the effectiveness of fuzzing, as the payload (V') is never
processed. Therefore, our approach focuses on accurately
identifying and preserving TL, while mutating the V' field to
explore deeper code paths.

MUSE prioritizes fuzzing the values, and with a lower
probability, fuzzing the types or length parts. To fuzz, MUSE
randomly selects mutators. MUSE includes four types of
mutators. Our random mutator randomly mutates one or more
bytes in a given byte sequence; in our case, this could be the
TLV value or the type. The flip-bit mutator selects a random
byte from the given sequence and flips one bit. The truncate
mutator shortens a given byte sequence by a random length.
Finally, the extend mutator extends a given byte sequence with
random bytes.

For the extend and truncate mutators, MUSE recomputes
the length of the TLV, as well as any corresponding header
length fields when necessary. This recomputation is performed
90% of the time, allowing the remaining 10% of the mutations
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Fig. 4. Fuzzer workflow and interaction with other components

to produce incorrect length fields to also test packets with a
malformed length.

Finally, after a packet has been modified, if a checksum was
detected by PROSE, then MUSE recomputes the checksum
before sending the packet to the target.

Figure 4 shows in detail how the components of our fuzzing
process work, and how MUSE fits with the other components
of the tool. We can see that the packet-length inference is the
starting point. Then, TLV inference and checksum inference
are performed independently. Once all these elements are
available, the fuzzing stage can begin.

VI. EVALUATION OF PROSE ON ROUTING PROTOCOLS

To evaluate the performance of PROSE, we consider three
very different routing protocols: IS-IS, EIGRP and Babel. We
collected a trace with 120 packets from each protocol using
our Containerlab setup described earlier. We configured the
virtual routers with all supported optional protocol features
to maximize the number of TLV fields used. Knowing the
structure of these protocols, we developed a parser that reads
the trace in JSON format and using a set of keywords specific
to the TLV of the protocols we are testing, the parser finds
the TLV in the trace. We use the output of this parser as the
ground truth and compare it to the results obtained by PROSE.

We use two metrics for our evaluation: (¢) precision and
(i) recall. The precision measures the proportion of inferred
TL sequences that are actually valid according to the ground-
truth parser. A high precision indicates few false positives. The
recall measures the proportion of valid TL sequences present
in the traces that were correctly identified by PROSE. A high
recall indicates strong coverage of the protocol’s TL structures.

For IS-IS and Babel, the length field is correctly inferred
by BinarylInferno, and for IS-IS and EIGRP we correctly infer
their checksum. Moreover, BinaryInferno does not produce
false positives. It does not infer a length field for EIGRP, which
has none in its header, and similarly, our algorithm returns no
checksum for Babel, as the protocol does not include one.

For TLV inference, our algorithm identifies all TLVs as long
as sub-TLVs are not considered. It successfully detects the 16

IS-IS Babel EIGRP
Precision 68.57 100 100
Recall 75 88.89 100
TABLE T

PROSE TLV INFERENCE RESULTS (%) PER PROTOCOL

TLVs present in our IS-IS dataset, the 7 TLVs in the Babel
dataset, and the 4 TLVs in the EIGRP dataset.

However, the results degrade when we extend the analysis
to sub-TLVs. As we see in Table I, for Babel, the precision is
not 100% because one sub-TLV could not be detected: this is
a TLV with a length of 0. Accepting sub-TLVs with a length
of 0 would cause our algorithm to interpret arbitrary offsets as
sub-TLVs, and break our initial assumption that a TLV must
follow the structure T followed by L followed by V. PROSE
detected one sub-TLYV, identified 6 TLVs and missed one sub-
TLV. For IS-IS, the issue arises from the greater size of the
packets: at some point, a byte value inside the frame may be
interpreted as a length that runs past the end of the packet.
Despite this, our approach still manages to correctly infer 8
sub-TLV on 16 sub-TLV. Finally, for EIGRP, there are no sub-
TLVs, which is why it changes nothing.

PROSE achieved good overall performance on EIGRP, IS-
IS and Babel, with these protocols showing high recall and
acceptable precision.

VII. FUZZING ROUTING PROTOCOLS

We use Containerlab [39] to simulate an interconnected
router topology and FRRouting version 10.3.1 [31] to provide
protocol implementations. All evaluated protocols rely on this
FRRouting implementation.

A small five-router topology as described in Figure 2 was
deployed on a laptop (Dell Latitude 5530, Intel i7-1255U, 16
GB RAM).

PROSE runs on the host and processes network traces to
compute TL candidates. MUSE is deployed on Router 2
(in Figure 2) and targets Router 1. Once TL are identified
on the host, they are passed to MUSE running on Router
2, which generates and sends test packets to Router 1.

A. Coverage

To evaluate the performance of MUSE, we slightly modified
FRRouting to connect it to GNU’s source coverage analysis
tool (GCOV). More precisely, we added a custom signal
handler that forces a call to _ gcov_flush () whenever
FRRouting receives a specific signal. We then compared
MUSE to a fuzzer that performs random fuzzing, which we
call Random Fuzzer.

This fuzzer operates in the same way as our TLV-aware
fuzzer, except that it does not know TLVs, header sizes, or
checksum parameters. Like our TLV fuzzer, it selects a random
frame from the dataset and applies random mutations to it,
using the same mutation probabilities.

We report our coverage results when running MUSE with
IS-IS, EIGRP and Babel by focusing on representative files



for each protocol that are directly involved in TLV processing
files.

For IS-IS, we selected the file isis_tlvs.c, as it is
responsible for processing TLVs within the protocol imple-
mentation. For EIGRP, the situation is more complex because
TLVs are handled in multiple locations throughout the code-
base. We therefore selected the eigrp_hello. c file, which
processes Hello messages and is where our tool detected a
bug related to TLV handling. For Babel, we selected the
message.c file, which is the part of the program where
TLVs are processed.

Coverage was measured after 100, 500, 1000, and 2000
packets with each experiment repeated twenty times, and the
median value is reported in the Table II

For IS-IS, MUSE frequently triggered crashes (9/20 runs at
500 packets, 15/20 at 1000, and all runs at 2000). That’s why
we don’t have data for IS-IS at 2000 packets in Table II.

Since our fuzzer stops the program after only two or
three packets due to an incorrect assertion, it is difficult to
obtain meaningful coverage measurements. Although the IS-
IS process may crash after two or three malformed packets
due to failed assertions, the crash is triggered by a delayed
verification mechanism rather than immediately upon packet
reception. As a result, multiple packets are processed before
the verification occurs, allowing coverage information to ac-
cumulate despite the eventual termination.

For the same number of packets, we observe that MUSE
achieves higher coverage in IS-IS. The difference in coverage
between MUSE and the Random Fuzzer is explained by
checksum recomputation and several check assertions, which
enable access to a larger portion of the code.

For EIGRP, both the Random Fuzzer and the TLV-based
fuzzer caused crashes after only 15-20 inputs. After fix-
ing the discovered issues and validating the modifications
with the FRRouting test suite. We measured the coverage
present as reported in Table II. MUSE exercises signifi-
cantly more TLV related code, including functions such as
eigrp_hello_receive. This can be explained by the fact
that with the random approach, upstream methods that are re-
sponsible for invoking TLV-processing functions are triggered
less frequently. This is due to early checks, such as header
validations, or to frequent structural errors in TLVs, which
also occur within the TLV-processing methods themselves.

For Babel, MUSE also achieves higher coverage. For ex-
ample, parse_hello_subtlv is invoked 175 times for
500 packets, compared to 108 with the random approach. By
generating structurally valid TLVs, MUSE exercises sub-TLV
handling code more frequently and reaches deeper parsing
paths that are often blocked by early validation failures in
purely random mutations

B. Vulnerabilities discovered by MUSE

When MUSE fuzzed IS-IS, we detected a crash of the IS-
IS process. Although it initially restarted, it crashed again
after 3—4 seconds and was then unable to restart. Log and
packet analysis suggest that a 213-byte packet was the root

TABLE 11
COVERAGE COMPARISON (%) BETWEEN MUSE AND RANDOM FUZZER
Packets IS-IS EIGRP Babel
MUSE Random Fuzzer | MUSE Random Fuzzer | MUSE  Random Fuzzer
100 32.94 30.50 59.91 55.06 65.16 61.45
500 33.01 30.50 59.91 56.27 74.93 65.34
1000 35.04 32.73 59.91 56.68 76.70 71.97
2000 / 32.73 59.91 57.89 81.34 74.26

cause, though other inputs may also cause it. We are currently
interacting with the developers to report the issue.

While fuzzing the EIGRP implementation in FRRouting,
MUSE generated a malformed Hello packet containing a TLV
with an indicated length of, for example, 16 bytes, followed
by extra trailing data. This packet caused a parsing error. The
EIGRP parser misinterprets these trailing bytes as additional
TLVs. If the trailing bytes have a value of 0x00, they are
interpreted as a new TLV with a length of zero, resulting in
an infinite loop since the parsing offset is never incremented.

We observed that a single malformed packet caused the
EIGRP process to consume nearly 100% CPU and rendered
the vtysh interface unresponsive, which implies that the net-
work operator cannot anymore reach the router to debug the
problem. Although FRRouting restarts the daemon via its
watchdog mechanism, the issue immediately reoccurs.

To understand the root cause of the problem, we executed
FRRouting within Valgrind. It detected uninitialized memory
reads. We observed that after reading one TLV, the parser
immediately reads the header of the next TLV directly from
the packet buffer. If the previous TLV length field is incorrect,
this can cause an inconsistent size, leading the parser to
read from unallocated memory. We reported this problem to
the maintainers of FRRouting?. They fixed it in FRRouting
versions 10.3 and 10.4.

During fuzzing experiments, MUSE generated certain mal-
formed EIGRP packets that caused a restart. Under normal
circumstances, malformed EIGRP packets should be detected
and safely discarded without affecting the stability of the
routing daemon. However, in this case, the malformed input
triggered an assertion failure in the stream_getc () func-
tion, leading to the unexpected termination and restart of the
EIGRP process. We reported this problem to the maintainers?,
but it has not yet been fixed.

Additionally, MUSE generated malformed packets that
triggered another assertion failure in the masklen2ip (),
stream_getc () and eigrp_fsm_event_ng fcn ()
functions, similarly causing the daemon to abort and restart.

VIII. RELATED WORK

BinaryInferno [34] allowed us to automatically infer the
protocol’s header size from the rest of the message. PROSE
goes beyond Binarylnferno by successfully detecting most
TLVs across the analyzed protocols.

Auto-ETLV [40] can only infer the TLV length field at bit
and does not rely on predefined unit sizes. While robust to

2See https://github.com/FRRouting/frr/issues/19250
3See https://github.com/FRRouting/frr/issues/19503



varying granularity, it detects at most one TLV per packet,
limiting its applicability to complex or nested TLV structures.

An earlier method infer T, L and V, but relies on restrictive
assumptions including single byte length field, strict T-L-V
ordering, byte-level analysis, no tolerance for malformed val-
ues, and prior knowledge of the number of types [41].

Nemesys [42] does not infer the semantic type of a field
(e.g., whether it represents a length, a type, etc.). Instead, it
focuses on identifying boundaries between fields. However,
this boundary-based approach assumes fixed field positions,
which is not compatible with TLV protocols where field sizes
vary. We also test Nemetyl [43] which is an evolution of
Nemesys but it looped forever on our Babel packet trace.

Netplier [44] does not recognize Length or Type field and
assumes fixed fields but with TLVs, our routing packets can
have multiple successive length fields. Moreover they need to
know a field position to perform their clustering in contrast
with our approach that uses a minimum size threshold. We
also tested using Netzob [45] but we obtained an infinite loop
with our IS-IS packet trace.

FRRouting includes built-in fuzzing targets, but they require
source code modifications and are limited to specific daemons
and internal entry points. Additionally, the fuzzing code is
maintained in a separate branch that may lag behind the main
codebase.

Fully automated fuzzers such as Pulsar [15] or Autofuzz
[18] target mostly textual protocols and assume symmetric
client—server exchanges, which do not reflect routing behavior.

Grey-box fuzzers like AFLnet [46] leverage coverage feed-
back but support only a small set of protocols and lack
features needed for routing, such as automatic checksum
recomputation. Black-box tools like Boofuzz [47] require a
manual description of the message formats.

FuzzyCat [48] targets routing protocols, but focuses on
configuration errors rather than implementation vulnerabilities.
Its MitM approach [20] between two routers, avoiding state-
machine modeling at the cost of generality. The authors still
had to manually design a data model and identify key fields to
fuzz, an effort that must be repeated for each protocol, which
restricts the scalability of the approach.

We attempted to use existing fuzzers such as boofuzz and
AFLNet as baselines. However, due to their inability to handle
routing-specific constraints, they failed to generate valid test
cases, preventing meaningful comparison.

IX. CONCLUSION

Routing protocols play a key role in the public Internet and
in enterprise networks. Routers exchange messages to compute
the routing tables that they use to forward packets. The failure
of a router could bring down parts of a network. For the
robustness of these networks, routers should never crash upon
reception of a malformed or malicious message.

In this paper, we have proposed a pair of tools: PROtocol
Structure Extractor (PROSE) and Mutation & Stress En-
gine (MUSE). PROSE can automatically extract the structure
(header, checksum and TLV) of different routing protocols. We

have applied it successfully to Babel, IS-IS and EIGRP. MUSE
uses a packet trace and the output of PROSE to fuzz packets.
We have used it to fuzz virtual routers running FRRouting and
identified four bugs that caused this popular implementation
to crash. Three of these bugs were in the EIGRP daemon and
one in the IS-IS daemon.

Since PROSE and MUSE are generic, they can be used
with proprietary protocols as well as the standardized ones
that we used in this paper. For our further work, we will
evaluate them on different protocols and will also explore how
they can be extended to support protocols running over a TCP
bytestream such as BGP.

MUSE and PROSE are written in Python. In our experi-
mental setup, fuzzing throughput is primarily limited by the
processing time of the target, rather than input generation
speed. They will be made publicly available. We will also
provide our Containerlab network configurations. The packet
trace used in the experiment will also be available. In addition,
we will provide the Python script used to parse TLVs and com-
pare them with the output of PROSE. Finally, we will provide
the bash scripts used to automatically run the experiments and
collect the coverage.
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