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Abstract—Low-Earth Orbit (LEO) satellite networks have
emerged as a viable Internet connectivity option, yet their Do-
main Name System (DNS) behavior remains largely unexplored.
This paper presents the first dedicated measurement study of
DNS performance in the Starlink network. Using RIPE Atlas
infrastructure, we analyze DNS resolution times across various
countries over a 13-month observation period from January
2025 to February 2026. We investigate three research questions:
which DNS resolvers Starlink users commonly employ, how
different resolvers compare in performance, and what influences
DNS latencies. Our measurements reveal that DNS latency in
Starlink is predominantly determined by the satellite hop rather
than terrestrial routing, with the CGNAT hop (100.64.0.1)
accounting for approximately 69 % of total latency in traceroute
measurements. Reducing this latency would only work by locating
the resolver closer to the Starlink user. We also examine Starlink’s
subscription-based DNS handling and find that unverified users
are assigned a restricted resolver (34.145.127. 1) that resolves
only specific domains. Additionally, we identify SpaceX-operated
IPv6 DNS resolvers that appear co-located with PoPs, potentially
offering performance benefits through geographic proximity. Our
findings provide insights into the design of the DNS ecosystem
for LEO satellite networks.

Index Terms—LEQO Satellite Networks, Starlink, DNS, Re-
solvers, Performance, Internet Measurements

I. INTRODUCTION

LEO satellite networks have transformed global Internet
connectivity. Unlike traditional GEO satellites orbiting at ap-
proximately 35 786 km, LEO constellations operate at altitudes
between 500-1200 km, reducing communication latency and
enabling interactive applications previously infeasible over
satellite links. Starlink, operated by SpaceX, has emerged as
a well-established provider with over 10000 active satellites.
The rapid deployment of LEO constellations has extended
broadband access to remote regions, maritime vessels, and
aircraft, serving millions of users who previously lacked
reliable connectivity options.

The maturation of LEO satellite networks makes com-
prehensive performance analysis both timely and essential.
Starlink has transitioned from an experimental service to
critical infrastructure for many users, yet our understanding of
its network behavior remains incomplete. While recent studies
have examined general latency characteristics and content
delivery performance, the DNS has received little attention
in the LEO context. Given the Internet’s reliance on DNS
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Fig. 1: Starlink latencies of Quad9 and DNS4EU in various
European countries. The top number is the median latency,
while the numbers below show the 5th to 95th percentile of
latencies using data from local measurements.

resolution, understanding its performance characteristics and
behavior is crucial for both end users and network operators.

DNS performance in LEO networks presents unique chal-
lenges that distinguish it from terrestrial environments. In
conventional networks, geographic proximity between clients
and resolvers typically correlates with low latency, enabling
straightforward optimization through anycast deployment [1]
or CDN networks. LEO satellite networks disrupt this assump-
tion entirely. Packets from a user terminal must traverse the
satellite constellation to reach a ground station, then route
through a PoP before reaching a receiver in the terrestrial In-



ternet. This architecture introduces variable latency (as shown
in Figure 1) that depends, among others, on satellite positions,
inter-satellite links, and ground station selection. These factors
complicate traditional DNS optimization strategies and raise
questions about resolver placement, caching effectiveness, and
protocol selection. Therefore, we outline the following RQs:
RQ1 How does Starlink set default resolvers?

RQ2 What are major influences on DNS latency?

RQ3 How do different resolvers perform for Starlink users?
Is there a recommended resolver?

Can we observe differences in performance when vary-
ing the DNS protocol and query types?

To address the four RQs, we leverage the RIPE Atlas built-
in measurement infrastructure to collect DNS resolution data
from Starlink-connected probes over a l-year period across
various countries. Our findings are:

1. Impact of DNS Resolvers (Section V): We investigated
the performance of various DNS resolvers, including SpaceX-
operated resolvers, public DNS services (Quad9, DNS4EU,
Google, Cloudflare), and local resolvers, identifying SpaceX-
operated resolvers as the fastest due to their proximity to PoPs.

2. Impact of Caching and Query Types (Section VII): We
analyzed the effects of caching and query types (A vs. AAAA)
on DNS resolution times, finding that caching significantly
reduces latency, while query types have a negligible impact.

3. Impact of CGNAT and Satellite Hops (Section VI):
DNS latency in Starlink networks is predominantly determined
by the satellite hop, with the CGNAT hop accounting for
approximately 69 % of total latency.

4. Impact of Encrypted DNS (Section VIII): We compared
the performance of traditional DNS (Do53 [2], DoTCP [3]) to
encrypted DNS protocols (DoT3 [4], DoH2 [5]) and found
that encrypted DNS protocols (DoE) incur significant latency
overhead due to additional round-trip and encryption-related
delays.

We also discovered that unverified Starlink users are as-
signed a restricted resolver (34.145.127.1) that resolves
only specific domains (e. g., starlink.com and spacex.com),
enabling limited connectivity for subscription activation.

Further, we define custom RIPE Atlas measurements to
obtain additional data on specific DNS resolvers. The measure-
ments are enhanced with custom measurements from our self-
operated measurement device. The measurements are shown
in Figure 3. Details on the methodology are outlined in
Section IV. In the following, we address the first RQ in
Section II and Section V-A by elaborating on the existing doc-
umentation and further filling information gaps. The second
RQ is examined in Section VI using built-in measurements
from RIPE Atlas. As those measurements only consider root
servers, in Section V-B we conduct measurements on specific
DNS resolvers to gain insights into RQ 3. Last, in Section VII,
we use our custom measurements to answer RQ 4.

This work contributes to an understanding of the Starlink
DNS infrastructure (Sections V-A and VI). It visits various
common DNS resolvers and their latencies (Section V). We
identify important aspects of LEO satellite networking that

RQ4

must be considered for future infrastructure and research
efforts.
All of our code and datasets are published via GitHub!.

II. BACKGROUND

Over the last few years, LEO satellite networking has
become prominent. Various SNOs deployed their NSCs, with
Starlink having the most satellites by far (see Figure 3). Other
noteworthy NSCs are Amazon Leo (formerly Project Kuiper),
which recently deployed a larger number of satellites, and
OneWeb, the only European service with a notable number
of satellites.

Networking in LEO comes with specific challenges. Send-
ing packets passes through various intermediate nodes, such as
a user antenna, various satellites, a GS, and a PoP. That leads
to problems when using traditional networking technologies.
For instance, the argument that geographic proximity usually
implies low latency does not work (e. g., as shown in studies
about CDNs [6], [7]) and packet loss is high [8], [9].

The DNS ecosystem in LEO NSCs has seen only little
attention to date. Additionally, for Starlink, little is known
about the system’s default resolver choice. The company has
documented that a user without a verified Starlink subscrip-
tion defaults to the resolvers 34.145.127.1 [10]. After a
successful verification, the resolver is updated to a SpaceX-
operated DNS recursive resolver. We found that those resolvers
were not publicly available. Users can further choose to
change the default resolver to a public one (e.g., 1.1.1.1
or 8.8.8.8). While we cannot fully verify the process, we
believe the process of default Starlink DNS resolver choice is
close to the one illustrated in Figure 2.

In theory, using a SpaceX-operated resolver should provide
a practical advantage if the resolver is colocated with the
Starlink PoP. Geographical proximity between PoP and ISP
resolver may reduce terrestrial latency overhead to less than
a millisecond as the resolver is on the data path and does not
introduce additional intermediate hops. The PoP per user is
rarely changed [11], so the resolver can even be predetermined.
Other properties (e. g., DDR [12] or ECH [13] support) of the
resolver itself remain future work and will not be part of this
study.

III. RELATED WORK

In the previous years, a number of performance measure-
ments have been conducted [14], [9], [15], [11], [8], [16],
[17]. Research found that Starlink is capable of providing low-
latency Internet connectivity as low as 20-30ms [11]. How-
ever, this comes with high packet loss [8] and high geographic
variation [9]. Geographic proximity does not correlate with
low latency anymore, which becomes apparent by observing
CDNs [6], [17], [18], [19]. Bose et al. find “fundamental
architectural misalignments between satellite-based Internet
access and terrestrial content delivery infrastructure [19].
Public DNS services have properties similar to those of CDNs

ISee https://github.com/diic-starlink/Understanding-DNS-Dynamics-over-
the-Starlink-Network
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Fig. 3: Number of satellites in the Starlink constellation and
the timespans of our measurements

(e. g., global anycast infrastructure). Therefore, studying DNS
is important. A part of the CDN studies also examines DNS
performance for Google, Cloudflare, and Quad9 resolvers.
They find that the user terminal to PoP latency accounts for
approximately 75.82% of the latency (averaged among all
studied vantage points). Further, they find DNS latencies for
common public resolvers to be around 20—40 ms, which aligns
with our findings for Do53 (see Section IV-C). DoE, which
is not yet studied, may show very different results because of
protocol deficiencies in LEO satellite networks [17], [16].

IV. METHODOLOGY

This section describes our measurement methodology for
analyzing DNS characteristics in Starlink networks (i. e.,
AS14593). We employ RIPE Atlas built-in measurements,
custom active measurements for specific DNS resolvers, and
verification using a Starlink-connected measurement device
on the university’s campus. The conducted measurements are
listed in Figure 3.

All measurement artifacts and code will be publicly released
after the review process.

A. Global LEO DNS Measurements using RIPE Atlas

We leverage RIPE Atlas to obtain geographically distributed
DNS measurement data from Starlink-connected probes. Our
approach combines two complementary data sources. RIPE
Atlas probes continuously perform built-in DNS and traceroute
measurements to root DNS servers as part of the platform’s
standard operation. Those measurements have IDs 50XX and
100XX, depending on the targeted root server. The DNS
queries use Do53. We collect these measurements from all
probes that have ever delivered built-in measurement results
during our observation period, regardless of their current
connection status, as long as they gave measurement results in
the timeframe. This inclusive approach maximizes our dataset
coverage and enables analysis of probes with intermittent
connectivity.

For targeted resolver performance analysis, we also conduct
custom RIPE Atlas measurements from all active Starlink-
connected probes. Each measurement queries the domain
<anonymized> using DNS record type A over IPv4. We
target the following DNS resolvers:

e Quad9 (9.9.9.9): A widely-deployed public recursive
resolver operated by the Quad9 Foundation, providing a
baseline for anycast DNS performance.

« DNS4EU Unfiltered (86.54.11.100): A public
Europe-centric DNS resolver initiative by the European
Commission. Offers a couple of resolvers for different
goals (e. g., child protection or ad blocking).

o Local Resolver: The default resolver configured on each
probe, capturing the characteristics default DNS infras-
tructure or user-configured alternatives.

The resolvers 1.1.1.1 (Google’s DNS) and 8.8.8.8
(Cloudflare’s DNS) were omitted during our custom measure-
ments as RIPE Atlas only allows 25 concurrent measurements
to the same target [20]. We were not able to schedule a
measurement without violating this rule. However, some users
specify public resolvers (e. g., Google or Cloudflare) as their
local resolvers, allowing us to analyze data for those resolvers
even if we were unable to explicitly start measurements with
them.

B. Local DNS Measurements

At the university’s campus, we run local measurements to
complement the RIPE Atlas measurements. We use a Starlink-
connected VM that runs DNS measurements against Google
DNS, Cloudflare DNS, Quad9, and DNS4EU. We use the
kdig tool to measure DNS performance. Specifically, we
vary (1) query type (A and AAAA), (2) protocol?> (Do53,
DoTCP, DoT3, and DoH23), and (3) cache state (cached
vs. uncached). For cached queries, we query google.com.
For uncached queries, we generate a unique new DNS entry
before each query. The generated domain has the format
{uuiDv4}.{SLD}. The corresponding RR is either A or

2Please note that further encrypted DNS protocols exist (e. g., DoQ or
DoH3), but were not studied due to missing resolver or kdig support.
3kdig uses HTTP/2, as it uses 1ibnghttp2.



AAAA and points to localhost (i.e., 127.0.0.1 or ::1).
After the DNS query, the entry is deleted again.

The experiment yields a three-tuple of measurement inputs:
(RR, protocol, resolver). Therefore, each measurement collects
16 data points. The experiment is repeated every 30 min.
Assuming no measurement fails, we gather 768 data points
per day. The DNS measurement run is followed by an mtr
measurement to the respective resolver.

C. Querying the 34.145.127.1 Resolver

We wanted to determine which addresses the SpaceX-
operated resolver 34.145.127.1 returns meaningful re-
sponses for. Meaningful means a response that can actually
be used for further communication (e.g., an IPv4 address
for A queries). For most addresses, the resolver returns an
empty response without an error, but with a warning that
the resolver does not support recursion. We assume that the
resolver maintains a predefined list of domains it resolves,
whereas all other domains do not. To determine a list of SLDs,
we query the resolver for common DNS RRs for each entry.
The entries originate from the Tranco 100k List (ID 2N6G9;
January 2026). Querying happens in the following order: A,
AAAA, TXT, and CNAME. If an entry returns a valid entry, no
further RRs of the address are queried. For ethical crawling,
we set a timeout of 200 ms between each query of a RR and
1s between each domain address.

V. IMPACT OF DNS RESOLVERS

First, we aim to understand the DNS ecosystem in Starlink.
Repeating, Starlink likely uses the default resolver choice
based on the decision graph illustrated in Figure 2. There-
fore, we study the ecosystem without an active subscription
(Section V-A) and following DNS performance for different
resolvers (Section V-B).

A. DNS Resolver Choice without a Starlink Subscription

Most users likely already have a working subscription when
they install their Starlink antenna, so the behavior without
an active subscription will not apply. However, connectivity
remains active even when a subscription is not present. The
assumed purpose is to enable users to acquire a Starlink
subscription when they already have a Starlink antenna and
no other means of Internet connectivity. When we first set up
a Starlink Mini antenna, we received an hour of free service
even though a subscription wasn’t enabled (as noted in the
Starlink mobile app). We were able to regularly access the
Internet during this time. After the hour passed, we were only
able to access starlink.com and spacex.com.

As documented [10], the DNS resolver 34.145.127.1
is set for users who have not been verified by the Starlink
network (i. e., have no active subscription). A lookup using IP-
info shows that the DNS resolver 34.145.127.1 is hosted
within Google’s network in the US. When testing the resolver
with different domains, it becomes apparent that it does not re-
spond to all domains, including major ones like google . com
or cloudflare.com. We followed up to determine which

domains resolve on that resolver. We tried resolving the Tranco
Top 100k SLD Domains [21]. For a description of the exact
querying strategy, see Section IV-C. Out of all 100k domains,
only starlink.com and spacex.com resolved to an IP
address. Also, neither website attempted to load 3rd-party
assets that do not require any additional resolvable domains.
A minor mtr measurement from the university campus via
Starlink revealed an average ping RTT of ~ 161 ms. While
this is a high latency, it is also not surprising, as the resolver
is not intended for active low-latency connectivity.

In summary, Starlink’s subscription centers on setting the
DNS resolver to one that resolves only for specific domains,
enabling users to re-enter a subscription without using the
full Internet. Manually setting a different DNS resolver does
not yield further results. Likely, Starlink uses label switching
to prevent packets from being forwarded when a specific IP
address is detected.

After subscribing to Starlink, connectivity is fully available.
According to Figure 2, the DNS resolver is set to a SpaceX-
operated resolver if the user does not specify other preferences.
More specifically, the user either chooses a public DNS service
or will default to a SpaceX-operated resolver. During our
RIPE Atlas measurements (outlined in Section IV-A), we
encountered a couple of IPv6-capable SpaceX-operated DNS
resolvers. We were not able to connect to those addresses. It
is very likely that those resolvers are co-located with PoPs to
reduce the length of the data path, while being inaccessible by
non-Starlink users to preserve resources. Because the data path
is significantly shorter, we expect SpaceX-operated services to
be faster than public DNS resolvers. Still, resolving resources,
caching, and recursive resolution may yield differences, but we
do not see signs that public services are advantageous.

In conclusion, comparing DNS latencies across resolvers
is largely about measuring the PoP to resolver latency, as
packets follow the same data path before reaching the resolver,
regardless of the resolver’s properties. However, if the user
antenna to PoP latency dominates the RTT, the choice of
resolver may play a negligible role (as long as they provide
the same features).

Users may decide to specify a custom DNS service using
the Starlink mobile app. Common options are Cloudflare DNS,
Google DNS, and Quad9. In January 2023, DNS4EU also
started offering public services. Using RIPE Atlas and the
university’s Starlink connection, we measure the performance
of those four public DNS services.

In Section V-B, we look at the results of measurements
taken on RIPE Atlas. Those measurements target Quad9,
DNS4EU, and the probe’s locally configured resolver. We also
compare the results with our own measurements. Following
Section VII, we examine in detail the comparison of individual
protocols, caching behavior, and IP version (i. e., A vs AAAA
queries).

B. Studying the Resolvers from Global Vantage Points

We use RIPE Atlas to run measurements using resolvers
from DNS4EU, Quad9, and the local resolver. The advantage
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Fig. 4: Median DNS latencies to root servers in the first
and last month of 2025 using RIPE Atlas built-in DNS
measurements. Latencies are sorted from top to bottom.
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Fig. 5: Median DNS latency by resolver and country using
data from RIPE Atlas custom measurements.

over the measurements in Section VI is that we catch the
performance of recursive resolution. However, we cannot ob-
serve caching effects, as measurements in RIPE Atlas cannot
point to google.com (as explained in Section IV-A). Other
domains do not offer sufficient certainty that they will be
cached. Further, RIPE Atlas only offers limited DNS protocol
possibilities. Therefore, we analyze D053 in this section and
elaborate on protocols in Section VII. Figure 5 illustrates the

TABLE I: CGNAT hop latency portion of total latency using
data from traceroute measurements in custom RIPE Atlas
experiments.

Country Ratio
Kiribati 76.75 %
France 73.86 %
Canada 79.94 %
Austria 111.99 %
Philippines 13.05%
United States 71.47 %
Germany 102.02 %

observed DNS latencies, including Quad9, DNS4EU, Cloud-
flare, Google, and SpaceX resolvers. Most data is available
for Quad9 and DNS4EU, as these resolvers were explicitly
defined in the measurements. Other resolvers are the result
of local resolver configurations on RIPE Atlas probes. The
observed local resolver address was mapped to an organization
using IPinfo, yielding data for Cloudflare, Google, and SpaceX
resolvers. Some addresses were also bogon addresses that
we were not able to map to a specific resolver. Further, we
observed non-bogon addresses, but IPinfo could not find the
corresponding AS (categorized as Unknown AS).

Comparing Quad9 and DNS4EU, Quad9 has significantly
lower latency globally. However, focusing on European coun-
tries, DNS4EU shows lower latency and less variation. That
aligns with DNS4EU’s aim of serving European countries,
whereas Quad9 does not focus on a specific geographic
region. Google offers similar latency compared to DNS4EU.
More specifically, we observe that SpaceX resolvers have the
lowest latencies. As expected, this may be due to a shorter
data path resulting from assumed colocation with PoPs. We
can conclude that SpaceX-operated resolvers exhibit lower
latency than public DNS services, but data on caching effects
and protocol support is missing. It is not clear whether
SpaceX-operated resolvers support common DoE protocols
and whether they support supplemental features such as DDR.
Those resolvers are not publicly accessible, which requires
a study to implement a detection method conducted from
existing Starlink terminals.

VI. IMPACT OF CGNAT AND SATELLITE HOPS

We used built-in RIPE Atlas measurements to determine
baseline DNS latencies (i. e., measurement IDs 100XX). The
measurements use probes that are or were connected to RIPE
Atlas. Additionally, we only considered countries with at least
two probes to ensure data confidence. It becomes apparent that
there is a major difference between countries, as also claimed
by related work [8], [9], [11]. Latency differences in DNS
measurements are typically attributed to caching behavior [22]
(and the corresponding TTL), but also other infrastructure-
dependent factors (e. g., distance and congestion). We observe
similar behavior, but the results vary based on the target
server. Figure 4 shows our results on DNS latency to all root
servers across various countries in the first and last month
of 2025. Most DNS queries resolve in less than 50 ms. We



also observe a right-skewed distribution (i. e., many countries
have low median DNS Ilatencies, while some show clearly
higher ones). Additionally, some countries exhibit significantly
higher variation than others (e.g., Kiribati and Jordan). In
general, European countries show the lowest latencies. Either
the European Starlink infrastructure is well expanded, or the
placement of the root servers is better. However, we can derive
that Starlink clearly focuses on specific regions (if intended or
not). Further, we observe that some root servers exhibit better
results than others. For instance, F' (366 sites [23] worldwide)
achieves less than 30 ms in most countries. Other root servers,
such as M (29 sites worldwide), struggle to maintain latencies
below 50 ms.

Looking at the time series, we see more stable latencies in
January 2025 than in December 2025. We observe this for all
countries where data was available in both timeframes (e. g.,
see Colombia). It seems highly correlated with the deployment
sites of root servers. Root servers with many sites are likely to
be close to a PoP, and latency will be low. Another explanation
could be congestion in the Starlink network, which could lead
to variance, but we have no reliable data to support that.

Furthermore, we study the causes of major latency variation
to identify its sources. Generally, we assume latency variation
is due to inefficient PoP identification per probe (i.e., a
suboptimal PoP is chosen for data transmission) or to distant
root servers. The latter is unlikely, as the chosen root servers
are highly available worldwide (see root server map [23]),
while suboptimal PoP choice has been observed in earlier work
[7], [6]. Please note that it is very unlikely that DNS caching is
a source of latency variation as the measurements run against
root servers. To find the source of variation in Starlink’s
DNS latency, we analyzed RIPE Atlas built-in traceroute
measurements (i. e., measurements with ID 50xx). We looked
at the traceroute results for individual probes. We observe that
in most traceroutes, [Pv4 100.64.0.1 appears and causes
a major latency spike. Starlink documents [10] this address
as the private IP address (from prefix 100.64.0.0/10)
assigned to users for CGNAT. This hop induces the highest
latency increase in most of our traceroute measurements. Our
traceroute latencies to excerpts of countries are shown in
Table 1. They compare the hop’s latency to 100.64.0.0/10
with that of the total latency. As traceroute is not a precise
latency measurement, we also observe percentages above
100 %. Among the studied countries, the ratio amounted to
approximately 68.83 %. Please note that Table I does not show
all studied countries. That implies that most of the variation
in Starlink DNS measurements stems from the hops toward
CGNAT. To further confirm this observation, we visualized the
hopto 100.64.0.1 in Figure 7 and compared it against the
total latency. We find that in Germany, the "CGNAT-hop” ac-
counts for nearly all of the latency, whereas in the Philippines,
Jordan, and Colombia, the later hops also significantly con-
tribute to the total latency. We assume that the observed latency
is not caused by CGNAT, but by the satellite constellation.
Packets pass first through the satellite constellation, and when
they reach a PoP, CGNAT is applied. However, our traceroute
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Fig. 6: Illustration of the DNS latency influences as observed
by traceroute measurements.
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Fig. 7: Comparison of total traceroute latency and latency to
hop 100.64.0.1 from RIPE Atlas built-in traceroute mea-
surements in various countries. Capped at the 90th percentile.

measurements do not capture the satellite constellation, which
operates below the IP layer. Therefore, we assume that the
larger latency hop is due to routing through multiple satellites
and other unknown intermediate nodes.

In summary, reducing DNS latency is not attributable to the
resolver infrastructure, provided a global anycast infrastructure
is in place and latency is generally low. For the most part, it
depends on Starlink’s infrastructure. Studying DNS latencies
should focus on antenna to PoP latency, when measurements
show public resolvers have similar low latency.

Takeaway 1. Latency to root servers is largely determined
by the antenna to PoP latency (= 68.83 % of total latency
with differences by country). We can conclude that the user
antenna to PoP DNS latency will dominate the total latency.
Figure 6 illustrates this finding. Server-side improvement
are unlikely to improve performance.

VII. IMPACT OF CACHING AND QUERY TYPES

We consider multiple dimensions of DNS performance in
our local measurements. Broad median latencies are illustrated
in Figure 8. We study performance characteristics related
to caching, protocol choice, and RRs. We hypothesize that,
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Fig. 8: CDFs of DNS resolution times using various protocols, resource records, and caching behavior.

in the context of Starlink, caching does not play a larger
role than in traditional terrestrial networks. Furthermore, we
hypothesize that querying different RRs does not lead to
systematic differences. Protocol-wise, we may see substantial
differences because multiple round trips may be involved (i. e.,
all protocols except Do53). This is a key factor because, as
shown in Section VI, traversal through the satellite constel-
lation dominates latency, especially for geographically close
receivers.

First, we study the influence of caching across the four
resolvers. Since Do53 is the most established DNS protocol
[24], [25], [26], we begin by analyzing caching effects for
Do53. The results are shown in Figures 8a and 8b and
Figures 8c and 8d. As expected, cached domains resolve faster
than uncached ones. The minimum latency for cached domains
is 16 ms, while the minimum latency for an uncached domain
is 19.8 ms. Similarly, the median cached latency is ~ 21 ms,
while for uncached domains it is =~ 30 ms. Interestingly, Quad9
shows a very heavy-tailed distribution, unlike the other re-
solvers. Cloudflare, Google, and DNS4EU show very similar
latencies. Overall, these caching effects are consistent with

related work in terrestrial networks [22]. Next, we take a closer
look at query types. Our results are illustrated in Figures 8a
and 8c for the cached domain and in Figures 8b and 8d
for uncached domains. Neither for A nor AAAA records do
we observe substantial differences. Both RRs resolve with
similar latency. Quad9 is the only resolver to show a heavy-
tailed distribution, and it does so consistently across all four
combinations.

Takeaway 2. We conclude that A and AAAA queries
exhibit similar latency across the studied resolvers. Further-
more, caching has a significant effect on latency, but not to
a different extent than in the terrestrial Internet.

VIII. IMPACT OF DNS OVER ENCRYPTION

Next, we study the effect of different DNS protocols on
latency. In general, a user may use unencrypted DNS (Do53),
or encrypted DNS (i. e., DoH2 and DoT3). Encrypted DNS
is expected to have higher latency compared to Do53, as
already observed in Figure 8. In Starlink, multiple RTTs
may cause significant problems due to unpredictable latency



overhead. Additionally, high packet loss [8], [11], [27] further
complicates the communication. As we found before, A and
AAAA queries do not show different behavior. Therefore,
for simplicity, we focus on A queries. First, we study the
effects of querying a cached domain. We observe that Do53
has the lowest latencies among all measured dimensions. As
illustrated in Figure 8, cached DoTCP is approximately two
times the latency of Do53, which aligns with the extra round
trip introduced by TCP (i.e., round trip from TCP three-
way handshake). Encrypted DNS is approximately four to five
times slower compared to Do53, with no significant difference
in DoH2 and DoT3. Both DoH2 and DoT3 require three
round-trips when TLS 1.3 is used, which was the case for our
local measurement. Therefore, we observe significant overhead
from encryption. It is also worth noting that Quad9 and Google
experienced higher latency at DoE (i.e., DoH2 and DoT3)
than Cloudflare and DNS4EU. This cannot be attributed to
a suboptimal vantage point, as the latency of unencrypted
DNS is similar to that of other resolvers. Also, the encryption
algorithms do not cause such an additional latency [28], [29].
Therefore, it seems there are 1-2 RTTs (i. e., ~ 20-40 ms) of
latency used for further tasks related to encryption or Starlink
connections throttle after multiple round trips. We assume the
first to be more likely.

Takeaway 3. DoE (i. e., DoT3 and DoH2) in Starlink has
a latency four to five times that of Do53. The measured
variants of the DoE protocols require three round-trip, com-
pared to one round-trip for Do53. Therefore, we observe a
latency overhead of 1-2 round trips (i. e., 20—40 ms) related
to encryption.

IX. CONCLUSION

Our work visited various aspects of DNS performance in
Starlink networks. To answer RQ1 (i.e., default resolver
choice in Starlink), we found a resolver setting illustrated in
Figure 2 that defaults to the resolver 34.145.127.1 that
only resolves starlink.com and spacex.com. Upon subscription,
users default to SpaceX-operated resolvers, which appear to
offer the lowest latency among the studied resolvers. The
major influences on latency (RQ2) are primarily the length
of the data path. Presumably, a resolver within a Starlink
PoP offers the shortest possible data path. We also found that
latencies in DNS are mostly determined by the user antenna
to PoP latency (average ~ 68.83 % of total latency). We do
not assume server-side improvements to improve the overall
DNS latency. The only way to improve DNS latency is to
move the resolver closer to the user, which can be achieved by
either improving Starlink’s infrastructure or deploying satellite
resolvers. However, the latter may prove difficult as many
authoritative resolvers will remain in the terrestrial network.
In such a case, recursive resolution still needs to traverse the
satellite constellation, resulting in the sharp rise in the DNS
latency observed in this work. If such a step is taken, we may
observe that large providers can further improve latency, while
smaller ones cannot.

Further, we wanted to study differences in public resolvers,
as in RQ 3. We found that the studied resolvers (e. g., Quad9
and DNS4EU) did not show significant differences. If differ-
ences were observed, they aligned with the resolvers’ goals
(e. g., global service or focus on the European region). Further,
the study examines the effects of different DNS protocols
(RQ4). Most protocols align with the number of round trips,
except for DoE, which incurs roughly 1-2 additional round
trips. This seems to be related to encryption. Further, we found
that the used query types (A and AAAA) do not affect latency.
Caching, however, does make a difference, but only to an
expected extent.

Overall, we provided a comprehensive overview of existing
DNS infrastructure from the perspective of Starlink users.
Further studies should examine the actual effects of SpaceX-
operated resolvers to better understand their architectural prop-
erties.
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