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Abstract—Network functions increasingly rely on machine
learning models. Recent work–such as the Agua framework
presented at SIGCOMM 2025–has shown that explanations
grounded in networking concepts can improve the interpretability
of these models. However, this requires a predefined set of con-
cepts that is assumed to completely capture the model’s internal
reasoning, without offering any way to verify this assumption.
As a result, explanations may appear plausible while omitting
substantial parts of the learned representation. In this paper,
we introduce a representation-level framework for quantifying
concept completeness. Instead of evaluating completeness solely
via prediction reconstruction, we measure how much variance in
a model’s internal representations is captured by the subspace
spanned by predefined networking concepts. This yields a global,
post-hoc, model-agnostic completeness metric. To address the
high dimensionality and noise typical of large language model-
based explanations, we further propose a significant-component
completeness measure. Additionally, we derive an importance
metric to fairly attribute each concept’s contribution to overall
completeness. We apply our approach to assess the completeness
of the concept sets used to explain three AI-driven networking
scenarios in the Agua paper. We find that the concept set is only
moderately complete for two and substantially complete for one
of these scenarios.

Index Terms—AI-driven Networking, Explainable AI, Concept
Explanations

I. INTRODUCTION

Artificial Intelligence (AI)-driven network functions are a
new and rapidly growing area in networking research and
practice. By leveraging machine learning models, these func-
tions can adapt to changing network conditions, optimize
performance, enhance user experience and provide security-
centric services. However, understanding how these models
make decisions remains a challenge, particularly in terms
of interpretability and explainability. The latter is crucial
for building trust in AI-driven systems and improving their
reliability.

In other domains, such as computer vision or natu-
ral language processing, interpretability methods have been
developed to explain model decisions based on human-
understandable concepts. Common techniques include feature
importance methods and saliency maps. However, while be-
ing useful especially for image data, these methods do not
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directly translate to networking applications, where the data
and features are often more abstract and less intuitive due to
their numerical forms [1]. A promising approach to address
this challenge is the use of concept-based interpretability
methods [2], [3], [4], which aim to explain model decisions
based on high-level concepts that are meaningful to humans.
As an example in a networking context, one could take
multiple traffic data series that exhibit frequent packet loss and
use them as inputs to a model. Together, these inputs represent
the higher-level concept ”frequent packet loss”. By observing
the model’s output for these inputs, it becomes possible to
infer how the model internally responds when this condition
is present, and which behaviors are influenced by sustained
packet loss.

While the use of concept-based explanations in frameworks
such as Agua [5] have shown promise in improving inter-
pretability for AI-driven network functions, the authors note
a key limitation: it remains unclear how comprehensively
these concepts capture the model’s behavior. Therefore the
possibility remains that important aspects of the model’s
decision-making process are not captured by the predefined
concepts, leading to incomplete or misleading explanations.
Yeh et al. [6] introduced the notion of concept completeness,
which assesses how well a set of predefined concepts can
reconstruct the predictions of a model. However, this approach
focuses solely on prediction-level reconstruction accuracy and
does not quantify how much of the internal representation
space is covered by the concepts. As a result, a concept set
may be deemed complete even if it explains only a small or
highly specific subspace of the learned features, while large
portions of the latent representation remain unaccounted for.
Furthermore, with the rise of Large Language Models (LLMs)
and their application in networking tasks, there is a need to
extend concept completeness methods to handle large and
complex feature spaces in LLM-generated embeddings.

We address these gaps by proposing a novel method to quan-
tify the concept completeness of AI-driven network functions
at the representation level. Our approach measures how well a
set of predefined concepts captures the variance in the model’s
internal representations, providing a more comprehensive as-
sessment of concept completeness beyond prediction accuracy.
Additionally, we extend our method to efficiently handle high-
dimensional feature spaces common in LLM-based networking
applications. Our contributions are summarized as follows:ISBN 978-3-903176-82-9 © 2026 IFIP



• We propose an efficient method to quantify the concept
completeness of AI-driven network functions, enabling a
better understanding of how well predefined concepts are
represented in the model’s internal features.

• We extend the concept completeness method to handle
large feature spaces typical in AI-driven networking ap-
plications and LLM-generated embeddings.

• We derive an importance measure for individual concepts
based on their contribution to the global concept com-
pleteness.

• We evaluate our methods on three different AI-driven
network scenarios, demonstrating their effectiveness in
quantifying concept completeness and importance.

In our experiments we first demonstrate the validity of our
method in a synthetic setup with known ground truth concept
completeness. We then apply our method to three real-world
AI-driven networking scenarios [5]: adaptive bitrate streaming,
congestion control, and Distributed Denial-of-Service (DDoS)
detection. We address the open question regarding the quality
of base concepts raised in [5]. Substantial completeness is
achieved for the congestion control concept set, whereas the
concept sets for the remaining scenarios attain only moderate
completeness.

The paper is structured as follows: In Section II, we review
related work on concept-based explainability and concept
completeness, as well as highlighting the gap in existing
methods. In Section III, we present our proposed method
for quantifying concept completeness and importance. In Sec-
tion IV, we evaluate our method in a synthetic setup with
known ground truth concept completeness. In Section V, we
apply our method to three real-world AI-driven networking
scenarios. Finally, in Section VI, we conclude the paper and
discuss future research directions.

II. RELATED WORK

A. Concept-Based Explainability
Concept-based explainability aims to bridge the gap

between low-level model representations and human-
understandable abstractions. The idea evolves around using
multiple data series sharing a similar concept (e.g. average
high packet rate or frequent packet loss), projecting these
into the latent space of the model and afterwards using the
similarity to these vectors as metric how much the given
concept impacted the model decision. An example for early
work using this idea is Testing with Concept Activation
Vectors (TCAV) [2]. Subsequent approaches extended this
idea by learning linear probes or interpretable classifiers on
top of internal representations to associate neurons or layers
with predefined concepts [7], [8]. Complementary to post-hoc
methods, concept bottleneck models explicitly incorporate
concepts as intermediate variables during training, thereby
enforcing interpretability by design [3].

Recently in the context of AI-driven networking, concept-
based explanations have been proposed to improve trust and
debuggability of learning-enabled controllers. Prior work in-
troduces domain-specific concepts for tasks such as adaptive

bitrate streaming, congestion control, and DDoS detection,
and demonstrates how these concepts can be used to generate
human-interpretable explanations of model behavior [5].

While providing valuable insights into model decisions, all
mentioned approaches implicitly assume that the predefined
concepts are representative of the model’s internal reasoning
processes. This assumption is also acknowledged as a limita-
tion in prior work on AI-driven networking, where suboptimal
base concepts are reported to degrade explanation fidelity [5].
They largely focus on local or prediction-level explanations,
providing limited insight into how comprehensively a set of
predefined concepts captures the overall structure of a model’s
learned representations.

B. Concept Completeness

Yeh et al. [6] introduced the notion of concept completeness,
providing an important theoretical step toward assessing the
sufficiency of concept sets. In their framework, a set of
concepts is considered complete if a classifier operating on
those concepts can reconstruct the predictions of the original
model with comparable performance. This formulation offers a
principled way to compare different concept sets and to reason
about whether a given explanation vocabulary is adequate for
a specific task.

Despite its significance, concept completeness as defined
by Yeh et al. is inherently prediction-centric. Completeness
is evaluated solely based on the ability to reproduce model
outputs, without explicitly considering how concepts align
with the internal representation space of the model. As a
consequence, a concept set may be deemed complete even
if it explains only a small or highly specific subspace of the
learned features, while large portions of the latent representa-
tion remain unaccounted for. Moreover, the framework does
not quantify how much variance or structure in the internal
representations is captured by concepts, nor does it provide a
global scalar measure of representation-level alignment.

C. Gap Addressed by This Work

This work addresses the previously mentioned limitation
by introducing a representation-level notion of concept com-
pleteness. Instead of scoring concepts by output reconstruction
accuracy, our concept completeness measures how much vari-
ance in the model’s internal representations is captured by the
subspace spanned by concept activation vectors. This yields a
single global scalar that describes latent-space alignment and
can be reported under a standardized procedure across different
models or settings without requiring prediction reconstruction.

In addition, we extend concept completeness analysis to
high-dimensional embeddings by focusing on significant com-
ponents of the representation (via Singular Value Decom-
position (SVD)/Principal Component Analysis (PCA)-style
variance thresholds), enabling more interpretable and robust
reporting when representations are large, sparse, or noisy—
common for LLMs. The latter has a direct impact on the usage
for AI-driven networking scenarios, since recent research has
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Fig. 1. Visualization of the main steps for our completeness method.

shown that LLMs deliver promising results for concept-based
explanations in this domain [5].

Finally, this work introduces a method for attributing con-
cept importance using Shapley values computed over the
proposed concept completeness metrics. This allows for fair
ranking and prioritization of individual concepts based on their
marginal contributions to overall representation alignment, en-
abling more informed concept selection and pruning strategies.

III. ON THE CALCULATION OF CONCEPT COMPLETENESS

In this section, we present our framework designed to
evaluate the completeness of concepts within neural network
models applied to networking tasks. For our framework, we
define the following four requirements for computing the
global concept completeness and the significant component
completeness:

1) A trained neural network model for a specific network-
ing task.

2) A dataset representative of the task domain, used to
probe the model’s internal representations. Since the
internal representations must match what the model sees
in operation, using the test dataset is recommended.

3) A method for extracting internal representations from
the neural network model.

4) A set of predefined concepts relevant to the networking
task, along with corresponding concept activation vec-
tors.

All algorithms are implemented as post-hoc analysis, allow-
ing them to be applied to any trained model without requiring
modifications to the training process.

A. General Concept Completeness

To assess the general concept completeness of a neural
network model, we propose a metric that quantifies the extent
to which the model’s internal representations align with a
predefined set of concepts relevant to networking tasks. The
main idea behind our method is illustrated in Figure 1.

We define the dataset representative of the task domain as
X = {x1, x2, . . . , xN} ⊆ X dx , where X is the data type (e.g.,
R for real numbers) and dx is the dimensionality of the input
data. The trained model consists of a function Φ : X dx → X dz

mapping input data into an intermediate layer and a function
h : X dz → X dy mapping the intermediate representation to
a final output (e.g. classification, regression). The full model
is then given by h ◦ Φ. Finally, the set of predefined concept
activation vectors is denoted as C = {c1, c2, . . . , cK} ⊆ X dz .

For every input sample xi ∈ X i ∈ {1, 2, . . . , N}, we
compute the internal representation zi = Φ(xi), giving us a
set of internal representations Z = {z1, z2, . . . , zN} for the
entire dataset X .

On this set of representations, we calculate the variance for
each dimension across all samples. The total variance is then
given by the sum of the variances across all dimensions:

Varglobal =
1

N

N∑
i=1

∥zi − µz∥22. (1)

Here, µz = 1
N

∑N
i=1 zi denotes the mean of the in-

ternal representations. To evaluate the completeness of all
predefined concepts C within the model’s internal represen-
tations, we project each representation zi onto the subspace
spanned span(C) ⊆ X dz by the concept activation vectors
{c1, c2, . . . , cK}. The projection is computed using QR de-
composition to obtain an orthonormal basis Q ∈ X dz×K for
span(C) with C = QR [9]. The projected representation
ẑi is then given by ẑi = ziQQT . Afterwards, we calculate
the variance explained by the concepts as the variance of the
representations projected onto the concept subspace span(C):

Varcovered,C =
1

N

N∑
i=1

∥ẑi − µẑ∥22. (2)

Finally the global concept completeness κC for a set of
concepts C is defined as the ratio of the variance explained
by the concepts to the total variance in the internal representa-
tions. When using all concepts, we denote the global concept
completeness as κ∗.

κ∗ =
Varcovered,C

Varglobal
∈ [0, 1]. (3)

A higher ratio indicates that a larger portion of the model’s
internal representations can be explained by the predefined
concepts, suggesting better concept completeness. A value
close to 1 implies that the concepts effectively capture the
essential features learned by the model for the networking
task.

The computational complexity of the algorithm can be
attributed to three main parts: (1) the computation of the
variance of the internal representations given by O(Ndz),
(2) the QR decomposition of the concept matrix C with
complexity O(dzK

2), and (3) the projection of the internal
representations onto the concept subspace with complexity
O(NdzK). Thus, the overall computational complexity of the



algorithm is given as O(Ndz + dzK
2 +NdzK) or simplified

as O(NdzK + dzK
2).

While the algorithm is sufficient for evaluating small dimen-
sional representation spaces (dz ≤ 256), higher-dimensional
spaces tend to be sparse with individual dimensions encod-
ing increasingly fine-grained features, making it difficult to
achieve high concept completeness. To address this issue, we
propose an extension to the algorithm for these scenarios
in Section III-B.

B. Concept Explanation of Significant Components

To enhance the interpretability of neural network models
in networking tasks, we extend our algorithm to provide
concept explanations for significant components within the
model’s internal representations. This extension focuses on
identifying and explaining the most influential dimensions that
contribute to the model’s decision-making process. We define
significant components as the top k dimensions of the internal
representation space that exhibit the highest variance across
the dataset.

We select the top k dimensions based on the singular values
of the internal representations Z. This enables us to steadily
decrease the number of dimensions, giving us a trade-off
between variance per dimension and the number of dimensions
to explain. Formally, we perform SVD on the representations:

Z = UΣV T . (4)

Here, U ∈ KN×dz contains the left singular vectors,
Σ ∈ Kdz×dz is a diagonal matrix with singular values,
and V ∈ Kdz×dz contains the right singular vectors. The
singular values in Σ indicate the variance captured by each
corresponding dimension in the internal representation space.
For the top k dimensions we choose the first k columns of V ,
until a predefined variance threshold τ is met, such that the
cumulative variance explained by these dimensions exceeds τ
percent of the total variance.

Afterwards, we project the internal representations zi onto
the subspace spanned by the top k singular vectors, resulting in
the projected representations zi,k. Furthermore, we also project
the concept activation vectors ci onto the same subspace, yield-
ing ci,k. This allows us to analyze how well the concepts cover
the significant components of the internal representations.

We define the concept completeness for this reduced set
of significant components in an analogous manner to the
global concept completeness presented in the previous section.
We again compute the total variance for the reduced internal
representations and the variance when projecting the reduced
representations onto the subspace spanned by the reduced
concept activation vectors. Since the intensity of our dimen-
sionality reduction process is now controlled by the variance
threshold τ , we denote the concept completeness for a given
variance threshold as κC(τ), with the corresponding variances
defined as Varglobal(τ) and Varcovered,C(τ). This allows us to
express the concept completeness for a significant component
threshold τ as:

κ∗(τ) = κC(τ) =
Varcovered,C(τ)

Varglobal(τ)
. (5)

For τ = 100 %, this metric converges to the global concept
completeness defined in the previous section. By analyzing the
concept completeness across different variance thresholds, we
can gain insights into how well the set of predefined concepts
explains the most significant features learned by the model
for the networking task. The value of significant component
completeness τ∗ can then be defined as the highest variance
threshold where a desired concept completeness 1 − ε is
achieved. ε (ε > 0 and ε ∈ R) is used as small tolerance value
to account for numerical inaccuracies. Formally, we define τ∗

for a concept set C as:

τ∗C = argmax
τ

{τ | κC(τ) ≥ 1− ε}. (6)

If no concept space C is given, we denote τ∗ = τ∗C when
using all concepts C. A higher value of τ∗C indicates that the
predefined concepts effectively capture the essential features
learned by the model. This extension of our algorithm provides
a more nuanced understanding of concept completeness, par-
ticularly in scenarios where the internal representation space
is high-dimensional and noisy.

Based on [10], we define the following taxonomy to classify
the concept completeness of significant components:

• Comprehensive Completeness: τ∗ ≥ 90 %
• Substantial Completeness: 70 % ≤ τ∗ < 90 %
• Moderate Completeness: 50 % ≤ τ∗ < 70 % -
• Limited Completeness: τ∗ < 50 %
• No Completeness: τ∗ does not exist - The concepts

do not explain any significant components, suggesting
a complete misalignment between the concepts and the
model’s learned features, with the concept space being
effectively orthogonal to the internal representations.

The extended algorithm requires computing a SVD with
complexity O(Nd2z), in addition to the complexities of vari-
ance computation and projection from the previous section.
Thus, the overall computational complexity of the extended
algorithm is given as O(Nd2z +NdzK+dzK

2). Since κC(τ)
is monotonically decreasing (cf. Section VI), we use binary
search for calculating τ∗C .

C. Estimating Concept Importance

The importance of individual concepts can be estimated
using their contribution to the explained variance in the
internal representations. For this we define κS as the concept
completeness when using a subset of concepts S ⊆ C. To
estimate the importance of each concept ci ∈ C, we evaluate
the marginal contribution of ci to the concept completeness
when added to different subsets of concepts.

We use the Shapley value from cooperative game the-
ory [11] to fairly attribute the contribution of each concept to
the overall concept completeness. As value function, we use
the concept completeness κ defined in the previous sections



for a given set of concepts S ⊆ C. The Shapley value ϕi for
a concept ci ∈ C is computed as:

ϕi =
1

K

∑
S⊆C\{ci}

(
K − 1

|S|

)−1 [
κS∪{ci} − κS

]
. (7)

where K = |C| is the total number of concepts. We
therefore obtain ϕi as the average marginal contribution of
concept ci across all possible subsets of concepts. A higher
Shapley value indicates that the concept is more important in
explaining the model’s internal representations. Additionally,
the Shapley values for the significant component completeness
τ∗ can be computed in an analogous manner by reducing the
dimensionality until τ∗ is met and afterwards performing the
importance estimation in a similar manner.

The computational complexity of calculating the Shapley
values grows exponentially is given as O(2K), due to the need
to evaluate all possible subsets of concepts. Usually, concepts
are kept small (K < 15) to allow for a feasible computation.
For larger sets of concepts, approximation methods such as
Monte Carlo sampling [12] can be employed to estimate the
Shapley values with reduced computational overhead.

IV. METHOD EVALUATION

A. Validation of Concept Completeness Method

To validate the effectiveness of our proposed concept com-
pleteness method, we conduct a series of experiments in a
controlled synthetic environment. In this setup, we generate
latent feature representations with known concept structures,
allowing us to compare the calculated concept completeness
scores against ground truth values.

To simulate the latent space produced by a model, we
first define a set of known CK and unknown CU orthogonal
concept vectors. The n-th concept vector is generated as
cn = (0, ..., 0, 1, 0, ..., 0)T , where the 1 is located at the n-
th position. This ensures orthogonality between the concept
vectors. Since models often do not fully utilize all dimensions
we set the latent space dimensionality dz to be larger than
the number of concepts, i.e., dz > |CK | + |CU |, so that the
remaining dimensions act as unused or noise-like components.

An embedding vector z is then constructed to mimic a
model’s representation by taking a linear combination of all
concept vectors with random weights wn for each concept,
plus Gaussian noise N (0, σ2Idz ):

z =
∑

cn∈CK∪CU

wn · cn +N (0, σ2Idz
). (8)

The concept completeness is then calculated using our
proposed method with the known concepts CK on a set of
generated embedding vectors. We vary two main parameters
in our experiments: the noise level σ and the amount of known
concepts |CK | relative unkown concepts |CU |:

• 0 %: All concepts unknown CK = { }
• 50 % Equal known and unknown concepts |CK | = |CU |
• 100 %: All concepts known CU = { }
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Fig. 2. Comparison between the calculated concept completeness scores and
the ground truth concept completeness in a synthetic evaluation setup with
varying noise levels and constant latent space dimension.

This allows us to observe how the concept completeness
scores change under different conditions.

Figure 2 shows the results of our experiments when vary-
ing the noise level σ and the known concepts ratio while
keeping the representation space dimensionality constant at
dz = 256. As expected, without any noise (σ = 0), the
concept completeness scores match the ground truth concept
completeness across all known concepts ratios. As the noise
level increases (σ = 0.1 and σ = 1), the concept completeness
scores decrease smoothly, indicating that our method effec-
tively captures the degradation in concept representation due
to noise.

Futhermore, one can observe that the concept completeness
scores strictly monotonically increase with the known con-
cepts ratio for all noise levels. This behavior aligns with our
expectations, as a higher proportion of known concepts should
lead to better completeness in the latent space.

B. Addressing Latent Space Dimensionality

Since most LLMs utilize very high-dimensional latent
feature spaces, we further evaluate the performance of our
concept completeness method when varying the latent space
dimensionality dz . In this experiment, we keep the noise level
constant at σ = 0.01 and vary the latent space dimensionality
from dz = 16 to dz = 4096, while reusing the latent space
creation from Section IV-A. The known concepts ratio is also
varied as in the previous experiment for three different levels
(33 %, 66 %, 100 %). The results are presented in Figure 3.

As shown in Figure 3, the global concept completeness
scores decrease when increasing the latent space dimension-
ality for all known concepts ratios. While still being usable
for moderate latent space dimensions (d ≤ 512), the con-
cept completeness scores drop significantly for very high-
dimensional latent spaces (d ≥ 1024). This behavior can be
attributed to the increased difficulty of accurately capturing
concept representations in higher-dimensional spaces, where
the signal-to-noise ratio gets lower.

As last experiment in this validation section, we compare
the deviation between the measured completeness score and
the ground truth completeness score for both the global con-
cept completeness and the significant concept completeness



introduced in Section III-B. We vary the noise level σ from 0
to 1 in a high-dimensional latent space with dz = 2048 and
a known concepts ratio of 50 %. The results are presented
in Figure 4.

The global concept completeness score shows no deviation
when there is no noise present (σ = 0). However, as the
noise level increases, the deviation between the measured
completeness score and the ground truth completeness score
also increases significantly. This indicates that the global
concept completeness method struggles to accurately capture
concept representations in high-dimensional latent spaces with
substantial noise. In contrast, the significant concept com-
pleteness method exhibits a small deviation with little noise
levels present, but lower deviations even for higher noise
levels. This demonstrates the effectiveness of the significant
concept completeness method in handling high-dimensional
latent spaces with noise, providing a more reliable measure of
concept completeness under these challenging conditions.

V. AI-DRIVEN NETWORK FUNCTION EVALUATION

In the following section we apply our method to estimate
the concept completeness of three different AI-driven network
functions [5].

A. AI-Driven Network Evaluation Scenarios

The three AI-driven concept-aware network scenarios are
taken from Patel et al. [5]. Patel et al. present these use cases to
demonstrate the applicability of concept-based explanations in
networking contexts. The three scenarios are briefly described
below.

1) Scenario: Adaptive Bitrate Streaming: The first scenario
involves an Adaptive Bitrate Streaming (ABR) system [13]
that dynamically adjusts video quality based on network
conditions. The system utilizes a deep reinforcement learning
model as controller to optimize user experience by selecting
appropriate video bitrates. There are 16 predefined concepts
related to network conditions (volatile network throughput,
recent network improvement, ...), content characteristics (low
content complexity, content requiring high quality, ...) and
client information (startup of video, stable buffer, ...).
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2) Scenario: Congestion Control: The second scenario
focuses on AI-driven Congestion Control (CC) as presented
by Jay et al. [14]. The AI-driven congestion control model
aims to optimize data transmission rates in response to varying
network conditions. The model is trained using reinforcement
learning techniques to adaptively manage congestion and im-
prove overall network performance. There are 8 predefined
concepts related to network conditions (increasing latency,
increasing packet loss) and traffic characteristics (high network
utilization, ...).

3) Scenario: Distributed Denial-of-Service Detection: The
last scenario considers an AI-driven DDoS detection sys-
tem [15]. The system employs a neural network-based model
to identify and mitigate DDoS attacks in real-time. The model
analyzes network traffic patterns and distinguishes between
legitimate and malicious activities. There are 10 predefined
concepts related to request characteristics (protocol anoma-
lies, high request rate, ...) and client behavior (geographical
distribution, typical application behavior, ...).

B. Concept Completeness Results

For every scenario, we include 5000 input samples. The
experiments were performed on an AMD EPYC 7742 CPU
(64 Cores@2.8 GHz) and one NVIDIA A100 80 GB Graphics
Processing Unit (GPU). The algorithms were implemented us-
ing Python 3.12 and CuPy 13.6.0 providing GPU-accelerated
computing.

Calculating the global concept completeness scores for the
three AI-driven network scenarios, as given in Section III-A,
results in the values presented in Table I. We calculate the
concept completeness scores across five different folds of input
data using the same concepts as defined by Patel et al. [5]
for each scenario. The scores are given as mean values with
standard deviation.

It is clearly visible that the concept completeness scores
are relatively low across all three scenarios, with none of



TABLE I
GLOBAL CONCEPT COMPLETENESS SCORES κ∗ FOR AI-DRIVEN NETWORK

SCENARIOS.

Scenario # Concepts Completeness Score

Adaptive Bitrate Streaming 16 13.33 %± 0.40 %
Congestion Control 8 8.65 %± 0.37 %
DDoS Detection 10 12.67 %± 1.03 %
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Fig. 5. Concept completeness scores for different variance thresholds in
the three AI-driven network scenarios (Adaptive Bitrate Streaming (ABR),
Congestion Control (CC), Distributed Denial-of-Service (DDoS)). Metrics are
given as average across five folds.

them exceeding a completeness score of 15 %. The latter
can be attributed to the high-dimensional latent spaces used
by the models in these scenarios (3096 dimensions for all
three scenarios). As shown in the validation experiments,
high-dimensional latent spaces make it difficult to achieve
high concept completeness scores due to the sparsity of the
representation space. Since our algorithm’s complexity scales
quadratically with the number of concepts K, the runtimes
remain low in practice because K is generally small (< 32).
Moreover, we measure 127.42 ms ± 8.99 ms for ABR,
87.94 ms ± 10.58 ms for CC, and 50.35 ms ± 17.89 ms
for DDoS detection.

To further analyze the concept completeness in these high-
dimensional latent spaces, we apply the significant concept
completeness method introduced in Section III-B. We calculate
the concept completeness scores for different variance thresh-
olds τ ranging from 50 % to 100 % in steps of 0.5 %. The
results are presented in Figure 5.

As shown in Figure 5, the concept completeness scores
increase significantly when lowering the variance threshold τ .
For the CC scenario, a significant concept completeness score
of 75.79 % is achieved, demonstrating substantial complete-
ness according to our taxonomy. The ABR and DDoS scenar-
ios achieve concept completeness scores of around 57.74 %
and 62.89 %, respectively, indicating moderate completeness.

When comparing the number of concepts to the concept
completeness scores as shown in Figure 6, it becomes evident

that a small number of concepts can already achieve substantial
completeness in high-dimensional latent spaces. For example,
in the CC scenario, only 8 concepts are required to reach a
significant concept completeness score of over 75 %. This
highlights the effectiveness of our significant concept com-
pleteness method in identifying the most relevant concepts that
contribute to the model’s internal representations. Furthermore,
it suggests that sometimes a small set of well-defined concepts
is more valuable than a large set of less relevant ones, as seen
in the ABR scenario.

The runtime is now mainly dominated by the SVD calcu-
lation, being quadratic in regards to the latent space dimen-
sionality dz . Latent space dimensionality for these scenarios
is set at dz = 3096. We are locating the best threshold τ∗

using binary search with 10 iterations (cf. Theorem 1), further
improving computation time, the measured times are 48.06 s
± 0.11 s for ABR, 1.75 s ± 0.28 s for CC and 1.81 s ± 0.01 s
for DDoS detection.

C. Concept Importance Results

Using the concept importance method introduced in Sec-
tion III-C, we calculate the importance scores for each prede-
fined concept in the three AI-driven network scenarios. The
importance can be calculated for two variance thresholds,
τ = 100 % as global importance measure and τ∗ for the
significant importance measure. When comparing the concept
importance scores for both thresholds, we observe a different
distribution of importance across the concepts. The results for
the significant concept completeness using the CC and DDoS
scenario are presented in Figure 7.

In Figure 7, the concepts ”increasing packet loss” and
”rapidly increasing latency” show a substantial increase in
importance when using the significant threshold τ∗. This
aligns when considering that packet loss is the most critical
factor in rule-based congestion control algorithms such as
Transmission Control Protocol (TCP) Tahoe, TCP Reno and
TCP Cubic [16], [17], [18]. Furthermore, the concept of
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”rapidly increasing latency” is also crucial for congestion
control, as it changes the bandwidth delay product.

For the DDoS detection scenario, the concept importance
scores are also presented in Figure 7. Similar to the congestion
control scenario, certain concepts show a change in their
importance ranking when comparing the global and significant
thresholds. For example, the concepts ”typical application
behavior”, ”geographic irregularities”, and ”high request rates”
show a substantial increase in importance when using the
significant threshold. This aligns with the understanding that
these concepts are critical indicators of DDoS attacks, as
they reflect abnormal patterns in network traffic that are
often associated with such attacks. Furthermore, for the global
concept completeness-based importance scores ”low-and-slow
attack indicators” is ranked highest, which is less intuitive
since low-and-slow attacks are generally harder to detect and
also less common than volumetric attacks [19], [20].

Although directly validating the concept importance scores
is challenging due to the lack of a ground truth, the comparison
between global and significant measurements reveals notable
shifts in concept rankings. Importantly, the concepts that gain
prominence at τ∗ correspond closely to features known to
be effective in rule-based systems. This alignment provides
supporting evidence that the τ∗-based concept importance
captures meaningful concepts that a well-optimized model is
likely to leverage for strong performance, suggesting that it
offers a more informative assessment of concept importance
than the global measure.

As seen in Section III-C the computation time for the
Shapley values is dominated exponentially by the number of
concepts K. To handle the complexity, we used a Monte-

Carlo-based approximation with 1024 iterations. The comput-
ing times were measured at 48.06 s ± 0.11 s for ABR, 1.75 s
± 0.28 s for CC and 1.81 s ± 0.01 s for DDoS detection.

VI. CONCLUSION

In this paper, we introduced a representation-level notion
of concept completeness for AI-driven network functions,
addressing a fundamental limitation of existing concept-based
explainability approaches that primarily focus on prediction
reconstruction. By measuring how much variance in a model’s
internal representations is captured by a predefined set of con-
cepts, our method provides a principled and model-agnostic
way to assess whether a set of concepts truly aligns with the
learned feature space.

We proposed a global concept completeness metric based on
variance preservation under projection onto concept subspaces
and extended it to handle high-dimensional and noisy latent
spaces through a significant-component analysis using SVD.
This extension enables meaningful completeness assessment
even for large representation spaces typical of modern deep
models and LLM-based systems. In addition, we introduced a
Shapley value-based importance measure that fairly attributes
each concept’s contribution to overall completeness, support-
ing systematic concept ranking.

Our experiments on synthetic data validated the correctness
of the proposed metrics under controlled noise and dimen-
sionality conditions. Application on three real-world AI-driven
networking scenarios—adaptive bitrate streaming, congestion
control, and DDoS detection—demonstrated that while global
completeness scores can be low in high-dimensional settings,
the proposed significant concept completeness reveals sub-



stantial and interpretable alignment between concepts and the
most influential latent components. The resulting concept im-
portance rankings further align well with established domain
knowledge in networking.

Future research directions can involve applying the proposed
methods to a broader range of AI-driven networking tasks
and models. Furthermore, investigating the interplay between
concept completeness and model generalization or robustness
could yield valuable insights into the design of more inter-
pretable and reliable AI systems for networking applications.
Moreover, our variance-based approach may omit low-variance
but decision-critical features. Extending our method with addi-
tional importance measures such as gradient-based attributions
can yield more robust results. Additionally, the Shapley value
calculation is currently only feasible for moderately sized
concept-sets.
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APPENDIX

Theorem 1. For a given set of concepts C κC(τ) is mono-
tonically decreasing.

Proof. Assume there is ϵ > 0 and τ such that:

κC(τ + ϵ) > κC(τ). (9)

Then with A = Varcovered,C and B = Varglobal:

κC(τ) =
A(τ)

B(τ)
, ∆A = A(τ + ϵ)−A (10)

By assumption:

κC(τ + ϵ) > κC(τ) ⇔
A+∆A

B +∆B
>

A

B
⇔ ∆A

∆B
>

A

B
(11)

This implies that the newly added singular directions (between
τ and τ+ϵ) have a higher fraction of concept-aligned variance
than the original dominant subspace.

However, these directions correspond to lower singular
values with lower-variance components. Under the assumption
that concept vectors are not preferentially aligned with these
lower-variance directions, such an increase in relative align-
ment is not possible. This contradicts the assumption. Hence:

κC(τ + ϵ) ≤ κC(τ) (12)


