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Abstract—Network function virtualization (NFV) enables op-
erators to flexibly place virtual network functions (VNFs) wher-
ever processing capacity is available. Emerging data sovereignty
requirements, however, restrict where traffic may be processed
and which network domains it may traverse, turning placement
and routing into demand-specific feasibility problems. In this
paper, we quantify the operational “cost of sovereignty” in
service function chain (SFC) embedding, measured primarily
through the fraction of admitted demands (admission ratio) and
associated resource-efficiency trade-offs. We develop and com-
pare two sovereignty-aware mixed-integer linear programming
(MILP) formulations: (i) a link-flow MILP baseline that jointly
optimizes VNF placement and routing and can be solved to
global optimality for moderate instances; and (ii) a scalable
configuration-selection approach that precomputes a finite set of
end-to-end candidate embeddings per demand and then solves
a smaller MILP over these candidates. Using topologies of real
backbone topologies under mixed sovereign and non-sovereign
traffic, we observe a pronounced “sovereignty penalty”: enforcing
sovereignty constraints can reduce the admission ratio by up to
30 % in certain scenarios.

Index Terms—SFC embedding, data sovereignty, NFV orches-
tration, MILP, path-based formulation, admission control

I. INTRODUCTION

Modern networks are increasingly virtualized, with virtual
network functions (VNFs) deployed as software on commodity
servers in data centers. Packet-processing tasks traditionally
implemented by dedicated middleboxes are no longer bound
to specialized hardware, but can instead be realized as VNFs
through network function virtualization (NFV) [1]. For ex-
ample, in 5G networks, the 5G Core adopts a service-based
architecture in which the control-plane and user-plane func-
tions are deployed as VNFs that can be flexibly instantiated
in centralized or edge clouds near the radio access network.
End-to-end services are then provided as ordered chains of
VNFs across the infrastructure, called Service Function Chains
(SFCs) [2]. The virtualization paradigm enables operators to
allocate resources dynamically and route traffic by scaling
VNF instances and adapting SFC routing in response to chang-
ing traffic load. Efficiently placing and scaling VNFs while
meeting end-to-end service requirements is a key challenge.

A central optimization problem in such infrastructures is
SFC embedding (also referred to as the joint VNF place-
ment and routing problem): deciding on (i) VNF placement
(how many instances to instantiate and where) and (ii) SFC

routing (how to route flows through the required VNFs to
provide a service). These decisions directly impact end-to-
end latency, bandwidth consumption, and resource efficiency,
thereby determining how many SFC demands can be admitted
(i.e., the demand admission ratio). On the one hand, multiple
flows sharing VNF instances can improve utilization and
reduce instantiation overhead; on the other hand, placing
VNFs along each flow’s shortest path reduces latency but may
require additional instances. These objectives conflict, and the
joint placement-and-routing problem with capacity and latency
constraints is NP-hard [3]. A large body of work proposes
mixed-integer linear programming (MILP) formulations and
scalable heuristics for SFC embedding in networks [4], [5].

In parallel, regulations and policies are increasingly im-
posing constraints on where data and services may run. For
operators, these requirements translate into hard constraints on
where traffic may be processed (which sites may serve as hosts
(i.e., stages) for particular VNFs) and constrain where traffic
may transit (which sites, links, or administrative domains
flows may traverse) [6], [7], [8]. This creates a distinct network
challenge: the constraints couple compute placement with
traffic routing across geographically distributed backbones and
edge clouds, and can impact classic constraints (capacity,
latency) and operator objectives (admission, efficiency). As a
result, common virtualization narratives, such as “spin up the
VNF where capacity is available”, no longer hold as service
placement and routing must respect jurisdictional boundaries.
These new constraints should be treated as hard constraints in
SFC-embedding and traffic-engineering models.

In this paper, we use data sovereignty as an umbrella term
for enforceable constraints on where traffic may be processed
and transit. Research literature and policy discussions use
related but distinct terms [6], [7], [8]: Data residency concerns
the physical location where data is stored/processed (e.g.,
“within country X”). Data localization is a policy requirement
that requires certain data and processing to remain within a ter-
ritory, often restricting cross-border transfers. Data sovereignty
focuses on governance and legal control: who can access data,
under which jurisdiction(s), and under which administrative
authority it is processed and operated.

Prior works provide strong foundations for joint placement
and routing, scalable formulations, and high-level SFC embed-
ding constraints. However, to the best of our knowledge, they
have not made data sovereignty the primary modeling object.ISBN 978-3-903176-82-9 © 2026 IFIP



We build on these foundations by treating data sovereignty
as a specific class of processing and transit restrictions.
This paper presents three contributions. First, we model data
sovereignty as demand-specific feasibility constraints on pro-
cessing locations and traffic transit, enabling granular control
over where each SFC’s VNFs execute. Second, we develop
two MILP formulations for sovereignty-aware SFC embed-
ding: an MILP baseline (solved to provable global optimality)
and a scalable configuration–selection MILP that reduces the
problem size via precomputed candidate embeddings. Third,
in topologies of real backbone networks, we implement zone-
based sovereignty policies, quantify the “cost of sovereignty”,
and report resource-efficiency trade-offs when sovereignty-
constrained and unconstrained demands coexist.

The remainder of the paper is organized as follows: Sec-
tion II reviews related work; Section III presents the network
and sovereignty model. Section IV introduces the two MILP
formulations. Section V describes the experimental methodol-
ogy. Sections VI and VII report and discuss the results, while
Section VIII concludes the paper.

II. RELATED WORK

The increasing adoption of NFV has for years motivated
how to embed SFCs, widely formulated as a joint optimization
problem of how to instantiate VNFs and how to route traffic
through them under capacity, latency, and operational con-
straints [3]. In parallel, regulatory and organisational require-
ments governing data traffic are emerging, as highlighted in
ETSI’s NFV use-case report [6]. In an increasingly fragmented
geopolitical landscape, these requirements are becoming more
stringent and prevalent. This shift towards data sovereignty, in
turn, imposes additional strict constraints on the location of
processing, storage, handling, and transit of data [8].

Early work, such as [3], captures the coupling between
VNF placement decisions and network-level constraints and
has served as a common baseline for later work. Practical scal-
ability challenges of compact formulations are discussed in [9],
including trade-offs and evaluations on realistic topologies.
Beyond MILPs, the literature proposes algorithmic approaches
with efficiency guarantees under structural assumptions [4].

Exact SFC embedding formulations rapidly become infea-
sible as the number of demands, chain lengths, and phys-
ical network sizes increase. To address this, [5] develops
decomposition-based approaches using layered graphs and col-
umn generation. Complementarily, [10] proposes a path-based
MILP that relies on candidate path enumeration, showing that
restricting solutions to a carefully chosen candidate set can
yield high-quality results when full enumeration is infeasible.
This is extended in [11], which studies how alternative formu-
lations can strengthen solution approaches for SFC embedding.

Several works extend SFC embedding beyond resource and
latency constraints by incorporating higher-level placement
constraints. In [12], [13], the authors introduce affinity and
anti-affinity constraints for SFC requests and VNF placement,
demonstrating how to encode higher-level placement policies

in the optimization problem. Another structurally similar ap-
proach is [14], which derives feasibility constraints on nodes
and paths from trust attributes and integrates them into a path-
based MILP using k-shortest-path approximations.

Overall, existing work provides strong foundations for joint
VNF placement and routing, scalable formulations, and con-
straints derived from higher-level policies such as affinity rules
and trust. However, to the best of our knowledge, they do not
consider data sovereignty as an explicit modeling dimension.
At the same time, standardization efforts [6], policy discus-
sions [8], and regulation [7] increasingly highlight constraints
on where data may be processed and how it may transit
across jurisdictions. These developments motivate treating
data sovereignty as an explicit modeling dimension in SFC
embedding. We therefore extend this line of work by modeling
sovereignty as a first-class set of constraints on processing
locations and traffic transit, and by studying its operational
impact under realistic zone-based sovereignty policies on the
topologies of real backbone networks.

III. NETWORK AND SOVEREIGNTY MODEL

A. Network Model

We model the infrastructure as a directed graph G = (V,E),
where V is the set of nodes and E the set of directed links.
Nodes represent switches, servers, or data centers. Let V c ⊆ V
denote the subset of VNF-hosting nodes (i.e., nodes that can
host VNFs). For each v ∈ V c, let Cv be its processing capacity
measured in CPU units. For each link e ∈ E, let Ue be its
bandwidth capacity (Mbps) and ℓe its propagation delay (ms).

B. Demand Model

Let R be the set of demands. Each demand r ∈ R is
characterized by r = (sr, tr, fr, br, Lr), where sr, tr ∈ V
are the source and destination nodes, br is the requested
throughput (Mbps), Lr the end-to-end latency budget (ms),
and fr = (fr,1, . . . , fr,mr ) an ordered sequence of mr VNF
types specifying the required SFC stages. For each VNF
type f , let αf denote the processing requirement per unit
throughput, measured in CPU units per Mbps. Thus, process-
ing demand r at a VNF of type f consumes αf br CPU units at
the hosting node. In addition, let δf denote the fixed processing
delay (ms) incurred when a VNF of type f processes traffic.

C. Sovereignty Model

We model data sovereignty as hard feasibility constraints
on where traffic may be processed (VNF placement) and
which links it may transit (routing). For each demand r ∈ R
and VNF stage k ∈ {1, . . . ,mr}, let V proc

r,k ⊆ V c be the
allowed subset of VNF-hosting nodes on which the VNF of
type fr,k may be executed. Similarly, for each chain segment
k ∈ {1, . . . ,mr+1}, (from sr to stage 1, between consecutive
stages, and from the last stage to tr), we define an allowed
subset of transit links Etr

r,k ⊆ E. The embedding of demand
r must place each VNF stage k on a node in V proc

r,k and route
each chain segment k using only links in Etr

r,k.
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Fig. 1: Zone-based example of sovereignty-constrained demands
where VNFs may only be executed within specific zones (colors).

Within a demand, these sets may vary across VNF stages
and chain segments, enabling fine-grained policies. For ex-
ample, a tenant may require that a deep packet inspection
stage execute only in specific jurisdictions or facilities, while
a network address translation stage is unconstrained; similarly,
some segments may prohibit transit across certain administra-
tive domains, while others are unrestricted.

In practice, sovereignty policies are often expressed through
zones (e.g., states, operator domains, supranational regions).
We treat zones as a general policy abstraction: each zone
z ∈ Z is associated with a node subset V (z) ⊆ V and a
link subset E(z) ⊆ E. For processing constraints, the relevant
hosting nodes in a zone are V (z) ∩ V c. The mapping from
zones to the allowed sets V proc

r,k and Etr
r,k is policy-dependent.

The optimization models in Section IV treat these sets as
inputs and enforce them directly. A concrete zone-based
instantiation used in this paper is provided in Section V.

Figure 1 illustrates a zone-based policy example. A demand
from s1 to t1 requires the ordered SFC of VNFs (f2, f5), both
required to be deployed in zone z1. The same holds for demand
s2 to t2 in zone z2, while demand s3–t3 has no sovereignty
requirements and can be deployed at any VNF-hosting node.
In this example, there are no constraints on transit, only on
network-function processing (VNF execution).

IV. PROBLEM FORMULATIONS

This section presents two MILP formulations for
sovereignty-aware SFC embedding. Section IV-B introduces
a baseline joint placement–routing (link-flow) MILP (LF-
MILP), solved to provable global optimality under the
stated assumptions. Section IV-C introduces a configuration-
selection MILP (CS-MILP) that precomputes candidate
embeddings for each demand and selects among them via
a smaller MILP. These formulations offer complementary
trade-offs between optimality and scalability: LF-MILP
is exact but computationally expensive at scale, whereas
CS-MILP scales better but may exclude the global optimum.
Finally, Section IV-D introduces the constraints enforcing
data sovereignty in both formulations.

A. Objective Structure

In real NFV deployments, operational constraints and capac-
ity limits may prevent the operator from meeting all demand
requirements simultaneously. To reflect this, we do not require
all demands to be embedded; instead, we model admission

control through binary variables ar ∈ 0, 1 indicating whether
demand r is served (ar = 1) or rejected (ar = 0).

We use a lexicographic objective: first maximize admission
value, then minimize embedding cost among solutions with the
maximum admission value. To support weighted admission,
each demand r is assigned a nonnegative weight wr ≥ 0.
Setting wr equal for all r maximizes the number of admitted
demands. Varying wr values can encode priority classes,
revenue-based weighting, or throughput-based weighting (e.g.,
wr = br prioritizes total admitted bandwidth).

We implement the lexicographic objective via a two-phase
solve. In Phase 1, we solve the MILP with the objective

max
∑
r∈R

wrar (1)

and denote the optimal admission value by A⋆. In the second
phase, we add the constraint∑

r∈R
wrar = A⋆, (2)

and re-solve the MILP with the objective of minimizing
the embedding cost (formulated in Section IV-B3 and Sec-
tion IV-C3). This ensures that cost minimization is performed
only among solutions that achieve maximum admission.

B. Formulation I: Link-Flow MILP

This formulation decides jointly (i) where each VNF stage
of each admitted demand is placed, and (ii) how traffic is
routed between consecutive stages of the chain. The resulting
MILP can be solved to provable global optimality under the
stated assumptions, but can be large because it introduces per-
demand, per-stage routing variables on links.

1) Decision Variables: To unify placement and routing, we
index the chain by stages k = 0, 1, . . . ,mr + 1, where k = 0
corresponds to the source, k = mr +1 to the destination, and
k = 1, . . . ,mr to the VNF stages.

• Admission: ar ∈ {0, 1} equals 1 if demand r is admitted.
• Placement: yr,k,v ∈ {0, 1} equals 1 if stage

k ∈ {0, . . . ,mr + 1} of demand r is at node v ∈ V .
• Routing: xr,k,e ∈ {0, 1} equals 1 if chain segment

k ∈ {1, . . . ,mr + 1} of demand r uses link e ∈ E, where
segment k connects stage k − 1 to stage k.

2) Constraints:
a) Endpoint activation: We fix the source and destination

positions when (and only when) the demand is admitted:

yr,0,sr = ar, yr,0,v = 0 ∀v ∈ V \ {sr}, (3)
yr,mr+1,tr = ar, yr,mr+1,v = 0 ∀v ∈ V \ {tr} (4)

b) Exactly one placement per admitted VNF: For each
admitted demand r, each VNF (stage k) must be placed once
at exactly one node; if r is rejected, no VNF is placed:∑

v∈V c

yr,k,v = ar, ∀r ∈ R, ∀k = 1, . . . ,mr (5)



c) Placement domain: Internal VNF stages can only be
located at VNF-hosting nodes:

yr,k,v = 0, ∀r ∈ R, ∀k = 1, . . . ,mr, ∀v ∈ V \ V c (6)

d) Flow conservation: Let δ+(v) and δ−(v) denote
the sets of outgoing and incoming directed links of node
v, respectively. For each demand r, each chain segment
k = 1, . . . ,mr + 1, and each node v ∈ V , we enforce:∑

e∈δ+(v)

xr,k,e −
∑

e∈δ−(v)

xr,k,e = yr,k−1,v − yr,k,v, (7)

Flow conservation links routing and placement, enforcing a
continuous route between nodes selected for stages k−1 and
k. When ar = 0, all corresponding y-variables are set to 0 by
Eqs. (3)–(5). Setting xr,k,e = 0 for all e ∈ E satisfies Eq. (7).

e) Link capacity: For each link e ∈ E, the aggregate
bandwidth consumed by admitted demands (summed over
chain segments) must not exceed the link capacity:∑

r∈R

mr+1∑
k=1

br xr,k,e ≤ Ue, ∀e ∈ E (8)

This constraint couples embedding decisions across demands
and captures contention on the transport network.

f) Node processing capacity: For each VNF-hosting
node v ∈ V c, the total load induced by VNFs placed on v
must not exceed the available processing capacity:∑

r∈R

mr∑
k=1

αfr,k br yr,k,v ≤ Cv, ∀v ∈ V c (9)

Here αfr,kbr is the required processing capacity (CPU units)
to process throughput br at a VNF of type fr,k.

g) E2E latency: The sum of routing delays across chain
segments, plus per-VNF processing delays, must not exceed
the latency budget for admitted demands:
mr+1∑
k=1

∑
e∈E

ℓe xr,k,e +

mr∑
k=1

∑
v∈V c

δfr,k yr,k,v ≤ Lr ar, ∀r ∈ R

(10)

This couples the latency feasibility to admission: when ar =
1, Eq. (10) enforces the end-to-end latency budget Lr; when
ar = 0, it forces zero latency contribution, consistent with
rejected demands having no routed traffic.

3) Objective and Solution Procedure: We solve the LF-
MILP using the two-phase lexicographic objective described
in Section IV-A. In Phase 1, we solve the problem with
the objective in Eq. (1) to obtain the maximum admission
value A⋆. In Phase 2, we add the constraint in Eq. (2) to
restrict the feasible set to only solutions that achieve maximum
admission, and re-solve the MILP to minimize the embedding
cost, defined as total bandwidth-weighted link cost:

min
∑
r∈R

mr+1∑
k=1

∑
e∈E

we br xr,k,e, (11)

subject to the constraints in Eqs. (3)–(10) and Eq. (2), where
we ≥ 0 is a per-link weight.

Practical trade-off.: LF-MILP provides a globally op-
timal benchmark under the stated assumptions by optimiz-
ing over the full placement-and-routing space. Its size is
dominated by Θ

(∑
r∈R(mr + 1)|E|

)
routing variables, which

becomes computationally expensive for large instances.

C. Formulation II: Configuration-Selection MILP

Our configuration–selection MILP (CS-MILP) is a two-step
approach that (i) precomputes for each demand r a set of up
to K end-to-end candidate SFC embeddings compliant with
the end-to-end latency requirements, and next (ii) utilizes our
MILP formulation to maximize the value of admitted demands
subject to resource constraints. Similar to Formulation I, this
configuration-selection scheme returns at most one end-to-end
embedding for each demand r.

Step 1: Precomputation of end-to-end candidate embeddings.
For each demand r, let Ωr denote a set of candidate end-
to-end embeddings, indexed by p ∈ Ωr. Each candidate
p ∈ Ωr is characterized by (i) hosts hr,p,k ∈ V c for VNF
stages k = 1, . . . ,mr, and (ii) link sets Pr,p,k ⊆ E for chain
segments k = 1, . . . ,mr + 1.

For each demand r and VNF stage k, we define a host-
candidate set Hr,k ⊆ V c of possible locations of VNFs of
type fr,k. To include all possible candidates, for each stage k,
set Hr,k = V c. However, enumerating candidates over all host
combinations can be computationally expensive when |V c|
is large. For large networks, we reduce preprocessing time
by restricting each stage to a host-candidate set Hr,k ⊆ V c

consisting of a limited number q of VNF-hosting nodes v with
the smallest proximity score given by:

scorer(v) = dw(sr, v) + dw(v, tr), (12)

where dw(·, ·) is shortest-path distance under link weights we.
This heuristic favors hosts closer to the demand endpoints,
reducing latency while keeping a manageable candidate set.

For each demand r, to determine the end-to-end candidate
SFC embeddings, we:

(a) first build a multi-stage graph illustrated in Fig. 2
that includes sr and tr as the source and destination,
respectively. In this graph:

– each stage k consists of nodes Hr,k,
– for each pair of consecutive stages k− 1 and k, the

weights of edges directed from vertices of Hr,k−1

to Hr,k are equal to the costs of the cheapest paths
in the physical network between the corresponding
nodes. For each pair of consecutive stages k−1 and
k, the sets Hr,k−1 and Hr,k together with the related
directed edges form complete bipartite subgraphs.

(b) next compute the top K shortest paths in that multi-
stage graph. For each host sequence, we reconstruct
the full embedding by routing each chain segment on a
shortest path in G, compute the end-to-end cost, discard
infeasible candidates (latr,p > Lr), and keep the top K.

Step 2: After obtaining for each demand r the candidate end-
to-end embeddings p, we derive resource-consumption vectors
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Fig. 2: Illustration of our multi-stage graph concept

used in the MILP. Link usage ulink
r,p (e) is defined in Eq. (13),

where nr,p(e) counts how many chain segments traverse link e
under candidate p. Processing capacity usage ucpu

r,p (v), latency
latr,p, and embedding cost κr,p are defined in Eqs. (14)–(16).

ulink
r,p (e) = br · nr,p(e), ∀e ∈ E (13)

ucpu
r,p (v) =

mr∑
k=1

1{hr,p,k = v}αfr,k br, ∀v ∈ V c (14)

latr,p =

mr+1∑
k=1

∑
e∈Pr,p,k

ℓe +

mr∑
k=1

δfr,k (15)

κr,p =
∑
e∈E

we u
link
r,p (e) (16)

1) Decision Variables:

• Admission: ar ∈ {0, 1} indicates if demand r is served.
• Embedding selection: zr,p ∈ {0, 1} equals 1 if candidate

embedding p ∈ Ωr is selected for demand r, 0 otherwise.
Remark: The admission variable ar is implied by the selection
variables via Eq. (17) (i.e., ar =

∑
p∈Ωr

zr,p) and is therefore
not strictly necessary. However, we retain ar to keep the nota-
tion and the lexicographic objective Eq. (1) consistent across
both MILP formulations. It introduces one additional binary
variable per demand, which is typically negligible compared
to the number of selection variables zr,p (i.e.,

∑
r∈R |Ωr|).

2) Constraints:
a) Choose exactly one embedding if admitted:∑

p∈Ωr

zr,p = ar, ∀r ∈ R (17)

This enforces that an admitted demand selects exactly one
candidate embedding; if ar = 0, no embedding is selected.

b) Link capacity:∑
r∈R

∑
p∈Ωr

ulink
r,p (e) zr,p ≤ Ue, ∀e ∈ E (18)

This aggregates the precomputed link usage of all selected
embeddings and enforces physical link capacities.

c) Node processing capacity:∑
r∈R

∑
p∈Ωr

ucpu
r,p (v) zr,p ≤ Cv, ∀v ∈ V c (19)

This aggregates the processing of selected embeddings and
enforces processing-capacity limits at VNF-hosting nodes.

3) Objective and Solution Procedure: We solve the CS-
MILP using the two-phase lexicographic objective described
in Section IV-A. In Phase 1, we solve the model with the
objective in Eq. (1) to obtain the maximum admission value
A⋆. In Phase 2, we add the constraint from Eq. (2) to restrict
the feasible set to solutions with maximum admission, and
re-solve with the objective of minimizing the embedding cost.

To ensure a fair comparison between the LF-MILP and CS-
MILP, we define the cost of each candidate embedding p ∈ Ωr

as κr,p in Eq. (16), consistent with the bandwidth-weighted
objective used in the LF-MILP. The Phase 2 objective is then
to minimize the total cost of selected candidate embeddings

min
∑
r∈R

∑
p∈Ωr

κr,p zr,p (20)

subject to the constraints in Eqs. (17)–(19) and Eq. (2). Since
κr,p is computed using the same link weights we as in Eq. (11),
the two formulations minimize the same bandwidth-weighted
cost. Performance gaps are thus attributable to the restricted
candidate sets {Ωr}r∈R.

Practical trade-off.: CS-MILP improves scalability by
selecting from candidate embeddings. For all r, if |Ωr| ≤ K,
the MILP has O(|R|K) selection variables; the trade-off is
that solution quality depends on candidate coverage.

D. Sovereignty Formulation

We model data sovereignty as hard constraints that restrict
(i) where traffic may be processed (VNF placement) and
(ii) where traffic may transit (routing). For each demand
r ∈ R, we are given demand- and stage-specific allowed
sets: for each VNF stage k = 1, . . . ,mr, an allowed set of
processing nodes V proc

r,k ⊆ V c, and for each chain segment
k = 1, . . . ,mr + 1, an allowed set of transit links Etr

r,k ⊆ E.
These sets are external policy inputs and may vary across
stages and segments. Transit-node restrictions can be enforced
by removing all incident links of a forbidden node from Etr

r,k.
A concrete zone-based instantiation is provided in Section V.

1) Integration into the Link-Flow Formulation: In the LF-
MILP (Section IV-B), sovereignty is enforced by restricting the
placement and routing domains to the demand-specific allowed
sets V proc

r,k and Etr
r,k. All other constraints remain unchanged.

a) Sovereignty-compliant placement: For each demand
r ∈ R and VNF stage k = 1, . . . ,mr, we forbid placement
on VNF-hosting nodes outside the allowed processing set:

yr,k,v = 0, ∀r ∈ R, ∀k = 1, . . . ,mr, ∀v ∈ V c \ V proc
r,k

(21)

Together with the placement constraint (5), this ensures that
admitted demands place each VNF stage on an allowed node.



b) Sovereignty-compliant transit: For each demand r ∈
R and chain segment k = 1, . . . ,mr + 1, we forbid routing
on links outside the allowed transit set:

xr,k,e = 0, ∀r ∈ R, ∀k = 1, . . . ,mr + 1, ∀e ∈ E \ Etr
r,k

(22)

With (7), this guarantees that each segment is routed ex-
clusively on allowed transit links. The domain restrictions
in Eqs. (21)–(22) can be interpreted as removing disallowed
variables from the model (equivalently, fixing them to zero).

2) Integration into the Configuration-Selection Formula-
tion: During preprocessing, we retain only candidates p ∈ Ωr

that satisfy the processing and transit constraints; hence all
candidates in Ωr are sovereignty-compliant by construction:

hr,p,k ∈ V proc
r,k , k = 1, . . . ,mr, (23)

Pr,p,k ⊆ Etr
r,k, k = 1, . . . ,mr + 1. (24)

Here, hr,p,k denotes the stage-k host and Pr,p,k ⊆ E the set
of links used by chain segment k in candidate p. In practice,
we enforce sovereignty already during candidate generation
by restricting shortest-path computations to the allowed link
sets Etr

r,k and by restricting host candidates to Hr,k ⊆ V proc
r,k .

Therefore, no changes to the CS-MILP are needed.

V. EXPERIMENTAL SETUP

A. Topologies

In our experiments, we used topologies of real backbones
from the Internet Topology Zoo [15] and SNDlib [16], de-
picted in Fig. 3. We converted all inputs to a directed graph
representation (two directed arcs replaced undirected links)
and set propagation delays (ℓe) based on geographic distances.
Given the longitude and latitude coordinates, we computed the
haversine distance and converted it to milliseconds assuming a
fixed fiber-propagation speed of 2× 108 m/s. For embedding-
cost weights, we set we = ℓe so that the objective function
focuses on minimizing bandwidth–delay. We assigned uniform
bandwidth Ue = U0 for all e ∈ E and selected a set of VNF-
hosting nodes V c ⊆ V by sampling a fraction ρc of nodes
uniformly at random. VNF-hosting node placements were
resampled in each experimental iteration. For each compute
node v ∈ V c, we assigned a uniform capacity Cv = C0.

B. Sovereignty Policies

As outlined in Section IV-D, the MILPs support sovereignty
policies for processing nodes, transit links, and indirectly,
transit nodes. In the experiments, we focused on sovereignty
in VNF-hosting nodes, as data sovereignty requirements are
normally expressed as constraints on where data is stored
and/or processed. Transit constraints are comparatively less
harmonised [8]. For transit sovereignty policies or future
studies, the MILPs support transit constraints in (22) and (24).

For VNF processing policies, the MILPs allow fine-grained
constraints (e.g., forcing stage k of request r to specific nodes
via V proc

r,k ). In this paper, we defined sovereignty zones to em-
ulate common data sovereignty policies: sovereignty is often

(a) Cost266 from SNDlib

(b) Cogentco from Topology Zoo

(c) BtNorthAmerica from Topology Zoo.

Fig. 3: Topologies used in our evaluations. Round nodes are transit
nodes, while square nodes are nodes capable of hosting VNFs.

formulated as requirements that data must be stored and/or
processed within a given jurisdiction [8], [7]. We implemented
zones as a non-overlapping partition of nodes via a node-to-
zone mapping ζ : V → Z: we clustered node locations into
|Z| clusters (k-means) and assigned each node to exactly one
cluster. For a zone z ∈ Z , we set V (z) = {v ∈ V : ζ(v) = z}.

C. Demand Generation

In NFV deployments, network resources are often shared
by multiple tenants (e.g., distinct customers or slices) whose
traffic is logically separated. Accordingly, we generated net-
work traffic as demands grouped into tenants. Let T be a set
of tenants, and let tenant τ ∈ T be assigned a set of endpoint
nodes Sτ ⊆ V . For each unordered endpoint pair {u, v} ⊆ Sτ

we generated one demand r = (sr, tr, fr, br, Lr) between
(u, v), yielding a per-tenant demand set with a maximum
size of

(|Sτ |
2

)
. For each generated unordered pair {u, v}, the

demand direction (sr, tr) ∈ {(u, v), (v, u)} was randomly
chosen from an uniform distribution.

We constructed tenants sequentially by sampling an end-
point set Sτ for each new tenant τ and generated one demand
per unordered endpoint pair {u, v} ⊆ Sτ . We repeated this
process until the total demand set reached a target size |R|.

Each tenant τ was assigned two independent attributes:
(i) zone span: it is single-zone with probability 1 − ρmz or
multi-zone with probability ρmz, and (ii) a sovereignty flag:
it is sovereignty-constrained with probability ρsv. Single-zone



TABLE I: Base parameters for experiments

Parameter Value Description
ρc 0.3 VNF-hosting node fraction
|Z| 4 Num. of sovereignty zones
U0 1000 Mbps Per-link nominal capacity
C0 2500 CPU units VNF-hosting node capacity
we ℓe Per-link cost weight
|Sτ | 4 Endpoints per tenant
|R|/|V | 3 Demand density (per node)
mr ∈ {2, 3, 4} Service-chain length
F {FW,NAT,DPI} VNF-type set
αf [1.0, 0.5, 2.0] (ordered as F ) CPU/Mbps by VNF type
δf [0.10, 0.05, 0.20] ms (ordered as F ) Proc. delay by VNF type
br ∈ {50, 75, 100} Mbps Demand throughput
γ 2.5 Latency slack factor
ρsv 0.8 Sovereign-tenant probability
ρmz 0.75 Multi-zone-tenant probability

tenants chose a designated zone zτ ∈ Z and drew all endpoints
from that zone, e.g., Sτ ⊆ V (zτ ). Multi-zone tenants chose a
fixed set of zones Zτ ⊆ Z with |Zτ | ≥ 2 and drew endpoints
across these zones. This generation process yielded both intra-
and inter-zone demands, and the tenant attributes induced per-
demand, per-stage allowed processing-node sets V proc

r,k . In our
experiments, transit was unrestricted for all demands, giving
Etr

r,k = E for all chain segments k of all demands r.
We instantiated one sovereignty policy per demand and ap-

plied it for all VNF stages of that demand. Non-sovereign de-
mands used the common processing policy (V c). Sovereignty-
constrained single-zone demands were restricted to their des-
ignated zone: V (zτ )∩V c, where zτ is the request’s designated
zone. For each sovereignty-constrained multi-zone demand,
we sampled either a source-zone or destination-zone policy:
z⋆r ∈ {ζ(sr), ζ(tr)}, with the admissible set V (z⋆r ) ∩ V c.

Each demand r = (sr, tr, fr, br, Lr) was generated as
follows: Generate (sr, tr) from a tenant endpoint pair as
described above. Sample the chain length mr uniformly from
{2, 3, 4}, and each VNF type fr,k i.i.d. from a VNF-type set
F . Sample throughput, br uniformly from {50, 75, 100} Mbps.
For the latency budget Lr, let dℓ(sr, tr) be the shortest-path
delay from sr to tr under link delays ℓe. We set

Lr = γ · dℓ(sr, tr) +

mr∑
k=1

δfr,k , (25)

with slack factor γ ≥ 1 and VNF-type processing delays δfr,k .
Unless stated otherwise, we used the base parameters in

Table I. We chose values to put the system near the processing
capacity threshold, so sovereignty constraints would meaning-
fully affect admission decisions. The latency slack factor γ was
set to 2.5 to allow path diversity while still binding latency
for longer detours. VNF processing coefficients αf and delays
δf were selected to represent heterogeneous VNF costs (light:
Network Address Translation (NAT), moderate: firewall (FW),
heavier: Deep Packet Inspection (DPI)).

VI. RESULTS

All experiments were conducted on the three backbone
topologies in Fig. 3. Since the qualitative trends we observed
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Fig. 4: Admission ratio across iterations, comparing unconstrained
vs. sovereignty-constrained demands on identical instances. Lines
connect paired iterations; violin plots show distributions. The red
line marks the maximum observed per-iteration admission loss.

were consistent across topologies, we present only Cost266 re-
sults in the remainder of this section; the other two topologies
exhibited the same trends in every experiment.

A. Cost of Sovereignty

We quantified the impact of sovereignty constraints with a
paired design. Per iteration, we solved the same input instance
(topology, VNF-host nodes, and demands) twice using the LF-
MILP from Section IV-B to obtain globally optimal solutions:
(i) with sovereignty constraints enabled (sov.-constrained) and
(ii) with no sovereignty constraints (unconstrained).

Figure 4 shows demand admission ratios, comparing un-
constrained vs. sovereignty-constrained demands for identical
instances. Each grey line connects the paired solves for one
iteration; violin plots show the distribution across iterations.
Sovereignty constraints reduce the mean admission ratio from
92.9% to 85.2%, i.e., by 7.7 percentage points (pp), with a
maximum observed per-iteration drop of 30.6 pp (highlighted
in red). These results show that sovereignty restrictions can
substantially reduce admitted demands even with unchanged
underlying network and traffic instances.

B. Load Sensitivity of the “Sovereignty Penalty”

To quantify how the impact of sovereignty constraints varies
with network load, we ran a sensitivity analysis, sweeping
the demand-load multiplier |R|/|V | from 1 to 6. Per load,
we solved paired instances across 50 iterations: once with
sovereignty constraints enabled and once without. We kept
topology, VNF-host nodes, and demands identical per pair.

Figure 5 reports the difference in admission ratio together
with the average load of the VNF-hosting nodes in the network
for variable load multipliers, with 95% confidence intervals.
We show the admission ratio for each load and the admission
penalty (unconstrained−sov.-constrained), and observe a clear
non-monotone pattern. The difference increases from low load
and peaks around load multiplier 3.0, where admission was
93.7% without sovereignty and 86.4% with sovereignty (7.24
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pp difference). Notably, this peak occurred near the start of
processing capacity saturation, not at maximum utilization: at
a load multiplier of 3.0, mean VNF-hosting node utilization
was 97.1% versus 86.3%, while at a load multiplier of 6.0
both were saturated, and the difference shrank to 1.6 pp.

C. Runtime and Performance Trade-offs between LF-MILP
and CS-MILP formulations

Here, we compared the runtime and admission trade-offs
of LF-MILP (Section IV-B) and CS-MILP (Section IV-C).
As a baseline, we also implemented a random-order greedy
configuration-selection heuristic (CS-Greedy) using the same
precomputed candidate set as CS-MILP: demands were pro-
cessed sequentially in random order and assigned their lowest-
cost feasible candidate embedding under the residual link and
node capacities, or rejected if no feasible candidate existed.

We evaluated two scenarios: (i) Static, where each method
computed an embedding for the initial demand set R from
scratch; and (ii) Dynamic, where between re-optimization
epochs, a fraction ρ of active demands were replaced. We set
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Fig. 6: Admission ratio across iterations under LF-MILP, CS-MILP,
and a greedy baseline. Red lines show the maximum observed loss.
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Fig. 7: Runtimes of LF-MILP, CS-MILP, and the greedy heuristic
in the Static scenario (initial solve from scratch) and the Dynamic
scenario (re-optimization after demand churn).

ρ = 1% so that the number of active demands (and hence the
problem size) remained comparable across epochs.

Figure 6 shows the admission ratio in the Static scenario.
Red annotations indicate the maximum per-iteration admission
loss. CS-MILP achieved admission comparable to LF-MILP:
the mean admission differs by 0.6 pp (84.5% for LF-MILP vs.
83.9% for CS-MILP). In contrast, the greedy baseline incurred
a substantial admission loss (mean 70.3%).

Figure 7 compares runtimes in the Static and Dynamic
scenarios. In the Static scenario, LF-MILP spent all runtime in
MILP solving, while CS-MILP was dominated by candidate
preprocessing and thus achieved much shorter solve times.
In the Dynamic scenario, CS-MILP was 12.35× faster than
in Static because preprocessing was required only for newly
added demands. LF-MILP, however, had similar runtimes in
both scenarios because it could not reuse preprocessing and
had to re-solve the full problem after churn. Consequently,
LF-MILP was 11.82× slower than CS-MILP in Static and
152.67× slower in Dynamic, underscoring CS-MILP’s benefit
in online settings. The greedy baseline was fastest, but at the
cost of lower admission (Fig. 6).

VII. DISCUSSION

A central takeaway is that data sovereignty changes the
nature of virtual resource allocation. NFV orchestration often
assumes that VNFs can be placed wherever spare capacity
exists. However, with sovereignty, we must take into account
hard, domain-specific constraints on where traffic may be
processed and which domains it may traverse. Modeling
sovereignty as per-demand allowed sets over hosting nodes
and transit links turns policies into directly enforceable fea-
sibility constraints inside the embedding problem, rather than
an external post-processing step. This abstraction allows reg-
ulatory or contractual policies to map to allowed sets without
changing the embedding formulations.

Quantitatively, we observed a clear sovereignty penalty: en-
forcing sovereignty reduced the feasible embedding space and
substantially lowered admission. The penalty was strongest



during the transition-to-congestion phase: unconstrained de-
mands could exploit geographic/administrative flexibility to
avoid bottlenecks, whereas sovereignty-constrained demands
could not. At very high load, when processing capacity was
saturated, both cases became dominated by the same scarce
resources, and the incremental penalty of sovereignty was
reduced. Operationally, this suggests that mitigation lies in
local provisioning and traffic steering: (i) ensuring sufficient
processing capacity within each sovereignty zone, and (ii)
placing unconstrained demands outside those zones to preserve
the scarcer sovereign capacity. Evaluating such planning and
steering strategies is a natural direction for future work.

A second key point is how to enforce sovereignty at
scale. The LF-MILP provides a provably globally optimal
benchmark, valuable for planning, but can be costly for
larger instances or frequent re-optimizations. The CS-MILP
addresses this by splitting the problem into two steps: first
generating sovereignty-compliant end-to-end candidates on a
layered multi-stage graph, and then solving a smaller resource-
aware selection MILP over those candidates. This is especially
attractive in practice because topologies are usually stable and
demand patterns change slowly: candidate generation can be
performed offline and reused across re-optimizations, adding
candidates only for new demands under churn. The trade-off is
that solution quality depends on candidate coverage; too small
candidate sets can exclude good embeddings. Since the CS-
MILP depends on the quality of the precomputed candidate
set, an important direction for future work is to systematically
study how candidate-generation and parameter choices affect
runtime gains, robustness, and solution quality.

Finally, our evaluation isolated the impact of sovereignty
under a specific set of modeling choices. Extending the
framework to more varied policies (e.g., link-level transit
sovereignty, overlapping jurisdictions), richer VNF resource
models (multi-resource, stateful functions), and explicit recon-
figuration costs would improve realism and help quantify the
full operational cost of sovereignty-aware orchestration.

VIII. CONCLUSION

We reframed SFC embedding to explicitly account for data
sovereignty by modeling sovereignty as per-demand allowed
sets over VNF hosting nodes and transit links. We devel-
oped two sovereignty-aware optimization tools: (i) a link–
flow MILP benchmark (solved to provable global optimality),
and (ii) a scalable configuration–selection MILP that gener-
ates sovereignty-compliant end-to-end candidates on a layered
multi-stage graph and then solves a smaller MILP problem.
The latter exploits operational stability: candidate generation
can be performed offline on stable topologies and reused
across re-optimizations, requiring only the addition of new
candidates for new demands under churn.

Using topologies from real backbone networks and mixed-
traffic workloads, we quantified the resulting “sovereignty
penalty”, showing that sovereignty constraints can substan-
tially reduce feasibility and admission. We observed the
strongest effects in the “transition-to-congestion” phase, where

placement flexibility is most valuable. Overall, sovereignty is
a structural factor that should be integrated into orchestra-
tion and capacity planning. Future work should study more
varied sovereignty policies (including transit link and node
constraints), richer VNF resource models (multi-resource and
stateful functions), and scalable online methods with adaptive
candidate generation and refresh under demand churn.
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