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Abstract—Existing QUIC reverse proxies typically operate at
Layer 7 by terminating QUIC connections, which breaks end-to-
end (E2E) transport semantics, adds overhead, and centralizes
TLS keys and certificates at the proxy. We present Direc-
tQUIC, a transparent QUIC reverse proxy that preserves E2E
encryption and QUIC transport semantics without terminating
the connection or storing backend TLS private keys at the
proxy. DirectQUIC uses limited control-plane processing during
connection establishment and Connection ID-based forwarding in
steady state, and supports both shared-IP deployment and a full
redirection mode. We implement DirectQUIC with eBPF/XDP
and complement it with certificate issuance controls. Experiments
with multiple QUIC stacks and major browsers show transparent
deployability, while comparisons against existing Layer 7 reverse
proxies show lower latency, higher throughput, and lower CPU
and memory overhead.

Index Terms—QUIC, Reverse Proxy, Transparent Proxy,
eBPF/XDP, Connection ID routing, E2E Encryption

I. INTRODUCTION

QUIC is now a major Internet transport protocol and the
foundation of HTTP/3 [1]. Since its introduction by Google in
2017 [2], QUIC has seen rapid adoption across major Internet
platforms: HTTP/3 was used by 31.1% of websites globally
in 2024 [3], Meta reported that more than 75% of its Internet
traffic relied on QUIC in 2022 [4], QUIC carried about 40%
of browser traffic in 2023 [5], and accounted for 28% of
HTTP requests on Cloudflare’s network by May 2023, up
from 23% the previous year [6]. Overall, QUIC is estimated to
represent nearly 40% of total Internet traffic by early 2025 [7].
Its integrated cryptographic handshake, stream multiplexing,
and connection migration improve performance and robustness
compared to TCP-based transports.

Reverse proxies remain essential in modern deployments
for service multiplexing, load balancing, and hosting multiple
services behind a single public IP address [8]. However,
existing QUIC reverse proxies typically operate at Layer 7
by terminating QUIC at the proxy and establishing a new
connection toward the backend [9], [10], [11]. This approach
breaks end-to-end (E2E) QUIC transport semantics, adds
handshake and processing overhead, and requires the proxy to
manage TLS certificates and private keys for hosted services,
increasing security exposure by concentrating cryptographic
trust at the proxy.

Treating QUIC as plain UDP at Layer 4 is also insufficient
for Reverse Proxy. For example, Layer 4 reverse proxies
such as the NGINX stream[12] module can forward UDP
traffic, but they do not account for QUIC-specific connection
semantics. Robust QUIC reverse proxying therefore requires
awareness of QUIC Connection Identifiers (CIDs) and migra-
tion behavior, rather than relying on IP addresses and ports.

To address these limitations, we present DirectQUIC, a
transparent QUIC reverse proxy that preserves E2E encryption
and QUIC transport semantics without terminating connec-
tions or storing backend TLS private keys at the proxy.
DirectQUIC extracts the Server Name Indication (SNI) during
connection establishment and uses visible CIDs for steady-
state forwarding. We further couple DirectQUIC with certifi-
cate issuance controls based on off-proxy DNS-01 validation
and CAA restrictions to better preserve E2E encryption.

DirectQUIC makes four main contributions. First, we design
a QUIC-aware transparent reverse proxy that preserves E2E
encryption and QUIC transport semantics without terminating
QUIC connections or storing backend TLS keys and certifi-
cates at the proxy. Second, we propose two deployment modes
for transparent QUIC reverse proxying: (i) multi-service host-
ing behind a single shared public IP address, similar to
traditional reverse proxies, and (ii) a full redirection mode that
combines transparent QUIC forwarding, Direct Server Return
(DSR) and path redirection, allowing traffic to bypass the
proxy after connection establishment and minimizing steady-
state overhead. Fourth, we implement a proof of concept using
eBPF/XDP and evaluate DirectQUIC against HAProxy, Caddy,
and Envoy, showing lower latency, higher throughput, and
lower CPU and memory overhead.

II. RELATED WORK

Existing QUIC-capable reverse proxies such as HAProxy,
Caddy, and Envoy support HTTP/3 and QUIC by operating
as Layer 7 proxies that terminate QUIC at the frontend and
establish new connections toward backend servers [9], [10],
[11]. This enables application-layer functionalities, but breaks
E2E QUIC transport semantics and requires centralized man-
agement of TLS keys and certificates at the proxy. NGINX also
supports HTTP/3, but QUIC reverse proxy is not yet available
as a stable upstream feature in its mainline release [13].
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Fig. 1. Connection establishment in DirectQUIC under the shared-IP mode.

In contrast, generic Layer 4 UDP forwarding lacks aware-
ness of QUIC connection semantics and therefore cannot
robustly support service multiplexing or connection migration
based only on IP addresses and ports. QUIC Load Balancers
(QUIC-LB) address this limitation by encoding routing in-
formation into server-generated CIDs so that load balancers
can steer traffic without decrypting QUIC packets [14]. Di-
rectQUIC is inspired by this principle, but extends it from
load balancing to transparent reverse proxy and supports both
shared-IP multi-service hosting and a redirection mode. In ad-
dition, DirectQUIC couples transparent QUIC forwarding with
certificate issuance controls to better preserve E2E encryption
if the client-facing proxy is compromised.

Prior systems have also explored reducing proxy forwarding
overhead through DSR or QUIC-specific stream distribu-
tion [15], [16]. Unlike these approaches, DirectQUIC neither
terminates QUIC nor shares transport and cryptographic state
across proxy and backends. Instead, it preserves the standard
E2E QUIC model while forwarding traffic statelessly using
routing information encoded in visible CIDs.

III. DIRECTQUIC

This section describes the design of DirectQUIC, detailing
system architecture, the connection establishment process,
steady-state CID-aware forwarding, eBPF implementation and
certificate issuance.

A. Connection Establishment

Figures 1 and 2 illustrate the connection establishment
process in DirectQUIC under its two supported deployment
modes. In both cases, the process begins when a client initiates
a QUIC connection by sending an Initial packet containing
the TLS ClientHello to the proxy’s IP address. During con-
nection establishment, DirectQUIC performs limited control-
plane processing on QUIC Initial packets in order to extract
routing metadata, while steady-state forwarding remains fully
transparent and CID-based. The Initial packet is therefore
exported to userspace for control-plane processing.
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Fig. 2. Connection establishment in DirectQUIC under the full redirection
mode.

The control-plane analyzer extracts the SNI and selects
the appropriate backend server, after which the Initial packet
is forwarded toward that backend without terminating the
QUIC connection. The backend processes the ClientHello and
generates a ServerHello response.

During the handshake, the backend embeds routing informa-
tion in the server-generated CID. The customized CID encodes
a server ID that is opaque to the client but meaningful to
DirectQUIC. The ServerHello packet carrying this customized
CID is forwarded back to the client. Once the handshake
completes, the client sends subsequent QUIC packets using
the customized CID.

In the shared-IP mode (Figure 1), the proxy remains on the
data path and forwards traffic between the client and backend
servers located in a private subnet. In contrast, in the full
redirection mode (Figure 2), the backend explicitly instructs
the client to establish a new QUIC connection directly to the
backend’s public IP address. Upon receiving this redirection
signal, the client initiates a new QUIC connection using con-
nection resumption or 0-RTT, after which all subsequent traffic
bypasses the proxy entirely. This mode eliminates steady state
proxy overhead at the cost of requiring a public IP address
per backend server.

B. Architecture Overview

Figure 3 presents the architecture of DirectQUIC, which
adopts a split data plane and control-plane design to en-
able transparent QUIC routing with minimal overhead. Data
plane packet processing is implemented in kernelspace using
eBPF/XDP, while control-plane logic and limited protocol
analysis are handled in userspace.

The data plane consists of a QUIC-aware XDP program
attached to both upstream and downstream network interfaces.
On downstream traffic (client to proxy), the XDP data plane
performs fast-path packet forwarding while identifying QUIC
Initial packets. For these packets, it emits events to userspace
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Fig. 3. DirectQUIC architecture overview.

via an eBPF ring buffer without interrupting normal data plane
forwarding. The userspace Control-Plane Analyzer consumes
these events, extracts the SNI, selects an appropriate backend
server, and routes the packet accordingly.

C. Steady-State Forwarding

After connection establishment, DirectQUIC forwards all
subsequent QUIC packets exclusively in the data plane with-
out control-plane involvement. Forwarding decisions are per-
formed based solely on the CID carried in the QUIC packet
header. The QUIC-aware XDP data plane derives the server
ID encoded in the CID and forwards packets accordingly,
independent of the client’s IP address or port. This enables
stateless, per-packet routing at line rate.

In the shared-IP mode, the proxy remains on the data path
and continues to forward packets between the client and back-
end servers using CID-based routing. In the full redirection
mode, steady state forwarding occurs directly between the
client and backend server after the client establishes a new
QUIC connection to the backend’s public IP address. In this
case, the proxy is completely removed from the data path,
eliminating steady state forwarding overhead.

DirectQUIC does not track or learn new CIDs explicitly. All
server-generated CIDs, including those issued during connec-
tion migration, embed the same server ID, allowing correct
forwarding by inspecting the visible CID header without
observing encrypted control frames or maintaining per-client
CID state across backend servers. By restricting steady-state
packet processing to simple CID extraction and XDP-based
forwarding, DirectQUIC introduces only minimal overhead.

D. eBPF Deployment

DirectQUIC extends LinkQUIC [17] and is implemented
using a combination of eBPF/XDP programs in the kernel
and userspace control logic. The data plane bypasses the tra-
ditional kernel networking stack by attaching XDP programs
directly to network interfaces. Packet forwarding is performed
using bpf_redirect(), allowing packets to be forwarded
between interfaces without traversing the IP, UDP, or socket
layers, thereby minimizing per-packet processing overhead.
For packets forwarded using IP-based routing in the shared-IP
mode, the XDP data plane leverages bpf_fib_lookup()
to resolve the appropriate next-hop parameters, including
destination MAC address and egress interface. This allows

DirectQUIC to perform correct forwarding decisions directly
at XDP while remaining consistent with the host’s routing
configuration.

Routing state is maintained in a single BPF map indexed
by a server ID embedded in the QUIC CID. In the shared-IP
mode, map entries associate server ID with backend IP and
port, enabling proxy-based forwarding to backend servers in a
private subnet. In the full redirection mode, entries associate
server IDs with backend MAC addresses, allowing backend
servers to respond directly to clients using the proxy’s virtual
IP (VIP) while bypassing the proxy in both states.

DirectQUIC requires minimal modifications to QUIC end-
points. Backend servers are extended to embed a server ID into
server-generated CIDs during the handshake. No changes to
QUIC packet formats or cryptographic protocols are required.
To support full redirection, backend servers send an explicit
redirection signal to the client after the handshake, instructing
it to establish a new QUIC connection to the backend’s public
IP address. Clients implement a corresponding mechanism to
initiate a new connection using QUIC connection resumption
or 0-RTT, after which all traffic flows directly between the
client and backend.

In the shared-IP mode, the XDP data plane forwards
client-to-server traffic by rewriting the destination IP from
the proxy’s IP address to the selected backend server’s IP,
while preserving the original client source IP and port. As
a result, backend servers observe packets as originating from
the real client rather than from a proxy-originated connection.
For return traffic, packets from the backend are routed back
through the proxy, which rewrites the source IP from the
backend server’s IP to the proxy’s IP before forwarding them
to the client. Thus, the proxy remains on the data path in
both directions in shared-IP mode, and the client consistently
communicates with the proxy’s advertised service address.

In the full redirection mode, the proxy advertises the VIP as
the externally reachable service address, while backend servers
configure the same VIP only on their loopback interfaces
and do not advertise it at Layer 2. As a result, ingress
traffic is directed to the proxy, which then steers packets
to the selected backend by rewriting only the destination
MAC address. Because the backend locally owns the VIP on
loopback, it can generate responses using the VIP as the source
IP without requiring IP or port translation. This design avoids
Layer 2 ambiguity, preserves a single public service address,
and enables DSR behavior while removing the proxy from
steady-state packet processing.

E. Certificate Issuance Control

Preserving E2E encryption in DirectQUIC requires not only
avoiding QUIC termination at the proxy, but also constraining
certificate issuance so that a malicious client-facing proxy
cannot obtain replacement certificates for backend domains.
Otherwise, a compromised proxy could obtain a valid certifi-
cate, impersonate the backend server, and escalate into a TLS-
terminating person-in-the-middle. In our deployment model,
backend TLS private keys remain exclusively at the backend



server, while certificate validation is restricted to off-proxy
DNS-01 validation under the control of the backend owner.
In addition, CAA records restrict which certificate authorities
(CAs) and validation methods are authorized for issuance.
Under these assumptions, compromise of DirectQUIC alone
does not by itself expose backend TLS private keys or enable
passive decryption of QUIC application traffic.

This deployment model relies on three main trust compo-
nents: the backend server, which stores the TLS private key
and terminates QUIC/TLS; the DNS zone authority, which
controls DNS-based certificate validation; and all CAs ex-
pected to enforce the configured issuance restrictions. Direc-
tQUIC itself is not supposed to store backend TLS private
keys or terminate the E2E encrypted connection. Extended
Validation certificates may further increase the operational bar-
rier against malicious certificate issuance through additional
approval procedures.

IV. EVALUATION

We evaluate DirectQUIC using a PoC implementation
and compare it against representative QUIC reverse proxies:
HAProxy, Caddy, and Envoy. Our evaluation considers two
aspects: deployability and performance. First, we examine
whether DirectQUIC supports practical QUIC deployments
without terminating connections or managing TLS keys. Sec-
ond, we compare its latency, throughput, CPU cycle consump-
tion, and memory usage against Layer 7 QUIC reverse proxies.

NGINX is excluded because QUIC reverse proxy support is
not available as a stable upstream feature in its official main-
line codebase, hindering reproducible evaluation. In contrast,
HAProxy, Envoy, and Caddy provide QUIC reverse proxy
support in their official codebases.

Our prototype runs on a VM hosted on an ASUS Mini
PC under Proxmox, using a Python-based eBPF BCC control
plane and a C-based eBPF data plane. The proxy VM is
allocated 4 CPU cores and 32 GB RAM. backend servers run
on a separate VM with 8 CPU cores and 32 GB RAM, and
clients run on two VMs with 12 CPU cores and 48 GB RAM.
All systems are connected through a 1 Gbps local network.

A. Effectiveness and Deployability

We evaluate deployability using nine QUIC clients: six im-
plementations (quic-go, quiche, msquic, aioquic, s2n-quic, and
neqo) and three major browsers (Chrome, Firefox, and Safari).
All successfully establish QUIC connections and exchange
data through DirectQUIC. This is achieved without terminating
QUIC at the proxy and without storing backend TLS private
keys or certificates.

For browsers, we implement a TCP fallback path based
on SNI extracted during the TCP handshake. The backend
then advertises HTTP/3 using Alt-Svc, allowing subsequent
connections to use QUIC. This enables interoperability with
unmodified browsers and existing deployment practices.

DirectQUIC aligns with QUIC-LB design principles by
avoiding connection termination at the proxy and using visible
server-generated CIDs for routing, while extending this model
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to transparent reverse proxying. Backend selection can be per-
formed using standard policies such as round-robin or hashing,
with the selected server ID encoded into the CID. By avoiding
proxy-side QUIC termination and centralized storage of back-
end TLS credentials, DirectQUIC preserves QUIC transport
semantics and supports E2E encryption. However, preserving
this property against a malicious client-facing proxy addition-
ally requires certificate issuance restrictions so that the proxy
cannot obtain replacement certificates and escalate into a TLS-
terminating impersonation point. As a result, compromise of
DirectQUIC does not by itself expose backend TLS private
keys or enable passive decryption of QUIC application traffic.
Overall, these results show that DirectQUIC supports practical
QUIC deployments while reducing key-management exposure
compared to termination-based QUIC reverse proxies.

B. Performance

We evaluate performance in terms of latency, throughput,
CPU utilization, and memory consumption. For latency and
throughput, an iptables-based NAT setup is used as a baseline.
All proxies are evaluated under the same network conditions.

Latency. We measure request–response latency while in-
creasing load from 1K to 80K requests/s. Figure 4 shows that
both DirectQUIC modes closely track the iptables base-
line and maintain substantially lower latency than HAProxy,
Caddy, and Envoy. Termination-based proxies become proxy-
limited earlier, whereas DirectQUIC remains below proxy
saturation and is primarily limited by backend or network
capacity at high load.

Throughput. We measure throughput over a fixed 10-
second interval using 100 concurrent QUIC connections. As
shown in Figure 5, both DirectQUIC modes achieve through-
put close to the iptables baseline, with full redirection
approaching direct client-to-server communication. HAProxy,
Caddy, and Envoy achieve lower throughput due to QUIC
termination and userspace forwarding overhead.

CPU Utilization. Figure 6 reports CPU cycle consumption
under increasing request rates. DirectQUIC consistently incurs
the lowest CPU overhead because steady-state forwarding is
performed in kernelspace using XDP and CID-based routing.
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The full redirection mode achieves the lowest CPU utilization
overall, as the proxy participates only during connection
establishment and is removed entirely from the steady state
data path. Even at 80K RPS, DirectQUIC remains well below
CPU saturation, confirming that the proxy itself is not the
limiting factor. In contrast, HAProxy, Caddy, and Envoy
consume substantially more CPU due to QUIC termination,
cryptographic processing, and userspace handling, and saturate
at lower request rates.

Memory Consumption. We measure memory usage while
gradually increasing the number of concurrent QUIC connec-
tions. Figure 7 shows that DirectQUIC maintains a nearly
constant memory footprint because its transparent forwarding
design avoids per-connection state at the proxy. In the kernel
data plane, DirectQUIC uses only a fixed-size BPF map that
associates server IDs with forwarding information, which does
not scale with the number of connections. In userspace, mem-
ory is used only transiently for QUIC Initial packet processing,
and no per-connection QUIC, TLS, or stream state is retained.
As a result, both DirectQUIC modes exhibit identical and
flat memory consumption. In contrast, HAProxy, Caddy, and
Envoy show steadily increasing memory usage as connection
counts grow, reflecting their need to maintain per-connection
QUIC, TLS, and stream state.

Overall, DirectQUIC achieves lower latency, higher
throughput, lower CPU overhead, and near-constant memory
usage, while preserving E2E QUIC semantics without proxy-
side QUIC termination.

V. DISCUSSION

Encrypted Client Hello (ECH) [18] is an extension to
TLS 1.3 that encrypts the SNI and other sensitive handshake
parameters, preventing passive and active on-path observers
from learning the intended destination service. ECH is par-
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ticularly relevant to QUIC-based deployments, as it further
reduces protocol visibility during connection establishment
and challenges middleboxes that rely on plaintext SNI for
routing decisions. However, the ECH specification explicitly
defines a Client-Facing Server deployment model, in which
an initial server endpoint is trusted to decrypt the ClientHello
and recover the inner SNI before forwarding the connection
toward the backend service. DirectQUIC is compatible with
this model: it can operate either as the Client-Facing Server
itself, extracting routing information prior to backend selec-
tion, or be deployed behind an existing Client-Facing Server
that exposes the decrypted SNI, thereby preserving its design
goals while remaining compatible with emerging ECH-enabled
deployments.

Shared-IP vs. Full Redirection. DirectQUIC offers two
deployment modes, each reflecting a different balance between
practicality and performance. In the shared-IP mode, multiple
backend services are exposed behind one public IP, which
keeps deployment simple and does not require changes to
QUIC clients. The drawback is that the proxy remains on
the steady-state forwarding path, so some forwarding overhead
is unavoidable. The full redirection mode takes the opposite
approach: after the initial connection setup, the client is steered
to communicate directly with the selected backend. This
removes the proxy from the steady-state path and improves
efficiency, but it requires every backend server to have a
publicly reachable IP and needs extra coordination between
the server and the client during setup.

QUIC defines the Preferred Server Address (PSA) transport
parameter, which allows a server to advertise an alternative IP
address to the client during the handshake. Upon receiving this
parameter in the ServerHello, a compliant client can migrate
the connection to the preferred IP address without establishing
a new connection. This mechanism is directly relevant to the
full redirection mode of DirectQUIC, as it provides a standard-
ized way for a server to steer the client toward a backend IP ad-
dress immediately after connection establishment. In principle,
PSA could eliminate the need for an explicit redirection signal
and client-side reconnection, enabling faster and more efficient
path migration. However, support for PSA is currently limited
or absent in most widely deployed QUIC implementations, and
enabling it would require intrusive modifications or forking of
QUIC stacks. To preserve compatibility with existing QUIC
stacks, DirectQUIC implements redirection at the application



level using explicit signaling and connection resumption. Even
with mature PSA support, full redirection would continue
to require routable backend IP addresses, making shared-IP
deployment the more practical choice for many environments.
These trade-offs highlight that shared-IP and full redirection
modes are complementary, enabling DirectQUIC to adapt to
diverse deployment scenarios ranging from small-scale edge
systems to high-performance cloud infrastructures.

Transport-Layer Proxying vs HTTP/3 Reverse Proxies.
Existing QUIC-capable reverse proxies such as HAProxy,
Envoy, and Caddy primarily operate as HTTP/3 reverse proxies
rather than generic QUIC transport-layer proxies. HTTP/3 is
an application-layer protocol that runs on top of QUIC and in-
herits its transport properties while introducing HTTP-specific
semantics. By terminating QUIC connections and processing
HTTP/3 streams, these systems provide rich application-layer
functionalities, including request routing, header manipulation,
authentication, rate limiting, and protocol-aware load balanc-
ing. Such capabilities are beyond the scope of DirectQUIC,
which intentionally operates below the application layer and
does not interpret HTTP semantics.

This transport-layer design allows DirectQUIC to support a
broader class of QUIC-based services. It can forward not only
HTTP/3 traffic, but also other QUIC applications, provided
that routing information such as SNI is available during
connection establishment. The cost of this transparency is
that backend servers must participate by embedding a server
ID into QUIC CIDs, similar to the routing approach used in
QUIC-LB. By comparison, HAProxy, Envoy, and Caddy avoid
such backend-side QUIC modifications because they rely on
full connection termination and centralized TLS handling at
the proxy. The contrast is therefore not simply implementation
style, but a deeper architectural trade-off between application-
layer functionality on one side and transport-layer transparency
and generality on the other.

VI. CONCLUSION

This paper introduced DirectQUIC, a transparent QUIC re-
verse proxy that preserves E2E encryption and QUIC transport
semantics without terminating connections or storing backend
TLS private keys and certificates at the proxy. DirectQUIC
combines limited control-plane processing during connection
establishment with stateless CID-based forwarding in the
steady state, and we implemented it as a proof of concept
using eBPF/XDP.

Our evaluation shows that DirectQUIC interoperates
with diverse QUIC stacks and browsers and outperforms
termination-based QUIC reverse proxies across latency,
throughput, CPU overhead, and memory scalability. These
results indicate that transparent, CID-aware QUIC proxying
is a practical alternative to Layer 7 QUIC termination for de-
ployments that prioritize E2E transport semantics, efficiency,
and reduced key-management exposure.

We further argue that preserving E2E encryption in this trust
model requires coupling transparent proxying with certificate
issuance restrictions. Under such a deployment model, the

risk that a malicious client-facing proxy obtains replacement
certificates and silently escalates into a TLS-terminating im-
personation point can be significantly reduced. Future work
includes broader load-balancing policies, deeper integration
with mechanisms such as ECH and PSA, and hardening the
design for production deployment.
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