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Abstract— The increasing need for automated surveillance
systems has led to the development of intelligent solutions that
integrate artificial intelligence and distributed computing. This
paper presents a Fog Computing-based surveillance system for
real-time weapon detection and face recognition. Unlike
traditional cloud-centric systems, the proposed model leverages
Edge, Fog, and Cloud layers to optimize processing efficiency,
reduce network congestion, and minimize power consumption.
Distributing computing tasks across multiple layers significantly
reduces transmitted data volume while ensuring fast and
reliable threat identification. Experimental results suggest the
proposed system can substantially reduce data transmission,
preserving high detection accuracy. Adaptive and on-demand
activation of the Edge, Fog, and Cloud processing layers
contributes to improved efficiency and responsiveness, making
the system a promising option for scalable and large-scale
surveillance applications.
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I. INTRODUCTION

Surveillance systems play a crucial role in security and law
enforcement. However, conventional monitoring methods
require constant human supervision, which is inefficient and
prone to errors. Automated surveillance has become feasible
with the advent of deep learning and the Internet of Things
(IoT) [1]. However, cloud-based solutions suffer from high
latency and bandwidth limitations, making them unsuitable for
real-time applications. So, it is imperative to optimize data
transmissions, reducing unuseful information [2].

In the Internet of Things (IoT) ecosystem, data processing
is distributed across three primary computing layers: Edge,
Fog, and Cloud [3]. Each of these layers plays a crucial role in
managing data efficiently while addressing challenges such as
latency, bandwidth usage, and power consumption [4]. Edge
computing processes data directly on IoT devices or nearby
local servers, significantly reducing latency by handling data
close to its source [5]. In Wireless Sensor Networks (WSNs),
edge computing is particularly beneficial as it minimizes
energy consumption by processing data locally, thereby
reducing the need for energy-intensive data transmission [6].
Fog computing is an intermediary between the edge and the
cloud, extending cloud capabilities to the local network. It
enables efficient data processing and storage closer to the data
source, reducing latency and bandwidth usage [7]. This
architecture is particularly beneficial for applications requiring
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real-time analytics and quick decision-making, as it distributes
computational tasks across multiple nodes rather than relying
solely on distant cloud servers. Cloud computing provides
centralized, large-scale data storage and processing
capabilities. While offering vast computational resources, it
introduces higher latency due to the physical distance from
data sources, making it less suitable for time-sensitive
applications. However, it remains essential for tasks requiring
extensive data analysis, long-term storage, and large-scale
machine learning model training.

Computer Vision approaches rely on understanding image
structures through techniques like color segmentation, interest
points, shape detection, and edge detection [8]. However, their
effectiveness highly depends on image quality and angle,
making occlusion and noise significant challenges [9]. In
contrast, Deep Learning algorithms, based on Neural
Networks [10], enable computers to infer features
autonomously, allowing them to detect occluded objects more
effectively when trained with large datasets.

Hardware accelerators, such as GPUs [11], TPUs [12],
PIM [13], and FPGAs [14], are essential for deep learning and
image processing due to the high computational demands of
these tasks. Neural networks require extensive matrix
operations and parallel processing, which traditional CPUs
handle inefficiently. Accelerators significantly improve
performance by enabling faster training and inference,
reducing power consumption, and supporting real-time
applications. Their use is critical in tasks like object detection,
image recognition, and video processing, where large datasets
and complex models demand high-speed computation.

This research introduces a distributed computing approach
that integrates Edge, Fog, and Cloud layers to enhance the
efficiency of surveillance systems, particularly in detecting
weapons and identifying individuals [15]. In the future, Fog
surveillance could also be helpful in robot surveillance
applications [16], allowing lightweight robots to process
intensive deep-learning tasks in the building network
infrastructure.

The key contributions of this work include: 1) A multi-
layered processing framework optimizing real-time
surveillance. 2) Reduction of network congestion through
efficient data filtering at Edge and Fog layers. 3) Low-power
consumption and scalability for deployment in smart city
environments.
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Fig. 1. Tasks performed in each level.

II. PROPOSED SYSTEM ARCHITECTURE

The proposed system consists of three computational
layers with distributed computing in Edge, Fog, and Cloud.
The information sent by a surveillance system is very sensitive
[17], because of this, the lightweight GS3 cybersecure
protocol is implemented for communications [18]. Each layer,
shown in Fig. 1, is responsible for the following specific tasks
to maximize efficiency:

A. Edge layer

The Edge layer captures images using camera sensors and
performs preliminary Background Subtraction. BS works by
subtracting the current frame from a background, isolating
dynamic objects based on scene characteristics. Filters out
frames without significant changes to reduce unnecessary
processing in the following Fog layer.

B. Fog layer

The Fog layer is structured in two sublayers. The first one
implements deep learning-based detection algorithms to
identify people and weapons. It extracts the relevant regions
of interest (ROIs) linking detected weapons to individuals.
Finally, it sends only the relevant ROIs to the second layer to
minimize data transmission. Every device in the first Fog
sublayer can service several Edge camera devices. The second
layer receives the armed person's ROI and extracts its face,
sending it to the Cloud layer for people identification. The
Cloud contains a large biometrics database, for people’s
identification. Every device in the second Fog sublayer can
service several first Fog sublayer devices.

YOLO v5 [19] was chosen for detection because it offers
a good balance between embedded GPU performance
requirements and detection quality. The people detection was
performed using the pre-trained YOLOvVS516 set, and the
weapon detection was trained with 15600 images.
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Fig. 2. Hardware deployment.

C. Cloud layer

It performs facial recognition to verify the identity of
detected individuals, determining whether they are authorized
to carry a weapon, and sends alerts only when unauthorized
armed persons are detected. The face recognition is performed
in the Cloud using the Geitgey library [20].

III. EXPERIMENTATION

The system was tested under real-world scenarios using a
distributed hardware setup, shown in Fig. 2:

e Edge Layer: Raspberry Pi 3 (RPi3) for initial image
processing of Background Subtraction (BS).

e Fog Layer: NVIDIA Jetson Nano devices for weapon,
person, and face detection.

e Cloud Layer: High-performance server for identity
verification.

We developed five experimental test scenarios:

e Case 1: Background Detection: No persons in the
frame, ensuring no unnecessary data transmission.

e Case 2: Single Person Without Weapon: Detection of
individuals without alert.

e Case 3: Single Person With Weapon: Processing and
transmitting of his face to the Cloud layer.

e Case 4: Multiple Persons Without Weapons: Detection
of multiple individuals without weapon alerts.

e (Case 5: Multiple Persons With Weapons: Processing
and transmitting of multiple faces to the Cloud layer.
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Fig. 3. Images and sub-images sent.

In Fig. 3, we present the image transferred in each processing
level: At left, the image captured by the Edge camera is sent
to the first Fog level, which detects an armed person, extracts
his bounding box, and sends it to the second Fog level; in the
middle, the second Fog level detects and extracts the face,
sending it to the Cloud. Results depend strongly on the scene,
so we proposed those five scenarios. Data transaction
percentages are shown in Table I. When there are no changes
in the background, no data is sent. When people are in the
scene without movement, there is a notable reduction of data
sent to Fog. There is a very low probability of appearing
weapons in real life, so transfers are very sparse. Cloud only
receives the bounding box with the faces of armed people,
representing 2% of the initial data.

TABLE L. DATA TRANSACTIONS (%)
Rpi » 1st Nano 1st » 2nd Nano 2nd Nano » Cloud
Caset 0.00 0.00 0.00
Case2 7.23 0.001 0.00
Case3 16.13 0.77 0.02
Case4 24.31 0.01 0.00
Caseb 17.10 0.58 0.02

IV. CONCLUSION AND FUTURE WORK

This research presents a useful and easily scalable Fog
surveillance system designed for real-time weapon detection
and face recognition. It demonstrated high efficiency in
filtering unnecessary data, achieving significant reductions in
network load: In cases where no weapons were detected, data
transmission was reduced to nearly zero, whereas in threat
scenarios, only 2% of the original data was transmitted to the
Cloud for identity verification. Since transmissions are
drastically reduced, the distributed computing model
significantly reduces power usage. Edge and Fog layers are
dynamically activated only when needed, conserving energy.
This multi-layered approach ensures that data is processed at
the most appropriate level, balancing computational efficiency
with energy consumption and network performance.
Experimental validation confirms the system’s efficiency in
reducing data transmission while maintaining detection
accuracy. Future work will focus on integrating advanced Al
models for improved recognition and deploying the system in
large-scale smart city environments.
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