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Abstract—Modern communication networks feature local fast
failover mechanisms in the data plane, swiftly handling link
failures with pre-installed rerouting rules. This paper explores
resilient routing meant to tolerate < k link failures, ensuring
packet delivery as long as the source and destination remain
connected in the degraded network. While past theoretical works
investigated failover routing under static link failures, i.e., links
which permanently and simultaneously fail, real-world networks
often experience link flapping—dynamic down states caused, e.g.,
by short-lived software-related faults. We categorize link failures
into static, semi-dynamic (non-simultaneous), and dynamic (non-
permanent and non-simultaneous) types, providing a comprehen-
sive analysis of failover routing under these scenarios.

We show that k-edge-connected graphs exhibit (k — 1)-resilient
routing against dynamic failures for &k < 5, extendable to arbi-
trary k by rewriting log k bits in packet headers. Rewriting 3 bits
suffices to cope with &k semi-dynamic failures. Furthermore, on
general graphs, one dynamic failure can be handled without bit-
rewriting. We complement our theoretical results with extensive
simulations, comprised of over 5 x 10° evaluation runs.

I. INTRODUCTION AND RELATED WORKS

Communication networks are a critical infrastructure, re-
quiring robust mechanisms to handle increasingly frequent
link failures [6]. Even brief disruptions significantly degrade
service quality [7]-[9]. Traditional routing protocols like
OSPF [10] and IS-IS [11] react slowly to failures, making them
unsuitable for latency-sensitive applications [6]-[9], [12].

To address this, modern networks incorporate local fast
failover mechanisms in the data plane, enabling rapid packet
rerouting via preinstalled alternative paths [3], [13]. Examples
include IP Fast Reroute [14]-[16], MPLS Fast Reroute [17],
and OpenFlow fast-failover groups in SDNs [18].

The quest for efficient failover mechanisms within the data
plane involves a significant algorithmic challenge. The primary
dilemma revolves around the strategic establishment of static
failover rules that can swiftly reroute flows to maintain reach-
ability at the routing level, in the face of failures, while these
routing rules must solely depend on local failure information,
without information about potential downstream failures. At
the core of this challenge lies a fundamental question:
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e Can we devise a failover routing system capable of
tolerating any k simultaneous link failures as long as
the underlying topology remains connected?

Resilient failover mechanisms have gained significant in-
terest [1], [3], [5], [19]-[21]. Randomized approaches [22],
[23] are effective but impractical due to packet reordering
and inefficiencies in standard routers [2]. Packet duplication
techniques, like flooding, also impose excessive network load.

Standard routers rely on basic routing, deterministically
forwarding packets based on active links, incoming ports,
and destinations. Feigenbaum et al. [3] proposed DAG-based
failover routing, ensuring resilience against one failure, but
perfect resilience, i.e., resilience to arbitrarily many link
failures, remains impossible even on an eight-node graph [24].
Meanwhile, Chiesa et al. [1] proved 2-resilience is unattainable
in general without source awareness. Thus, many approaches
rely on heuristics, packet header rewriting, or dense connec-
tivity [4], [19], [22], [25]. When header rewriting is feasible,
routers can modify reserved bits in packet headers to influence
the packet forwarding on subsequent routers.

Chiesa et al. [1] showed that (k — 1)-resilient routing can be
efficiently computed in k-edge-connected graphs for k£ < 5,
termed ideal resilience, but its feasibility for £k > 5 re-
mains open. They also proposed failover algorithms achieving
(k — 1)-resilience in arbitrary k-edge-connected networks via
packet header rewriting, requiring log % or 3 bits. Unless stated
otherwise, we assume failover routing functions do not modify
packet headers.

Nevertheless, numerous real-world networks are sparsely
connected, with denser subregions [20], [26], making fast
failover routing for general topologies essential. Dai et al. [5]
proved 2-resilient failover routing, considering both source
and destination in forwarding, is feasible in general graphs,
but > 3-resilience is impossible. We refer to such routing as
source-matched routing.

Up until now, existing theoretical studies on failover routing
have mostly assumed simultaneous failures for fail-stop links,
where links fail simultaneously, and links stay failed forever,
once they fail. However, in practice, links may not fail si-
multaneously, but more likely to fail over time, and the failed
links may also be restored. For example, in wide area and
enterprise networks, a phenomenon known as link flapping,
where communication links alternate between up and down
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TABLE I
SUMMARY OF RELATED PREVIOUS RESULTS AND OUR NEW CONTRIBUTIONS, WHERE PREVIOUS RESULTS ARE PRESENTED IN WHITE-GRAY ROWS, AND
OUR NEW FINDINGS RELATED TO THE k-EDGE-CONNECTED AND GENERAL GRAPHS ARE CAST INTO GREEN AND BLUE ROWS, RESPECTIVELY.

Failure Rewriting Routing information Graph is Resilience results for

Type Bits # Per-source  Per-destination  k-edge-connected static & deterministic routing

static no X X (k — 1)-resilience possible for k < 5, open for k > 6 [1]

static no X X (lk/2])-resilience possible for any k [1]

static no X X X (k — 1)-resilience possible for any k [2]

static 3 X X (k — 1)-resilience [1]

static no X 1-resilience possible [3], > 2-resilience imposs. [1]

static no X X arbitrary k-resilience impossible [4]

static no X X 2-resilience possible, 3-resilience impossible [5]
dynamic no X X (k — 1)-resilience possible for k& < 5 [Thms. 2-3]
dynamic no X X (Lk/2])-resilience possible for any k [Thm. 4]
dynamic log k X X (k — 1)-resilience possible for any k [Thm. 7]

semi-dynamic 3 X X (k — 1)-resilience possible for any k& [Thm. 10]

dynamic 3 X X HDR-3-BITS in [1, Algorithm 2] inapplicable [Thm. 9]
dynamic no X X (k — 1)-resilience imposs. for k > 2 (link-circular) [Thm. 5]
dynamic no X 1-resilience possible [Thm. 6]

states, is frequently observed under external routing protocols,
e.g., in OSPF [27], [28] and IS-IS [29], [30].

More recently, Gill et al. [6] classify data center link failures
as long-lived or sporadic short-lived, often caused by connec-
tion errors, hardware issues, or software faults, with the latter
being more prone to software errors. Notably, link flapping
turns the network into a dynamic graph, potentially disrupting
failover algorithms reliant on locally static structures.

Hence, this paper aims to establish provable, deterministic
worst-case resilience guarantees under link flapping. Specif-
ically, we characterize link failures into three types: static,
semi-dynamic, and dynamic. In dynamic failures, unstable
links arbitrarily switch between up and down states. In semi-
dynamic failures, links are fail-stop, i.e., permanent failures,
but may fail during packet traversal and not necessarily
simultaneously. Static failures are a special case of semi-
dynamic failures where links fail-stop simultaneously.

Given this hierarchy, a resilient routing algorithm for a
specific failure type can handle its subsets, while impossibility
results extend to its supersets but not vice versa.

In this paper, we focus on basic routing functions and
their variations, such as packet header rewriting and source-
matching, to achieve the (k—1)-resiliency in k-edge-connected
graphs. Our work closely relates to Chiesa et al. [1]. For an
overview of related findings, see Table I. Going forward, we
aim to reassess whether the conclusions of [1], derived for
static failures, hold for dynamic and semi-dynamic failures.

A. Contributions

This paper initiates the study of the achievable resilience
of fast rerouting mechanisms against more dynamic and non-
simultaneous link failures. To this end, we chart a landscape
of rerouting mechanisms under static, semi-dynamic, and
dynamic link failures. We summarize our results in Table I.

We show that in k-edge-connected graphs with & < 5,
(k—1)-resilience under dynamic failures is achievable without
packet header rewriting or source-matching. This extends to
any k if log k bits can be rewritten. However, the HDR-3-BITS
Algorithm by Chiesa et al. [1], which ensures (k—1)-resilience

for static failures with 3-bit rewriting, fails under dynamic
failures but remains effective for semi-dynamic ones. Our
extensive evaluation with over 5 x 10° test runs showcases the
performance of these routing algorithms over various failure
models. Lastly, we show that 1-resilience for dynamic failures
without rewriting bits is always feasible, but that 1-resilience
in a 2-edge-connected graph becomes impossible if all nodes
must employ link-circular routing functions.

B. Organization

The remainder of this paper is organized as follows. We
introduce our formal model in §II and then present our
theoretical and empirical results for ideal-resilience against
various dynamic failures in §IV and §V respectively. We
conclude in §VI by discussing some open questions.

II. PRELIMINARIES

We model a network as an undirected (multigraph) G =

(V, E), where routers are nodes in V' and bi-directed links
are undirected edges {u,v} € E. For E' C E, G\ E' =
(V,E\ E"); for V' C V, G\ V' removes V' and its incident
edges in G. In a graph G’ C G, N/ (v), Eg/(v), and Agr (v)
denote the neighbors, incident edges, and degree of v in G’
respectively, omitting G’ if clear. An undirected edge {u,v} €
E yields directed edges (arcs) (u,v) and (v, u).
Static, Semi-Dynamic, and Dynamic Failures. Let F* C F
denote a set of unstable links (failures) in G, where each e € F'
can fail in transferring packets in both directions when its link
state is down (failed). An unstable link is called fail-stop if
its down state is permanent. A set of (unstable links) failures
F' C F can be classified into three types: static, if all links in
F' are fail-stop and fail simultaneously; semi-dynamic, if all
links in F' are fail-stop but may fail at different times; and
dynamic, if de € F can alternate between up and down states
arbitrarily and can fail over time.

Thus, static failures are a subset of semi-dynamic failures,
which in turn are a subset of dynamic failures. A resilient
routing algorithm for one failure type applies to its subsets,
while impossibility results extend to its supersets.
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Failover Routing. For a basic (non-source-matched) failover
routing, each node v € V stores a predefined and static
forwarding (interchangeably, routing) function to determinis-
tically decide an outgoing link (out-port) for each incoming
packet solely relying on the local information at v, i.e.,

« the destination ¢ of the incoming packet,
« the incoming link (in-port) of the packet at node v,
o and the set of non-failed (active) links incident on v.

Specifically, given a graph G and a destination ¢ € V, a
forwarding function for a destination ¢ at a node v € V is
defined as 7f, ,: Ng(v) U {L} x 26¢(") s Eg(v), where L
represents sending a packet originated at v (these functions
can be extended appropriately for multigraphs). Unless other-
wise stated, we will implicitly consider forwarding functions
without matching the source s.

When G and the destination pair ¢ € V are clear,
T (4, Eg\p(v)) can be abbreviated as 7, (u, Eg\p(v)).
where u € Ng\p(v) U {L}. Let F, C F denote the failures
that incident on a node v € V. With a slight abuse of
notation, the forwarding function g, ,, (u, Ec\p(v)) can be
also denoted by the form 7, (u, F),) since Eq\p(v) =
E¢ (v) \ F,. Especially, when v does not lose any link
under F, ie., Eq\r(v) = Eg (v), its routing function is
simplified as , (u). The collection of routing functions:
It = Uvev\ity (w!) is called a routing scheme for t.

Header-Rewriting Routing. Packet header-rewriting aug-
ments basic routing by reserving rewritable bits in each
packet’s header. The routing function at v € V interprets
these bits for forwarding decisions and can modify them
to influence subsequent routers. However, rewritable bits for
failover routing are limited due to competing needs (e.g., TTL,
checksums, QoS). Moreover, the bit-rewriting complexity af-
fects processing overhead, latency, and packet loss, impacting
transmission efficiency.

After introducing routing functions, in Definition 1, we
formally define the core problem studied in this paper.

Definition 1 (k-Resilient Failover Routing Problem). Given
a graph G = (V, E), the k-resilient failover routing problem
is to compute a k-resilient routing scheme for a destination t
in G. A forwarding scheme for t is called k-resilient, if this
scheme can route a packet originated at a node s € V to its
destination t € V as long as s —t remains connected in G\ F
for a set of (static/semi-dynamic/dynamic) link failures F C E
of |F| <k, where G\ F denotes the subgraph when F fails
simultaneously.

We will focus on computing a k-resilient routing scheme
for a given destination ¢, as our algorithm for ¢ can be applied
to any node u € V.

It is worth noting that since resilient routing often involves
packets retracing their paths in reverse directions, dynamic
(or semi-dynamic) failures can cause inconsistencies in the
input (active links) for deterministic routing functions, thereby
increasing the likelihood of forwarding loops.

Non-Trap Assumption. In Definition 1, the subgraph G \ F
may consist of multiple connected components. We assume
that dynamic (or semi-dynamic) failures in F' cannot lead
routing functions to direct a packet across different connected
components within G \ F'.

Dead-Ends, Loops, and Link-Circular Routing. Next, we
introduce some commonly-used concepts in failover routing.
A node v bounces back a packet p if it sends p back through its
incoming port (link). A dead-end is a node v in G’ C G with
a single neighbor (Ag/(v) = 1), requiring any forwarding
function at v to bounce back packets; otherwise it causes
packets to get stuck. A forwarding loop occurs when a packet
traverses the same direction of an undirected link twice. Both
directions of a link can be traversed once without looping.
Loops in static failures also appear in dynamic and semi-
dynamic failures. A packet cannot reach v from wu if it gets
stuck or enters a forwarding loop. A forwarding function
is link-circular if v routes packets via an ordered circular
sequence (uq,...,uy) of neighbors, forwarding packets from
u; to uiq1. If {v, u;41} fails, the packet moves to u; 42, cycling
with uy after uy [1]. Obviously, for link-circular forwarding
functions, bouncing back is only allowed on dead-ends.

Further Notations and Graph Theory Concepts. We intro-
duce key graph-theoretic concepts and notations used in this
paper. A path P from « to v in G is called a u-v path. Two
paths are edge-disjoint if they share no edges but may share
nodes. We focus on edge-connectivity, simply referred to as
connectivity. A graph G = (V, E) is k-connected if every pair
of nodes in V' has k edge-disjoint paths. For V! C V, the
induced subgraph G[V'] C G contains all edges {u,v} € E
where u,v € V.

III. FIRST INSIGHTS FOR IDEAL RESILIENCE AGAINST
STATIC FAILURES

In this section, we initially present the routing techniques
proposed by Chiesa et al. [1] to achieve (k — 1)-resilience
against static failures in k-connected graphs G. We will
demonstrate that the results established for static failures can
be effectively adapted for dynamic failures.

Chiesa et al. [1] leverage a set of k arc-disjoint arbores-
cences [31], in a k-connected graph G to devise their resilient
failover protocols.

Arc-Disjoint Arborescences. An arborescence T' of a graph
G = (V, E) is a directed spanning tree of G, rooted at a node
t €V, s.t., each node v € V '\ {t} has a unique directed path
from v to ¢ on 7. A set of arborescences T = {T1,...,T)}
of G is arc-disjoint (resp., edge-disjoint) if two arbitrary
arborescences T; € 7 and T; € T \ T; do not share any
arc (resp., any edge after removing directions of arcs on T;
and 7). We note that two arc-disjoint arborescences can share
common edges. We can compute k arc-disjoint arborescences
in a k-edge-connected graph efficiently [31], both in theory
(in O (|E| klogn + nk*log? n) [32]) and in practice [33].

Lemma 1 ([1, Lemmas 4 and 5]). For any 2k-connected
(resp., (2k + 1)-connected) graph G, with k > 1, and a
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node t € V, there exist 2k (resp., 2k + 1) arc-disjoint
arborescences T4,..., o, (resp., T1,...,Tok4+1) rooted at t
such that Ty, ..., Ty do not share edges with each other and
Ty+t1, ..., o do not share edges with each other.

In Lemma 1, we will call the set of edge-disjoint arbores-
cences 11,...,Ty (resp., Tk11, ..., Th) as left arborescences
(resp., right arborescences). For a set of 2k + 1 arc-disjoint
arborescences 7 = {11,...,Tak41} in a (2k + 1)-connected
graph G, there exist an arborescence Thi1 € T that may
share edges with left and right arborescences simultaneously.

Arborescences-Based Routing. Without matching the source,
Chiesa et al. [1] developed a series of arborescences-based
routing functions to achieve ideal resilience against k—1 static
failures in a k-connected graph of k > 2. Hereinafter, unless
specified otherwise, we use 7 = {T1,...,Tx} to denote a set
of k arc-disjoint arborescences rooted at the same node ¢ in a
k-connected graph G.

Next, we will first present a number of elemental routing
modes based on a set of k arc-disjoint arborescences 7, which
were introduced by Chiesa et al. [1] to devise their more
sophisticated routing functions, e.g., header-rewriting. For an
arbitrary arborescence T; € T, in a canonical mode, a packet
at a node v € V is routed along the unique v — ¢ path
defined on T; [1]. If a packet traversing along 7; € 7T in
canonical mode hits a failure (arc) (u,v) at a node u, where
(u,v) € E(T;) and {u,v} € E, Chiesa et al. [1] introduce
two possible routing actions:

o Next available arborescence: After seeing the failed arc
(u,v) on T;, a packet will be rerouted on the next
available arborescence Tex, € 7 on a predefined ordering
of arborescences in T starting at u € V, i.e., Thext =
T(; wmod k)» Where j € {i+1,...,i+k} is the minimum
number, s.t., there is no failed arc on T(; 104 #) starting
at u.

e Bounce back on the reversed arborescence: a packet
hitting a failure (u,v) on T; at the node u will be rerouted
along the arborescence 7 € 7T that contains the arc
(v,u), ie., (v,u) € E(T;), starting at u € V.

Definition 2 (Circular-Arborescence Routing [1]). Given a set
of k arc-disjoint arborescences T = {Th,..., Ty} of a graph
G, a circular-arborescence routing defines a circular-ordering
(T) of T, and for a packet originated at v € V, it selects an
arbitrary T; € (T) (usually T; is the first one) to send the
packet along T; from v in canonical mode and when hitting
a failure at a node v;, it reroutes along the next available
arborescence T; € T of T; based on (T) from v; in canonical
mode, and so on if more failures are met until arriving at the
destination.

Chiesa et al. [1] show that circular-arborescence routing is
(k — 1)-resilient against static failures in k-connected graphs
for k = 2,3,4. However, for £k > 6, its effectiveness
diminishes. They introduced the meta-graph toolkit to explore
the relationship between k& — 1 failures F' and arborescences
T, improving understanding of routing behaviors resulting

from bouncing back on the reversed arborescences. While not
necessary for the computation of routing, the meta-graph only
aids in constructing proofs.

Meta-graph. Given a set of k arc-disjoint arborescences
T ={T1,...,Tx} of G = (V, E), for a set of static failures
F C E, where |F| = f < (k—1), Chiesa et al. [1] defines a
meta-graph Hp = (Vp, Er) as follows: each node u; € Vp,
where i € {1,...,k}, represents an arborescence T; € T;
and for each failure {u,v} € F, if (u,v) € E(T;) and
(v,u) € E(Tj), then there is an edge {yu;,p;} € Ep, and
if either (u,v) € E(T;) or (v,u) € E(T}), then there is
a self-loop edge at either yp; or p; in Er. We also note
that Hr might contain parallel edges and multiple connected
components. Chiesa et al. [22, Lemma 1] shows that, for any
F C E of |F| < k—1 static failures in a k-connected graph G,
the corresponding meta-graph Hpr must contain at least k — f
connected components that are trees, i.e., tree-components. For
dynamic failures F, we define Hp as the maximum meta-
graph for dynamic failures F' by assuming that links in F
permanently and simultaneously fail. Then, at any time point,
since dynamic failures in F' can be up or down arbitrarily,
the real-time meta-graph Hp, C Hp induced by F' must be
a subgraph of Hp, where an edge in Hp can also occur in
HY. arbitrarily. In the following, since a subgraph H}. of Hp
does not impact our discussion, we also use Hr to denote a
real-time meta-graph implicitly. By Lemma 2, we will show
that Hr contains at least one tree for dynamic failures F'.

Lemma 2. For a set of dynamic failures F C E, where |F| =
f < k—1, the set of connected components of meta-graph H
contains at least k — f trees.

Proof: Chiesa et al. [22, Lemma 1] gave a proof of
Lemma 2 for static failures. Recall that each edge in a meta-
graph Hp implies a link failure e € F'. Given a tree h € Hp
for static failures F', let A’ C h be a subgraph of h, where
edges of h might arbitrarily occur in h’. Then, there exists a
tree, denoted by h' C h, contained in Hyr when failures F
become dynamic/semi-dynamic. ]

Good Arborescences. Given 7 = {T1,...,Tx} of G =
(V,E) and arbitrary k — 1 static failures F C E, an T; € T
is called a good arboresence if from any node v € V, routing
a packet along 7; in canonical mode will either reach the
destination ¢ uninterruptedly or hit a failed arc (u,v) € E (T;)
on T;, s.t., bouncing back along the reversed arborescence
T; € T, where (v,u) € E(T}), reaches ¢ directly without
hitting any more failure on T;. By Chiesa et al. [22, Lemma 4],
there is always a good arborescence, which is represented by
anode v € Vp contained in a tree component in Hp, when F'
are static. We will show that this conclusion can be extended
to dynamic failures F' by Theorem 1.

Well-Bouncing. If a bouncing from arborescence 7; to 7} on
a failure (u,v), where (u,v) € E(T;) and (v,u) € E (1),
will reach ¢ directly along T); without hitting any failure, then
this bouncing is called well-bouncing. Clearly, bouncing on
any failure of a good-arborescence is well-bouncing.
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Theorem 1. Given a set T of k arc-disjoint arborescences of
a k-connected graph G = (V, E), for any set of k—1 dynamic
failures ' C E, T contains at least one good arborescence.

Proof: Chiesa et al. [22, Lemma 4] gave a proof of
Lemma 2 when F' are static failures. We will first introduce
the proof by Chiesa et al. [22, Lemma 4], and then extend
their proof ideas to obtain a new proof for dynamic failures.

For static failures F', by the definition of meta-graph Hp,
each edge {1, 11} € Er can imply two possible occurrences
of bouncing on a failure, i.e., one from T; to 7% and one from
T} to T; respectively.

If T € T and T' € T share a failure {u,v} and the arc
(v,u) € E(T") is the highest failure, i.e., no failure on the
directed path u — ¢ along T”, then a bouncing from T' € T to
T’ € T on (u,v) is well-bouncing since a packet can arrive at
the destination ¢ along 7" uninterruptedly after bouncing from
T to T'. Given a tree h in Hp, each node in h represents an
arborescence T; € T, which further implies that there exists a
bouncing to T; is well-bouncing since at least one failure on
T; is the highest one.

Thus, for a tree h with |E (k)| = |V (k)| — 1, it implies
that at most 2|E (h)| — |V (k)| < |V (h)| — 2 bouncing are
not well-bouncing. We note that each node in A indicates a
distinct arborescence T' € 7. Then, there must be one node in
h representing an arborescence 7', s.t., every bouncing from
T is well-bouncing, implying that 7" is a good arborescence.

Suppose that 7" is a good arborescence in a tree-component
h C Hp for static failures F'. Now, when F' becomes dynamic,
a failure (u,v) € E(T') on T may disappear for a canonical
routing along 7', but once we hit a failure (u,v) on T, which
must imply a well-bouncing from 7' to another arborescence
T’, as (v,u) € F must be the highest failure on 7”. Therefore,
T is also a good arborescence for dynamic failures F'. ]

Dilemma of Good Arborescences. Given 7, meta-graphs Hp
can differ for each failure set ' C E. Then, any arborescence
T € 7T can become the unique good arborescence for a
specific set F. Thus, finding the good arborescence needs
a circular-arborescence routing on a fixed order (7) of T,
which is independent of F, s.t., each arborescence T in T
can be visited. However, to check whether T' € T is a good
arborescence, it needs to bounce from the current arborescence
T to an arbitrary arborescence 7" € 7 \{T'} when a canonical
routing along T hits a failure e € F that is also shared by T”,
which means leaving the fixed order (7) of 7 but visiting a
random arborescence in 7 depending on F'.

IV. IDEAL RESILIENCE AGAINST DYNAMIC FAILURES

In this section, we focus on the ideal resilience, which seeks
for a (k — 1)-resilient routing in a k-connected graph against
dynamic failures. We investigate this problem along two
dimensions: without or with rewriting bits in packet headers.

A. Ideal Resilience without Rewriting Bits

Chiesa et al. [1] show that (k — 1)-resilience without
packet-header rewriting is achievable in a k-connected graph

(a)
T) & T}

>

2 £ “a 73
17 e——o T;

(c) (d)

Fig. 1. An illustration of main ideas to prove Theorem 2. When each
arborescence T' € T with T = {71, 7>, T3, T4} contains at least one failure
in F of |F| < 3, then its meta-graph Hr = (Vg, Er) can be represented by
one of these four subfigures in Fig. 1, where each node Tf ceVp,0<;<3
and 1 < ¢ < 4, denotes an arborescence T(; 1 ;) mod 4 € 7, and each edge

{Tij , Tf} € Er (solid line) represents a failure in F', which is shared by

two arborescences Tij € T and Tf € T. The circular-arborescence routing
with the ordering (T%,T%,T3,T4), denoted by dashed (blue) arcs, always
includes a bouncing from Tf € Vp to Tf € Vg, where Tf has a degree
of one in Hp, indicating a potentiality of well-bouncing. After a circular-
arborescence routing switching from Tij € Vg to Tf € VF, a canonical
routing along Tf might not arrive at the destination ¢ directly, even if the

arc (le ,Tf implies a well-bouncing, since the current failure confronted

during a canonical routing along Ti] € Vr may be different from the right
failure that leads to the well-bouncing. However, we can prove that the routing
eventually hits the right failure of the well-bouncing to approach ¢ by repeating
the circular-arborescence routing of (77, T%,73,T4) at most two times.

with k£ < 5 for static failures, but the ideal-resilience problem
for general k£ remains open. By Theorems 2-3, we extend this
to dynamic failures, proving ideal (k — 1)-resilience without
header rewriting holds for k£ < 5.

Theorem 2. Given a k-connected graph G, with k < 4,
any circular-arborescences routing is (k — 1)-resilient against
dynamic failures.

Proof: In the following, we only give a proof for the case
of k = 4, which directly implies the proofs for k < 4.

For a k-connected graph, with £k = 4, we can compute
four arc-disjoint arborescences {717,7%,13,74}, s.t., 71 and
T5 (resp., 1o and T}) are edge-disjoint by Lemma 1. Then,
we will show that the circular-arborescence routing with the
ordering (T4, T%,T5,Ty) is 3-resilient for dynamic failures.

For ease of understanding, we first use Fig. 1 to illustrate
the main ideas of this proof and expand proof details in the
following.

Let h be a tree-component in a meta-graph Hp when
F' is static. We note that Hp is a bipartite graph Hr =
(VEUVE, Ep), where VA = {1, s} and VZ = {2, p1a}-

If |V (k)| = 1, a canonical routing on T' € T, which is
denoted by the node of h, will not hit any failure before
reaching .

If [V (h)] < 3, there must be a good arborescence T,
denoted by a node in A, s.t., selecting the next T(;11) mod 4
of T; by following the order (13,75,73,T4) can result in a
well-bouncing from 7;. The technical proof details of this case
are omitted due to space constraints.
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If [V(h)] = 4 and |E(h)] = 3, then h must be a
graph generated by removing an edge {ug, s} from the
complete bipartite graph Hj = (VAUVE Ef), where
Ep ={{ui,p;}:i€{1,3} and j € {2,4}}. W.Lo.g., we can
further assume f = ({+1) mod 4 for ¢ € {1,2,3,4},
which implies that the node u, (resp., py) has the degree of
one in h and the arborescence T} (resp., 1) only contains
one dynamic failure. Let ¢’ satisfy £ = (¢/ +1) mod 4 for
i € {1,2,3,4}. Now, it is clear that the arborescence T}
is a good arborescence and the bouncing from 7; to T,
on the failure e shared by 7; and T, is a well-bouncing.
By our definition ¢ = (¢ +1) mod 4 , Ty is also the
next arborescence of 73 for the circular-arborescences routing
with the order (T,T5,T5,T4). In other words, the circular-
arborescences routing of (T7,7T»,T3,T,) must include the
bouncing from T} to Tj. Starting a canonical routing along
arborescence T/, we first hit the failure e;. If ey is also shared
by Ty, then bouncing on ey from 7T;/ to Ty is already a well-
bouncing. Otherwise, we switch to 7} to do a canonical routing
along 7} and hit the failure eo € F' on 7). Clearly, here ey
must be different from e; € F' since only one failure on 7.
After hitting ep on T, we switch to Ty, where f = (£ + 1)
mod 4, and hit a failure e3 € I on T}. Clearly, e3 is not e;
since Ty and T} are edge-disjoint. Due to {ue, s} ¢ E (h),
it implies Ty and T cannot share any failure in [, indicating
that e3 € E (T}), ea € E (1) and e3 # eq. After seeing eg
on T}, we switch to the arborescence T, where i = (f + 1)
mod 4 and ' = (j+ 1) mod 4. If a canonical routing along
T); cannot reach ¢, then a failure e € I on T is confronted.
Since T and T} is edge-disjoint and es € E (Ty), then e # es.
It further implies that e = e;, otherwise e = e3 leads to a
loop containing ez on 7). After seeing e; on T}, the next
arborescence switches to T; and the failure that can be hit on
T;» must be ey since we start the canonical routing along 7}
on the failure e; shared by T; and T} is a directed tree. As
the failure es shared by 7} and 7}, the bouncing from 7T}/ to
Ty on ey will be a well-bouncing to reach ¢ by a canonical
routing along 7. ]

Chiesa et al. [1, Lemma 7] show that Lemma 3 holds for
static failures. Next, we show that Lemma 3 is also true
for dynamic failures. Due to space constraints, the proof of
Lemma 3 is the full version of this paper.

Lemma 3. Given a set of k arc-disjoint arborescences T =
{T1,..., Ty} of a graph G, if a circular-arborescence routing
on the first k — 1 arborescences Tp—1 = {T1,...,Tk—1} is
(¢ — 1)-resilient against dynamic failures with ¢ < k, then
there exists a c-resilient routing scheme in G.

After establishing Lemma 3, by Theorem 2, we can extend
the ideal (k — 1)-resilience from k < 4 to k = 5.

Theorem 3. For any 5-connected graph, there exists a 4-
resilient routing scheme against dynamic failures.

Proof: For a 5-connected graph, we can compute five arc-
disjoint arborescences {T1,...,T5}. By Theorem 2, we can
find a circular-arborescence routing on {T73,...,7,}, which

Fig. 2. Counter-example for achieving 1-resilience against dynamic failures
in a 2-connected graph G when each node must employ a link-circular routing
function. When each node uses a link-circular routing, it has only two possible
orderings for its neighbors, i.e., clockwise and counter-clockwise for the
shown drawing. For example, the clockwise and counter-clockwise orderings
for a are (t,c,d) and (t,d,c), respectively. If a and b use the clockwise
(resp., counter-clockwise) orderings, given a dynamic failure F' = {c, b}
(resp., F' = {b,d}) and a packet originated at c (resp., d), a forwarding
loop: (¢, a,d, b, c) (resp., (d,a,c,b,d)) occurs, where {c, b} (resp., {b,d})
is down only when the packet is originated for initial sending but recovered
afterwards. However, if b and a use forwarding functions of clockwise and
counter-clockwise orderings, respectively, and the node c send its original
packet to v € {a, b}, the static failure ¥ = {v,t}, implies a forwarding
loop: (¢, v,d,v") with v/ = {a, b} \ v. Analogous arguments can be given if
a and b reverse the orderings of their routing functions respectively.

is 3-resilient against dynamic failures. Then, by Lemma 3,
we can further find a routing scheme based on {T1,...,T5},
which is 4-resilient against dynamic failures. [ |

By Theorem 4, we can show that the ideal resilience can
be attained in an arbitrary k-connected graph if the number of
failures is at most half of the edge connectivity.

Theorem 4. For any k-connected graph, there exists a

L%J -resilient routing scheme against dynamic failures.

Proof: For a k-connected graph G, there are k arc-disjoint
arborescences 7 = {T%,...,T}}. For a set F of |&] —1
dynamic failures on G, there must be at one arborescence
T € T, s.t., T does not contain any failure in F. It implies
that every circular-arborescence routing is (| %4 | — 1)-resilient.
Then, by Lemma 3, there must be a | £ |-resilient routing on
G against dynamic failures. ]

Chiesa et al. [1, Theorem 15] show that 2-resilience cannot
be achieved in a 3-connected graph for static failures if each
node employs a link-circular routing function. In Theorem 5,
we can prove an even stronger conclusion for dynamic failures,
where even the 1-resilience on a 2-connected graph cannot
stand if link-circular routing is applied on each node. Due to
space limitations, we defer the proof of Theorem 5 and instead
provide a counterexample (Fig. 2) to illustrate the proof idea.

Theorem 5. There exists a 2-connected graph G for which no
1-resilient routing scheme against dynamic failure can exist if
each node v € V (G) uses a link-circular routing function.

However, without link-circular routing, Theorem 6 (proof
deferred) shows that 1-resiliency against dynamic failures is
achievable on general graphs.

Theorem 6. For a general graph G, there exists a 1-resilient
routing scheme against dynamic failures.
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Algorithm 1: HDR-LoOG-K-BI1TSs [1, Algorithm 1]
Input: A set of k£ arc-disjoint arborescences
T ={T1,...,T;} and a destination t¢;
1 Let T; € T be the first arborescence that is used to
route a packet;
2 Set current_id :=1i;
3 while the packet is not delivered to t do
4 canonical routing along 7; until reaching ¢ or
hitting a failure e € F;
5 if e € F is shared by an arborescence T, i # j

then
6 if current_id # i then
7 current_id = (current_id + 1) mod k;
38 1:= current_id;
9 else

10 | i=1

B. Ideal Resilience by Packet Header Rewriting

Given the results of the ideal (k — 1)-resilience of k < 5,
the question arises, whether (k — 1)-resilience is feasible for
any k. The previous work by Chiesa et al. [1] only showed
that the (k — 1)-resilience for a general k is possible by
rewriting [log k] or three bits in packet headers under static
failures. We will show that the HDR-L0OG-K-BITS [1, Al-
gorithm 1] algorithm also works for dynamic failures, but
HDR-3-B1Ts [1, Algorithm 2] algorithm becomes infeasible
for dynamic failures.

Theorem 7. For a k-connected graph, Algorithm 1 is a
(k — 1)-resilient routing against dynamic failures by rewriting
at most [log k] bits in the packet headers.

Proof: By Theorem 1, there must be a good arborescence
against k — 1 dynamic failures. In Algorithm 1, the while loop
conducts a circular-arborescence routing on (77y,...,T) by
maintaining current_id = 4. If the canonical routing on the
current arborescence T; hits a failure e € F', which is shared by
an arborescence T, then bouncing from T} to T); occurs and T}
becomes the next arborescence for canonical routing. If 75 is a
good arborescence, the packet reaches ¢ along T}, otherwise it
switches to the circular-arborescence routing again by setting
the next arborescence as T{((;41) mod k). We need the variable
current_id to keep the index of the current arborescence in
(T, ..., Tx) when bouncing on a failure occurs, and we need
[log k] bits to store current_id. |

In Theorem 8, we repeat the conclusion for the HDR-3-
BITS algorithm under static failures by Chiesa et al. [1], [34].
We refer the reader to [34, Theorem 5] for the proof details.

Theorem 8 ([34, Theorem 5]). For a k-connected graph, Al-
gorithm 2 is a (k — 1)-resilient routing against static failures
by rewriting at most 3 bits in the packet headers.

In the following, we introduce a counter-example for the
HDR-3-BITS algorithm, which can lead to a forwarding loop

Algorithm 2: HDR-3-BITS [1, Algorithm 2]

Input: A set of k arc-disjoint arborescences

T ={T1,...,Tx} and a destination ¢;

1 Seti:=1;
2 while the packet is not delivered to t do
3 canonical routing along 7; until reaching ¢ or
hitting a failure e € F';
4 if e € F is shared by an arborescence Tj;, i # j

then
5 Bounce and route along DFS traversal in 7};
6 if the routing hits a failure ¢’ € F on T; then
7 Route back to the failure e to determine
L T; by reversing DFS traversal on T5;

8 | Seti:=(i+1) mod k;

even for three dynamic failures in a 4-connected graph.

Theorem 9. For a k-connected graph with k > 4, Algorithm 2
cannot be a (k — 1)-resilient routing against dynamic failures
by rewriting at most 3 bits in the packet headers.

Proof: We will show a counter example for Algorithm 2,
which can result in a routing loop for three dynamic failures.
As shown in Fig. 3, we can construct a 4-connected graph
G = (V,E) and a set of four arc-disjoint arborescences
{T1,T5,T3,Ty} rooted at the node t € V.

Let three dynamic failures F' be {a,b}, {b,c}, and {c,d}.
For a packet starting at the node b, it is first routed along 7} to
meet the first failure (a,b). Since {a, b} is shared by 77 and
T5, we will bounce from 77 to 75 and start a DFS traversal
along T, from b, i.e., following the directed path (b, ¢, d,t).

When (b,c¢) is functional and (c¢,d) is failed, the DFS
traverseal along 75 will stop at ¢ due to the second failure
(¢,d). Now, if the reversing DFS traversal on 75 from the
node c hits the failure (c,b), then Algorithm 2 will conclude
that the first failure should be (c,b) instead of (a,b) and the
current arborescence is T; = T4. According to Algorithm 2,
we should shift the current arborescence 7 to the next one,
which is 7} again. Starting at ¢ on 77, the canonical routing
along 77 will go through (c, z, b) to hit the failure (b, a) again
to repeat the previous routing loop. ]

Although the HDR-3-BITS algorithm fails under dynamic
failures, it remains effective for semi-dynamic failures, where
links, once down, stay permanently failed.

Theorem 10. For a k-connected graph, Algorithm 2 is a
(k — 1)-resilient routing against semi-dynamic failures by
rewriting at most 3 bits in the packet headers.

Proof: The pseudo-code of Algorithm 2 implies that
Algorithm 2 will not stop until packet reaches ¢. We can
divide an execution of Algorithm 2 on any set of (k — 1) semi-
dynamic failures, which can be non-stop, into several phases.
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Graph G

15

Fig. 3. Counter-example for applying HDR-3-BITS ([1, Algorithm 2]) against dynamic failures. For the 4-connected graph G = (V, E') and four arc-disjoint

arborescences {71, . .

., T4} as shown in this figure, HDR-3-BITS algorithm will result in a routing loop for the dynamic failures: F' = {{a, b}, {b, c}, {c,d}}.

A packet originated at the node z € V' will be routed along 7% until hitting the first failure (b, @), and then it is bounced to T> to follow the directed path
(b, ¢, d) until hitting the second failure (c, d). Now, the packet starts at ¢ to do a reversing DFS traversal of 7% to hit the failure (¢, b). Algorithm 2 will
interpret (c, b) as the first failure to believe that the current arborescence T; is T4. Thus, the algorithm will select the next arborescence of T; as T} instead
of T and the packet will follow the directed path (¢, ,b) on T7 to hit the failure (b, a) again, s.t., the same steps are repeated to generate a routing loop.

Start running Algorithm 2 on an arbitrary arborescence, which
is the initial phase, and when the packet observes two different
states on a link e during its traversing on arborescences,
a new phase of the algorithm execution starts immediately.
For a semi-dynamic failure, it becomes a static failure after
becoming down for the first time. Thus, the £—1 semi-dynamic
failures (links) indicates at most k& phases. Clearly, in the last
phase, the packet cannot observe any link that can change its
state, otherwise another new phase starts again and the current
phase is not the last phase.

Now, in the last phase, we show that Algorithm 2 will stop
by sending the packet to the destination ¢. Easy to note that, all
failures that will be visited in the last phase must be already
fixed as static failures in the beginning of the last phase,
otherwise it is not the last phase yet. Thus, the last phase can
be understood as the beginning time of running Algorithm 2
for static failures. Similar to the analysis by Chiesa et al. [1],
by iterating on each arborescence in 7T, the packet can finally
find a good arborescence to reach the destination. ]

V. EMPIRICAL EVALUATION

We complement our theoretical analysis with empirical eval-
uations of the failover routing algorithms, HDR-LOG-K-BITS
and HDR-3-BITS, for static, semi-dynamic, and dynamic fail-
ures under varying link failure probabilities. The experimental
setup is detailed in §V-A, followed by key insights in §V-B.

A. Experimental Setup

We implemented the algorithms in Python 3.10.9 using
NetworkX 3.3 [35]. For each simulation, we generate 30
random k-regular graphs with n nodes. For each node t € V,
we compute k arc-disjoint arborescences 7 rooted at ¢ using
the algorithm in [1]. A set of £ — 1 potential failures F' C E
is generated randomly.

Given a set of kK — 1 links F' C FE, the failure models are:

o Static: All edges in F' are permanently and simultane-
ously down.

o Semi-Dynamic/Dynamic: Each e € F' is down with
probability p each time a packet arrives; Especially, for
semi-dynamic failures, once an edge e € F' is down in a
sampling, it remains down for all subsequent samplings.

The failing probabilities p are sampled from P := {0.1% |
0 < k < 10}. For p = 1, the static failure model applies.

For each set F' and arborescences 7, we compute the
stretch for each source-destination pair s — ¢ by calculating
the shortest path /5, in G \ F' and the actual routing length
lfft, i.e., the number of visited nodes under a routing algo-
rithm R € {HDR-3-BITS, HDR-LOG-K-BITS}. The stretch
is defined as lﬁt /1s,t- The process is repeated for 10 runs for
each p € P.

In total, we aggregate the results into 30 - (n — 1) - n
stretch values across 30 random graphs for each p € P. The
data is then categorized by routing algorithm, failure model,
and failure probability p, and visualized using box plots to
highlight the distribution and performance trends of the routing
algorithms under various failure conditions. Combined, we
performed over 5 x 10% individual evaluation runs.

B. Results of HDR-LOG-K-BITS and HDR-3-BITS

In Fig. 4a and Fig. 4b, we present the box plots for the
HDR-L0OG-K-BITS and HDR-3-BITS routing algorithms on
(n, k)-random graphs G = (V, E) for (n = 20,k = 6) and
(n = 30,k = 8) under k — 1 failures selected uniformly at
random from E.

From Figs. 4a and 4b, we observe that the median (Q2)
values for all box plots for HDR-LOG-K-BITS across all
probabilities p are consistently around 1.7, regardless of the
failure model and the routing methods. This suggests that k—1
failures (i.e., 5 failures) in a (n = 20,k = 6)-random graph
primarily only impact a minority of nodes.

As the probability p € P increases, the upper limit of stretch
values and the number of outliers rise for both semi-dynamic
and dynamic failures. Notably, in Fig. 4a, the upper limit of
stretch under semi-dynamic failures is slightly higher for the
HDR-LOG-K-BITS algorithm compared to dynamic failures.
In Fig. 4a, we notice that the interquartile range (IQR, the gap
between Q1 and ()3) remains almost identical across static,
semi-dynamic, and dynamic failures for HDR-L0OG-K-BITS.

However, Fig. 4b reveals that for semi-dynamic failures,
the stretch values of HDR-3-BITS are significantly worse
compared to HDR-LOG-K-BITS. For example, while the Q2
values of both algorithms remain stable and around 2 across
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(b) HDR-LOG-K-BITS and HDR-3-BITS against semi-dynamic
failures for (n = 20,k = 6).

Fig. 4. Box plots of the stretch values for HDR-LOG-K-BITS and
HDR-3-BITS against k£ — 1 dynamic and semi-dynamic failures respectively
with failure probabilities p € (0, 1] in a set of 30 k-regular random graphs of
n nodes for (n = 20,k = 6) and (n = 30, k = 8) respectively, where p = 1
represents the static failure model.

different probabilities, the IQR is substantially larger for
HDR-3-BITS. Additionally, the upper limits and outliers for
HDR-3-BI1TS exceed those for HDR-LOG-K-BITS by more
than five times at their maximum.

Furthermore, a general trend is observed: as p increases,
the worst stretch progressively worsens. This is evident from
the increasing number of outliers and the upward shift in the
upper limits of box plots, particularly under the semi-dynamic
failures. These results highlight the superior performance and
robustness of HDR-LOG-K-BITS compared to HDR-3-BITS
in handling dynamic and semi-dynamic failures.

Recall that HDR-L0OG-K-BITS and HDR-3-BITS are de-
signed to guarantee delivery under the worst-case scenario of
k — 1 failures. From Figs. 4a and 4b, we observe that the
median ((Q)2) stretch values across all box plots remain very
stable, suggesting that the majority of cases are unaffected.

VI. CONCLUSIONS AND FUTURE WORK

This paper studies the resilience limits of failover routing
under static, semi-dynamic, and dynamic failures. We show
that ideal k-resilience is achievable for £ < 5 in dynamic set-
tings, and for arbitrary %k using log k bits of header rewriting.
Chiesa et al.’s [1] 3-bit algorithm does not guarantee dynamic
k-resilience but remains effective in semi-dynamic models. We
also prove that 1-resilience is possible without bit rewriting
on general graphs. Future work includes exploring ideal k-
resilience using O(1) bits in dynamic scenarios.
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