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Abstract—The deployment of Software-defined Networking
(SDN) in Tactical Networks (TNs) enables communication in
adverse and heterogeneous scenarios. However, SDN is vulnerable
to cyber threats, particularly at the edge. This article addresses
the critical issue of mitigating cyber attacks in networked
environments by proposing a comprehensive framework com-
prising three distinct agents: Cyber Attack Agent (CAA), Cyber
Defense Agent (CDA), and Network Manipulation Agent (NMA).
The CAA simulates sophisticated attacks, including network
reconnaissance, flow table flooding, and Distributed Denial-of-
Service (DDOS) attacks, with the capability of evaluating the
success of their attack. The CDA leverages either a threshold-
based mechanism or a machine learning model, such as Long
Short-Term Memory (LSTM), for robust anomaly detection and
response mechanisms. The NMA enhances the capabilities of the
CDA by stimulating network conditions in TN. The proposed
framework is evaluated across multiple network topologies, and
metrics such as anomaly detection accuracy, attack efficiency, and
system adaptability are analyzed by comparing the threshold-
based and learning-based mechanisms.

Index Terms—Tactical networks, Software-defined Network-
ing, Resilience, Cyber security

I. INTRODUCTION

Software-defined Networking (SDN) enables direct pro-
grammability by decoupling the control and data planes,
providing flexibility across various contexts, including civilian
and military applications [1]–[3]. This independence from
specific technologies and vendors facilitates the integration
of diverse communication methods. However, these methods
often demand specialized SDN implementations to address
their unique requirements [4].

Several factors, including mobility, radio capabilities, ter-
rain, security risks, and signal interference, are influenced by
fluctuations in Tactical Networkss (TNs). As a result, tactical
edge systems must remain robust against network disruptions,
network variability, cyber threats, and dynamic policies. The
integration of SDN into Tactical Networks (TNs) leads to
Software-defined Tactical Network (SDTN), introducing fur-
ther challenges such as network vulnerabilities, Single Point of
Failure (SPoF), Controller Placement Problem (CPP), shifting
topologies, and increased management overhead. A critical
vulnerability in SDTNs arises when controllers are targeted

by malicious actors, potentially disrupting or manipulating
communications. To address this, resilient controllers must
detect attacks and implement countermeasures effectively.

This work is preceded by the related studies [5]–[9] that
highlight the importance of improving SDTN resilience by
incorporating tactical networks characteristics that are often
overlooked in SDN-focused studies. Therefore, we propose a
defense strategy that quickly identifies and mitigates abnormal
control plane activity by activating a backup controller or dis-
abling compromised switch ports. The framework incorporates
three distinct agents: Cyber Attack Agent (CAA), Cyber De-
fense Agent (CDA), and Network Manipulation Agent (NMA),
each designed to enhance the network’s ability to detect,
respond to, and mitigate cyber threats. Our contributions are
summarized as follows:

• Utilization of three agents: 1) The CDA to monitor the
network and analyze incoming traffic to detect ongoing
cyber threats, including network reconnaissance, flow
table flooding, and Distributed Denial-of-Service (DDOS)
attacks. It employs either a threshold-based or a learning-
based mechanism to safeguard the SDN controller. 2) The
CAA is designed to perform network reconnaissance and,
based on the collected information, execute either a flow
table flooding attack or a DDOS attack to challenge
the CDA. 3) The NMA facilitates the modification of
the network topology and the links between hosts and
switches.

• A methodology for a range of defensive responses, such
as modifying the flow tables of switches, isolating com-
promised switches, or rebuilding the network using a
backup controller to ensure continued network function-
ality.

• A comparison between the threshold-based and the
learning-based solutions.

• Experimental results over different network conditions
quantifying the effectiveness of both the CDA and CAA
proposed.

The paper is organized as follows: Section II reviews
relevant literature. Section III describes the agents’ design.
Section IV presents the findings, and Section V concludes with
a summary and future perspectives.ISBN 978-3-903176-72-0 © 2025 IFIP
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II. RELATED WORK

Cyber defense in SDTN has been an active area of research.
In particular, Kloth et al. [8] introduced a cyber defense
approach leveraging a CAA and a CDA to enhance controller
resiliency in SDTNs. The CAA is responsible for attack
preparation by generating attack packets from a host or switch,
focusing on DDOS-based assaults. Their evaluation concluded
that data plane attacks are more effective due to their ease of
execution and amplification potential. The CDA, on the other
hand, detects and responds to DDOS attacks by analyzing
key network traffic metrics such as entropy, packet-in request
rates, response times, and packet counts per switch. Using
a threshold-based model, the CDA can identify anomalies
and take action, such as isolating compromised switches
or reassigning them to backup controllers. Their evaluation
demonstrated the effectiveness of these metrics in detecting
ongoing DDOS attacks. However, threshold-based systems re-
quire precise tuning and are not adaptable to dynamic network
conditions such as topology changes, throughput variations,
and latency fluctuations.

Pérez-Dı́az et al. [10] proposed an SDN-based security
architecture to detect and mitigate low-rate DDOS (LR-
DDoS) attacks using Machine Learning (ML). LR-DDoS
attacks, which exploit network resource allocation vulnerabili-
ties through periodic malicious traffic bursts, are hard to detect
with traditional methods. The authors developed a flexible
IDS/IPS within an SDN environment, employing six ML
models. Trained on the Canadian Institute for Cybersecurity
Denial-of-Service (DoS) dataset, the system achieved a 95%
detection rate. Implemented on an Open Network Operating
System controller within a Mininet simulation, the study
demonstrates the effectiveness of ML for dynamic attack
detection and mitigation in SDNs.

Li et al. [11] proposed a two-level CNN-LSTM model to
enhance DDOS detection. The Convolutional Neural Network
(CNN) extracts spatial features, identifying local anomalies
in packet distributions, while the Long Short-Term Memory
(LSTM) models temporal dependencies to detect attack trends.
This hybrid deep learning approach improves on traditional
ML methods by automatically extracting high-level attack
signatures, reducing reliance on manual feature selection. The
study shows superior attack detection performance compared
to conventional techniques. Tang et al. [12] present FTODe-
fender, a system designed to detect and mitigate Low-rate
Flow Table Overflow (LFTO) attacks in SDN. LFTO attacks
exploit the limited capacity of SDN flow tables by sending
small packets that cause overflow. FTODefender consists of
two components: the Detector, which identifies LFTO attacks
using the CRITIC method to analyze flow table features,
and the Mitigator, which uses LightGBM-LR to classify and
remove malicious flow rules and block attacker IPs. Tested
in a Mininet environment, FTODefender detected attacks with
97% accuracy and reduced malicious flow proportions with
minimal computational overhead.

A common threat to controllers is the DoS attack. Abdullah

et al. [13] evaluate how controllers, including Opendaylight,
POX, and RYU, perform under DoS attacks. Using metrics
such as latency, throughput, and bandwidth, the study ana-
lyzes the impact of attacks but does not propose mitigation
strategies. Sahoo et al. [14] evaluates seven ML techniques,
concluding that Learning Rate (LR) provides the highest
precision, while Random Forest (RF) performs faster but less
accurately. Feature-based approaches have also been proposed.
Yue et al. [15] developed DoS detection using flow table
features such as entropy and flow similarity, tested with various
ML models.

The paper [16], [17] models tactical network dynamics
using Markov-based state machines to represent both message
flows and network conditions. Model A defines message types
as states, where transitions occur probabilistically based on
Quality-of-Service (QoS) priorities, ensuring differentiation
between routine and critical messages. Model B models net-
work states, with transitions between different data rates and
disconnections reflecting real-world variations. Model A | B
integrates both, using Markov chains to dynamically adapt
message transmissions based on evolving network conditions.
This approach enables efficient queuing and traffic manage-
ment, ensuring prioritized message delivery under fluctuating
connectivity.

In this paper, we are tackling the challenge of tactical net-
works with constrained links by adding the NMA. The CAA
is also enhanced, including a network reconnaissance with
machine learning algorithms detecting the type of topology
to improve the attacker’s knowledge of the target network.
Finally, the CDA implements machine learning algorithms in
order to detect the network anomalies over changes in link
and topology conditions.

III. DESIGN OF THE AGENTS

Resilience in SDTNs refers to a controller’s ability to with-
stand attacks and provide a suitable response. Our strategy for
addressing resilience comprises the design of a CDA capable
of monitoring, analyzing characteristics, detecting anomalies,
and reacting. In addition, a CAA is proposed to create a
successful attack challenging CDA, while NMA is able to vary
the network topology and link quality.

A. Cyber Attack Agent (CAA)

The creation of cyber threats is the main task of the
CAA, challenging the controller of the SDTN. We introduce
different attack vectors, including DDOS attacks, network
reconnaissance, and flow table flooding. The CAA implements
four main steps described in Fig. 1: Network reconnaissance,
attack preparation, attack, and evaluation. Next, we describe
the network reconnaissance, the attack preparation, the attack
composed by a flow table flooding, a DDOS attack, and finally,
the attack evaluation.

1) Network Reconnaissance and Evaluation: Network re-
connaissance, gathering information to plan future operations
as shown in the MITRE ATT&CK reconnaissance, forms
the basis of the CAA. Considering a scenario with a group
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Fig. 1: Design of the Cyber Attack Agent (CAA).

of vehicles, we deploy an active adversary in the network
reconnaissance. Initially, the attacker tries to get information
about the company (or network topology) to estimate the
company’s size and identify potential targets together with the
node’s location. This can severely compromise the security of
the convoy. The mapping of the network structure can reveal
the principles of the networks.

The CAA uses Nmap, a tool for scanning network entities
that is practical and simple. Address Resolution Protocol
(ARP)-requests are generated, given a range of IP addresses
to find all hosts within the network. The extracted information
includes the MAC address, Round Trip Time (RTT), and IP
addresses. To map the network topology, the CAA utilizes the
RTTs. With the topology, we can improve the effectiveness
of the attack. For example, in disconnected networks, DDOS
attacks are less effective as the amplification effect is missing.
Therefore, a flow table flooding attack might be more effective.

The more information the attacker has about the network,
the easier it is to avoid detection, especially in larger networks,
as it is less difficult to hide malicious activities among normal
traffic. To this end, the CAA deploys a classification model
using the normalized RTT. To avoid misleading data (outliers)
due to the simulation environment, we preprocess the data by
replacing all RTT values lower than the RTT for neighboring
hosts with interpolated data. The resulting models are an
abstraction of the underlying network topology given the
position (in terms of connection, RTT) of the CAA, allowing
the attacker to compare them to new reconnoitered data.

2) Preparation: Based on the information gained from the
network reconnaissance, the CAA can improve the attack per-
formance. Using this information allows the CAA to identify

targets and IP addresses that force flow table misses. With this,
the two attacks can be prepared as follows.

a) DDoS attack: The goal of a DDOS attack is to exhaust
the controller’s memory, CPU, or bandwidth. To this end, the
CAA floods the controller with packet-in requests. In SDN, the
network is separated into the control plane, which defines how
the packets are forwarded, and the data plane that forwards the
packets. The first plane enables communication between hosts
through flow tables installed in switches. The installed entries
include information about the routing path. For all new packets
that cause a flow table miss, the corresponding switch sends
a packet-in request to the controller to request the matching
flow table entry. This process is part of the control plane.
The CAA can induce flow table misses by crafting packets at
the data plane, as shown in [8], ensuring effectiveness while
minimizing assumptions. The attack’s impact amplifies across
connected switches, disrupting normal traffic by exhausting
bandwidth. Since CAA only requires network access, switch
security flaws are irrelevant. Given SDN architecture, data
plane access is easier than control plane compromise. In
SDTN, controller exhaustion may be limited by dynamic
conditions, but delayed detection enhances the attack’s impact.

b) Flow table flooding: The agent can craft packets that
enable a flow table flooding attack based on a successful
network reconnaissance. A flow table entry is installed when a
route between the source and destination exists. Thus, we can
craft packets with a fixed destination IP address while varying
the source IP address, MAC addresses, protocol, and ports.
Similarly, the agent can iterate over all discovered hosts within
the network to give the attacker a broader attack surface.

3) Attack and Evaluation: After the preparation phase,
the chosen attack is executed and assessed. To ensure CAA
effectiveness, attacks must be evaluated based on their impact
on the network. Since the CAA operates in a TN, the attacker’s
proximity enables an estimation of connected hosts. By iden-
tifying their IP addresses, the attacker defines a search range,
adjusting it until reconnaissance succeeds.

The attacks aim to exhaust the controller’s memory, CPU, or
bandwidth. Bandwidth depletion is assessed by monitoring the
RTT of an existing connection, potentially caused by flow table
flooding. The CAA can reuse an installed entry to track RTT.
Controller resource exhaustion is tested by measuring the time
required to install new flow table entries via a secondary host
connected to a different switch. Attack success is determined
by an increased RTT. If no change occurs, manual adjustment
is required, as failure causes remain uncertain. The operator
can modify packet characteristics to induce more flow table
misses or increase transmission speed to stress the controller
or bandwidth more effectively.

B. Cyber Defense Agent (CDA)

The proposed CDA, described in Fig. 2, monitors the traffic
in a SDTN, trying to detect malicious activities and responding
appropriately to them. Notice that the controller cannot access
the traffic information from the user network. Thus, we focus
on information that can be extracted from the controller. The
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Fig. 2: Design of the Cyber Defense Agent (CDA).

CDA consists of four parts: Network Monitoring, Feature
Engineering, Anomaly Detection Mechanisms, and Response
Mechanisms as described below. The CDA enhancements
include the capability to detect flood attacks on the flow table
and the use of a machine learning-based model to detect
DDOS or flood attacks on the flow table.

1) Network Monitoring: After deploying the CDA on the
controller, the monitoring phase collects all relevant infor-
mation from the IP traffic using a packet sniffer designed
to respond instantly to received packets. The packet sniffer
uses a Python extension module, PCAPy, to get the IP traffic.
We use PCAPy over other well-known libraries for packet
sniffing, such as Pyshark or Scapy, as we found out it provides
the fastest processing of incoming packets after evaluating all
tools. Due to the number of packets transmitted during such
an attack, we need fast processing to avoid buffers or other
delays in data processing.

2) Feature Engineering: In sequence, the feature engineer-
ing processes and temporarily store the logs to extract the
following metrics Entropy of packet-in requests, Average num-
ber of packet-in requests, Average response time for packet-in
requests, Identification of compromised switches. The authors
explored these metrics in [8] and thus, due to space limits,
this paper will focus on the additional functionalities designed,
such as Detection of network reconnaissance, Testing known
SDN-DDoS features in SDTN, and the Flow table flooding
detection. All proposed features can be used either in a

threshold-based or learning-based system.
a) Detection of network reconnaissance: Typically, net-

work reconnaissance is done by sending ARP requests to
different IP addresses. Using this information, we can keep
track of the number of ARP requests per IP address. Addi-
tionally, the CAA measures the number of unique destinations,
monitors the flow table entries for the IP addresses, and checks
whether the entries are used or installed. An IP address with
many ARP requests without the appropriate number of flow
table entries can indicate an ongoing network reconnaissance.
This is formally described in (1).

NARP(i) ≫ NARP(j), ∀j ̸= i (1)

Where:
• NARP(i): The number of ARP requests sent by IP address
i.

• i, j are switches in the network.
b) Flow table statistics: A flow table flooding attack is

executed by varying the source or destination while keeping
the counterpart at the same address. Intuitively, the flooding
process can be detected by identifying a drastic increase in
flow table entries. A fixed source IP address can reveal the
attacker’s location, while a fixed destination IP address can
help identify a host that is not compromised, thereby reducing
false positives. This is described in (2):

∆N t
Entries(i) =

N t
Entries(i)−N t−1

Entries(i) ≫ ∆N t
Entries(j), ∀j ̸= i

(2)

Where:
• N t

Entries(i): The number of flow table entries for switch i
at time t.

• i, j are switches in the network.
3) Anomaly detection mechanism: We utilize the previously

defined features to support the detection of anomalies in the
network. The design of the features is intended to indicate
an ongoing DDOS attack, a flow table flooding attack, or
a network reconnaissance. If the features indicate an attack,
a response is triggered. The detection mechanism is either
threshold- or learning-based. For the threshold-based system,
an attack is detected if the features exceed a pre-defined
threshold (ATH ). The monitoring results of the switches are
evaluated to identify compromised switches.

The CDA extends this naive solution by implementing the
capability to learn the traffic pattern and classify normal and
abnormal traffic usage. As the network features are calculated
per switch, the CDA can directly identify the compromised
switch. Thus, each data sample consists of the source switch
and the corresponding features. To ensure a good model
performance, the CDA deploys individual models for detecting
a DDOS attack and detecting a flow table flooding attack,
respectively. With this separation, the CDA can guarantee
that the different attack features do not interfere with each
other. The LSTM was chosen in the learning-based approach
as the data is collected as a time series, and the agent must
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Fig. 3: State transition diagram with probabilities pij .

classify it. LSTMs are a specialized type of Recurrent Neural
Networks (RNNs) with the capability of learning long-term
dependencies. They utilize memory cells with gates to control
the flow of information, enabling the classification of time
series data.

4) The response mechanism: The final step involves im-
plementing an appropriate response to the attack, which may
include actions such as blocking compromised ports, isolating
affected switches, clearing flow tables from switches, or reas-
signing uncompromised switches to a backup controller. This
process is executed continuously to maintain resilience. If the
anomaly detection flags an ongoing attack, a response must be
triggered appropriately for the specific attack. These include
stopping the switch from accepting new packets, clearing
unused flow table entries, or removing the switch from the
network. If the switch-specific responses fail, uncompromised
switches can be reassigned to a backup controller. If network
reconnaissance is detected, the attacker needs to be removed
from the network.

C. Network Manipulation Agent (NMA)

All scenarios are emulated using Mininet, a network em-
ulator with limitations in accurately representing complex
tactical network scenarios. To address this, we introduced a
third auxiliary agent tasked with dynamically manipulating
the network links. This approach provides greater flexibility,
allowing the simulation of mobility within a TN. In addition,
due to link quality changing over time in a TN, we dynamically
adjust the bandwidth and delay of each link. This is achieved
by leveraging Mininet’s built-in functions for editing link pa-
rameters. This method enhances the fidelity of the emulation,
allowing for more realistic representations of time-varying
link quality and network dynamics of heterogeneous tactical
networks.

The NMA is implemented using Markov models to simulate
different states and transitions of the network. The Markov
model consists of five states {0,1,2,3,4} mapped to different
values of bandwidth and latency as shown in Fig. 3. The tran-
sition between states can be split into the following categories:
Remain, improve, and drop. The Markov model is initialized
at the beginning of an experiment and stays consistent for the

TABLE I: Network Topology and Experiment Configuration.

Characteristics Values Details
Switches
(Vehicles) 10 Each switch forms part

of the selected topology
Hosts
(Dismounted Units) 20 Distributed equally across

switches.
Hosts per
Switch 2 Uniform distribution

Attackers 1 Single attacker among
the hosts

Controllers 2 Two Ryu SDN controllers
one active and one backup.

Topology
Types 3 Star, Tree, Linear

Experiments
per Topology 10 Each topology undergoes

10 test iterations
Link
Quality

Bandwidth: <0.2 Mbit,
Latency: 500-2000 ms

Simulates TNs low bandwidth
and high latency conditions

Hardware
Resources

Linux VM 64-bit,
10 GB RAM, 2 CPUs Virtualized setup

run, introducing broad variation over multiple experiments.
This variation yields data that mimics the real world.

The initialization of the Markov model follows the fol-
lowing rules: i) Probabilities of remaining in the same state
should be consistent and randomized between 0.1 and 0.2;
ii) Transitions to neighboring states are more likely; iii) Larger
transitions are slightly less likely, following a linear decay
function; iv) No transition probability exceeds 0.35; v) The
sum of probabilities in each row must equal 1. The state of
no connection -an absolute zero- is absent from the defined
states because the Mininet link configuration function relies
on the Linux tc command, which can only set the bandwidth
to a minimal value but cannot completely sever the link. The
corresponding state transition diagram following all rules is
depicted in Fig. 3.

1) Use cases: tactical formations: Switches represent the
vehicles of the examined topologies arranged in a star, tree,
and linear formation. All other topologies can combine these,
except that the Ryu SDN-controller cannot compute cycles
in the network. Each previously mentioned topology can be
mapped to real-world movement formation as defined in the
US field manual 3-90 [18]. A movement formation is an or-
dered arrangement of forces for a specific purpose. It describes
the general configuration of a unit on the ground, allowing
a unit to move on the battlefield. There are seven different
formations, of which the following six are considered: column,
line, wedge, echelon, vee, and diamond. The box formation
is omitted, as it maps to a cycle and can, therefore, not be
computed. Using standard formations eases a transformation
between them, allowing additional flexibility at the Tactical
Edge (TE).

IV. EVALUATION

A. General settings of the experiment

The experiment is executed in a Mininet environment,
running in a virtual machine (VM) on a 64-bit Linux system
with two processors and 10 GB of RAM. The controller
is deployed using the RYU REST API. Table I lists the
complete experiment setup. The topologies are all built with
Open vSwitches (vehicles), connected via star, tree, and linear
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topologies. Each represents a different movement formation
and is taken from the US field manual 3-90 [18] as mentioned
before. Moreover, the NMA creates link variation in the
interconnected vehicles through a Markov probability matrix
shown in Fig. 3.

In this work, we consider two different scenarios as shown
in Fig. 4: (1) a linear topology and (2) a linear star topology
(platoons in a convoy). The first topology serves as a base
scenario of a single topology, in which the CAA has a local
view of the scene and identifies nearby units. This can be
mapped to an attacker hiding in a platoon. As these single
topologies can be directly constructed from publicly accessible
material, such as the US field manual, an attacker can easily
train models beforehand. However, these single topologies are
only useful in isolated platoons as larger networks consist of
multiple single topologies.

A platoon in a wedge formation connected to a platoon in
a Vee formation (linear star topology) is presented in scenario
2, Fig. 4. For these mixed topologies, it is harder to train the
model beforehand. Thus, the training on the single topology
needs to be as good as possible to enable the model to deal
with mixed topologies. Other possibilities of mixed network
topologies include platoons connected to a base or multiple
platoons connected in various formations. Looking at one
possible combination is sufficient, as all other combinations
follow the same idea and pattern.

B. Cyber Attack Agent

The CAA first goal is to apply network reconnaissance,
detecting connected hosts and mapping the information to a

network topology using the calculated RTT values. The second
goal is to perform a flow table flooding or a DDOS attack.

1) Network Reconnaissance: The evaluation of the net-
work reconnaissance focuses on two aspects. First, the CAA
identifies hosts within the network and the protocol used.
Second, the effectiveness of classifying the network topology
using RTT. Using Nmap allows the CAA to identify all
hosts connected to the network. The different protocols tested
included ARP, Internet Control Message Protocol (ICMP),
Transmission Control Protocol (TCP) SYN, and ping. Due
to the restricted links, the important parameters include a
minimum RTT to ensure proper execution of Nmap. The CAA
only scans the top ten ports to conclude the reconnaissance
within a reasonable time. For ICMP, TCP SYN, and ping, we
disabled ARP to ensure a different behavior from ARP. All
protocols yield the same results. Overusing a certain protocol
can alert the CDA. Therefore, the CAA is required to be
stealthy. Example RTT values for a linear topology are shown
in Fig. 5a and for a mixed topology consisting of linear and
star are shown in Fig. 5b.

To evaluate the agent’s effectiveness, the CAA applied
different models to classify the topologies. To this end, we use
the Python library PyCaret, an open-source, low-cost machine-
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Fig. 5: RTTs for star linear and linear topology.
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TABLE II: Training and Testing Data.

Dataset Size Details

Single Topology Set
(Training & Testing) 46,094

Linear: 17,442,
Tree: 14,440,
Star: 14,212

Mixed Topology Set
(Evaluation) 9,486

Star linear and
Tree linear

TABLE III: Performance on Single and Mixed Topologies.

Model Accuracy Recall Prec. F1 TT (Sec)
Single Topologies

ETC 0.7998 0.7998 0.8288 0.8007 0.1710
LGBM 0.7704 0.7704 0.7864 0.7912 0.4110

Mixed Topologies
ETC 0.5425 0.5425 0.7220 0.5722 -
LGBM 0.5425 0.5425 0.6625 0.5527 -

learning library that automates machine-learning workflows.
The training set, see Table II, is the normalized RTT labeled
with its corresponding topology (linear, tree, star). The best-
performing models are the Extra Tree Classifier (ETC) and
Light Gradient Boosting Machine (LGBM), all yielding simi-
lar accuracy of ≈ 0.8, recall of ≈ 0.8, precision of ≈ 0.78, and
F1-Score of ≈ 0.77. This results in high accuracy in detecting
the single type of topology, as shown in Table III.

To challenge the models, we tested them using a testing
set with mixed topologies, listed in Table II, that includes a
star linear and a tree linear topology. In this case, the model’s
performance decreases in all metrics: the accuracy dropped to
≈ 0.54, the recall to ≈ 0.54, the precision to ≈ 0.72, and
the F1-Score to ≈ 0.57, as shown in Table III. The decrease
in performance can be explained by the similarities of the
RTT between the different topologies. A major reason is the
misclassification of the star topology as linear. If the attacker
is positioned in the star topology part, all hosts in this part
have the same RTT; however, for every host in the linear part,
the RTT increases linearly. This leads the model to group the
hosts of the star part to the linear part, as Fig. 5b shows a
linear increase.

2) Attack and Evaluation: For a flow table flooding attack,
the CAA tries to establish a connection to the victim and
measure the time it takes, allowing us to evaluate the stress on
the specific switch. Flow Table Flooding attack was configured
to send 2,500 packets 60 packets/sec. For the DDOS attack, the
CAA tries to establish any new connection within the network,
sending 90 packets/sec and measuring the required time, as the
controller is the target of the attack. From the CAA point of
view, as a result, we noticed a clear increase in the RTT by
62.5%. It is important to note that the strength of the flow table
flooding attack has been tuned down to allow the installation
of a flow table entry.

C. Cyber Defense Agent

The anomaly detection leverages a learned-based mecha-
nism, extending the threshold-based approach by eliminating

thresholds and introducing adaptability. For anomaly detection,
the CDA employs two distinct LSTM models, each performing
binary classification (anomaly/normal) for a specific attack
type: flow table flooding and DDOS attacks based on four
attack phases as illustrated in Fig. 6. Using separate models
improves the performance metrics by allowing each LSTM to
specialize in one task, enhancing accuracy and reducing result
ambiguity while maintaining simplicity and robustness.

The key benefits of this split include reduced computational
and time costs compared to running a single model with
all features. Additionally, the models operate independently,
which is crucial for the flow table flooding LSTM, as it
must detect attacks quickly due to the potential for rapid
damage. The DDOS LSTM, on the other hand, can adapt its
execution time windows to optimize computational efficiency
and handle unstable network conditions that may cause traffic
variations. To identify the optimal model configurations, we
use the Python library KerasTuner for scalable and efficient
hyperparameter optimization. Both LSTM models share the
same architecture, achieving strong results while maintaining
implementation simplicity.

The model comprises six layers: input, output, three main,
and a dense layer. The model is compiled with the adaptive
moment estimation (Adam) optimizer for efficient parameter
handling and a tunable learning rate, using binary cross-
entropy as the loss function. The time window is set to 1 and
defines the observations per step, encompassing all features
calculated during the last interval. As feature calculation
intervals may vary, no direct mapping exists between the time
window and elapsed time. For hyperparameter tuning, random
search explores 10 combinations, each tried once, balancing
efficiency and search space. The number of epochs is set
to 25, with early stopping triggered after five consecutive
epochs without validation loss improvement, reverting to the
best weights. This approach ensures efficient training and
generalization by optimizing validation accuracy.

1) DDOS LSTM: To train the model for detecting DDOS
attacks, we define four attack phases (see in Fig. 6) based
on changes in IP entropy: 1) Idle: Represents normal traffic
with low and stable feature values. Spikes occur occasionally
with new connections. This phase is critical for defining
normal traffic to improve the model accuracy. 2) Starting:
Features increase continuously, varying from exponential to
linear, depending on attack speed and network conditions.
Variations can be discrete in unstable networks. 3) Ongoing:
Feature values stabilize at high levels, with minor variations
based on network conditions and attack speed. These values
remain distinct from the idle phase. 4) Ending: Feature val-
ues decrease continuously, mirroring the starting phase. The
decrease varies by conditions and ends with idle-phase values.

Unstable network conditions significantly affect entropy
changes. Slow traffic throughput can delay entropy increases
during attacks, while normal traffic may exhibit large entropy
variations in stable networks. The four phases ensure compre-
hensive training data, enabling robust classification of normal
and anomaly states. The data set consists of 94.500 normal
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Fig. 6: Overview of DDOS Attack Phases.

TABLE IV: Overall Metrics and Class Distribution.

Metrics Value Class Size
Accuracy 0.9933 Idle/Normal 94,500
Precision 1 Anomaly (Total) 94,500
Recall 0.9866 End / Start / Ongoing 31,500
F1-Score 0.9932

samples and 94.500 anomaly samples, with the anomaly
samples evenly split into three phases: start, end, and ongoing,
with an 80/20 for training and validation. The best model
is evaluated on a separate test dataset, representing different
scenarios with varying conditions such as bandwidth and delay
(see the link quality in Table I), normal and attack traffic
speeds, and feature computation intervals. These variations,
produced by the NMA, reduce false positives and negatives,
enabling the design of a robust model.

Performance is assessed on validation, testing sets, and
increasing time windows. Robust models perform well with
larger windows, accommodating systems with limited com-
putational capabilities. The model is trained, validated, and
tested with a window size of 1 for universal applicability. The
DDOS LSTM achieves good validation performance among
all metrics, as shown in Table IV. The testing performance
is similarly high, demonstrating robustness across varying
conditions. These results confirm that the phased approach
and feature selection prepare the model effectively for diverse
scenarios. Testing with time windows up to 60 seconds reveals
a steady decline in performance metrics as the window size
increases (see Fig. 7). Accuracy, recall, and F1-score decrease
progressively, with recall dropping the most to 0.90, while

precision remains stable at 1. The drop in recall indicates mis-
classification in mixed time windows. In addition, occasional
metric anomalies are observed for time windows below 13
seconds, likely caused by the simulation.

2) Flow Table Flooding LSTM: The second LSTM model
detects flow table flooding attacks by classifying changes
in the number and total entries in the switch. The training
data includes 8,000 samples, evenly split between normal and
attack scenarios, covering variations in the number of switches
flooded and attack intensity. The data is divided by 80/20 for
training and validation. These datasets encompass all possible
scenarios as unstable network conditions affect only the speed
of the attack, and bursts of entries due to instability can be
classified similarly to faster flooding attacks. The LSTM model
demonstrates strong generalization and balanced performance
for both classes as shown in Table IV.
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Fig. 7: Metrics over time windows.
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3) Threshold-based vs Learned-based Mechanisms: A liter-
ature comparison was also made in order to assess the LSTM-
based and threshold-based detection systems offer unique ad-
vantages for detecting flow table flooding attacks and network
reconnaissance. The threshold-based approach presented in [8]
is simple, cost-effective, and efficient, requiring only eight
thresholds and exhibiting low computational complexity (O(u)
and O(u+v)). Where (u) is the number of features (u) and
(v) is the number of switches. However, it lacks flexibility,
requires detailed environment knowledge for optimal threshold
settings, and struggles with scalability and adaptability to
changing network conditions. In contrast, the LSTM-based
system is adaptable, scalable, and resilient to noise, effectively
learning patterns with minimal supervision (human in the
loop), provided it has access to high-quality training data. Its
drawbacks include high computational costs, dependency on
prior training, and the need for a diverse dataset and sufficient
controller resources.

V. CONCLUSION

In this study, we proposed a multi-agent approach to
train and test a cyber defense system. The CDA employs
a machine-learning-based model for anomaly detection, re-
placing naive approaches like threshold-based systems. The
machine-learning approach uses two LSTM models: one for
DDOS attack detection and another for flow table flooding at-
tacks. This separation enhances adaptability, allowing features
to be processed at different rates.

The flow table flooding LSTM utilizes changes in switch
entries for classification and achieves high accuracy, effec-
tively identifying attacks. DDOS-LSTM is trained on four
defined phases, providing the basis for training and validation.
Testing on different network scenarios demonstrated high
performance, validating its robustness for deployment. Even
with varying time windows, the LSTM maintained strong
performance, with recall dropping to 0.90 and accuracy and
F1-score to 0.95 for a 60-second window, while precision
remained stable. Small windows capture rapid changes effi-
ciently but are sensitive to noise, while larger windows identify
long-term trends but incur higher computational costs and
slower response times.

Future work for the CDA includes enhancing the network
topology mapping. Currently, classification supports three
categories (tree, star, linear), but performance drops 0.3
across metrics with mixed topologies or additional labels.
Incorporating characteristics such as the average and standard
deviation of RTT could improve accuracy. Similarly, the flow
table flooding LSTM should expand beyond its two-feature
reliance to reduce the risk of misclassification.
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