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Abstract—To maintain efficient scheduling for dynamic
spectrum access problems, it is crucial to promptly
detect changes in the statistical properties of spectrum
occupancy. Compared to traditional change detection
problems, this is complicated by the fact that measure-
ments are not independent through time and can in-
stead have Markovian dependencies. Moreover, classical
change detection methods neglect the cost associated with
measurements and do not consider the potential benefits
of adapting the measurement schedule based on the
observed state and the perceived likelihood of a change.
This may result in high measurement overhead. In this
paper, we study measurement-efficient change detection
in Markovian models and demonstrate its applicability
for spectrum access problems. In particular, we study
problems with two states corresponding to spectrum
occupancy, so called on-off models, and show important
properties of these problems. For these problems, we
establish fundamental limits that are imposed when the
detection agent must maintain a sufficiently small false
alarm rate. We also propose two classes of algorithms
designed to adapt to different aspects of the problem. We
analyze the behavior of these algorithms and evaluate
them, using both synthetic data as well as real Wi-Fi
spectrum data.

Index Terms—Change point detection, sequential anal-
ysis, non-i.i.d. data, measurements, cognitive radio, dy-
namic spectrum access.

I. INTRODUCTION

Due to the scarcity of radio spectrum, it is vital
to efficiently utilize radio spectrum without causing
conflicts in transmission. To this end, Dynamic Spec-
trum Access (DSA) is useful, thanks to its ability to
compact secondary users into the gaps left by primary
users, and it is a promising technology for spectrum
management [1]. However, any DSA algorithm will
make assumptions about the dynamics of the spectrum,
and these dynamics can sometimes change rapidly.
Such changes are caused by specific events such as
batch user arrivals or departures, or mass-handovers
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to/from neighboring cells. While the spectrum can
be monitored to detect such changes, this monitoring
induces costly overhead such as power consumption
in the sensor, as well as costs of data storage and
management.

In this paper, we study a DSA scenario where a
change detection agent wishes to detect a change as
soon as possible without raising too many false alarms,
and without taking more measurements per time unit
than necessary. This is illustrated in Figure 1. The
detection agent observes the spectrum by communi-
cating with a DSA agent in an access point or base
station, and raises an alarm to the DSA agent when
a change is detected. However, spectrum occupancy is
typically independent of earlier occupancy given the
current occupancy, which as such can be modeled as
a Markov chain. Because of this Markov dependence,
the information gained per measurement diminishes as
the interval between measurements grows smaller. In
addition, we are interested in devising data-efficient
detection schemes, i.e., limiting the number of taken
measurements. The problem of data-efficient quickest
change detection has been studied before [2], [3], [4],
but without the Markovian dependence (in scenarios
where the results of measurements are independent
and identically distributed). In particular, existing ap-
proaches all tend to measure very often when they
believe a change has occurred, allowing for less mea-
surements otherwise. These approaches would fail in
case of Markovian dependence, as this would lead to
vastly inefficient measurements being taken, even when
no change has occurred.

This paper addresses this challenge and presents the
following contributions. (1) We formalize a general
framework for measurement-efficient dynamics change
detection in finite state Markov chain models with
known transition probabilities, tailored for DSA. We
also analyze fundamental limits that any algorithm
on this problem are bound to, in terms of detection
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Fig. 1. The change detection agent communicating with a DSA
algorithm. Also illustrated: typical spectrum behavior and measure-
ment sequence, where the blue blocks represent the busy periods of
the spectrum. The static measurement policy defined in Section V
is also shown.

delay, false alarm rate and measurement volume. (2)
We present two simple spectrum monitoring algorithms
which adapt to this problem, one which focuses on
adapting to potential asymmetries within the Markov
chain and another which, inspired by related work,
changes its measurement frequency based on the belief
that a change has already occurred. (3) We evaluate
these algorithms on real Wi-Fi spectrum data as well
as synthetic data generated by finite-state Markov chain
models.

II. RELATED WORK

Dynamic Spectrum Access is a well-researched topic
with roots in opportunistic spectrum access [5]. It deals
with utilizing spectrum frequency as efficiently as pos-
sible over time, while ensuring that some primary users
can transmit effectively with minimal conflicts. Gen-
erally, the problem is treated either through modelling
the spectrum [6], [7], [8], [9], learning and predicting
user behavior [10], [11] or learning optimal policies
directly [12]. Another framework, which we do not
consider in this paper, is one where the secondary users
themselves attempt to sense and access the spectrum
in a distributed manner [13], [14], [15]. None of these
methods, however, directly treat the rapid changes in
spectrum behavior that can be caused by events within
the network, leaving an interesting gap for our work.

The framework of statistical change detection in
a frequentist setting was designed by Lorden [16],
adapting a cumulative sum statistic of a pre-change and
post-change distribution and showing its asymptotic
optimality. Lai extended this framework to work for
non-i.i.d. settings in which a clear concept of average
information per measurement could be established,
showing finite state Markov chains to be such case
[17]. Instead, Banerjee and Veeravalli extended this
problem by allowing the agent to choose not to take
a measurement in each slot [2] while Lindstahl et
al. used a formulation with continous time to show
more general results for any measurement-efficient

agent, as well as analyzed the suboptimality of pe-
riodic measurement agents [3], [4]. However, neither
of these frameworks were able to handle the non-i.i.d.
measurements suggested by Lai.

A related, well-studied problem to ours is to apply
the change detection framework to detect incoming and
exiting primary users, this has been done by Badawy et
al. [18], Shakhov and Koo [19] and Haug et al. [20].
Our problem differs in that we are less interested in
the entering and exiting of individual primary users
and are instead interested in the system dynamics (or
primary user behavior) changing from one pair of
entering/exiting rate to another. This problem has been
treated by Khan et al. [21], which took an application-
based, less analytical approach as well as Zou and
Wang [22] who studied offline change detection of
autoregressive time series (rather than the more com-
monly used online stopping problem). Furthermore,
our setup differs in that we consider physical time as
well as the number of measurements, introducing an
additional degree of freedom and complexity for the
agent. The payoff for this additional complexity is the
ability to reduce day-to-day measurement costs while
maintaining good detection performance.

III. PRELIMINARIES

Problem formulation: When sensing a single channel,
the measurement agent can typically only infer if
the channel is idle (0) or busy (1). Furthermore, if
the channel is idle, it is reasonable to assume that
the time to the next busy period is an exponentially
distributed random variable. If one also makes the same
assumption about the length of the busy period, this
defines a two-state continuous time Markov chain with
state space S = {0,1}. This process is memoryless,
and the transition rate from state O to state 1 is denoted
Ay°, the converse transition rate is denoted A{°. This
is known as the on-off model, and is common in DSA
[6], [5]. At some unknown time v, this system changes
to instead having transition rates {\};—o 1. Our task,
then, is to detect this change as quickly as possible
on average over the worst possible change time as
well as pre-change measurements, while maintaining
a low false alarm rate as well as low measurement
overhead. In this endeavor, a measurement agent can
observe the current state of the process at any time,
and we denote the n-th such measurement as X,,.
The probability measure with respect to the pre-change
process is denoted as P, while the probability measure
with respect to the post-change process is denoted as
Py. If the change occurs at time 0 < v < oo, the
probability measure for the entire system is denoted as
P, (expectations are notated analogously).

We model the ability of observing at any time
as a sequential sampling strategy, with the window
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between the n — 1-th and n-th measurement denoted
as T,, and the n-th measurement taking place at time
n = Y p—y Tk- We denote by F,, the sigma-algebra
Fn :=0(11,X1,...,Tn, X»). The agent is tasked with
making a decision to stop and raise an alarm whenever
it believes the change has occurred, which is modeled
as a stopping time N (with respect to the filtration

{Fnlnzo).
We wish to minimize the average
detection delay in the worst case, defined as

Elty] = sup,sgesssup E,[txy —v|F,,]', where
n, is the index of the last measurement before
the change. Similarly, we define the average
worst case post-change measurement volume as
E[N] := sup,~qess sup E, [N —n,|F,, ]. In the i.i.d.
case, it is possible to make E[ty] arbitrarily small
by increasing the measurement frequency. This is,
however, not possible for on-off systems.

Given a sufficiently low detection delay, we wish
to minimize the pre-change measurement frequency.
Define n(T') as the greatest index such that ¢, < T,
this is of course a random variable. We wish to
minimize the average frequency, defined as E.[f] :=
lim supp_, oo Eoo[n(T")/T], defined only when no stop-
ping occurs. We also demand that the average run
length to false alarm is sufficiently great, modeled as
the constraint Eo[tn] > 7.

Properties of on-off models: For on-off models, the
probability of observing a transition after waiting for
period 7 can be calculated exactly, and is (pre-change)

A

T e (1~ (08 7))

poi(7) =
when transitioning from state O to state 1 (the reverse
transition is calculated analogously). Similar quanti-
ties for the post-change distribution can be defined
analogously. Some important properties of these prob-
abilities are that lim,_ ., p%@(T) = m3°, the sta-
tionary Ero(b?bility of the Markov chain, and that
ij

lim,_g = A$° by definition of rate of transition.
We define by T := (70,71) a static policy, which
always waits for time 7y after observing state 0 and
time 7 after observing state 1. Such a policy defines
a discrete time Markov chain when applied to the
continuous time Markov chain of the original prob-
lem. Furthermore, the stationary distribution of the
corresponding Markov chain is defined (pre-change)
by 78° (1) = __pia(m)
P35 (T1)+p53 (70)

An important question is how to discern between the
pre-change and post-change processes. This is done by
observing the outcome distributions from each possible
previously observed state. Having observed state 0, the

IThe essential supremum, “ess sup”,
elements £ € F,,, such that P, (€) > 0.

is the supremum over all

average information gained after waiting for time 7 and

then measuring is
1
Z p8j (1)
— p8‘;(7)

The average information per measurement of a static
policy is denoted I(7) and is calculated as

D(p81( Hp(n

1
I(r) =Y w(r) DY (7:)][p5* (7:))-
i=0
Finally, the average waiting time of a static policy T
depends on whether the change has occurred, but under
the post-change distribution it is 7°(7) := 7J(7)7 +
7(1)71.

IV. FUNDAMENTAL LIMITS

Following conventional wisdom about change point
detection, it stands to reason that for any detection
agent to have sufficiently low false alarm rate, one can
only stop once a sufficient amount of information has
been acquired. As such, the amount of measurement
required, E[N], multiplied by the information gained
per measurement, I(7), must exceed some threshold
S©) The number of measurements required would
then be E[N] =~ % and the worst case detection
delay would proportional to ﬁ We then wish to
examine the limit of this expression as 7 — 0. As such,
we examine the function d(7) := 7oy for 7> 0.

When 7 is small, the probablhty of transitioning
exactly once from state 0 to state 1 is, under A9,
approximately AJ7exp(—A$7), and the information
gain within one slot is then approximately

D(pg, (7)Ip§3 (7)) =~
)\0 1— N7
~ TAY1 log [ ———2—
o (5 ) + s (=527
0 )‘O 0
~ T | Aglog + 237 — Ao
/\0

where, in both approximations, we have preserved only
the first order terms in 7. We now let 7 — 0 and notice
that

d(0) := lim d(7) (2)

7—0
1

:Zzl 0™ ()‘OIOg(Aw)+)‘OC )‘?)-

We call d(0) the characteristic delay of the on-off
model, and it provides a fundamental limit of the
delay of any change point algorithm which seeks to
avoid unnecessarily great false alarm rates, regardless
of measurement frequency.

To show the relevance of this characteristic delay,
we will consider a limiting case of an algorithm which

3)
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at every time has knowledge of the current state. As
such, it would be notified immediately whenever a state
transition occurs and would otherwise be secure in
knowledge that no transition has occurred. We denote
these as perfect knowledge agents. For such algorithms,
we have the following result.

Proposition 1. Any perfect knowledge agent with
Ex[tn] > v must also fulfill

E[tn] > (d(0) + o(1))C(v) )
as vy — oo, where C(v) =log (v Y, T A).

The proof of Proposition 1, as well as other theo-
retical results, can be found in Appendix A. It stands
to reason that no agent with imperfect information can
outperform an agent with perfect information, and so,
the above lower bound also holds for any change point
detection agent with imperfect information. This makes
the characteristic delay d(0) interesting to study.

Since it is impossible to detect changes with a delay
smaller than C(v)d(0), we can study agents which
detect with a delay only slightly greater than this,
say BC(v) with 8 > d(0). This, in turn, gives a
lower bound on the required number of post-change
measurements, and this bound can be met by a static
measurement policy. This is outlined by the following
result.

Proposition 2. Any agent with Eo[ty] > v and
Eltn] < BC(v) has its expected post-change measure-
ments lower-bounded as

E[N] > (Imax(8) " 4 0(1))C(7) (5)

as y — 0o, where Iax(B) is the value of the following
optimization problem

<p. (6)

I .1
ey ) s

Notably, the statement of Proposition 2 also outlines
how to find a static policy which asymptotically meets
the lower bound, and that this bound is concerned
with post-change measurement volume rather than the
physical time delay of Proposition 1.

V. APPROACHES TO QUICKEST CHANGE
DETECTION IN ON-OFF MODELS

While measurement policies are able to use the
entire history of measurements and sampling times,
past occupancies of the spectrum should not affect
future occupancy, conditioned on current occupancy.
As such, the Markov nature of the problem allows us
to only study two aspects of the state. One of them is
the last observed spectrum state X,, and the other is

the Cumulative Sum (CUSUM) statistic of the change
detection problem, defined at measurement point n as

n—1 0 T
max log <pXkX’C+1(k) )

pg?kxkﬂ ()

The CUSUM statistic is the sum of log-likelihood
ratios with a moving starting index, and is very com-
mon in change detection literature [16], [17]. While an
optimal agent would likely use both of these aspects,
it is of particular interest to study agents which use
only one aspect each, which we do in the sequel.
We’ll initially analyze policies using only X,, and show
lower and upper bounds on their performance, leading
to optimization over such policies. Then, we’ll examine
policies using only S5, finding the necessary partial
results for empirical evaluation.

A. Static measurement policies

A lesson learned from i.i.d. adaptive measurement
change point detection is that finding the optimal
change point detection policy is far from easy, as
it requires understanding the average measurement
period value E.,[r] which in general depends on the
behavior of a continuous state Markov chain (that is,
the evolution of the CUSUM statistic S,, under P..).
One way to approach this is to optimize over the set
of static policies T, that is, the measurement time 7,
is simply defined as

1

T (Sn, Xn) = > 7l(X, = i)

=0

If = 7 everywhere, this reduces to a periodic
measurement policy. Of course, 7, is still a random
variable, but does not depend on S,, (and is in that
sense static). The static policy is illustrated in Figure 1.
The following proposition is useful for understanding
how to go about minimizing the delay for such policies,
at least asymptotically. It serves as an improved detec-
tion delay lower bound when compared to Proposition
1.

Proposition 3. For any ~-compliant algorithm with
static measurement policy T, the worst case average
detection delay is asymptotically lower bounded as

E[ty] = (I(r)7'7%(1) + o(1)) log(y) (8
as y — oo.

Proposition 3 tells us that minimizing the delay is
asymptotically the same as maximizing the per-time
information gain I(7)/7°(T). As such, we should
choose measurement times 7 in order to maximize
this gain while maintaining a sufficiently small pre-
change measurement frequency, and after this choose
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Fig. 2. Evolution of the CUSUM statistics pre-change and post-
change, when measurements are taken according to a CUSUM-
threshold policy.

a stopping rule to achieve the desired false alarm rate.
We thus set up the optimization problem

I(7)
max
>0 70(T)

st 70 (1) > 9)

1
f

where f is some desired measurement frequency.
This optimization problem cannot be solved analyt-
ically and we instead resort to (somewhat involved)
numerical methods. The next proposition shows that by
doing so, it is indeed possible to construct an optimal
static policy.

Proposition 4. Let an agent sample according to static
policy T and let it stop according to N = min{n :
Sp > C(7)}. Then, this policy fulfills Ex[tn] > v
and, as v — o0,

Eftn] < (I(7)7'7(1) + o(1)) log(v) (10)

B. CUSUM-threshold measurement policies

Next, we study the opposite type of measurement
policies. Inspired by the similar problem with i.i.d.
random variables, we explore policies on the form

7 if S, < SO

Tn(SnaXn) = { 0 (11)

T otherwise.

We call 7°° the calm period and 7° the crisis mode
period of the measurement policy. Thus, the policy
has no direct dependence on X, (only through its
update on S,,) and is therefore less exploitative of
the particular problem structure. However, it instead
exploits the nature of the change point detection prob-
lem by attempting to take measurements only when
they are needed. The form of this policy, illustrated by
the evolution of the CUSUM statistic S,,, is shown in
Figure 2.

In order to compare the delay of CUSUM-threshold
policies to other benchmarks, we must first obtain an

estimate of the pre-change measurement frequency. Of
course, this is a weighted average between 1/7° and
1/7°°, and we must thus find the weights between
the two. To investigate this, we will use semi-fluid
analysis. Imagine a related measurement agent which
measures with a short, fixed measurement period 7.
For this fixed measurement agent, we can use existing
analysis of Lai [17] combined with Lindstahl et al.
[3] to determine that when v = oo, it will spend a
maximum of a fraction of exp(—S()) of time in the
regime S, > S (1), Thus, we can conclude that over
a long time T, at most exp(—S))T will be spent
in the regime S,, > S(). For a CUSUM-threshold
agent, the number of measurements in this regime can
be at most exp(—SM)T/70 + o(T), and the total
number of measurements taken can then at most be
exp(—SMNT/70 + (1 — exp(=SW))T/7%° + o(1).
Since this is true for any large 7', the stationary
measurement frequency is then upper bounded by

Eoolf] < 1/7°%° + exp(—SM)(1/7° = 1/7°) (12)

Notably, we see that this expression blows up whenever
70 — 0, yet another explanation as to why we cannot
measure infinitely often. That said, if 79 is moderate
and S™) is large, this expression approaches 1 /7.
Furthermore, we are now ready to bound

Eoclt] ~ Eoo[N]/Ewc[f] >
exp(5) (1/7 +exp(=SV)(1/7" = 1/7))

Due to the varying information per measurement
depending on past measurement outcomes, it is very
difficult to accurately bound the detection delay. How-
ever, if 70 < 7%, using classical change detection
results, we can trivially bound S(©d(7%) < E[ty] <
SO)d(7%°). To get a better estimate of E[ty], we
evaluate the detection delay empirically.

VI. NUMERICAL EVALUATION
A. Synthetic data

To evaluate the performance of our algorithms com-
pared to a benchmark of fixed-interval measurements
on their intended model, we performed simulations on
synthetic data. Here, the data was generated by an on-
off model, the parameters and transition probabilities
of which were known to the agent. We evaluated two
different scenarios:

« Rate change: This scenario corresponds to when
the stationary probability remains the same but
the rate of the system changes. Here we expected
that measurement frequencies will have a great
impact on detection performance. In this scenario,
we set A\; = 5\ both before and after the change,
with A® = 0.2 and A} = 0.6. This scenario
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Fig. 3. Comparison of CUSUM-threshold policies for two pre-change frequencies, for the mirror change scenarios. Different values of 7o
are represented by different curves, while different values of 79 are represented by the x-axis.

can be interesting in order to model behavior
changes from high-throughput services to low-
latency services.

o Add user: Also, we looked at a scenario where
the number of users in the system doubles in
number. Thus we set \° = A\ = ) = 1,
A9 2. Modeling traffic increase is generally
useful to understand detection performance.

We required v = 200 everywhere, and varied the mea-
surement frequencies to see the impact on detection
delay and volume of post-change measurements. We
evaluated delay only at v = 0 since it is known that this
causes maximal delay whenever the stopping rule is a
CUSUM-threshold rule. We compared static sampling
policies and CUSUM-threshold sampling policies to a
benchmark with fixed measurement periods, and we
varied the frequencies logarithmically from 1/2 to 16
(doubling the frequency at each step). The stopping
rule is N = min{n : S, > C(~)} for all algorithms.

For static policies, we evaluated the delay for dif-
ferent values of 79 between 0.3/ f and 1.7/ f, where f
is the frequency. The value for 7y is calculated from
equation (9). Then, we also solved the optimization
problem (9) for (79, 7;) and compare this with the
different delays above, to see if the optimized values
are indeed optimal in practice. Furthermore, by setting
7o = 71 = 1/f we obtained a fixed period sampling
policy to be used as a benchmark.

For CUSUM-threshold sampling policies, we varied
both the calm period 7°° between 1/f and 2/f as
well as the crisis mode period 7° between 0.1/f and
1/f. We determined S™) through equation (12). Then,
we took the minimal delay of all these points and

compared them to the optimal static policy delay as
found above.

We present the result of our evaluation in Figure 3.
The rows correspond to the two different scenarios.
The first column shows the detection of static policies
for different frequencies and different values of 7.
Here, the policies with 7y = 7; are marked in black and
the policies obtained by solving the optimization prob-
lem (9) are marked in red. The second and third col-
umn shows the detection delay of CUSUM-threshold
polices for two frequencies and different parameters
(79, 7°°). The fourth column shows a comparison be-
tween the best performing static and CUSUM policies
for different frequencies. Confidence intervals are on
an order of +0.1 time units and are omitted to increase
visibility.

In general, the optimizer seems to work well in
identifying the best static policy. That said, at high
frequencies (when the delay approaches the character-
istic delay) the delay curve around the optimal policy is
very flat, so in these scenarios identifying the optimal
policy becomes less important. For CUSUM-threshold
policies, it seems like the configuration of 70 and 7
instead become more important at higher frequencies,
as the delay curves become flatter at lower frequencies.
In the mirror flip scenario, it seems to be optimal to
keep 7°° close to 1/f while this ceases to be true for
the other scenarios at high frequencies - but remains
true at low frequencies.

Overall, static policies seem to outperform CUSUM-
threshold policies at low frequencies while CUSUM-
threshold policies become competitive at higher fre-
quencies, but the difference between the two at higher

534



IFIP Networking 2025 - Limassol, Cyprus - 26-30 May 2025

—— Frequency: 0.2

—— Calm time: 6

Calm time: 7
—— Calm time: 8
—— Calm time: 10 L
/://
o 25 3 35 0 a5

2

\

Maximum average delay

Maximum average delay
0 2000 4000 6000 8000 10000
140 160 180 200 220 240

10° 10*
Waiting time in state 0

(a) Static,”Day start”

o 50
Crisis mode waiting time

(b) CUSUM,”Day start”

ﬁ
ﬂflf**/—ca\m time: 6
Calm time: 7

T — Calmtime: 8

—— Calm time: 10

—— Frequency: 0.2

Maximum average delay

200 300 400 500 600 700
Maximum average delay

195 200 205 210 215 220 225 230

10° 100

30 0
Waiting time in state 0 Crisis mode waiting time

(c) Static,”Demo prep” (d) CUSUM,"Demo prep”

—— Calm time: 6
Calm time: 7

—— Calm time: 8

—— Calm time: 10

—— Frequency: 0.2

Maximum average delay

40 60 80 100 120 140 160
Maximum average delay

725 75.0 77.5 80.0 82.5 85.0 87.5 90.0

10t 20 25 3.0 35 4.0 45 5.0
Crisis mode waiting time

(f) CUSUM,"Day end”

100
Waiting time in state 0

(e) Static,”"Day end”

Fig. 4. Worst case average delays for different static policies and
CUSUM-threshold policies on the three different change scenarios.
Red dots mark optimal parameters by equation (9) and black stars
mark periodic measurement schedules.

frequencies is too small to be significant. In particular,
for the rate change scenario both policies seem to
perform about the same everywhere, suggesting that
fixed period policies may be optimal for this scenario.
Indeed, Figure 3a suggests that this may be the case
for all but very low frequencies. In particular, we
note that the delay increases rapidly around f = 0.5
and below, and that it becomes next to impossible
to detect changes around f = 0.3 without a highly
optimized static policy. However, it is notable that for
static policies, the shape of the boundary becomes
flatter as the frequency increases. We attribute this
to the delay getting closer to the characteristic delay,
in whose regime the exact values of (7, 7;) become
less important (notice the cancellation of time units in
equation (3)). For lower frequencies, the asymmetries
in the model matter more, which also explain why the
shape of the low-frequency curves becomes steeper.

B. Spectrum data

Using synthetic data is helpful as it allows us to
understand how the heuristic policies work on their
intended model. It does not, however, allow us to

understand how these policies and our modeling frame-
work apply on a real spectrum access scenario. To do
so, we studied data generated by a Wi-Fi access point
programmed to sense the usage of a Wi-Fi channel.
This access point was mounted in a test factory envi-
ronment and as such, we expected that the usage of the
channel would change throughout the day. In particular,
we studied the usage of a channel on a work day
where (1) at first, very few users were in the factory
and as such, the spectrum was mostly idle (about 5%
utilization), (2) as workers entered the factory, the
utilization of the spectrum increases dramatically (to
about 25%), (3) preparation for an upcoming demo
began and the utilization increased to about (36%) and
(4) the day ended and the utilization drops to < 0.1%.
We denote the change (1)-(2) as Day start, the change
(2)-(3) as Demo prep and the change (3)-(4) as Day
end, and we evaluated our algorithms on all of these
scenarios.

Since the access point measured the channel usage
with a frequency of 1 ms~!, we required that the
algorithms always sample with period 7,, > 1 ms. This
is somewhat limiting in terms of potential sampling
frequencies, as most blocks of transmissions lasted
shorter than 10 ms. As such, we only evaluated the
pre-change measurement frequency f = 0.2 ms~!. We
required v = 2000 ms everywhere.

For static policies, we evaluated 7y €
[1,2,3,5,8,10,12] ms and decided on 71 by
using equation (9). For CUSUM-threshold policies,
we evaluated the calm period in the range [6, 7,8, 10]
ms and the crisis mode period in the range [2, 3,4, 5]
ms - the threshold S(!) between them was set through
equation (12). The results for both policies evaluated
on all three scenarios is found in Figure 4. The
confidence intervals are on the order =1 ms and have
again been omitted for visibility.

Interestingly, both ”Day start” and “Demo prep”
exhibit similar situations despite being quite qualita-
tively different. For static policies, in this case, the
fixed period policy seems to be optimal. However,
it is instead possible to outperform the fixed policy
with a CUSUM-threshold policy with about 20% of
the detection delay without taking more measurements
pre-change. Instead, on the “Day end” scenario the
optimized static policy is quite far away from the fixed
period policy and also outperforms CUSUM-threshold
policy. While this policy does violate the bound 7,, > 1
ms, the same properties are true if one constrains the
policy to staying within these bounds. These results
imply that an increase in load could be better handled
by a CUSUM-threshold policy, while a decrease in
load are better handled by a static policy, but this must
be investigated further to be conclusively established.
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VII. CONCLUSION

For many spectrum access problems, it is crucial
to detect when a change has occurred in order to
take corrective action. This is complicated by the
typically Markovian time dependency on the spectrum
occupancy. In this paper, we have presented a statis-
tical framework specifically designed for this purpose,
by adapting the classical framework on change point
detection to on-off models while also requiring mea-
surement efficiency.

Within this framework, we have presented novel
fundamental limits for any change point detection algo-
rithm with sufficiently low false alarm rate, quantified
with a constraint on the average run length to false
alarm, and presented two approaches designed to meet
these limits. We have analyzed each approach and com-
pared them to each other as well as non-measurement-
efficient approaches in evaluation, both on synthetic
data as well as on Wi-Fi spectrum sensing data. Our
findings demonstrate that the CUSUM-threshold policy
is often more efficient compared to static measurement
policies, but may fail when the scenario is heavily
asymmetric.

For future work, we would like to study cases where
the pre- and post-change rates are not known a priori,
necessitating robust methods. We would also like to
create algorithms which can monitor multiple channels
simultaneously.
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APPENDIX A
PROOFS

Proof of Proposition 1. We consider an agent with
perfect information, getting immediately notified
whenever a change occurs. Any agent can only perform
better than this agent by a small additive constant,
vanishing in log(y). This notified agent can consider
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the transition of states as a valued finite-state Markov
chain, where the value of a transition is the time spent
before the transition and the probability of transitioning
from state 0 to state 1 (or reverse) is 1. Then the
stationary probabilities of this Markov chain are 1/2
for both states, both before and after the change. As
such, the value of this Markov chain is simply the
arithmetic average of the expected waiting time of
each state, that is w Thus, as v — oo,
in order to maintain E[t,] > « it is required that
Ew[N] > WW With some algebra, it can
be seen that this expression is equivalent to exp(C'(7))
To do so, Theorem 3 in Lai [17] states that it is
required that E[N] > (I~ +40(1))C(y), where I is the
information per measurement of the finite state Markov
chain. Since these are exponentially distributed random
variables, it follows that

1< A0
== 01 i oo _ 0
3 2 O lo8(30) 4% —20)

Furthermore, the exg)ected time per measurement post-
chanee is 70 — Qo) HODT! ince
change is 7° = 5 . Thus, since E[ty] >
E[N]7° + o(log ), we conclude that

Efty] > (I7'7° + 0(1)C(v) = (d(0) + o(1))c()

which concludes the proof.
O

Proof of Proposition 2. It is not difficult to see that
Inaz(B) maximizes per-measurement information of
all static policies with sufficiently low delay. As such,
among static policies, it is impossible to do better than
the lower bound in terms of number of measurements,
asymptotically as v — oo. It thus remains to show
that there is no non-static policy that asymptotically
outperforms the optimal static policy.

Now, because the time per measurement and infor-
mation per measurement are both functions only of the
waiting time and the last measurement, any (stationary)
non-static policy will act as a weighted average of
static policies, with the weights being the probability of
a certain tuple (79, 71) being used. However, any such
static policy cannot perform better than I,,,,.(3;) for
some value of [3;, and for the condition (2) to be met,
it is necessary that the weighted average of 3; < f.
However, because I,,,,, is a concave function in f it
is impossible to outperform .. (3) with a weighted
average of I,,..(f5;), and it is thereby impossible to
outperform the best static policy. This concludes the
proof.

O

Proof of Proposition 3. By Lai (1995) [17], finite
state Markov chains with known pre- and post-
change transition matrices have lower bounded number

of post-change measurements E[N] > (I(7)~! +
o(1))log(y). We note in this that the right hand
expression is unbounded as y — oo. As such,
when v — o0, a vast majority of post-change mea-
surements will be taken when the system is in a
stationary regime, regardless of pre-change measure-
ments. Thus, we conclude ess supE, [T — v|F,] >
ess SupE, [N — n, | F ] (X, 72 (7)) + o(log(7)), since
the average time per measurement in the stationary
regime is », 79 (7). This concludes the proof.

O

Proof of Proposition 4. Since T is fixed, the time se-
ries X,, defines a finite-state, discrete time Markov
chain. As such, it is well-known by Theorem 4 in Lai
[17] that the stopping time N satisfies

E[N] < (I(7)~" +o(1)) log(7) (13)

as 7 — oo. Furthermore, by the law of large numbers,
it holds that E[tx] < E[N]7°(7) + o(log ). Combin-
ing this with equation (13) yields the upper bound in
the Proposition.

O
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