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Abstract—The growing demand for network resources has
made routing optimization a critical challenge in ensuring quality
of service requirements. Many researchers have introduced
probability into forwarding to achieve finer control and have em-
ployed deep reinforcement learning (DRL) to enable autonomous
control. However, current DRL-based probabilistic packet for-
warding approaches are limited by the lack of constraints for for-
warding and cross-comparisons with other routing approaches,
which results in severe routing loops and a lack of effectiveness
and persuasiveness. To address these issues, this paper proposes
a constraint-aware probabilistic packet forwarding approach,
which employs a novel joint graph attention network actor-critic
structure and is trained using proximal policy optimization. Be-
sides, this paper proposes a novel probabilistic packet forwarding
protocol for forwarding constraints to ensure routing safety. To
validate the effectiveness of the proposed approach, comprehen-
sive experiments are conducted within the proposed network
simulation framework based on knowledge-defined networking.
The results across diverse topologies and loads show that the
proposed approach significantly improves network quality of
service and robustness compared to two state-of-the-art DRL-
based probabilistic packet forwarding approaches, three state-
of-the-art DRL-based routing approaches, and two conventional
routing approaches.

Index Terms—Probabilistic packet forwarding, deep reinforce-
ment learning, routing optimization, quality of service.

I. INTRODUCTION

The exponential surge in network demand has exerted un-
precedented pressure on network infrastructures. In this case,
internet service providers must manage diverse traffic patterns
to ensure efficient and reliable routing. Consequently, research
on routing optimization has become crucial for maintaining
stable network performance. In past practices, conventional
routing approaches like open shortest path first (OSPF) [1]
and equal-cost multi-path (ECMP) [2] are straightforward
and robust. However, these conventional routing approaches
often fail to fully exploit the varied link resources among
nodes, frequently leading to performance bottlenecks, con-
gestion, and resource wastage under heavy traffic. Currently,
a significant body of research has been developed around
these conventional routing approaches [3]. The primary finding
identified in these studies is that introducing randomness in
packet forwarding for more precise control could significantly
enhance routing performance.

This work was supported by the National Natural Science Foundation of
China under the Grant No. 62371057. (Corresponding author: Yang Xiao.)

Probabilistic packet forwarding is an approach that intro-
duces randomness by forwarding packets in a data stream
to multiple links with probabilities. Therefore, probabilistic
packet forwarding can fully leverage link resources and effec-
tively mitigate network congestion [4]. Numerous researchers
have incorporated probabilistic packet forwarding into rout-
ing optimization. By dynamically maintaining a flow table
with next-hop selection probabilities, the proposed method of
Wang et al. [5] substantially enhances network load balancing
while reducing average end-to-end (E2E) delay and packet
loss rate. Mori et al. [6] proposed a probabilistic packet
forwarding approach based on round-trip time, effectively
lessening network congestion and content retrieval delays.
However, these conventional probabilistic packet forwarding
approaches struggle to fully comprehend the intricacies of
evolving networks and autonomously adjust forwarding prob-
abilities. Therefore, researchers have turned to augmenting the
network awareness and autonomous optimization capabilities
of probabilistic packet forwarding. Fortunately, advances in
artificial intelligence offer novel avenues for these enhance-
ments.

In recent years, deep reinforcement learning (DRL) has
emerged as a promising solution in routing optimization due
to its ability to extract high-dimensional features and manage
complex system control tasks [7]. Increasingly, researchers are
exploring the integration of DRL with probabilistic packet
forwarding and have achieved remarkable results. Li et al.
[8] proposed a graph attention proximal policy optimiza-
tion algorithm, which enhances the robustness of routing to
network changes by modifying the probability of selecting
the next hop in routers. Chen et al. [9] designed a DRL-
based probabilistic packet forwarding algorithm with the front-
convergence actor-critic network that significantly reduces the
delay and packet loss rate in delay-sensitive networks. Wang
et al. [10] implemented an efficient adaptive probabilistic
cognitive routing approach, achieving excellent performance in
real-world networks. Zhou et al. [11] focused on link features
and developed a probabilistic routing algorithm that can be
reused in different topologies without retraining. Li et al.
[12] introduced contrastive learning and graph neural networks
into probabilistic packet forwarding, proposing a contrastive
graph transformation routing algorithm to perceive unseen link
failures without retraining.

However, despite the remarkable achievements of current
DRL-based probabilistic packet forwarding approaches in au-ISBN 978-3-903176-72-0 © 2025 IFIP
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tonomous controlling and network QoS performance, several
critical issues remain unresolved as follows:

• Most existing studies on DRL-based probabilistic packet
forwarding primarily focus on enhancing the performance
of DRL algorithms, often neglecting key considerations
related to probabilistic packet forwarding. As a result,
the process of probabilistic packet forwarding in existing
studies frequently lacks constraints awareness, leading to
severe routing loops and substantial resource waste in
networks.

• Existing DRL-based probabilistic packet forwarding ap-
proaches typically compare only with other probabilistic
packet forwarding approaches rather than with alterna-
tive routing approaches. Furthermore, these studies often
lack comprehensive experiments across various topology
scales and load conditions, which may substantially un-
dermine their persuasiveness and effectiveness.

To address the issues above, this paper proposes a
constraint-aware probabilistic packet forwarding approach
based on deep reinforcement learning, and extensive exper-
iments have been conducted. The major contributions of this
paper are as follows:

• We first propose an innovative probabilistic packet for-
warding protocol designed to minimize routing loops and
ensure routing safety. Subsequently, we propose a novel
joint graph attention network-empowered proximal policy
optimization (JGAT-PPO) algorithm, which effectively
leverages topology and link information with the help of a
novel joint graph attention network structure to enhance
routing approach adaptability in dynamic networks and
improve the QoS performance.

• We design and implement a packet-level network sim-
ulation framework based on the knowledge-defined net-
working architecture. This simulation can efficiently and
reliably validate the effectiveness of the proposed JGAT-
PPO and facilitate comparisons with not only probabilis-
tic packet forwarding approaches but also different DRL-
based and conventional routing approaches.

• We conduct extensive experiments under various network
scales and traffic loads. We compare JGAT-PPO against
two state-of-the-art DRL-based probabilistic packet for-
warding approaches, three state-of-the-art DRL-based
routing approaches, and two conventional ones. The
experimental results demonstrate that JGAT-PPO outper-
forms the comparative approaches regarding QoS perfor-
mance under different loads and topologies, minimizing
the packet loss rate while reducing the average E2E delay
as much as possible.

II. PROBABILISTIC PACKET FORWARDING PROTOCOL

A. Forwarding Approach

The proposed probabilistic packet forwarding protocol
(PPFP) filters the next-hop candidate list for packets in each
node by maintaining a topology table D = {dij}N×N and
selects the next hop for packets from the candidate list by

Algorithm 1: Probabilistic Packet Forwarding Protocol

1 Initialize the topology table D = ∅ and the probability
table P = ∅;

2 Utilize breadth-first search to compute D;
3 while current node nc receives a packet do
4 Parse source node ns and destination node nd;
5 Initialize the next-hop candidate list N = ∅;
6 for each potential next hop nk at current node nc

do
7 Read dnknd

, dncnd
, dnkns , dncns from D;

8 if (dnknd
< dncnd

) or
9 (dnknd

= dncnd
and dnkns

> dncns
)

then
10 N ← N ∪ {nk};
11 end
12 end
13 for each candidate node nk in N do

14 pncnk
← pncnk∑

nj∈N pncnj
;

15 end
16 Select next hop nn ∈ N using calculated

probabilities {pncnk
}nk∈N ;

17 Forward the packet to nn;
18 end

maintaining a probability table P = {pij}2×E , as shown in
Algorithm 1. Here, dij represents the shortest distance from
node i to node j, pij represents the probability that node
i selects its neighboring node j for packet forwarding, N
represents the number of nodes, and E represents the number
of links. The next hop is finally determined through both P
and the roulette selection algorithm [13] in PPFP.

B. Network Performance Metrics

The following network performance metrics are emphasized
to demonstrate the effectiveness of the proposed approach.

1) Average End-to-End Delay: The end-to-end (E2E) delay
dk of a successfully arrived packet k is calculated as the sum
of its transmission, propagation, queuing, and processing time.
For the K packets that successfully reach their destinations at
time step t, the average E2E delay d(t) is defined as

d(t) =
1

K

K∑
k=1

dk. (1)

2) Packet Loss Rate: The packet loss rate lr(t) at time step
t is defined as the ratio of the number of packets Nloss that fail
to reach their destinations to the total number of transmitted
packets Ntrans:

lr(t) =
Nloss

Ntrans
. (2)

C. Optimization Objective

JGAT-PPO aims to minimize average E2E delay while
ensuring a low packet loss rate. Accordingly, the optimization
objective o(t) at time step t is defined as
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Fig. 1. The structure of the proposed JointGAT structure.

o(t) = ω1 · Uα(d(t)) + ω2 · lr(t). (3)

Here ω1 + ω2 = 1, where ω1 and ω2 represent the weights of
average E2E delay and packet loss rate within the optimization
objective, respectively. Uα(x) = x1−α

1−α is a utility function
designed to maintain average E2E delay and packet loss rate
within a closely bounded range [9].

III. DRL-BASED CONSTRAINT-AWARE PROBABILISTIC
PACKET FORWARDING

A. Problem Formulation
The routing process can be modeled as a Markov deci-

sion process (MDP) to tackle the complexities of dynamic
networks. The MDP is described by the tuple ⟨S,A, P,R⟩,
comprising S as the state space, A as the action space, P as
the state transition probabilities, and R as the reward function.
The DRL agent continuously monitors the network state and
performs actions, subsequently receiving rewards from the
environment to optimize its policy. The definitions of the state
space, action space, and reward function are as follows.

1) State Space: The state space is defined as the traffic
matrix in the network:

St = {stij}, i, j = 1, 2, ..., N, (4)

where N represents the total number of nodes, and stij
indicates the volume of traffic sent from node i to node j
at time step t. For ease of differentiation, sij = −1 if there is
no link between node i and node j.

2) Action Space: The action space is defined as the prob-
ability table P in the proposed PPFP, where the forwarding
probabilities for each next hop at each node are recorded.

3) Reward Function: To prevent the DRL agent from ex-
cessively relying on immediate rewards and leading to policy
oscillations, the cumulative reward function Rt at time step t
is adopted and defined as

Rt =

∞∑
l=0

γlrt+l, (5)

where γ ∈ (0, 1] is the discount factor that quantifies the
influence of past rewards on the present, and rt is the present
reward at time step t. The goal of the DRL agent is to
maximize Rt, while the optimization target is to minimize
o(t). Consequently, the present reward value is defined as
rt = −o(t) to reduce the average E2E delay and packet loss
rate within the network.

B. Joint Graph Attention Network Structure

Graph attention networks (GAT) [14] combine attentional
mechanisms with graph neural networks (GNN) to effectively
perceive and learn graph features. Li et al. [8] have demon-
strated that GAT can effectively extract and utilize network
features for routing optimization. In this section, we proposed
a novel joint graph attention network structure (JointGAT),
which combines GAT with the actor-critic structure to perceive
network features and make informed decisions fully. As shown
in Fig 1, both the actor and critic networks in JointGAT
leverage the shared GAT layers and are updated jointly to
enhance feature perception and accelerate learning.

JointGAT begins by initializing a learnable weight matrix
W ∈ RF ′×F and a learnable weight vector a⃗ ∈ R2F ′

,
where F ′ is the transformed feature dimension. Each time
JointGAT receives the state input, it extracts node features
X = {x⃗1, x⃗2, ...x⃗N} ∈ RF from the state. Each node feature
vector x⃗n ∈ X includes the outbound traffic intensities of node
n. Subsequently, the node features are put into the shared GAT
layers to extract graph features. At this time, a shared attention
mechanism is employed for node i and each of its neighboring
nodes j to compute the raw attention coefficients eij as

eij = LeakyReLU(⃗aT [Wx⃗i∥Wx⃗j ]). (6)

Subsequently, the raw attention coefficients are normalized to
obtain attention scores αij as

αij =
exp(eij)∑

n∈Ni
exp(ein)

, (7)

where Ni represents the neighborhood set of node i. Finally,
the attention scores αij are used to compute the new feature
vector for node i. JointGAT utilizes a multi-head attention
mechanism to enhance expressiveness, where the feature vec-
tors from each attention head are aggregated through concate-
nation to form the extracted node feature as

x⃗′
i =

∥∥∥M
m=1

σ

(∑
j∈Ni

α
(m)
ij W(m)x⃗j

)
, (8)

where M represents the number of attention heads, σ(·) repre-
sents the activation function, and α

(m)
ij and W(m) respectively

denote the attention coefficients and the learnable weight
matrix for the m-th head.
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Algorithm 2: JGAT-PPO

1 Initialize the JointGAT with random parameter θ,
learning rate η, and replay buffer R = ∅;

2 Initialize the packet-level simulation framework env;
3 for i = 1 to Nep do
4 Reset env;
5 for j = 1 to Nstep do
6 Observe current state sj from env;
7 Construct the action distribution

πθ(aj |sj) = N (µ(sj), σ
2I);

8 Sample action aj ∼ πθ(aj |sj) and record its
probability pj = πθ(aj |sj);

9 Take action aj in env and obtain reward rj ;
10 Store tuple ⟨sj , aj , pj , rj⟩ into R;
11 end
12 Initialize a value buffer V = ∅;
13 for k = 1 to kupdate do
14 Obtain the state value vk by applying the critic

network to R and store vk into V;
15 Calculate joint loss Lk using R and V;
16 Update the parameter θ ← θ − η∇θLk;
17 end
18 Clear R and V;
19 σ ← max(σmin, σ − σr),;
20 end

C. Clipped Proximal Policy Optimization with JointGAT

In this section, we proposed a novel joint graph atten-
tion network-empowered clipped proximal policy optimization
algorithm (JGAT-PPO). JGAT-PPO adopts JointGAT as the
actor-critic network structure and employs clipped proximal
policy optimization (Clipped PPO) [15] for training. Clipped
PPO is an on-policy DRL algorithm known for enhanced
stability, improved sample efficiency, and superior generaliza-
tion compared to other policy gradient algorithms. The loss
function of Clipped PPO is defined as

Lt(θ) = Et

{
min

[πθ′(at|st)
πθ(at|st)

A(t), ct(θ)A(t)
]}

, (9)

A(t) = A(st|at) = Rt − Vt(st), (10)

ct(θ) = clip(
πθ′(at|st)
πθ(at|st)

, 1− ϵ, 1 + ϵ), (11)

where πθ(at|st) represents the policy with parameter θ, and
ct(θ) is the clip function employed to limit the difference
between the updated policy πθ′(at|st) and the current policy
πθ(at|st). A(t) is the advantage function, which calculates
the difference between the cumulative reward Rt and the state
value Vt(st). A(t) evaluates the benefit of executing action at
relative to the expected cumulative reward.

During execution, JGAT-PPO employs a multivariate normal
distribution to regulate exploration behavior. The mean value
µ(s) of the distribution is output by the actor network, while

the standard deviation σ of the distribution is controlled
by the action decay mechanism to balance exploration and
exploitation. At the beginning of training, the action decay
mechanism sets the standard deviation of the distribution to the
maximum action standard deviation σmax. With agent update,
σ decays at a rate of σr until it reaches the minimum action
standard deviation σmin. JGAT-PPO trains for Nep episodes,
each consisting of Nstep steps. At the end of each episode,
JGAT-PPO updates the parameters of JointGAT kupdate times
through the joint loss function L as

L = ωA · LA + ωC · LC + ωE ·H(a), (12)

LA =
1

T

T∑
t=0

min
[πθ′(at|st)
πθ(at|st)

A(t), ct(θ)A(t)
]
, (13)

LC =
1

T

T∑
t=0

[
A(t)

]2
, (14)

where LA and LC represent the loss of the actor network and
critic network, guiding the current policy towards the optimal
policy. H(a) is the entropy of the current action distribution,
encouraging the agent to explore more policies and avoid
premature convergence to sub-optimal policies. ωA, ωC , and
ωE are the weights for LA, LC , and H(a), respectively.
In summary, the pseudocode of JGAT-PPO is presented in
Algorithm 2.

IV. EXPERIMENT EVALUATION

A. Packet-Level Network Simulation Framework

Knowledge-defined networking (KDN) [16] is an emerg-
ing network architecture expected to play a crucial role in
autonomous networks. KDN introduces intelligent decision-
making and knowledge storage on top of software-defined
networking [17] architecture, optimizing network behavior
through the dynamic learning of network knowledge and in-
telligent inference. Inspired by KDN and RL4NET++ [18], we
have designed and implemented a novel packet-level network
simulation framework. This simulation framework integrates
probabilistic packet forwarding and simulations of various
routing methods, providing robust support for the validation of
JGAT-PPO and comparisons with other state-of-the-art routing
approaches.

The architecture of the proposed network simulation frame-
work is illustrated in Fig. 2. Among these, the knowledge
plane is the core component of the KDN architecture. The
DRL module in the knowledge plane is implemented using
Python and the PyTorch [19] framework, which transforms the
state into knowledge and stores it in the knowledge storage.
Then, the knowledge plane makes the action according to
the knowledge storage. The action is then received by the
INET [20] controller in the control plane, which converts
the action into the routing policy and sends it to the data
plane. In the proposed simulation framework, PPFP and other
routing protocols are implemented in the INET controller.
The data plane implemented by OMNeT++ [21] updates the
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Fig. 2. The architecture of the proposed network simulation framework.

configuration of network devices based on the routing policies
for packet forwarding and routing. During network operation,
the monitor in the control plane periodically retrieves and
organizes the network status and control data as network
data for the management plane. The data collector in the
management plane sends the raw data to the data processor.
Ultimately, the data processor converts the raw data into the
state and sends it to the DRL module in the knowledge plane.
By repeating the abovementioned process, the proposed net-
work simulation framework effectively simulates autonomous
learning and intelligent decision-making of the network during
operation.

The proposed network simulation framework employs dif-
ferent communication methods based on the characteristics of
each plane to improve inter-plane communication efficiency,
as illustrated in Fig. 2. Among these, intra-process communi-
cation is adopted within the same plane, between the data and
control planes, and between the knowledge and management
planes. Besides, ZeroMQ [22] is utilized to implement inter-
process communication between the knowledge and control
planes and between the control and management planes. With
the help of these different communication methods, the pro-
posed network simulation framework can efficiently retrieve
network information for analysis.

B. Experiment Setup

The experimental platform is operated on Ubuntu 22.04
system with two Intel Xeon Gold 5218R CPUs and six Tesla
T4 GPUs. The network simulation framework is implemented
based on OMNeT++ 6.0.1, INET 4.5, and ZeroMQ 4.3.4.
Besides, all DRL-based routing approaches are implemented
using Python 3.11.4 and PyTorch 2.3.1. The learning param-
eters of JGAT-PPO is set as γ = 0.9, α = 0.6, ϵ = 0.2,

ωA = −1, ωC = 0.5, ωH = 0.1, σmax = 1.25, σmin = 0.05,
and σr = 0.01.

JGAT-PPO aims to minimize the packet loss rate while
maintaining a low average E2E delay. Therefore, the weights
in the reward function are set to ω1 = 0.4 and ω2 = 0.6.
The adaptive moment estimation optimizer (Adam) [23] is
employed in JGAT-PPO with a learning rate of 1e − 3.
The shared GAT layers in JGAT-PPO are configured with a
hidden dimension of 64 and incorporate a four-head multi-
attention mechanism. The number of neurons in the three fully
connected layers of the actor network is 64, 32, and the value
of action dimension, while the critic network consists of three
fully connected layers with 64, 32, and 1 neurons. The output
layer of the actor network adopts the Softmax function as the
activation function, while the remaining layers of JointGAT
adopt ReLU. The agent is trained over 200 episodes, each
with 50 steps. After each episode, Monte Carlo estimation
is employed 10 times to approximate rewards and refine the
policy.

Three real network topologies of varying scales sourced
from Topology Zoo [24] are adopted for experiments, includ-
ing Gridnet (with 9 nodes and 20 edges), BtNorthAmerica
(with 36 nodes and 76 edges), and Dfn (with 58 nodes and
87 edges) to enhance the generalizability of validation results.
The topology diagrams for Gridnet, BtNorthAmerica, and Dfn
are shown in Fig. 3. Due to computational resource constraints,
a 1-second timeout is applied to packet-sending applications,
considering a packet lost if it fails to reach the destination node
within this time. Besides, the bandwidth of all links within
the topologies is scaled to 1 Mbps, and the link transmission
delay is set to 2 ms in the experiments. Each simulation time
step lasts 1 second, during which nodes continuously send
packets to all the other nodes to simulate a complex network
environment. The packet-sending interval follows a Poisson
distribution. The simulation framework provides statistics for
the current time step to the agent only after confirming that
all packets sent within the time step have either reached their
destination nodes or been lost.

C. Evaluation Metrics

To facilitate better comparison, the load capacity of a link
is estimated based on the degree of its adjacent nodes. For
the link between node i and node j, the load capacity Lij is
defined as

Lij =
N − 1

di
+

N − 1

dj
, (15)

where di and dj are the degrees of node i and node j,
respectively. N represents the total number of nodes in the
network. Then, the maximum load capacity Lmax of the
network topology is defined as

Lmax = max
(i,j)∈C

(
N − 1

di
+

N − 1

dj

)
, (16)

where C is the set of network links. According to the settings
mentioned in Section IV-B, each link in the network has the
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(a) Gridnet (b) BtNorthAmerica (c) Dfn

Fig. 3. The topology diagrams for Gridnet, BtNorthAmerica, and Dfn.

(a) Convergence performance on Gridnet (b) Convergence performance on BtNorthAmerica (c) Convergence performance on Dfn

Fig. 4. Convergence performance on Gridnet, BtNorthAmerica, and Dfn.

same bandwidth B. Therefore, the flow rate Rf of each data
stream under load L can be calculated as

Rf =
B

2L
. (17)

In the experiments, traffic intensity under 30%, 60%, and
90% of the maximum load Lmax on Gridnet, BtNorthAmerica,
and Dfn is used to compare the performance of the proposed
routing approach with other routing approaches under different
load conditions.

D. Benchmark Approaches

For adequate validation, this paper evaluates the perfor-
mance of JGAT-PPO compared to two state-of-the-art DRL-
based probabilistic packet forwarding approaches, three state-
of-the-art DRL-based routing approaches, and two conven-
tional routing approaches, including:

• Proximal Policy Optimization with Front-Convergent
Actor-Critic Network (PPO-FCACN) [9]: PPO-FCACN
utilizes a novel front-convergent actor-critic network ar-
chitecture for DRL-based probabilistic packet forward-
ing, effectively meeting the QoS requirements of delay-
sensitive applications in networks.

• Constrastive Graph Transformer Routing (CGTR) [12]:
CGTR introduces GNN and constrastive learning to DRL-
based probabilistic packet forwarding, enhancing the
robustness to unseen link failures in networks without
retraining during routing.

• Message Passing Deep Reinforcement Learning (MP-
DRL) [25]: MPDRL leverages GNN and DRL to extract
knowledge from message passing between links, effec-

tively achieving load balancing and improving network
QoS performance.

• Graph Neural Networks-Based Flexible Online Routing
(G-Routing) [26]: G-Routing utilizes GNN and DRL to
predict network performance metrics and flexibly adjust
forwarding objectives during routing, which exhibits ex-
cellent convergence speed and reliability under network
changes.

• Twin Delayed Deep Deterministic Policy Gradient in
Mult-Agent System (TD3-MAS) [27] TD3-MAS uses the
twin delayed deep deterministic policy gradient algorithm
to split traffic across multiple paths, significantly reducing
network costs and ensuring maximum average E2E delay
requirements.

• Open Shortest Path First (OSPF) [1]: OSPF directly for-
wards packets based on the shortest path from the source
node to the destination node, aiming to improve routing
efficiency and reduce transmission costs in networks.

• Equal-Cost Multi-Path (ECMP) [2]: ECMP evenly for-
wards packets in traffic to multiple equal-cost paths,
effectively improving network tolerance to failures and
resource utilization of links.

E. Simulation Results

1) Convergence Analysis: Fig. 4 illustrates the agent-wise
average rewards obtained by JGAT-PPO under 30%, 60%,
and 90% of Lmax on Gridnet, BtNorthAmerica, and Dfn
with 10 independent runs. To capture changes under different
loads accurately, the values of average rewards in Fig. 4
are normalized, and bias is introduced. Initially, JGAT-PPO
employs a random policy, leading to low reward values at the
onset of training. Subsequently, JGAT-PPO iteratively refines

IFIP Networking 2025 - Limassol, Cyprus - 26-30 May 2025

306



the policy by continuously interacting with the environment,
which is reflected in the fact that the average rewards in
Fig. 4 progressively increase and eventually converge. In
addition, the standard deviation of average rewards exhibits no
significant fluctuations during all experiments, demonstrating
remarkable adaptability and stability of JGAT-PPO throughout
the training process.

The results in Fig. 4 further reveal some interesting effects
of different network conditions on the convergence perfor-
mance of the proposed approach. From the perspective of
reward value jitter, the average reward jitter on Gridnet is
higher at 30% and 60% of Lmax compared to 90% of Lmax,
as shown in Fig. 4(a). In contrast, as shown in Fig. 4(b)-4(c),
the average reward jitter is higher at 90% of Lmax compared
to 30% and 60% of Lmax on BtNorthAmerica and Dfn. This
may be due to the low loads on small topologies that make
the influence of the random seed on the policy optimization
process more significant. Conversely, high loads on large-
scale topologies tend to cause more pronounced effects from
the random seed. In this case, the average reward of JGAT-
PPO gradually increases and eventually converges across all
network conditions, demonstrating the ability of JGAT-PPO to
learn and make decisions effectively under varying loads and
topologies.

2) Comparison With Benchmark Approaches: Fig. 5–7
presents comparisons of the proposed routing approach with
other benchmark approaches mentioned in Section IV-D in
terms of QoS performance. The comparison includes two
state-of-the-art DRL-based probabilistic packet forwarding ap-
proaches (i.e., PPO-FCACN and CGTR), three state-of-the-art
DRL-based routing approaches (i.e., MPDRL, G-Routing, and
TD3-MAS), as well as two conventional routing approaches
(i.e., OSPF and ECMP). All routing approaches are evaluated
on Gridnet, BtNorthAmerica, and Dfn at traffic intensities
corresponding to 30%, 60%, and 90% of Lmax to observe their
performance under different loads across various topology
scales. Without loss of generality, each approach indepen-
dently runs 10 times under different random seeds for each
topology and load.

For better demonstration, the packet arrival rate ar(t) = 1−
lr(t) at time step t is used instead of the packet loss rate lr(t)
in Fig. 5–7. Namely, a higher packet arrival rate means a lower
packet loss rate and a better QoS performance. For facilitating
comparison with the QoS performance between JGAT-PPO
and other routing approaches, the average E2E delay of JGAT-
PPO is stressed by the blue dashed line, and the packet arrival
rate of JGAT-PPO is emphasized by the red dashed line in
Fig. 5–7.

On the small-scale Gridnet topology, the proposed JGAT-
PPO achieves the best average E2E delay and packet arrival
rate under all load conditions compared to all benchmark
approaches, as shown in Fig. 5. At 30% and 60% of Lmax on
Gridnet, OSPF, and ECMP can be considered to approximate
optimal routing performance as there is low traffic intensity
and sufficient link resources. At this point, unconstrained
probabilistic packet forwarding approaches (i.e., PPO-FCACN

(a) The QoS Performance under 30% of Maximum Load on Gridnet

(b) The QoS Performance under 60% of Maximum Load on Gridnet

(c) The QoS Performance under 90% of Maximum Load on Gridnet

Fig. 5. The performance comparison of JGAT-PPO and other benchmark
approaches under 30%, 60%, and 90% of maximum load on Gridnet.

and CGTR) significantly lag in QoS performance at 30%
and 60% of Lmax, although they achieve excellent QoS
performance at 90% of Lmax. In contrast, the proposed
JGAT-PPO achieves the best QoS performance under different
experimental loads. This demonstrates that the constraint-
aware probabilistic packet forwarding approach dramatically
enhances the capability of probabilistic packet forwarding for
routing optimization, especially under low load conditions on
small-scale topologies.

On the medium-scale BtNorthAmerica topology, JGAT-PPO
still performs the best QoS compared to other benchmark
approaches, as shown in Fig. 6. However, unconstrained
probabilistic packet forwarding approaches struggle to route
effectively as the network scale increases, achieving the lowest
packet arrival rate and the highest average E2E delay under
all experimental loads. In contrast, JGAT-PPO continues to
effectively optimize routing even with the increased network
scale, exhibiting the highest packet arrival rate and competitive
average E2E delay compared to other benchmark approaches
across all loads. Additionally, JGAT-PPO shows significantly
better QoS performance than other benchmark approaches at
90% of Lmax, demonstrating the effectiveness of the proposed
approach in routing optimization, particularly under overload
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(a) The QoS Performance under 30% of Maximum Load on BtNorthAmerica

(b) The QoS Performance under 60% of Maximum Load on BtNorthAmerica

(c) The QoS Performance under 90% of Maximum Load on BtNorthAmerica

Fig. 6. The performance comparison of JGAT-PPO and other benchmark
approaches under 30%, 60%, and 90% of maximum load on BtNorthAmerica.

conditions.
On the large-scale Dfn topology, the two unconstrained

probabilistic packet forwarding approaches still lag signif-
icantly behind as the network scale increases, as shown
in Fig. 7. In contrast, the proposed constraint-aware packet
forwarding approach continues to exhibit the best QoS per-
formance among the benchmark approaches. Unlike previous
cases, the further increase in topology scale causes JGAT-
PPO to experience packet loss as the load reaches 60% of
Lmax. However, JGAT-PPO still maintains the highest packet
arrival rate and the lowest average E2E delay compared to
other benchmark approaches. With the load on Dfn increase
to 90% of Lmax, only TD3-MAS can maintain a packet arrival
rate similar to JGAT-PPO but with higher average E2E delay,
while all other benchmark approaches fall far behind. The
experimental results shown in Fig. 7 further demonstrate that
JGAT-PPO still possesses excellent capabilities for routing
optimization when facing large-scale topology.

It is worth noting that G-Routing exhibits a lower average
E2E delay than JGAT-PPO but a significantly lower packet
arrival rate under 90% of Lmax on BtNorthAmerica and Dfn,
as shown in Fig. 6(c) and Fig. 7(c). It can be explained
that a few packets can reach the destination node through

(a) The QoS Performance under 30% of Maximum Load on Dfn

(b) The QoS Performance under 60% of Maximum Load on Dfn

(c) The QoS Performance under 90% of Maximum Load on Dfn

Fig. 7. The performance comparison of JGAT-PPO and other benchmark
approaches under 30%, 60%, and 90% of maximum load on Dfn.

idle links with lower E2E delay when network links are
not fully congested. Network traffic gradually saturates as
the number of packets increases, leading to packet loss.
The network simulation framework in the experiments only
calculates the average E2E delay for packets that successfully
reach their destination node, as mentioned in Section II-B.
Therefore, the successfully delivered packets still maintain
a relatively low average E2E delay even though the packet
arrival rate decreases, which results in a lower average E2E
delay calculation. Most importantly, the optimization goal in
the experiments is to maintain a low average E2E delay while
ensuring a high packet arrival rate. Thus, despite G-Routing
showing a lower average E2E delay than JGAT-PPO, the
significantly lower packet arrival rate of G-Routing compared
to JGAT-PPO is sufficient to indicate that G-Routing performs
worse in routing optimization than JGAT-PPO.

In summary, the experimental results demonstrate the ef-
fectiveness of routing optimization and robustness when fac-
ing topologies and loads of varying scales of the proposed
constraint-aware probabilistic packet forwarding approach.
The proposed JGAT-PPO outperforms all benchmark ap-
proaches in terms of better network QoS performance and the
most competitive capability for routing optimization. Com-
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pared to two state-of-the-art but unconstrained probabilistic
packet forwarding approaches, JGAT-PPO shows significant
improvement in routing optimization under low and medium
load conditions on the small-scale topology and maintains the
best network QoS performance when facing increased network
scale. In contrast, unconstrained probabilistic packet forward-
ing approaches fall far behind. The experimental results fully
illustrate the effectiveness and necessity of the constraint-
aware probabilistic packet forwarding approach, showcasing
more substantial routing optimization capabilities and robust-
ness when facing changing topologies and loads compared to
all benchmark approaches.

V. CONCLUSION

This paper has proposed a novel constraint-aware proba-
bilistic packet forwarding approach called JGAT-PPO based
on deep reinforcement learning. By leveraging an innovative
joint graph attention network structure, JGAT-PPO effectively
utilizes information of topologies for routing optimization and
minimizes routing loops through the proposed probabilistic
packet forwarding protocol to ensure routing safety. Addition-
ally, this paper has designed and implemented a packet-level
network simulation framework based on knowledge-defined
networking, enabling the comparison of probabilistic packet
forwarding approaches with other DRL-based and conven-
tional routing approaches. Comprehensive experiments con-
ducted within the implemented network simulation framework
demonstrate that JGAT-PPO exhibits the most competitive
quality-of-service performance compared to two state-of-the-
art probabilistic packet forwarding approaches, three state-
of-the-art routing approaches, and two conventional routing
approaches across topologies and loads of varying scales. In
particular, the constraints of JGAT-PPO on probabilistic packet
forwarding show significant improvements in network quality-
of-service performance and robustness compared to two un-
constrained state-of-the-art probabilistic packet forwarding
approaches. Additionally, we have noted cognitive routing
and look forward to exploring the integration of probabilistic
forwarding and cognitive routing in future works [28].
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