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Abstract—Volumetric attacks on the Domain Name
System (DNS) are an escalating concern, particularly
NXDomain attacks, in which attackers generate queries
for nonexistent subdomains of a target domain. This tactic
effectively bypasses resolver caches, degrading Internet
performance for millions of users. Notably, RFC8198
proposes countermeasures to prevent attackers from cir-
cumventing resolver caching, significantly reducing the at-
tack’s effectiveness. However, RFC8198 requires resolvers
to utilize DNSSEC-validated entries, which demand more
computational resources than standard entries. As a re-
sult, implementing RFC8198 increases resolvers’ resource
consumption and reduces their effective throughput, both
under normal conditions and during an attack. In essence,
resolvers must allocate additional resources to shield
authoritative name servers from attacks—a challenging
proposition given that these servers are managed by
separate entities with potentially conflicting interests. Our
work reexamines the implementation of RFC8198 in re-
solvers and proposes self-optimizing strategies that enable
resolvers to adopt the RFC while maximizing performance
both during normal operation and under attack. Our so-
lution increases throughput by approximately 40% during
an attack and reduces average latency by a factor of
two. Simultaneously, it maintains comparable peacetime
performance and enhances protection for authoritative
name servers against NXDomain attacks.

Index Terms—DNS Resolver, Volumetric Attacks, Cache
Policy, Heavy Hitters, Count-Min Sketch.

I. INTRODUCTION

The Domain Name System (DNS) is a fundamental
component of the Internet, facilitating the resolution of
domain names into IP addresses and vice versa (whether
IPv4 or IPv6). DNS consists of two primary types of
users: resolvers, which query the system on behalf of
clients, and authoritative name servers, which provide
the necessary mappings. Each authoritative name server
is responsible for a specific domain. The literature
distinguishes between top-level domains (TLDs), which
manage domains such as ".com" and ".net", and
second-level domains (SLDs), which oversee their re-
spective subdomains (e.g., "duckduckgo.com" is a
subdomain of " .com"). In our work, we collectively
refer to these entities as authoritative name servers.
Various organizations, including ISPs, commercial en-
terprises, academic institutions, and others, own and op-
erate different authoritative name servers and resolvers.

The performance of Domain Name System (DNS) di-
rectly impacts the entire Internet. To optimize efficiency,
the community employs techniques such as caching
query results at resolvers, reducing unnecessary access
to authoritative name servers. DNS caches are known
to achieve a high hit ratio, and one could argue that the
service’s feasibility relies on effective caching.

Attacks on DNS can disrupt Internet access
for millions of users [l], making them particu-
larly impactful. One such attack is NXDomain at-
tack, where an attacker leverages a large botnet of
malware-infected network devices connected to mul-
tiple resolvers. Bots send low-rate queries to evade
detection, requesting domain names of the form
"<random string>.example.com" that do not
exist. Since these subdomains have never been re-
quested before, they bypass the resolver’s cache and
reach the authoritative server. If the botnet is sufficiently
large, it forces resolvers to generate an overwhelming
load on the authoritative server of "example.com".

Because the number of nonexistent subdomains is
effectively infinite, attackers can sustain the attack
indefinitely. The most well-known example of such
an attack was Dyn attack, which disrupted Internet
access for millions of users in the United States
for an extended period [2]. RFC8198 proposes lever-
aging DNSSEC behavior to enhance caching effi-
ciency. Specifically, when proving the non-existence
of a domain name (e.g., "cat.example.com"), a
DNSSEC-protected authoritative name server returns a
validated record for "albatross.example.com",
which has "elephant.example.com" as the
next existing subdomain. This record implicitly con-
firms that "cat.example.com" does not exist, as
"cat" is lexicographically between "albatross"
and "elephant".

Notably, this proof also verifies the non-existence
of "dog.example.com" and infinitely many other
subdomains within the same range. RFC8198 allows
resolvers to return synthesized NX responses to queries
for such domains, even if the specific subdomain was
not previously requested. To achieve this, resolvers
aggressively cache these non-existence proof records.
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However, while aggressive caching of DNSSEC-
validated records mitigates an NXDomain attack on
"example.com", it does not offer the same pro-
tection for the resolver. This limitation arises from
the cryptographic methods used by "example.com"
to sign its responses and the validation process the
resolver must perform. As a result, the resolver incurs
higher resource consumption when handling queries,
ultimately degrading its peacetime performance.

Our Contribution: Our work explores how re-
solvers can leverage aggressive caching to enhance
performance. We propose an algorithm, TopDomains(k),
which requests DNSSEC-validated records only for
domains that may be under attack—specifically, those
generating a high volume of NX responses. By selec-
tively applying DNSSEC validation, the algorithm pre-
serves peacetime performance by limiting cryptographic
processing to a small subset of domains. However, when
an NXDomain attack is detected, the resolver identifies
the surge in NX responses and enables DNSSEC vali-
dation for these domains. Since PowerDNS implements
RFCR8198, it benefits from improved caching efficiency
without the overhead of indiscriminately validating re-
sponses from all secure authoritative name servers.

We implemented a TopDomains(k) prototype on Pow-
erDNS and evaluated it using both real and synthetic
DNS access traces. Our results demonstrate that Top-
Domains(k) maintains the resolver’s peacetime per-
formance while increasing throughput by up to 40%
during an attack. In contrast, indiscriminate DNSSEC
validation degrades performance, as the additional com-
putational load outweighs the potential caching benefits.

Roadmap: The rest of this paper is organized as
follows. In Section II, provides an overview of ex-
isting NXDomain attack mitigation methods, and the
necessary background to understand, and motivate our
approach. Our TopDomains(k) algorithm is presented
in Section III; In that section, we start by surveying
the model and its assumptions, explain the designs
of popular DNS resolvers, and present our approach
as a series of design decisions. Section IV evaluates
the performance of the PowerDNS resolver with our
improvements compared to its original version. Finally,
Section V concludes and outlines future work plans.

II. BACKGROUND AND RELATED WORK

This section provides a detailed background on the
Domain Name System (DNS) and heavy-hitter algo-
rithms, which we utilize to identify top domains. The
DNS system comprises two main components: author-
itative servers and recursive resolvers, which work
together to resolve domain names into IP addresses [3].

A. The Authoritative Servers

The authoritative servers form a globally distributed
database with a hierarchical structure, where each sub-

domain is managed by a separate entity. At the top of
this hierarchy is the root (denoted as " ."), followed
by the Top-Level Domains (TLDs), which are further
categorized into generic TLDs and country-code TLDs.
Below the TLDs are the Second-Level Domains (SLDs)
and any additional lower levels. To streamline this
structure, each component is separated by a dot (" . "),
including the boundary between the root and the TLDs,
ensuring that the root maintains information about all
TLDs. This is illustrated in Figure 1.
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Fig. 1: The overall structure of DNS. The DNS hierar-
chy tree has a single domain at the top of the structure
called the root domain, indicated by the " . "". Below the
root domain are the top-level domains that divide the
DNS hierarchy into segments containing second-level
domains, sub-domains, and hosts.
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DNS Resolver Resolver act as the gateway to the
DNS. Specifically, when a user accesses a certain
domain (e.g., by clicking a link in their browser),
their client issues a query to a DNS resolver. Thus,
resolvers provide an interface to the DNS and return the
corresponding IP address, allowing clients to access the
requested domain.

More specifically, resolvers perform an iterative DNS
lookup, gradually resolving the requested subdomain us-
ing information provided by authoritative name servers.
This information is typically cached at the resolver
to improve performance. For example, when a client
requests "www.example.com", the resolver first
checks its cache for an existing record. If a cache hit
occurs, the resolver returns the stored information to
the user. Otherwise, it begins the resolution process by
first attempting to resolve the TLD server for " .com",
which may be cached or retrieved from the root servers.

Next, the resolver searches its cache for
"example.com". If the record is absent, it queries
the ".com" TLD server to obtain the address of
"example.com". Finally, the resolver contacts the
SLD server of "example.com" to retrieve the IP
address of "www.example.com" and returns it to
the client.

DNS Cache As detailed above, resolvers may per-
form multiple cache accesses during a query. Since DNS
workloads are highly cacheable, such optimizations sig-
nificantly reduce the load on authoritative name servers
while improving both user experience and through-
put [4].
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DNS caches store Resource Records (RR), each la-
beled according to its type: an IPv4 address for a
domain (A), an IPv6 address (AAAA), authoritative
name servers for a domain (NS), or a record indicating
a non-existent domain (NX).

We distinguish between caching positive records,
which contain mappings between domains and IP ad-
dresses (IPv4 or IPv6), and negative records, which
indicate that a domain does not exist. Positive records
are stored using an exact match cache, which aligns
with the fundamental functionality of DNS. Traditional
DNS also employs an exact match approach for negative
records, but this design opens the door to various DDoS
attacks, such as the NXDomain attack. In contrast,
DNSSEC enables an alternative approach known in the
literature as Aggressive Caching, which mitigates these
vulnerabilities.

DNS Security Extensions (DNSSEC) The DNSSEC
protocol [5] is built on public key cryptography, certifi-
cates, and digital signatures, providing source authenti-
cation and integrity protection for DNS data. DNSSEC
aims to prevent attacks such as cache poisoning and
DNS spoofing [6], [7]. To achieve this, it introduces
additional Resource Records (RRs), including Resource
Record Signature (RRSIG), DNS Public Key (DNSKEY),
and Delegation Signer (DS), which supplement the
standard resource records mentioned earlier.

In practice, resolvers can work with DNS or
DNSSEC, as most authoritative name servers would re-
spond to both protocols. However, when DNSSEC vali-
dation is used, the resolver has to validate every record it
receives, which means that it uses additional DNSSEC-
related information, such as DNSSEC signatures and
keys, and consumes more resources. Specifically, the
resolver must perform the following steps:

(i) Retrieve the DNSKEY record for the zone in
question, which involves an additional resolution to the
parent zone to obtain the DS record, which contains
a hash of the DNSKEY record. (ii) Verify the authen-
ticity of the DNSKEY record using the DS record. (iii)
Retrieve any necessary RRSIG records to validate the
response. (iv) Validate the authenticity and integrity of
the response using the DNSSEC signatures. Overall,
the process of DNSSEC response validation introduces
extra steps to verify digital signatures against the public
keys of the signing zones, ensuring that the response is
authentic and has not been tampered with.

Within the context of volumetric attacks, DNSSEC
increases per-query resource consumption at the re-
solver, thereby reducing its throughput. Thus, while
DNSSEC provides strong protection against various
forms of attacks, this security comes at a computa-
tional cost. However, one of the promising aspects
of DNSSEC is its efficient handling of queries to
nonexistent domains, which is explained next.

1) Validation of NXDomain Response: To validate
that a response received at the resolver side is not
forged, DNSSEC employs a special record that ensures
the response’s authenticity.

Next Secure (NSEC/NSEC3): A pointer to the next
valid name in a zone, used to verify the non-existence
of a record name and type within a zone.

A queried server must return these NSEC or
NSEC3 records in response to a triggering query if
the query contains the DNSSEC OK (DO) bit [8].
In a DNSSEC-signed zone, the answering DNS
server provides the two domain names adjacent
to the queried non-existent domain name. For in-
stance, if a client queries for "banana.example",
the server responds with a pair of surround-
ing subdomains, such as "apple.example" and
"orange.example", thereby proving the non-
existence of "banana.example".

In principle, this capability can protect authoritative
servers from NXDomain attacks [9]. However, vali-
dating DNSSEC entries introduces challenges such as
increased performance overhead on resolvers and larger
DNS response packets. Additionally, DNSSEC response
validation consumes more computational resources at
the resolver and, in some cases, generates additional
messages to authoritative servers. This increased work-
load extends client latency, potentially causing timeouts
and query retransmissions [10]. Attackers can exploit
these inefficiencies [11] to amplify their attacks, further
exacerbating DNSSEC’s resource consumption.

Volumetric Attacks On DNS aim to overwhelm a
DNS entity (authoritative server or resolver) by gener-
ating a high volume of requests, thereby degrading its
performance and denying access to legitimate users. In
such attacks, the attacker operates a botnet composed
of numerous malware-infected devices to evade basic
protection mechanisms such as rate limiting or blocking
specific destinations. The botnet is controlled by a
centralized Command and Control program.

Volumetric attacks remain an ongoing threat as their
peak attack volume continues to grow each year. For
example, in 2017, Google services faced an attack with
a combined traffic volume of 2.54 Tbps [12], which
was four times larger than the infamous Mirai attack of
2016—a record-breaking attack at the time.

Luo et al. [13] analyzed the prevalence and character-
istics of NXDOMAIN attacks using a week-long real-
world traffic dataset. They concluded that such attacks
are widespread and proposed a mitigation technique
based on statistical metrics, such as the ratio of distinct
clients to queried domains. Similarly, Van et al. [14]
conducted a detailed measurement study on a large
dataset of DNSSEC-signed domains, covering approx-
imately 70% (2.5 million) of all signed domains in
operation at the time. Their analysis assessed the am-
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plification potential of DNSSEC compared to standard
DNS, confirming that DNSSEC significantly increases
amplification potential, exceeding that of regular DNS
by a factor of 6x to 12x. This finding highlights
that DNSSEC is more susceptible to volumetric attacks
than traditional DNS. Furthermore, Sommese et al. [15]
systematically tracked DNS-centric DDoS events over a
17-month period and showed that NXDOMAIN floods
account for a large share of the disruption, reinforcing
the need for lightweight in-resolver mitigation mecha-
nisms. Mitigation Techniques for Volumetric Attacks
We survey some of the methods for mitigating volu-
metric attacks on DNS. Response Rate Limiting: Re-
sponse Rate Limiting (RRL) was introduced in 2012 [16]
following a series of DNS amplification attacks that
exploited DNSSEC-signed domains. The core concept
of RRL is that authoritative name servers limit the rate
of identical outgoing responses when sent to the same
address or subnet (bots).

At first glance, RRL appears to be an effective
mitigation strategy against DNS amplification attacks,
as it throttles excessive queries from a resolver to
authoritative servers under attack. However, upon closer
examination, RRL itself can be exploited as a denial-
of-service (DoS) weapon. An attacker can deliberately
issue numerous queries to trigger the rate limit thresh-
old, thereby causing legitimate requests to be blocked,
effectively disrupting access to authoritative servers.

Aggressive Use of the DNSSEC-Validated Cache
(RFC8198): Implementing the Aggressive Caching
mechanism, as described in RFC8198 [9], enables
resolvers to leverage NSEC/NSEC3 resource records
to synthesize negative responses based on cached in-
formation. Consequently, DNSSEC-validating resolvers
can immediately return a negative response if the
queried domain falls within a range covered by an
NSEC/NSEC3 record already stored in the cache, elimi-
nating the need to initiate a new query to the authorita-
tive name server. This technique mitigates NXDomain
attacks on DNSSEC-protected zones by significantly
reducing the number of queries sent to targeted au-
thoritative servers. However, an adversary can exploit
the caching behavior of resolvers by forcing them to
perform an excessive number of DNSSEC validation
operations. By generating numerous random subdo-
mains across multiple DNSSEC-protected zones, an
attacker can initiate a DDoS attack on the resolver itself,
overwhelming its computational resources.

Identifying the Attack: The work of [17] proposes
detecting attacked subdomains and filtering (dropping)
queries for these subdomains. To achieve this, they
monitor the number of distinct NX queries for each
domain, i.e., the number of subdomains that returned
an NX response. Their approach assumes that during
an NXDomain attack, the targeted domains will exhibit

a high number of distinct subdomains, allowing them
to be identified.

Our method differs from theirs in two key aspects.
First, Feibish et al. employ distinct heavy hitters,
whereas we use plain heavy hitters. Second, their ap-
proach leverages heavy hitters to make the restrictive
decision of blocking queries to attacked domains. In
contrast, our method does not block clients; instead,
we selectively validate responses from secure domains
that might be under attack. As a result, our mitigation
strategy presents a lower risk of disrupting legitimate
user traffic.

Bushart et al. profile per-resolver query volumes from
sampled NetFlow and deploy an upstream, content-
agnostic low-pass filter: steady high-volume resolvers
are allow-listed at their historical peak 7;, while all
other (/24 for IPv4 and /48 for IPv6) prefixes may send
up to a fixed LPF threshold; this caps AuthNS load
below ~100k gps during application-layer floods with
1.2-5.7% false positives [18]. In contrast, our scheme
is implemented inside the recursive resolver, needs no
external cooperation, and avoids blocking entirely: a
lightweight CMS/heap detects the top-k NXDOMAIN
heavy-hitter domains and enables RFC 8198 validation
only for those, thus shielding the resolver and the
targeted AuthNSes without modifying client traffic.

The Current Trade-offs Commonly, the target NX-
Domain attacks is an authoritative name server. Indeed,
aggressive caching (RFC8198) offers us a mitigation
method that drastically reduces the attacker’s capacity
to bypass the resolver cache and reach the authoritative
name server. PowerDNS implements RFC8198 but it
does so in an all-or-nothing method. That is, PowerDNS
either performs validation for all domains (DNSSEC
= ON) or performs no validation at all (DNSSEC =
OFF). Our evaluation shows that (i) performance-wise
PowerDNS is better off using plain DNS, and (ii)
during an NXDomain attack PowerDNS is still better
off using plain DNS. This is explained by the high cost
of validating DNS entries. Thus, the implementation of
RFC8198 by PowerDNS makes it easier to attack the
resolver. Using DNSSEC validation reduces PowerDNS
throughput in peacetime, and even during an NXDo-
main attack compared to plain DNS (see Figure 4)

Our work seeks a middle road in implementing
RFC8198. Namely, suppose we only perform DNS
validation to the attacked subdomain and not the entire
workload. In that case, the resolver’s performance under
attack can be considerably better, making the attack
ineffective against the resolver while still ineffective
against the authoritative servers.

III. ToOPDOMAINS(K) APPROACH

Our design goal is to devise a scheme that im-
plements RFC8198 [9] in a manner that optimally
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benefits the resolver. Specifically, we aim to minimize
performance overhead during peacetime while maxi-
mizing performance gains during an NXDomain attack.
To achieve this, we focus on a real DNS resolver,
PowerDNS that implements RFC8198.

In its current implementation, the resolver operates in
one of two modes. When DNSSEC=0N, DNSSEC vali-
dation is enabled by default, meaning all responses un-
dergo validation unless the authoritative server does not
support DNSSEC. Conversely, when DNSSEC=OFF,
the resolver defaults to standard DNS operation and per-
forms DNSSEC validation when explicitly requested.

The core concept of TopDomains(k) is to restrict
DNSSEC validation to the top k£ domains that generate
the highest number of NX responses. For all other do-
mains, standard DNS processing is used. This approach
allows us to leverage the advantages of aggressive
caching while minimizing the performance degradation
associated with DNSSEC validation.

Our TopDomains(k) implementation modifies Pow-
erDNS version 4.7.1, where k represents the number
of domains that can undergo DNSSEC validation at
any given time. In TopDomains(32), for instance, the
resolver does DNSSEC validation for only 32 domains.

During the recursive resolver’s initialization phase,
we initialize a data structure to store the heavy hitters,
consisting of <key, value> pairs. The key is the
domain name extracted from an incoming query (e.g.,
"google.com", "yahoo.com"), and the value rep-
resents the number of corresponding queries that re-
sulted in an NXDOMAIN response.

From an NXDomain attack perspective, the targeted
domains are likely to be among the top k domains. This
is based on the observation that the number of distinct
subdomains in queries for these targeted domains in-
creases significantly during attacks.

TopDomains(k) Algorithm

1) Algorithm Overview: The primary goal of our
algorithm is to selectively enable DNSSEC validation
for the top k£ heavy hitter domains. To achieve this, we
analyze the incoming stream of DNS queries and their
corresponding responses at the resolver. Our analysis
is integrated into two key processes in the resolver:
Query Processing: When a query arrives at the re-
solver: (1) Extract the domain name (key). (2) Check
if the domain is among the top k£ most frequently
queried domains. If it is, enable DNSSEC validation
for this query; otherwise, disable DNSSEC validation.
Response Processing: This phase focuses solely on
NXDOMATIN responses, updating the relevant heavy hit-
ter counters. A domain is considered a by the top &
heavy hitter domains only if it is DNSSEC-protected.

Figure 3 illustrates the process applied to a query
and its corresponding response upon arrival at the
resolver, determining the appropriate actions based on

the outlined criteria.

A. Determining the Top K Domains

We use a count-min sketch [19] to identify the top k
heavy hitters. To determine whether a particular domain
is among the k£ most frequent domains, we maintain a
heap data structure containing the & largest domains.
After updating a domain’s counter, we insert it into the
heap with its current frequency estimation (provided by
the count-min sketch) and evict the smallest entry if
necessary.

Figure 2 illustrates the approximate architecture of
the heavy hitters mechanism. Consider a stream of DNS
responses to queries received at the resolver, where d
represents the domain extracted from each response.
The update process for our heavy hitters data structure
proceeds as follows: (1) Extract the domain d (key)
from each response. (2) If d is DNSSEC-protected,
invoke Inc (d) in the count-min sketch, followed by
Count (d) to estimate its frequency. (3) If Count (d)
> %, insert d into the heap using its frequency value,
Count (d). Otherwise, discard d. If d is already in
the heap, remove its previous entry before reinserting
it with the updated frequency [19]. Additionally, as n
increases, if the stored value of a domain d in the heap
falls below 7 (a check that can be performed in O(1)
time), the domain is removed from the heap.

Count Min Sketch|

I S I

Fig. 2: The approximate heavy hitters’ mechanism used
in our solution. We update a count min sketch for every
NX response in the stream and move requests above a
certain threshold to a heap of potential heavy hitters.

Aging Mechanism We aim to prevent a scenario
where the same domains consistently remain among the
top k heavy hitters, resulting in DNSSEC validation and
aggressive caching being applied exclusively to them.
Such a situation may arise due to prolonged activity
involving frequent NXDOMAIN responses or repeated
attacks targeting these domains. Consequently, this can
degrade responsiveness when NXDomain attacks shift
to different domains, thereby undermining the miti-
gation benefits of aggressive caching. To address this
issue, we implement an aging scheme for our sketch and
heap counters. Inspired by [20], we periodically reduce
all counters by a factor of 2. This approach ensures
that past events are gradually forgotten, preventing stale
heavy hitter data from dominating the selection process
and keeping counter values relatively small over time.
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Fig. 3: TopDomain’s behavior

IV. EVALUATION

Throughout the experiments, we evaluate TopDo-
mains(32) and compare it to the original implemen-
tation of the PowerDNS resolver with a configura-
tion of DNSSEC validation enabled and disabled (i.e.,
DNSSEC=0N or DNSSEC=0FF).

Our evaluation setup comprises two physically sep-
arated workstations: a client and a recursive resolver.
Both workstations are interconnected via a 1 Gigabit
Ethernet (1GigE) NIC and include 16 CPU cores, 16
GB of RAM, running Ubuntu 22.04.1. In addition, the
recursive resolver also runs PowerDNS 4.7.1 in recur-
sion operation mode. Finally, the client is configured to
send DNS requests directly to our recursive resolver.

Performance Metrics: Our measurements use the
following performance metrics: maximum attainable
throughput in queries per second (qps), latency distri-
bution of successful DNS queries, and the number of
packets/bytes generated in an experiment.

Amplification Factors The effectiveness of DDoS
attacks is often measured by the amplification factor,
which represents the ratio between the traffic gener-
ated by the attacker and the traffic processed by the
resolver. Intuitively, a higher amplification factor makes
the attack more efficient for the adversary. Below, we
describe the amplification metrics measured in this
work. Cost: The packet cost refers to the number of
packets that the victim (resolver) processes in response
to a single client request. This cost depends on several
factors, including: - The DO flag, which determines
whether DNSSEC validation is performed. - The TC
bit (truncate bit), which indicates whether the UDP
response size exceeded the configured limit (7'C' = 1)
or remained within the allowable size (T'C = 0).

Ift TC = 1, the request falls back to TCP, a
common occurrence in DNSSEC response validation.
The TCP exchange introduces additional overhead,
involving ten packets: a DNS request, a DNS re-
sponse, and eight TCP control packets (three for the
handshake and five for session termination). In Pow-

erDNS, the UDP response size limit is controlled
by the udp-truncation-threshold parameter,
which defaults to 1232 bytes.

The packet cost further includes each sent-received
packet pair in the resolution process. Therefore, we
define: - The resolver’s packet cost as Cp,.. - The
attacker’s packet cost as Cpg.

The bytes cost (Cp) represents the total number of
payload bytes transmitted: - C}, denotes the number
of payload bytes the resolver processes to answer a
request. - C', represents the number of payload bytes in
the attacker’s request. BAF: The bandwidth amplifica-
tion factor (BAF) is defined as the bandwidth multiplier:
BAF = g—’b’: PAF: The packet amplification factor
(PAF) measures the ratio of packets processed by the
resolver to answer a request compared to the number
of packets sent by the attacker: PAF = g’”‘ Maxi-
mum Throughput: The resolver’s maximurrllmqueries—
per-second (gps) throughput is determined as the point
at which the server begins dropping queries, causing the
response rate to plateau. Indicating that the server has
reached its capacity and is losing requests.

Collecting Statistics Seven datasets are used to
study the PowerDNS resolver operation. To analyze
the resolver’s performance during normal operation,
we rely on two datasets, while the remaining five are
employed to evaluate its behaviour under NXDOMAIN
attacks, where the resolver itself is the target. Dataset
A: Lab-generated trace of the top million domains
list [21]. While analyzing several recorded traces of
live DNS traffic (each contains ~ 1 million queries),
we observed that they contain approximately 68,000
unique domains. To generate a similar trace to live DNS
traffic, we generated DNS ' A’ requests (IPv4 resolu-
tion) for 67,997 domains in the trace with the same
distribution as the live DNS traffic. The trace contains
1,360,000 queries, comprising 44,628 non-DNSSEC-
protected domains and 23,369 DNSSEC-protected do-
mains from the same list. Dataset B: Live DNS traffic
trace obtained from the DNS-OARC GitHub reposi-
tory [22]. Out of 1,000,000 total queries, we extracted
662,698 " A’ queries, including 251,821 unique ones.
The trace contains 13,962 secured domains. We include
it to ensure our results hold on real-world, resolver
traffic rather than only synthetic workloads. Attack
Dataset: We created a dataset containing one million
requests with bogus queries for distinct DNSSEC-
protected domains to simulate an attack scenario. At-
tack2 Datasets: We generated three NXDOMAIN attack
datasets consisting of 600,000 requests targeting the fol-
lowing domains: - "Xfinity.com" with 2,796 sub-
domains, - "Paypal.com" with 4,574 subdomains,
and - "Visma.com" with 5,204 subdomains.

We scanned and used the dataset files as input to
the resperf stress tool by Nominum [23], running
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on the client machine, which acts as both a legitimate
client and an attacker, depending on the experiment per-
formed. Using this tool, the client sends a query stream
of many unique DNS ’A’ requests to the resolver.
The resolver’s 1GB cache is empty at the beginning
of each experiment. We record the traffic between the
recursive resolver and the authoritative hierarchy and
collect statistics from the PowerDNS recursive resolver.

Finally, we benchmarked the performance limitations
of our own resolver that was erected for research pur-
poses (rather than any commercial resolver). We used
relatively short traces where each authoritative server
receives a negligible number of requests (according to
its normal operation) to evaluate the resolver’s through-
put and latency.

Selecting k£ Value We measure the maximum
queries/sec (gps) throughput of the recursive resolver as
a function of k to select the k£ value that yields the best
performance. Figure 4 illustrates the performance of
PowerDNS recursive resolver during normal operation
and under NXDomain attack with the resolver as its
target. The maximum qps of the original PowerDNS
resolver, configured with DNSSEC-validation enabled
and disabled, constitute baselines. Figure 4a illustrates
the results during a normal operation where the perfor-
mance for the values £ = 16 and k£ = 32 is very similar
to those of the original non-DNSSEC validating resolver
and performs better than the original DNSSEC vali-
dating resolver. The reason is that in TopDomains(k),
the DNSSEC validations occur only for the k domains’
responses at a time and not for all responses arriving
at the resolver (as in the original DNSSEC validating
resolver). Therefore, when the resolver is configured
to disable DNSSEC validation, it yields better perfor-
mance as it does not suffer the overhead of DNSSEC
validation processing for each DNSSEC signed zone
encountered during the query resolution process. The
following figure, 4b, illustrates the results during an
attack on the resolver. Starting from the value k = 32,
we get the finest performance compared to the two other
PowerDNS versions due to the limitation of DNSSEC
validation combined with the benefits of aggressive
cache, which outweigh the overhead of our imple-
mentation. On the other hand, the DNSSEC-validating
resolver exhibits inferior performance due to computa-
tional overheads. In contrast, the non-validating resolver
demonstrates better performance, as it does not incur the
overhead of response validation. However, it must still
await responses from authoritative servers and is unable
to synthesize responses due to the lack of aggressive
caching capabilities. Notably, without DNSSEC vali-
dation, the resolver cannot employ aggressive caching
as a mitigation strategy to shield authoritative name
servers from NXDomain-based attacks. Consequently,
we selected a value of k = 32, as it offers a favorable

balance between performance and resilience, both under
normal conditions and during an attack.
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Fig. 4: PowerDNS with TopDomains(k) performance
measurement with different kg

Cost and Amplification Analysis Table I depicts
the amplification ratio and the factors mentioned in
section IV. We tested the resolver with two queries
with and without DNSSEC (DO=1: DNSSEC-enabled,
otherwise DO=0). One legitimate query with a NOER-
ROR response message (RCODE:0) and the other with
NXDOMAIN (RCODE:3) '. As mentioned in ITI-A,
DNSSEC validation enables an amplification factor of
3X to 18X (PAF) and 5X to 20X (BAF). Note that the
responses contain multiple DNSSEC signatures, which
exceed the maximum response size of the configured
parameter udp-truncation-threshold. As a result, the TC
bit is set to on, forcing the resolver to repeat the same
query over TCP (which creates significant overhead on
the resolver and the authoritative server to handle the
TCP connections). The table highlights the potential of
our approach, which limits DNSSEC validation to k
domains only.

TABLE I: Amplification factor for queries when
DNSSEC validation is enabled and disabled.

RCODE 0) 0 3 3
DO bit 1 0 1 0
TC bit 1 0 1 0
Attacker Cpq | 2 2 12 2
Resolver Cypr 36 6 39 14
PAF 18X 3X 3X X
Attacker Ch, | 406 110 1674 166
Resolver Cy,. | 8017 957 7990 1302
BAF 20X 9X 5X 7X

TopDomains(32) evaluation under attack During
an NXDomain attack, we expect TopDomains(32) to
process fewer packets than the original DNSSEC-
validating resolver since we limit the amount of
DNSSEC traffic. We expect slightly more packets than
the original non-validating resolver as we still perform
DNSSEC-validation to protect authoritative name server
from such an attack. Figure 6 shows the three described
datasets’ results. Observe that the behavior is as ex-
pected: TopDomains(32) is always between the two

INOERROR: indicates that the DNS query was completed success-
fully, denoted by the Response Code 0 (RCODE:0). NXDOMAIN:
indicates that the queried domain name does not exist, denoted
by Response Code 3 (RCODE:3). https://www.iana.org/assignments/
dns-parameters/dns-parameters.xhtml#dns- parameters-6
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TABLE II: PowerDNS under NXDomain attack

DO=1 D0=0 | TopDomains(32)
Max requests/sec 7200 | 8000 11200
Avg. latency (ms) 626 134 68
Median latency (ms) 94 59 0.5
Std latency (ms) 1380 600 282

extremes and often processes as few recursion pack-
ets as the non-validating resolver while providing an
additional security feature of limiting traffic to attacked
authoritative name servers.

Table II provides additional insight into the at-
tack scenario, as it compares the original DNSSEC-
validating and non-validating resolver to TopDo-
mains(32). As observed, TopDomains(32) attains over
1.5 more throughput than the original DNSSEC-
validating resolver and a massive reduction of circa
X10 in average latency with an even more notice-
able improvement in median latency. The reason is
that the original validating resolver performs DNSSEC-
validation processing for non-attacked domains in addi-
tion to the processing of the attacked ones, outweighing
its benefit from aggressive caching. At the same time,
TopDomains(32) brings almost all the benefits of an
aggressive cache with a fraction of the overheads.

Figure 5 shows the cumulative distribution of the
queries’ latency values between 0 and 5 seconds. When
the recursive resolver is under NXDomain attack, com-
paring the three PowerDNS resolver versions as above,
we can see that both DNSSEC-validating and non-
validating resolvers suffer greatly under attack regarding
query latency. The query latency of the original vali-
dating resolver is extensive as it has to validate every
response, while the non-validating resolver does not
have to validate each response; it still has to wait for
the authoritative servers to reply to bogus queries.

Due to its properties, TopDomains(32) protects the
attacked domains and resolves queries quickly. To show
it, we simulated an NXDomain attack through a single
resolver that we controlled (Attack 2 trace). We run
the attack trace slowly to not impact the authoritative
server. In the simulation, the resolver starts with an
empty cache and we measure the ratio of the attack
requests forwarded to the authoritative server. We re-
peated the experiment for three subdomains each with
thousands of subdomains. Our results show that with
DNSSEC=0ON and with TopDomains(32) less than 1%
of the attack traffic reaches the authoritative server in all
cases. Whereas with DNSSEC=OFF all the attack traffic
reaches the authoritative server. This experiment shows
that the use of TopDomains(32) protects the authorita-
tive servers as much as the current implementation of
aggressive caching in PowerDNS.

Normal Operation Our main goal is to ensure the
TopDomains(32) does not degrade performance during
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Fig. 5: CDF of latency of queries under attack: Compar-
ison between original PowerDNS and TopDomains(32)

normal server operation. As a result, we observe re-
sponse delays and resolution failures (i.e., the number
of SERVFAIL and NOERROR responses is not higher
than that observed in the original PowerDNS).

Il PowerDNS DNSSEC=ON
m TopDomains(32)
BEER PowerDNS DNSSEC=OFF

S o

Number of
Packets (x100k)
N

0

Attack Dataset Dataset A Dataset B

Fig. 6: Total packets exchanged by PowerDNS in the
resolution of the three datasets’ query streams

Table III shows that TopDomains(32) exhibits a
slightly faster response time than the original DNSSEC-
validating resolver and is very similar to the non-
validating resolver in Dataset A (Alexa’s top domains).
However, in Dataset B (DNS-OARC trace), the orig-
inal DNSSEC-validating resolver performance is far
lesser than that of the TopDomains(32) and the non-
validating resolver. That is because although Dataset
B contains a relatively small number of queries of
DNSSEC-signed domains, the number of DNSSEC-
protected authoritative name servers participating in the
resolution process (in the NS referral responses) is more
significant. Meanwhile, the DNSSEC-validation process
is performed only for the top k domains extracted from
the queries received at the resolver (and not from the
NS referral responses). Hence, TopDomains(k) reduces
the overhead of the DNSSEC-validation for Dataset B.

Figure 7 shows the cumulative latency distribution
for Dataset A and B. We can see that the original
DNSSEC-validating resolver again suffers significantly
due to the relatively long time the DNSSEC-validation
processing takes, which increases its latency. However,
during normal operation, the non-validating resolver
does not suffer the validation cost; thus, it is very fast.
The active defense on the selected domains had little
impact on latency compared to non-validating resolvers.
However, under attack it out perform both.
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TABLE III: Comparing original PowerDNS when DNSSEC validation is enabled and disabled and TopDo-
mains(32) during the resolution of query streams of Datasets A and B.

Dataset A (Alexa’s domains) Dataset B (DNS-OARC)
Resolver impl. DNSSEC=0ON| DNSSEC=OFF | TopDomains(32)] DNSSEC=0ON| DNSSEC=OFF | TopDomains(32)
Total Req. T, 360, 000 1, 360, 000 1, 360, 000 662, 698 662, 698 662, 698
Secured domains | 23,369 23,369 23,369 13,962 13,962 13,962
Unique Req. 465,292 465,292 465,292 251,821 251,821 251,821
Recursion pkts 567,694 450,405 453,435 672,478 371,230 528, 140
%NOERROR 70.13% 71.66% 72.76% 69.37% 68.84% 69.5%
%SERVFAIL 2.61% 0.56% 0.51% 1.28% 1.29% 1.15%
%NXDOMAIN 27.26% 27.78% 26.74% 29.34% 29.87% 29.35%
Mean latency 49.14 41.43 42.52 1138.80 78.52 56.34
STD latency 239.64 181.01 185.57 818.57 287.76 211.4
Median latency 0.44 0.44 0.41 998.64 0.68 0.45
Lo Lo [5] R. Arends, R. Austein, M. Larson, D. Massey, and S. Rose,
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Fig. 7: TopDomains(32) and vanilla PowerDNS

V. CONCLUSION AND FUTURE WORK

Our work demonstrates a fundamental dilemma in
DNS resolver design. While it is desirable for resolvers
to block NXDOMAIN attacks and protect authorita-

tive

name servers, achieving this requires performing

DNSSEC validation on all traffic. However, this ap-
proach reduces the resolver’s throughput by over 10%

and

increases the average latency. Under a volumetric

attack, such an overhead is likely unsustainable. We
propose a novel approach, TopDomains(k), that enables
the resolver to selectively employ DNSSEC validation
solely to protect authoritative servers from NXDOMAIN
attacks. Our approach demonstrates performance com-
parable to operating without DNSSEC (which is ev-
idently faster than using DNSSEC) while still safe-
guarding authoritative servers against NXDOMAIN at-
tacks. Our study suggests that resolvers should leverage
DNSSEC validation, even when not using DNSSEC for
general security purposes, to better utilize their caches
and enhance the protection of authoritative servers.
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