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Unlocking IoT Potential: Empowering LoraWAN
for Secure, Distributed Smart Water Management

Francesca Cuomo
Department of Information Engineering, Electronics and Telecommunications

Sapienza University of Rome
Roma, Italy

francesca.cuomo@uniroma1.it

Abstract—This Keynote explores the convergence of IoT tech-
nology and sustainable water management, providing advances
for future distributed and secure IoT applications. Firstly, it in-
vestigates the transformation of LoRaWAN networks, crucial for
enabling long-range, low-power connectivity in IoT applications.
Advocating for decentralized architectures exemplified by DeLo-
RaN, the study showcases how distributed control and blockchain
technology enhance reliability, scalability, and resilience. Through
empirical validation, DeLoRaN’s superiority over centralized
models is demonstrated, heralding a paradigm shift in IoT
connectivity. Secondly, by addressing critical privacy concerns
related to LoRaWAN device identity, the keynote highlights the
need for robust mitigation strategies to safeguard IoT ecosystems.
Finally, we present the framework represented by GraphSmart
which optimizes energy efficiency while ensuring precise water
flow measurement within the LoRaWAN infrastructure, serving
as a metering and communication platform for water man-
agement. This multifaceted exploration not only advances IoT
technology but also offers sustainable solutions to mitigate global
water scarcity challenges.
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