OO U WD =

e

978-3-903176-63-8/24/$31.00 ©2024 IEEE

| F 1 Bod etrvewdckingradferdnde IF Ridriblktd O 2

Al-based Dynamic Schedule Calculation in Time
Sensitive Networks using GCN-TD3

Syed Tasnimul Islam*
TU Chemnitz
Chemnitz, Germany
syed-tasnimul.islam @etit.tu-chemnitz.de

Abstract—Offline scheduling in Time Sensitive Networking
(TSN) utilizing the Time Aware Shaper (TAS) facilitates optimal
deterministic latency and jitter-bounds calculation for Time-
Triggered (TT) flows. However, the dynamic nature of traffic in
industrial settings necessitates a strategy for adaptively schedul-
ing flows without interrupting existing schedules. Our research
identifies critical gaps in current dynamic scheduling methods for
TSN and introduces the novel GCN-TD3 approach. This novel
approach utilizes a Graph Convolutional Network (GCN) for
representing the various relations within different components of
TSN and employs the Twin Delayed Deep Deterministic Policy
Gradient (TD3) algorithm to dynamically schedule any incoming
flow. Additionally, an Integer Linear Programming (ILP) based
offline scheduler is used both to initiate the simulation and
serve as a fallback mechanism. This mechanism is triggered to
recalculate the entire schedule when the predefined threshold of
Gate Control List(GCL) length exceeds. Comparative analyses
demonstrate that GCN-TD3 outperforms existing methods like
Deep Double Q-Network (DDQN) and Deep Deterministic Policy
Gradient (DDPG), exhibiting convergence within 4000 epochs
with a 90% dynamic TT flow admission rate while maintaining
deadlines and reducing jitter to as low as 2us. Finally, two
modules were developed for the OMNeT++ simulator, facilitating
dynamic simulation to evaluate the methodology.

Index Terms—Time Sensitive Network, TD3, Graph Convolu-
tional Network.

I. INTRODUCTION AND RELATED WORK

Time-Sensitive Networking (TSN) is a Layer 2 technology,
a collection of standards orchestrated by the IEEE 802.1 work-
ing group’s TSN task group. Originating from the enhance-
ments to Audio Video Bridging (AVB) technologies, TSN
standards are designed to enable precise time-synchronization,
ensure bounded low latency, guarantee high reliability, and
facilitate effective resource management. Among the versatile
toolkits of TSN, central to this paper is the exploration of
IEEE 802.1Qbv, which plays a pivotal role in TSN. This
standard employs GCL at the egress ports of switches, a crucial
feature that enables the synchronized execution of distributed
tasks across the network, thus meeting stringent real-time
operational demands.

Current scheduling models in TSN predominantly rely on
static methods, utilizing tools like Network Calculus, Sat-
isfiability Modulo Theory (SMT) solvers and Integer Lin-
ear Programming (ILP) for ensuring bandwidth and latency
guarantees [1]. Although these approaches are effective in
small-scale scenarios, they often struggle to deliver timely
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solutions in dynamic environments, within a reasonable time
in a more dynamic context, such as manufacturing pipelines
when the network and flow set size grows [2]. Literature
review in [1, Tab. 2] indicates the research gap of schedule
calculation with a fixed routing in the domain of runtime
reconfiguration of flows. Further literature review, summarized
in Tab. I reveals gaps in dynamic scheduling solutions, with
studies either leaning towards non-scalable exact methods [3]
or heuristic approaches [4], [5], [6], [7]. Despite their attempt
to address the computational challenge of NP-hard scheduling
problems, these methods lack the balance between efficiency
and adaptability.

Recent advancements in Reinforcement Learning (RL) have
introduced scalable and adaptable solutions for industrial au-
tomation and dynamic task rescheduling in TSN, employing
algorithms like DDQN [8], [9], Policy Gradient[10], and
Asynchronous Advantage Actor-Critic methods[11]. However,
the efficacy of these solutions is contingent upon the strategic
selection of algorithms, failing to do so several limitations per-
sist across these studies. Such as the inefficient segmentation
of the time domain into fixed slots, i.e. [10] sized relative to
the Maximum Transmission Unit (MTU). Nevertheless, they
disregard both the varied nature of time-critical scheduled flow
size in industrial use cases[12, Tab. 12] and tick granularity
(10ns) guideline from IEEE 802.3 working group hence waste
network resources. Moreover, the reliance of DRL methods on
Convolutional Neural Networks or Multi-Layer Perceptrons
introduces challenges with data in non-Euclidean space, ne-
cessitating retraining for each new flow or device addition.

The interaction between an ideal RL agent and its environ-
ment, crucial for dynamic decision-making, is often hindered
by the absence of appropriate simulation tools and cannot
solely rely on synthetic data. Although various studies have
utilized tools like Omnet++ [9], [13] and Networkx [5],
[14], [3], [8], the lack of dynamic simulation capabilities or
clear methodologies for integrating such features highlights a
significant gap in current research approaches.

We now turn our attention to GCL length, queue usage,
and flow-to-queue mapping in commercial TSN switches,
notably those like Innoroute Trustnode [17], limited by a
GCL length threshold (w) of 128 entries per egress port.
Craciunas et al. [18] thoroughly discussed the challenges of
egress interleaving and flow isolation as per the 802.1Qbv
standards, emphasizing the need for flow to queue assignment
and queue management mechanism. The lack of verification
against simulated switch models further exempts researchers
from addressing these critical considerations. Finally, recon-
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TABLE I: Overview of features of algorithms focusing on dynamic schedule calculation
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figuration algorithms aim to integrate flows with minimal,
deterministic response time but fall short of the efficiency
of offline exact methods. This efficiency gap underscores an
unavoidable reliance on the hyperperiod (HP)—the maximum
length of the time domain available for accommodating all
flows—prompting the necessity for offline recalculations and
system restarts to ensure optimal flow handling. Yet, few
studies [7], [16], [14], [4] address this need for a fallback
mechanism by halting runtime reconfiguration algorithms to
recalculate and reintegrate all flows, highlighting a significant
gap in dynamic TSN scheduling research. Motivated by the
identified research gaps, this paper introduces several key
contributions:

o Integration of GCN [19] with RL agent to enhance
management of topology updates, incoming flows, and
system state changes.

« Employment of TD3, an off-policy actor-critic algorithm,
to address time domain slot segmentation inefficiencies,
offering improved sample efficiency and reduced bias
compared to predecessors like DDQN and DDPG.

« Enhancement of the INET framework within OMNET++
for dynamic simulations, providing a more realistic test-
ing environment for TSN reconfigurations.

« Development of a fallback mechanism that recalculates
schedules offline using an ILP-based scheduler, consider-
ing GCL length constraints of switches.

« Dynamic assignment of queues by algorithms based on
real-time network conditions to boost flow handling and
network efficiency.

II. SYSTEM MODEL

In this study, we define Time Sensitive Networking (TSN)
using standard terminology, incorporating End Systems (ES)
equipped with network interface cards (NIC) and TSN
switches (or bridges, terms used interchangeably), intercon-
nected by physical links and fully synchronized using the
IEEE 802.1 AS protocol. Following IEEE 802.1Qcc, ESs
are categorized as talkers (TK) and listeners (LR), with the
assumption of deterministic traffic dispatch, potentially via
tools like Intel’s DPDK. Our model assumes a store-and-
forward mechanism in switches, simplifying the focus solely
on transmission delays by omitting processing and propagation
delays and inherently eliminating queuing delay due to our
model’s no-wait feature.

The network topology is depicted as a directed graph,
with vertices representing ESs, switch queues and edges
symbolizing full-duplex links. Detailed topology modelling is

discussed in Section IV-B. We adapt the configuration 3 from
[18] with a novel twist: we limit 4 total queues, three for
static scheduling scenario and one reserved for dynamically
arriving critical flows. Our strategy designates one queue for
critical traffic, another for Audio Video Bridging (AVB) traffic,
specifically audio, and a third for Best Effort (BE) traffic, as
depicted in Fig. 1(a). The intent to reserve an extra queue for
dynamic scheduling scenario is to avoid egress interleaving
problem [18]. Additionally to clarify further the leftover unal-
located timeslot for the 3 Scheduled Queues Qs € (Qreserved N
Oscheduied NQavp) is allocated for the BE Queue (Qp). Staying
consistent with industrial use-cases scenario [12], we assume
all flow sizes are below the Maximum Transmission Unit
(MTU), including AVB (audio traffic), as defined by IEEE
working groups[20]. Flow routing calculations fall outside this
paper’s scope. In our model, each flow f; € F is defined by the
tuple (D;,L;,P;), representing the deadline, duration (akin to
size) and periodicity, respectively. For a given flow i associated
with bridge j, the allocated queue is denoted as BR;.Q;.
Adopting the term datapath from Pop. et al.[21], denoted as
dpj, which represents an ordered sequence of links from a
talker TK; € TK to a listener LRy € LR, we extend this concept
to define the Network Datapath (NDP). An NDP represents a
subset of a datapath that requires a unique, non-overlapping
schedule for each flow. Unlike traditional graph formulations
that consider bridges merely as nodes, our approach uniquely
identifies each bridge’s distinct queues as separate nodes. For
example, in Fig. 1(b) a scenario comprising two (TT) and two
Audio (AVB) flows the formulation of NDP for one TT and
one AVB flows is as follows:

derown(TT) = HTKhBRl]v [BRI-Q37BR2]a [BR2~Q37LR2H
= [NDP,,NDP;,NDFs).
dPGreen(AVB) = [[TK>,BR1],[BR1.Q2,BR:], [BR>.Q,LR;]]
= [NDP,, NDPy,NDPs]

III. PROBLEM FORMULATION

In this study, we adopt the novel concept of applying the No-
wait Job Shop Scheduling (NW-JSSP) methodology to TSN
scheduling adapting the name as No-wait Flow Shop Schedul-
ing problem (NW-FSSP), drawing inspiration from [22]. We
describe the dynamic NW-FSSP with random flow arrival
using symbols defined as follows: There are n successively
arriving flows F = {f1, f2, ..., fo} which should be processed
on k NDPs. Each flow F; consists of a predetermined sequence
of h; operations. O;y is the f’h operation of flow F;, which can
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Fig. 1: (a) The proposed node model. (b) Pictorial represen-
tation of data path and network data path of 4 flows.

be processed on assigned NDPs. The processing time of O;r
on NDP; is denoted by Tj. As, the minimal expectation from
TAS is to have all the scheduled flows reach their destination
within the deadline requirement, the objective here is to obtain
flow offset ¢; of the dynamically arriving flow such that end-
to-end latency of all scheduled flows are minimized.

F
z=min(} (max(0,E;; — D;)-w;)) (1)
i=0
Here, E;; denotes the latency observed by flow i in datapath j
and weight of the flow is equivalent to the Priority Code Point
(PCP) value of the flow. The constraints that are considered
both for ILP formulation and RL’s action and reward design
are as follows:

1) A flow operation in a subsequent NDP will only com-
mence after the completion of the previous flow opera-
tion if the flow traverses multiple NDPs.

2) The end-to-end delay of a flow must not exceed the
specified deadline requirement.

3) The offset of a scheduled flow must be non-negative, and
the entire transmission window must be accommodated
within the flow’s periodicity.

4) Flows within the same NDP must not overlap tempo-
rally.

IV. GCN-TD3 FRAMEWORK OVERVIEW

In Fig. 2, we present our novel GCN-TD3 framework,
designed as a runtime scheduling mechanism for dynamic
flow handling in TSN. Our experimentation utilizes the INET
Framework of discrete event simulator Omnet++ and two cus-
tom modules to facilitate dynamic simulation. The simulation
initiates (Step 1) with the importation of a predefined network
topology and flow properties from a CSV file. These are
initially processed by the GCN and ILP generator modules.
Subsequently, in Step 2, the ILP module constructs the initial
Gate Control List (GCL), which is then forwarded to Omnet++
to kickstart the simulation, while the GCN module establishes
the state space necessary for the TD3 algorithm, as described
in Section IV-B. In Step 3, to simulate the arrival of dynamic
flows, flow properties are randomly fetched from the CSV
file and processed by the GCN to generate state updates for
TD3. In Step 4, guided by Algorithm 1 and incorporating

Omnet++
[] Adopted

[] Custom — Offline  —>» Online

Fig. 2: GCN-TD3 Framework overview.

runtime system data, TD3 decides on the integration of new
flows. By Step 5, the custom AppController, module begins
its role as the first dynamic module, inheriting from the cSim-
pleModule class of Omnet++. It periodically retrieves data
from the Deterministic Dispatcher module, such as node name,
application index, and initial offset and adjusts application
parameters within the INET hierarchy using the getAncestor-
Par() function. Concurrently, the DynamicPeriodicGate mod-
ule, extending INET’s PeriodicGate module, reads CSV file
generated by GCL Conversion module to update the GCL for
specified transmission gates, seamlessly integrating dynamic
flow changes into the simulation. TD3 also calculates a reward
function based on real-time simulation data in Step 6. Should
TD3 reject a flow, Step 7 is initiated to evaluate the need
for a complete rescheduling through the static ILP scheduler,
triggering a fallback mechanism for an offline recalibration
with ILP and a process restart if deemed necessary.

A. Generate Static Schedule with ILP

The detailed ILP formulation, tailored to the constraints
outlined in our problem definition, is thoroughly documented
in works of Pop et al.[21] and Craciunas et al. [18]. We
recommend readers consult these sources for a comprehensive
understanding. Given our paper’s emphasis on dynamic flow
scheduling, we have adapted the mathematical models from
these references, applying them both for initial static schedul-
ing and as a fallback recalculation strategy in scenarios where
dynamic scheduling encounters challenges.

B. Graph representation learning/embedding with GCN

In this study, we overcome the challenge posed by variable-
sized node features in a TSN topology by employing a GCN
model. The topology is modelled as a graph G(A) = (V,E)
where nodes V represent entities like talkers, listeners, sched-
uled queues, and BE queues in switches. Each node type
possesses distinct and variable features. The graph structure
is defined by an adjacency matrix A € RVN, maps the
interconnections among N nodes with directed edges e;; € E
denoting link from node i to node j. Drawing inspiration
from [23], our GCN model is specifically designed to manage
these variable-sized features by initially passing them through
specialized input layers designed for each node type. As shown
in Fig. 3, the architecture comprises two graph convolutional
layers with 64 (Convl) and 32 ( Conv2) neurons respectively,
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Fig. 3: Process of fixed size representation of variable size
topology and flow features by GCN.

using ReLU activation functions. These layers aggregate fea-
ture information from neighbouring nodes, encapsulating each
node’s hidden representation. Following this aggregation, a
non-linear transformation refines the outputs and a Global
Average Pooling layer (FC) reduces these node embeddings
into a singular, unified graph representation. The training of
our model is conducted using the ADAM optimizer, and a
Mean Squared Error (MSE) loss function to fine-tune the
model focusing on minimizing the error between the predicted
and actual graph representations. Table II represents features
considered for each node type. Additionally, a summarized
table presented at the bottom of Fig. 3 offers a generalized
overview of the feature size variations across different node
types. This environment manages n flows, containing both
Scheduled Queues (TT and AVB) and Best Effort (BE) queues.
Each of these queues is characterized by s and b pairs of gate
events respectively, which denote the specified gate opening
and closing times within a GCL at each egress port. The
decision to categorize TT and AVB queues together under
scheduled queues, despite their different properties, stems from
our dynamic scheduler’s strategy to integrate any new TT flow
into the HP seamlessly, ensuring there is no disruption to the
existing schedule of both TT and AVB flows. In contrast, BE
flows remain susceptible to preemption.

C. TD3 algorithm for dynamic scheduling

In this section, we reframe the problem outlined in Section
III as a Markov Decision Process (MDP). The MDP is
defined by the quartet ( 8,A,8',R), representing state, action,
subsequent state, and reward, respectively.

1) State Space: : The state space 8§ is a 22-dimensional
vector, where each state s; € & encapsulates the embedded
graph representation of the network topology along with
features as shown in Fig.3. Noteworthy features extracted
from Omnet++ runtime are E;, number of contained (F,) and
dropped flows (Fy) by individual queues highlighted in blue
in Table II.

2) Action Space: The action a; € A at time ¢ is defined
as: a; = [a1(t),ax(t),a3(t), ;@34 (mun—1) (), @34mn(t)]; Where m
= no. of switches and n = HP/max(P;) phase of a flow or
sub-cycle and Inter Frame Gap (IFG) is 12 B.

e aj €{0,1}: Reject or accept the incoming flow.

e ap €{0,1}: Forward to scheduled or reserved Queue.

e a3 €[0,(HP/n)—(m+1) x L;—m x IFG] : Deterministic

dispatch time from talker.

o @3i(mn-1) € las+ (n—1)x P+ L +IFG,n x B — (m x
L;)]: Gate opening time of the first bridge on the path.

o @3imn € [a34 (un—1) + Li +1FG,n x P — L;]:Gate opening
time of the second bridge.

TABLE II: Overview of node features for GCN

- Node Type Talker|Listener Scheduled| BE
eatures Queue Queue
ID [ [] [] [
PCP [ - - -
Flow ID [ [ ] - -
@ Size [ - - -
2 Period | ® | - - -
= Latency
B Bound o B B )
2 Destination| @ - - -
Source - [ - -
Start Time| @ - [ ] -
End Time | @ - [ ] -
Bridge
Delay o ) )
Observed °
Latency
Flows Contained - - [} [ )
Flows Dropped - - [ ] ®
Switch ID - - [} [
Queue ID - - [ ] [ J
Preemptivity - - [ J [
Gate Event|Open Time| - - [] [
Count Close Time| - - [ ] [

@®: Feature considered. (-): Feature not considered.

3) Reward Function: The immediate reward formula:

r(st,ar) = r(0).r(S).r(B).a; — o m — E )
0, if 3f; € F such that E; — ¢; > D;

r(0)=14"" 1 fle. such that E; — ¢; > D; )
1, otherwise

if 3fr eF, HQS S Qma(oswcse) S qu

0,
r(S) = such that (¢,; < cee) A (@rj+Lr > 04) 4
1, otherwise
if 3f, € F,3q, € Qb,H(Obe,Cbe) S Eqb
1, such that
r(B) = (5)

(¢rj < Che — Lg) A\ (Q)rj + L, > ope —I—Lg)
0, otherwise

The leftmost part of the reward function in (2) ensures
compliance with several critical constraints: it verifies upon
acceptance of the new flow r whether all flows f; € F
reach within deadline (3), prevents » from being scheduled
in switch j during the time slots allocated to existing flows
(4), and ensures adherence to the preemption guard duration
L requirements of IEEE 802.1 Qbu (5) when occupying time
slots left for BE flows. The variables o0g,0p, and cge,Cpe
denote the opening and closing times for gate events of the
scheduled queues E,s and BE queue E;, respectively. Penalties
are applied to the agent if there’s an increase in the GCL length
counter 8, the number of dropped flows F; across queues and
the coefficient of variation of jitter %
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4) Policy Optimization with TD3 algorithm: As outlined in
Algorithm 1, first the policy parameter ¢ and the Q-function
parameters 0; and 6, are initialized. Additionally, discounted
reward factor 7, the frequency of delayed policy updates 1,
the proportion factor of target network updates T and 3 are
also initialized.

For each iteration ¢, the agent explores the environment by
selecting actions based on its current policy, adding some noise
(as stated in line 11) for exploration purposes. During the
gradient step, a batch of experiences is randomly sampled from
the stored replay buffer B and used to update the Q-function,
which evaluates the quality of actions taken by the agent. As
stated in line 13, the Bellman equation[24] is used to calculate
a target value where the smaller of the two outputs of target
critic networks is fed into the equation to avoid overestimating
the Q-value. The policy is then updated in a direction that
maximizes the Q-function, indicating better action choices.
The parameters of the target networks are not updated con-
secutively like those of the actor and critic networks to avoid
overestimation during the training process. These parameters
are updated after timestep 711 and according to hyperparameter
T as shown in line 20 and line 21. The algorithm continually
refines its policy through iteration, aiming to pinpoint the
optimal action parameters for the agent within its environment
until B = @. Then the Reschedule Trigger Generator module
halts the algorithm and falls back to the offline scheduler.

Algorithm 1: TD3 algorithm

1: Initialize:¢, 0;, 6, B, n, 7,7 and B

2: where n,7,7 € [0,1].

3: Set 9{ +— 0, 95 — 0, ¢' < 0.

4: repeat

5. Observe s and select a ~ 7y (s;) + €, € ~N(0,0)

6 Execute a and observe next state s’ and reward r
7. Store transition (s,a,r,s’) in B
8
9

fortr=1,...,x do
Sample mini-batch of N transitions from B

10: Compute target actions:

11: a < my (s') +clip(N(0,6), —c,c)
12: Compute targets:

13: y<r+ y(lfd)mini:Lngg(s',d)
14: Update critics: l

15: 6; < argming N~ ¥.(y — Qg (s,a))*
16: if t+ mod n =0 then

17: Update policy: V4J(¢)

18: :NileuQﬂl (Sva)|a=ﬂ¢(s)v¢7r¢(s)
19: Update target networks:

20: 0/ 16+ (1 —1)6;

21: o 19+ (1—1)¢

22: end if

23:  end for
24: until f =

V. EXPERIMENTAL EVALUATION AND RESULT ANALYSIS

We trained the GCN-TD3 algorithm on a robust setup: a
virtual machine powered by an Intel Xeon CPU, 32 GB of
RAM, Ubuntu 22.04 LTS, and an Nvidia Quadro RTX GPU,
running TensorFlow 2.0.

1750 _o— GCN-TD3 Flows

—%— GCN-DON Flows.
—— GCN-DDPG Flows

1500
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Number of Scheduled Flow:
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g

g
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Fig. 4: No. of Scheduled Flows over 5000 training steps.
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Fig. 5: Flow admission rate over 5000 training steps.

For solving integer linear programming (ILP), we turned
to the academic version of the CPLEX solver. The train-
ing configuration for the TD3 agent involved statically de-
fined source and destination nodes for each flow, with TT
flows randomly selected based on the tuple (Period,Size) =
((50B,250us), (100B,500us), (500B, 1ms)), each having a 1
ms deadline. Two AVB flows of size 1000B, 1200B and 4 ms
period and 2 ms deadline, were scheduled statically alongside
2 TT flows using ILP. TD3’s hyperparameters were aligned
with those recommended in [24, Tab. 3 ], with @ set to
128. Over 5000 epochs, the algorithm was trained, with each
epoch determined by 8 = ®. Performance metrics tracked
per epoch included the total and requested number of flows,
standard deviation of jitter, average end-to-end latency and
flow admission rate.

Our study adopts a fully centralized configuration model
as outlined by IEEE 802.1 Qcc, utilizing powerful servers
in Centralized Network Configuration to run scheduling al-
gorithms. These schedules are then communicated to TSN
bridges via standard NETCONF protocol. The primary hard-
ware limitation considered is the GCL length, which signif-
icantly influences our evaluation of scheduling algorithms to
demonstrate the feasibility of the algorithms on commercial
switches. To benchmark the effectiveness of GCN-TD3, it
was compared against GCN-DDQN, which employs a time
domain segmentation strategy typical in dynamic scheduling
RL research [2], [10], and DDPG, favoured by several studies
for its policy gradient approach [11]. The performance com-
parison, depicted in Fig.4, highlights GCN-TD3’s superior and
stable flow accommodation capability within the constraints
of GCL length. Although GCN-DDPG initially outperforms
GCN-TD3, it fails to converge within the allotted time.
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It is important to consider metrics beyond just flow numbers
for comprehensive evaluation, as shown in Fig.5, where GCN-
TD3 nearly achieves a 90% admission rate. Even though GCN-
DDQN had impressive admission rates, its total flow capacity
was lower due to the inherent limitations of time domain
segmentation. A key objective of our study is to minimize jitter
while adhering to deadlines. As depicted in Fig.6, although
all algorithms initially struggled to balance jitter and latency,
GCN-TD3 eventually achieved the lowest jitter (nearly 2us)
while maintaining low latency and accommodating the most
flows among the algorithms compared. It is noteworthy that
our initial intention was to evaluate the models using real
network data in addition to doing simulation. However, as
highlighted in [25], there is a lack of publicly available datasets
for TSN that can be used for evaluating or benchmarking
algorithms. Consequently, we plan to test the algorithm in
future in our own TSN testbed once the setup is completed.

VI. CONCLUSION AND FUTURE WORK

In this paper, we introduce the GCN-TD3 framework, a
cutting-edge Al-based solution designed for dynamic flow
scheduling. This robust framework is carefully designed to
align with the stringent requirements of deployable hardware
and the intricate dynamics of network flows. Our extensive
testing demonstrates that GCN-TD3 outperforms current state-
of-the-art Reinforcement Learning methods, scheduling 30%
more TT flows and reducing jitter by 3%.

However, the GCN-TD3 framework does have its limita-
tions. It currently does not support dynamic path determination
for flows and necessitates retraining with any change in the
number of switches. Future research will aim to address these
challenges by developing capabilities for dynamic routing and
increasing reliability through the incorporation of redundant
paths. Additionally, we plan to validate our findings within
a physical testbed to facilitate the implementation of a digital
twin system, further proving the effectiveness and applicability
of our framework in real-world scenarios.
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