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Abstract—Network traffic prediction is imperative for ef-
fective network planning, decision-making, and optimization,
leveraging the inherent predictability observed in traffic pat-
terns. Although various machine learning models, such as deep
neural networks (NNs) with recurrent units, including long-
short-term memory (LSTM) NNs, have shown promise in this
area, they are conventionally centralized trained, overlooking
the potential benefits of distributed training techniques at the
network edge. Exploiting advances in distributed training could
provide certain advantages to the problem at hand, such as
improved privacy preservation, reduced processing times, and
lower bandwidth usage. Thus, this work proposes a federated
learning (FL) framework for predicting network traffic, utilizing
LSTMs for local model training. Simulation results validate
the effectiveness of the proposed model, as this distributed
implementation demonstrates high traffic prediction accuracy
on real traffic traces, comparable to the traditional centralized
approach, while safeguarding data privacy.

Index Terms—Federated learning; Network Traffic Predic-
tion; Machine Learning.

I. INTRODUCTION

As the demand for network connectivity continues to soar
with the emergence of new technologies like 6G networks,
Internet of Things (IoT), and applications such as virtual
reality, network service providers (NSPs) face the critical
task of upgrading their infrastructures to cope with the ever-
increasing traffic load, while at the same time minimizing
capital and operational expenditures (OPEX/CAPEX). In
this context, accurate prediction of traffic by the network
planners plays a crucial role in decision making and network
optimization.

In particular, accurate traffic prediction enables NSPs to
strategically allocate resources, plan network expansions,
and deploy traffic management solutions to meet evolving
demands, while concurrently optimizing resource utilization
and energy consumption, and minimizing costs [1]. Due to the
unprecedented growth of the global Internet traffic, predicting
network traffic poses persistent challenges, including ensuring
accuracy in prediction, efficiently handling large volumes of
data, and addressing concerns regarding data privacy/security,
especially in regards to sensitive 6G emerging applications
(e.g., Internet of drones, autonomous vehicles, augmented
reality, etc.).

The advent of edge computing technologies allows over-
coming such challenges, most notably when such technolo-
gies are associated with building intelligence at the edge [2],
offering to the 6G connected applications ultra-low-latency,
security, and reliability mechanisms. A key enabler of edge
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intelligence is distributed machine learning (ML), enabling
effective data analysis at the edge.

One such paradigm is federated learning (FL), introduced
by Google [3]-[5], enabling jointly training a model without
sharing the data, as they remain distributed across many edge
devices (i.e., through wireless or long-distance connections).
Specifically, in FL several models are trained at the edge
devices using distributed data without transferring sensitive
information between the edge devices and a centralized
location (i.e., cloud). Instead, these models are trained at
the locations where the data reside [6], and after training
inference can take place locally or centrally, depending on
the application scenario. Hence, FL. maintains data privacy
and low latency, while utilizing data generated locally at the
edge devices.

This work deals with the network traffic predic-
tion problem, where decision making regarding network
(re)optimization is based on the creation of (centralized)
predictive traffic demand matrices. Even though decision
making takes place centrally, learning can be achieved by
means of distributed training to maintain, apart from data
privacy, reduced processing times and low bandwidth require-
ments associated with the exchange of information between
the edges and the central location. Specifically, this work
advances the state-of-the-art by examining the efficiency of
the FL model for network traffic prediction with the use of
real-world traffic traces, and comparing it with traditional
centralized training paradigms [1].

A. Related Work

The issue of network traffic prediction fundamentally con-
cerns forecasting time-series data, where historical obser-
vations are utilized to anticipate future ones. Studies have
demonstrated a degree of predictability in network traffic [7],
indicating the feasibility of accurate predictions. In recent
years, statistical linear models have played a significant
role in tackling time-series prediction challenges, particularly
in the domain of network traffic prediction. Among these
models, the Auto Regressive Integrated Moving Average
(ARIMA) and its various adaptations (such as Seasonal
ARIMA, Fractional ARIMA, etc.) [8] have emerged as the
predominant choices. However, due to their inherent assump-
tion of linearity, such models frequently fail to capture the
complexities of real time-series data [9], which typically
exhibit non-linear characteristics [1].

As a result, machine learning has emerged as a power-
ful tool for accurately capturing network traffic behavior.

781



2024 IFIP Networking Conference (IFIP Networking)

@

@ Local Model Updates
@ m Model Aggregation

@ Global Model

Initial Model

v

C

—
=

® @
O

et YaWs

(o =g
HH K

Server AggregationGlobal Mod/l)_

\ e

® ®®
®® ®

O
= O

Local Training/Inference

LA -0&7° -2 ;
KS0—0 —+ Ko0—0 - Ko0—0
NS oo o000 BN ©
o o O

Local Training/Inference

ra O

Local Training/Inference

Client1

Fig. 1. Workflow of the proposed FL model for network traffic prediction.

Numerous studies comparing statistical linear models with
non-linear ML methods have consistently demonstrated that
the latter achieve higher accuracy in traffic prediction. Most
notably, deep learning algorithms such as Recurrent Neural
Networks (RNNs) [10], Long Short-Term Memory (LSTM)
[11], and Gated Recurrent Unit (GRU) [12] have gained
considerable attention for time-series problems, mainly due
to their ability to capture the non-linear nature and long-term
dependencies in network traffic.

However, the vast majority of existing studies is based on
training a centralized model to subsequently create traffic
prediction matrices for proactive network planning and/or
real-time network operation [13], [14]. These works assume
the exchange of data between the edges and the central
controller, increasing communication overhead, without any
provisioning regarding the privacy/security of data during
transmission. Furthermore, such approaches increase compu-
tational overhead associated with centrally analyzing large
volumes of data, while also increasing the requirements in
storage capabilities at the central controller.

B. Contribution

To address these issues, in this work, network traffic analy-
sis and inference is achieved by employing a FL framework.
In this framework, local LSTM models are jointly trained by
FL; that is, these models are locally trained to subsequently
update the central LSTM model by periodically exchanging
the updated model parameters between the central controller
and the edge devices. The contributions of this work are as
follows:

o A FL framework is proposed considering LSTM models
tailored to predict network traffic and this framework is
comprehensively evaluated utilizing a real-world dataset.

o A comparative analysis is presented between the FL
framework and the traditional centralized training ap-
proach, particularly in terms of prediction accuracy.

Client 2 Client N

The rest of the paper is organized as follows. The federated
traffic modeling is presented in Section II, followed by the
data processing and model training in Section III. Perfor-
mance evaluation results are presented in Section IV, while
Section V offers some concluding remarks and possible future
research avenues.

II. FEDERATED TRAFFIC MODELING

Figure 1 illustrates the main workflow of the FL
framework. In this framework a central controller (i.e.,
server/cloud) holds the global LSTM model which is trained
indirectly by periodically receiving updated parameters from
all the models that are locally trained (i.e., at the distributed
clients). In a nutshell, the global model is randomly initial-
ized, sending these initial parameters to all the distributed
LSTM models (Step 1). Then, the global model is updated,
by taking a weighted average of the resulting locally trained
models (Steps 2 and 3). The newly formed global model is
then transmitted back to the clients (Step 4), and the same
process repeats (i.e., Steps 2,3,4) until either global model
convergence is achieved or until a predetermined stopping
criterion is met.

In particular, the FL objective is to:

minimize f(w Zkak (1)
where F}, is the loss function to be locally optimized accord-
ing to the stochastic gradient descent (SGD) algorithm at the
kth client, for a total of m clients, and pr = &, where ny
is the number of samples available locally for client k, and
n =), Ny is the total number of samples.

For the traffic prediction model proposed, it is assumed
that each distributed client is used to store and analyze the
traffic data of a single network node (i.e., the traffic load
of a network node), with the global model eventually being
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Fig. 2. MSE loss for all clients in the proposed FL setup.

capable of predicting the traffic values for all connected
network nodes (i.e., to create a predictive traffic matrix).

As such, a local LSTM model for client/node k is trained
to optimize Fj(w), given the past and present traffic obser-
vations

],

to accurately predict the next traffic observation

(k)
t+1

(E(k)/ = [l'gli)rm o) mgli)l’ xl(fk)

t®) =g

where « are the past traffic observations, and ¢ is the present
time instant. In this work, traffic observations )" are
collected every 7 time units (e.g., every hour) for a total of
K past observation windows (e.g., hours), and the aim is to
predict the next value of traffic at node k. Therefore, past and
future traffic observations are 7 time units apart, with z®)
and 2(*) being sequential in time.

Regarding the global LSTM model, this is capable of pre-
dicting the next traffic observation z®) forall k = 1,2...,m,
with the central controller ultimately obtaining:

(), @) z0m],

X =z
by means of sequentially predicting the traffic load at node
k, upon any time interval ¢. Assuming that the traffic load at
a node k is destined for another node v, then x can be used
by the path computation element (PCE) of an orchestrator or
controller to periodically (re)optimize and (re)configure the
network according to future traffic information [15]. Note that
more information about FL and LSTM models can be found
in [4], [16].

gy o

III. DATA PREPARATION AND MODEL TRAINING

To evaluate the performance of the traffic prediction
FL framework, the publicly available real-world traffic
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traces of the 12-node, 30-link Abilene backbone network
(http://sndlib.zib.de/home.action) are considered. This dataset
provides bit-rate information (in Gbps) for every node pair
in the form of traffic demand matrices, given every 5-
minutes for a 6-month period. In this work, a dataset Dy,
is created for each node % in the network to represent the
aggregated bit-rate to node k£ in 5-minute intervals. Given the
aggregated bit rates, traffic patterns for each sequence in Dy
(ie., [x@,w . ,x§’1>1, §’“),x§@1]) are created with £ = 70,
following the sliding window approach.

To set up the FL framework, Python version 3.10.13 along
with TensorFlow 2.10.0 is utilized on a computation system
equipped with an Intel Core i5-10310U CPU running at 1.7
GHz and 16 GB of RAM. Further, for data preprocessing
StandardScaler is employed to normalize the data.

For local model training and testing, each dataset Dy is
partitioned in such a way that 70% of the patterns are used
for training/validation and 30% for testing. In total, kK = 5
clients are considered, with each client responsible for locally
training a traffic prediction model for a predefined node,
randomly selected among the nodes of the Abilene network.
For each client, data sets D, of different sizes are used
to examine whether the FL framework is able to find an
accurate global model under the conditions of data set im-
balance. Specifically, each local model is trained considering
D; = 2799, Dy = 9000, D3 = 2000, Dy = 7300, and
D5 = 5000, with these patterns being sequential in time.

For local model training, the following parameters are
considered: batch size=256, learning rate=10"4, epochs=300,
considering an LSTM model with 7 hidden layers trained to
optimize the mean squared error (MSE) loss function (i.e.,
F}, is the MSE function).

Figure 2 illustrates FL-LSTM training/validation loss over
the number of training epochs for all clients in the proposed
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TABLE I
COMPARISON BETWEEN DISTRIBUTED AND CENTRALIZED SCHEMES.

Type Model MSE Average MSE
Client 1 | Client 2 | Client 3 | Client 4 | Client 5
Centralized LST™M 0.0658 0.0196 0.1716 0.0269 0.0518 0.0672
Distributed | FL-LSTM | 0.0941 0.0216 0.1900 0.0277 0.0557 0.0778

FL setup. It is observed that both training and validation
converge to an MSE loss that is close to zero, for all clients
considered.

IV. COMPARATIVE ANALYSIS

To compare the efficiency of the FL-LSTM model against
the conventional centralized training approach, the centralized
approach considered an LSTM model consisting of 7 hidden
layers, trained according to the hyperparameters previously
mentioned for locally training the FL-LSTM models. This
centralized LSTM model is trained considering a dataset
D consisting of all the patterns in D1, ..., D5. As such, D
consists of 25739 patterns, from which 70% are used for
training/validation and 30% for testing. Figure 3 illustrates the
centralized LSTM training/validation loss over the number
of training epochs. This figure clearly illustrates that both
training and validation loss converge to an MSE loss that
approaches zero. It is noted that, compared to the FL scheme,
convergence is now achieved in fewer epochs, as in the
centralized scheme the LSTM model has direct access to all
the traffic traces related to all clients.
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Fig. 3. MSE loss in centralized learning.

Furthermore, both distributed FL-LSTM and centralized
LSTM models are compared according to prediction accuracy
(i.e., per client and on the average). Specifically, the per
client prediction accuracy is evaluated over the last 100
unseen sequences of each dataset Dy, (i.e., sequences not used
during training), and the average accuracy is evaluated over
all clients. Comparative results are summarized in Table I,
with the results demonstrating that the distributed FL-LSTM
approach achieves accuracy levels that are close to the
centralized LSTM model, both per client and for all clients
(i.e., average) as well.

This outcome indicates the efficacy of the FL approach
for network traffic prediction, in harnessing the collective
knowledge from diverse client datasets without compromising
predictive accuracy. The distributed nature of FL, although re-
quiring constant synchronization and aggregation of models,
allows each client to contribute its local knowledge, while
aggregating insights from the entire network. This ultimately
leads to a robust and accurate predictive model, preserving
data privacy, and trained with lower bandwidth requirements
as opposed to the alternative centralized approach.

V. CONCLUSIONS

This work proposes a distributed FL framework for net-
work traffic prediction, that is shown to achieve sufficiently
high accuracy over a real traffic dataset. This approach, unlike
the centralized learning alternative, enhances data privacy
protection, increases bandwidth efficiency, and offers greater
scalability in terms of computing resources. As FL may face
efficiency challenges when the data across the various clients
are not independent and identically distributed (non-IID),
the proposed framework will be extended to address this
issue. Thus, an interesting future research direction is the
consideration of a utility optimization function to ensure the
fairness of the accuracies across all clients, without however
causing degradation of the global model’s accuracy.
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