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Abstract—Trustworthiness in wireless networks is an
open challenge due to several features that should be
taken into account. All the networking concepts should
be updated accordingly, as well as physical layer features
that influence the node transmission ability. Indeed, a
trusted vehicle is expected to efficiently forward data
packets, in order to reach the highest number of neighbors.
At the same time, a trusted vehicle is expected to be
well-recognized within the network, thanks to a high
reputation degree. In this paper, we discuss the open
challenge of trustworthiness node degree, based on both
the reputation degree computed according to real-time
interactions and past data, and on physical features of the
wireless communication channel. A node can be defined
as trusted if exhibiting an acceptable reputation degree,
and being successfully able to transmit data packet in
a given environment. However, the node trustworthiness
degree is also strongly affected by the interference level
in the reference scenario. Indeed, interfering nodes can
negatively influence the node reputation degree, causing a
decrease of the trustworthiness node degree.

Index Terms—Trustworthiness, reputation, vehicular
networks, outage probability.

I. INTRODUCTION

Since several decades, vehicular ad-hoc networks have
been established as a well-known technology, addressing
various aspects from physical features to networking as-
pects, such as message transmission, connectivity holes,
reliability, as well as security threats [1]. Despite vehic-
ular networks behave differently from traditional mobile
ad-hoc networks, it is possible to predict their behavior
thanks to social features of nodes [2]. Additionally, it
is possible to accurately reproduce mobility patterns,
allowing precise prediction of traffic flow, as well as
optimize content dissemination through the social net-
working features [3].

Security in vehicular networks is essential to select the
most appropriate next-hop forwarder, which is expected
to be the most reliable and secure. Identifying malicious
nodes occurs by observing vehicle’s behavior in relation
to other network nodes, based on both present and past
interactions. If a vehicle displays negative behavior, it
is likely a malicious node. In other words, if a node is
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unreliable or fails to transmit data due to connectivity
issues or selfishness, it will be avoided when selecting
the next forwarder. This behavior must be tracked to
keep the node’s trustworthiness updated. At the same
time, it is crucial to identify vehicles that send data
securely and reliably.

Trustworthiness in vehicular networks is paramount
for ensuring the safety and efficiency of data forwarding
between vehicles and from vehicles to the infrastructure.
The trustworthiness degree of a node is something that
is still being studied, and there are several definitions
regarding it, most of which are based on the present
and past interactions between vehicles and their behavior
in the network. In general, the trustworthiness degree
involves several aspects, including data integrity, privacy,
and authentication. Indeed, a trust node should guaran-
tee that data transmitted within the vehicular network
remains unaltered and authentic. This is accomplished
by verifying the identity of vehicles, and guaranteeing
high node reputation degree.

Vehicular networks are susceptible to various types
of attacks, including spoofing, jamming, and man-in-
the-middle attacks. Trusted nodes represent robust se-
curity measures, which are able to detect and effec-
tively mitigate such vehicular threats. Overall, ensuring
trustworthiness in vehicular networks requires a holistic
approach that addresses both technical and social fea-
tures of security and privacy. This paper investigates
the concept of trustworthiness in vehicular networks,
taking into account (i) the node reputation degree and
(ii) the ability to successfully transmit data within the
network. Both aspects are expected to be strongly af-
fected by the interference level in the network [4].
Interfering nodes can disrupt communication and pose
significant challenges to the reliability and efficiency of
the network. For instance, some nodes may intentionally
interfere with communication in vehicular networks to
disrupt traffic flow, compromise safety messages, or
launch attacks [5]. Interference can also occur due to
unintentional sources, such as malfunctioning equip-
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ment, electromagnetic interference from nearby devices,
or environmental factors. Although such nodes are not
malicious in nature, they can still disrupt communication
and affect the overall performance of the network. Then,
inefficient communications due to interference can also
impact the reliability of services like traffic management
and navigation. For all these reasons, it is necessary
to consider dynamic scenarios where the impact of
interfering nodes can influence network performance.

The rest of this paper is organized as follows. Sec-
tion II presents some recent works dealing with trustwor-
thiness in wireless networks, and in particular vehicular
networks. In Section III we present our concept of
trustworthiness node degree, based on both node reputa-
tion and successful transmission probability. Simulation
results are then presented in Section IV in order to assess
the proposed trustworthiness degree in different vehicu-
lar scenarios and interference levels. The dependence of
trustworthiness on specific environments is evinced, and
different trends are shown for variable distance, reputa-
tion degree, and interference level. Finally, conclusions
are drawn at the end of the paper.

II. RELATED WORKS

Data trustworthiness represents the “correctness” of
data originated by a certain source. Indeed, data has
to be computed reliable or trustworthy before being
propagated in the network [6]. However, there exist
several different ways to define trustworthiness. One
of the first definition is related to social networks,
and it is considered in this context to detect trusted
users [7], and recently extended to Industrial Internet of
Things (IIoT) [8], where social industrial relationships,
cooperation rate, direct and indirect honesty rate are
exploited to manage trust. Also, data reliability is strictly
connected to data trustworthiness and needs to be taken
into account [9].

The node reputation degree is often tied to the trust-
worthiness concept, and usually it is computed based
on past interactions of a given node with its neighbors.
Trust aggregation refers to aggregating trust evidence
collected through either self-observations or feedback
from neighboring nodes. Neville and Shailaja [9] build
a voting-based trustworthiness model. Also in this case,
the node trustworthiness is computed based on the
concepts of reputation and experience. This latter is
determined by how frequently a node interacts with other
nodes in the network.

Moving from IoT to Internet of Vehicles (IoV), the
trustworthiness concept still plays a vital role, since
it facilitates data sharing among vehicles, to achieve
better driving safety and convenience [10]. Without the
trustworthiness assessment, a vehicle may not be able to

trust other vehicles, and therefore simply drop the data
shared from untrusted vehicles.

There are several approaches for the computation of
the node trustworthiness in vehicular networks [11],
distinguishing among decision, evaluation, and manage-
ment models. In the case of evaluation models, there are
techniques relying on fuzzy logic, heuristic approaches,
and statistical models. The trust of a node is computed
according to different attributes, and usually involve
social features and QoS trust [12]. In [13], a trust
and reputation mechanism is proposed, able to separate
malicious vehicles from the ideal ones. Specifically, the
reputation is computed by combining direct and indirect
trust opinions, while handling uncertainty associated
with them. In [14] Shen et al. present a trustworthiness
evaluation-based routing protocol, where the vehicle
trustworthiness degree is calculated by the cloud de-
pending on the vehicle attribute parameters. In [15],
we investigated the concept of node trustworthiness,
based on both physical features and node reputation,
considering a low interference level.

Differently from previous works that focus the con-
cept of trustworthiness on specific node features, such
as the reputation degree, in this paper we extend to other
important aspects, like the variable interference level of
the propagation medium. Taking into account the results
from [15], we investigate the dependence on the inter-
ference level that can affect the successful transmission
probability, and then pose significant challenges to the
reliability and efficiency of the vehicular network.

III. REPUTATION-BASED TRUSTWORTHINESS
TECHNIQUE

The reputation-based trustworthiness degree (RTD)
concept assumes that the ¢-th node is trusted if (i) it
exhibits a high probability of success in packet transmis-
sion, and also (ii) shows a high reputation node degree.
The successful transmission probability of a node de-
pends on the environment and physical parameters like
the distance from a destination node. Of course, higher is
the node successful transmission probability, higher will
be its RTD, for a fixed reputation threshold. It is ob-
served that for shorter distances in Urban Macro (UMa)
and Vehicle-to-Vehicle (V2V) transmission mode, the
outage probability is reduced (i.e., typical values range
from 1072 to 10~!) and then the transmission will be
more successful. The reputation-based trustworthiness
node degree is then computed as the product of the
successful transmission probability with the reputation
degree.

Let us assume a vehicular network comprised of N €
7% nodes. Given a pair of vehicles (i.e., vehicle i and
7), the reputation node degree of the i-th node represents
how much such a node is relevant for the j-th node,
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under the condition that both two nodes are connected
through a path. It is represented by the ratio between
the number of nodes in common to the i-th and the j-th
node, a.k.a. friend nodes, and the number of neighbors
(i.e., one-hop nodes) of the i-th node i.e.,

0,(i.4)

R;; = 5

where §; is the degree of the i-th node, and df (; ;)

is defined as “friendship degree”, that represents the

number of friends of the i-th node shared with the j-

th node. Notice that Eq. (1) is for a given pair of nodes

(4,7), while the reputation degree of the i-th node w.r.t
the whole network of size N will be:

N
Zj,j;&i 5f7(m')
0; ’

6]

R; = 2
where we can pose ij# dy.i,5) = Oy for simplicity.
Notice that in our proposed concept of reputation, iso-
lated nodes (i.e., 9; = 0) are not considered.

The concept of reputation node degree is then used
to compute the reputation probability, expressed as the
probability that the i-th node has a reputation degree
higher than a given threshold, namely 74,. The rep-
utation probability of the i-th node depends on the
threshold 7y, set as comparison purpose, as well as the
friendship degree exhibited by the i-th node. The rep-
utation probability represents a requirement for secure
communications. Higher is the reputation probability,
higher will be the trustworthiness level to achieve. For a
given service, the reputation threshold represents a user-
defined trustworthiness requirement.

The successful transmission probability for the -
th vehicle communicating in V2V mode is defined as
follows:

3)

where P, ; is the outage probability associated to the
i-th vehicle, and it is expressed as

P(VQV) =1- Pout’(’ivj)’

suce,(i,§)

Pout,i,jy = Pr{SINR; ;) < po}, )

with SINR; as the Signal-to-Interference plus Noise
ratio for the (7, )-V2V link, given as

Pry i GreiGRa,j
L-n+I)

where Pr, ; [W] is the transmitting power of the i-th
vehicle, Gr,; and Gg, are the antenna gains for the
transmitter and the receiver, respectively, £ [dB] is the
pathloss accounting for the losses due to the distance
d; ; [m] between the i-th transmitting node and the j-
th receiver node, n [W] is the thermal noise power, and
7 [dB] is the extra interference due to other simultaneous

Algorithm 1: Pseudocode for RTD
Input: Reference scenario > UMi, UMa, Rural

./\/':[7’L1,...,TLi,...,TLN],]VGZJr >
Set of vehicles

Tth > Reputation threshold

7 [dB] > Interference level

d [m] > Inter-vehicle distance

13 > Trustworthiness Threshold
t [ms] > Trustworthiness update time
Output: 7 > Trustworthiness node degree
L > List of trusted nodes
f > Next-hop trusted forwarder
1 Procedure proc (Trustworthiness computation,
1)
foreach n; ; € N do

Compute R;
Compute Pi:fcv(z 0

Compute 7;
L= [7—17 ey
TN

9 return L

> Eq. (2)
> Eq. (3)
> Eq. (6)
Tise o, IN)TH 2Ty 2o >

> Sorted list of trusted nodes

A v AW

IN]

10 foreach pkt to send do

11 Procedure proc (next-hop node selection)

13 if 71 < & then

14 L=1]] > No node is trusted

15 proc (Trustworthiness computation,
1)

16 else

17 f =n;|{T; = T1} > Trusted forwarder
selected

19 return f

communications occurring in the same Physical Re-
source Blocks (PRBs). Also, in Eq. (4), pg is the SINR
threshold for the considered service. Notice that the
successful transmission probability is mainly affected by
the inter-vehicle distance d; ; [m], the interference level
Z, which is a feature of the reference environment, as
well as the communication mode (specifically, vehicle-
to-vehicle).

From the expression of the reputation node degree in
Eq. (2) and the successful transmission probability in
Eq. (3), we can derive the trustworthiness degree of the
i-th node i.e., T;, as

7; = P(V2v) RZ .

suce,(i,5) (©)

Algorithm 1 presents the main steps for the com-
putation of RTD, assuming a set N of nodes in a
vehicular network for a given reference scenario. After
computing the trustworthiness degree as in Eq. (6), a

list of potentially trusted nodes is created and finally
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sorted according to the highest value of trustworthiness
degree. The trusted node selection criteria occurs ac-
cording to a trustworthiness threshold (i.e., &). The -
th node exhibiting the highest trustworthiness degree,
under the condition 7; > &, will be selected as next-hop
trusted forwarder. On the other hand, if no node presents
a trustworthiness degree higher than the threshold &,
then the list of potential trusted nodes will be null
and no node will be selected as trusted forwarder. The
computation of the trustworthiness node degree will be
repeated every ¢ [ms], that represents an update time
interval.

IV. SIMULATION RESULTS

This section presents the numerical results achieved
for the proposed trustworthiness concept. In our simula-
tions, we assume a vehicular network scenario where
vehicles are in V2V connectivity. We also consider
different environments i.e., (i) UrbanMicro (UMi), (ii)
UMa, and (iii) Rural, where the radio transmission
occurs in case of LoS propagation model, and for a
variable interference level. Indeed, the noise raise is
assumed varying from 5 dB to 10 dB for low and high
interference level, respectively.

Numerical results have been carried out via MatLab
simulator. The main simulation parameters are as in [15],
where for UMa we set the values of the transmitting
power Pr = 100 [mW], the antenna gains [dB] for
the vehicles (i.e., Gyep, = 3 dB), the height [m] of the
vehicle (i.e., hyep, = 1.5 m), the noise figure F' = 7 dB,
the noise raise Z = 5 dB due to other cell interference,
the bandwidth B = 10 MHz, the transmitting frequency
f = 5.9 GHz, and the SINR target po = 12 dB.
Furthermore, we assume a random distribution of node
degree ¢ in the range [1,100], and different values of
friendship degree i.e., 65 = [5,10, 20].

The successful transmission probability is depicted in
Fig. 1, where different trends are reported in case of
different environments and variable interference level.
This probability is evaluated versus the inter-vehicle
distance, assuming vehicles are in V2V connectivity
links. We notice high values are achieved in rural envi-
ronment, where a successful probability of 0.9 is reached
at a distance of 200 m in case of low interference,
while for the same distance the probability is reduced to
0.55 in case of higher interference level. Similar values
are obtained in case of UMi and UMa but for lower
distances, approximately < 100 m.

From the results in Fig. 1, we can derive the be-
havior of the trustworthiness node degree, by assuming
different values of the reputation threshold i.e., ry, =
[0,0.2,0.5,1], low and high interference level, as well
as different friendship degree values. Fig. 2 presents
the trustworthiness degree of a given node versus the

1 T T
—e— UrbanMicro, low 7
09r- —+— UrbanMicro, high Z |
—e— UrbanMacro, low 7
08 —+— UrbanMacro, high 7 |
X =— Rural, low 7
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0.6+

£¢ o5t

<
04r
03r
02r N

“Seg
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o
0 Seest
0 100 200 300 400 500
Distance, [m]
Fig. 1. Successful transmission probability vs. the vehicle inter-

distance, in case of V2V connectivity for different scenarios and
interference levels.

inter-vehicle distance, in case of UMa scenario. We
observe that for increasing friendship degree 6y (; ;) the
trustworthiness degree of node ¢ is higher, while main-
taining a decreasing trend for higher distances. This is an
expected result, as for high values of the friendship node
degree the i-th node will show high reputation degree.
Furthermore, according to the reputation threshold 7y,
the trustworthiness node degree will be reduced when
ren, — 1. This is an expected result as the reputation
probability decreases for increasing reputation threshold.

A similar trend is observed in case of Rural scenario,
as reported in Fig. 3, still for different interference
levels and reputation thresholds. In this case, we observe
a sparse behavior of the trustworthiness node degree,
which reaches low values for longer distances. Specifi-
cally, in Fig. 3(a) a trustworthiness degree of ~ 0.6 is
achieved for 300 m in case of low interference and for
i, = 0, while at the same distance for r;, = 0.2 the
trustworthiness degree is reduced to 0.1. Better trends
are observed for high values of friendship degree, as
shown in Fig. 3(b) and (c). In the latter case, the
trustworthiness degree reaches = (0.5 for a distance of
100 m and ry, = 0.2, while for the same parameters but
assuming a lower friendship degree of 4y (; ;) = 10 the
trustworthiness degree does not overcome 0.3.

The dependence of the trustworthiness degree from
the reputation threshold 74, is depicted in Fig. 4 and
Fig. 5, for UrbanMacro and Rural scenarios, respec-
tively. We observe a decreasing trend of the trustwor-
thiness node degree for increasing reputation threshold,
occurring in case of low and high interference level and
fixed values of inter-vehicle distance. Also in this case,
high interference causes a reduction of trustworthiness
degree, given a distance, as well as increased values are
achieved for increasing friendship degree. Specifically,
assuming a high interference level, a fixed distance of
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Fig. 2. Comparison of the trustworthiness degree versus the distance in case of UrbanMacro scenario and for different values of friendship

degree ie., (a) 6y =5, (b) 05 = 10, and (c) 65 = 20.
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Fig. 3. Comparison of the trustworthiness degree versus the distance in case of Rural scenario and for different values of friendship degree

ie, (@) 87 =5, (b) 65 = 10, and (c) 65 = 20.

d = 40 m and a reputation threshold of 0.4, the trustwor-
thiness degree is limited to 0.1 and 0.2 for dy (; jy = 5
and dy ; ;) = 10, respectively. On the other hand, for
the same reputation threshold, distance, and interference
level, it is possible to reach a trustworthiness degree of
~ 0.3 for dy,(;,5) = 20. We can evince that the friendship
degree, which is responsible of the reputation degree,
affects the trustworthiness node degree by increasing the
trend in case of higher values.

Moving from UMa scenario to Rural, it is possible
to observe how longer distances may be reached with
positive values of trustworthiness degree. This behavior
is depicted in Fig. 5 where the inter-vehicle distance
reaches 400 m still providing positive values of trust-
worthiness. As compared to UMa scenario in Fig. 4,
we notice that for a reputation threshold of 0.4 the
trustworthiness degree is 0.15 for d = 200 m, while
a close value of 0.18 is achieved still for r;;, = 0.4 but
for d = 90 m in case of UMa scenario. Finally, similar
considerations apply to the results achievable in UMi
scenario, which are not reported in this paper for room
constraint.

V. CONCLUSIONS

In this work, we have investigated the trustworthiness
concept in the context of mobile wireless networks, by
accounting of physical layer features. Indeed, if from one
side trustworthiness is recognized as a key concept to
handling in a more robust way the interactions between
different nodes, some important open challenges are per-
sisting, hindering the development of trust solutions in
real wireless systems. In this work, we have analyzed the
impact of physical features and channel conditions im-
pact on the system, in order to make the analysis closer
to real-world scenarios. In particular, different levels of
interference have been considered and their impact on
the trustworthiness has been evaluated. This concept is
also paramount, when the re-integration of a node whose
trustworthiness has been lowered is considered. Indeed,
when the a communication system is characterized with
high interference, nodes can be unfairly lowered in terms
of trust, by considering node degree based on the number
of interactions and the aptitude to sending data to other
nodes.
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