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Abstract—Programmable switches enable offloading various
network functions, such as anomaly detection and traffic en-
gineering, to the same switches that perform packet routing.
A fundamental component of many such applications is detecting
heavy hitters (largest flows).

Realizing such data plane algorithms requires taking into
consideration all types of limited hardware resources of the
switch, including the recirculation bandwidth, number of stages,
and memory. This motivates solutions that avoid recirculation,
fit into a minimal number of stages, and are memory-frugal.

We introduce a novel sketch for heavy hitter detection, CMSIS,
that supports both online detection and offline retrieval of
heavy hitters and achieves high accuracy while incurring low
resource consumption. We implemented CMSIS in P4 for the
Tofino 2 target. This implementation of CMSIS requires no
recirculation and consumes 25% less pipeline stages than state-
of-the-art alternatives that do not perform recirculation, while
its memory consumption is competitive with prior works.

Index Terms—heavy-hitter detection, programmable switches,
in-network computation

I. INTRODUCTION

The functionality of programmable switches [1], [2] can be
programmed, e.g., using the P4 domain specific language [3],
while maintaining high throughput. The main objective of
a network switch is to receive and forward packets in the
network, and thus, it must operate in line rate even when
it is programmable. Therefore, the programming model of
programmable switches is restricted, such as in the Re-
configurable Match Tables (RMT) [4] model.

Specifically, RMT is a pipelined architecture for switching
hardware, which allows the data plane to be changed without
making any modifications to the chip hardware. To maintain
the high packet processing rate, implementations of the RMT
model impose several restrictions on the user-defined switch
program, including limitations on branching, memory access,
and the number of pipeline stages. These restrictions can make
implementing network applications quite challenging.

Sketches are probabilistic approximation algorithms that
only store a small synopsis of the data [5]. Sketches can be
utilized in programmable switches to implement useful net-
work functionalities and execute them inside the data plane [6].
These include, e.g., load balancing [7]–[9], anomaly detection

[10]–[14], and traffic engineering [15]–[17]. A primary task
used by many such applications is to identify the heavy hitters,
which are the most popular flows. Formally, a heavy hitter
flow is a flow that contributes at least a θ fraction (e.g.,
0.1%, 0.05%) of the total network traffic, i.e., appeared at
least θ · N times, where N is the total number of packets
(events) encountered so far. Heavy hitter detection sketching
algorithms attempt to keep track of flows with the largest
number of appearances while being resource frugal.

Most works in this area focus on minimizing SRAM
usage [18]–[23]. Some previous work has even considered
memory usage as low as 5KB [20], which is significantly
lower than a typical memory allocation unit on Tofino [1].
Most state-of-the-art algorithms that are implementable on
programmable switches employ packet recirculation [18], [19].
That is, sending the packet again through the switch, in this
case, to overcome the hardware restriction that does not allow
a pipeline stage to access the memory of an earlier stage.
Recirculation may reduce the algorithm’s throughput and
restrict the ability to incorporate several different applications
on the same switch hardware, as we report below.

In reality, the compiler may package multiple functionalities
onto the same switch as long as their combined resource
requirements can be satisfied. This motivates a more holis-
tic view regarding hardware resource utilization, including
the number of pipeline stages and recirculation bandwidth.
Further, it is important to note that there is a non-negligible
minimal memory allocation unit per pipeline stage, which
means that focusing only on the theoretical overall memory
requirements of a given solution is misleading.

Another aspect of heavy hitter detection algorithms one
should consider is online detection vs. offline retrieval. In the
former, packets are labeled in real-time as they pass through
the switch, whether they belong to a heavy hitter flow or
not, while the latter enables the control plane to occasionally
examine the data plane’s internals and identify the list of heavy
hitter flows. As we elaborate later on, each of these is useful
for certain applications and situations.

Our Contributions: We present CMSIS (Count-Min
Sketch with Identifier Sampling), our novel sketching algo-
rithm for heavy hitter detection and frequency estimation.
CMSIS is tailored for the RMT architecture, on which most
popular programmable switches are based. CMSIS completelyISBN 978-3-903176-63-8 © 2024 IFIP
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avoids recirculation, supports both online detection and of-
fline retrieval, and requires fewer pipeline stages than prior
competing ideas. CMSIS is the first heavy hitter detection
algorithm for programmable switches that allows tuning its
sensitivity while the P4 program is running, which can be use-
ful in DoS mitigation, as discussed in Section IV-C. We also
describe an online detection only light-weight version called
CMS+Threshold that consumes even fewer pipeline stages.

We also propose a simple mechanism for updating the
heavy hitters threshold in real-time, according to the total
number of packets. This allows us to strictly follow the defi-
nition of heavy hitter flows (θ ·N ) throughout the algorithms’
lifetime, unlike previous work [19], [22], [23] which compare
flow count estimates to a predefined threshold. The real-time
threshold calculation is described in Section IV-E.

We have implemented CMSIS and CMS+Threshold in P4
on Tofino 2 [2], where CMSIS only consumes 6 pipeline
stages, and CMS+Threshold only requires 3 stages. Table I
compares CMSIS and CMS+Threshold with other heavy hitter
detection algorithms. CMSIS and CMS+Threshold consume
25% fewer pipeline stages than their state-of-the-art alterna-
tives that do not employ recirculation (FCM+TopK and FCM-
Sketch, respectively [22]). We make our P4 implementation of
CMSIS and CMS+Threshold publicly available [24].

Sketch Tofino
impl.

Avoids
recirculation

Online
detection

Offline
retrieval

#
stages

HashPipe [21] X ✓ X ✓ -
PRECISION [18] ✓ X ✓ ✓ 11

dSketch [19] ✓ X ✓ X 4
FCM-Sketch [22] ✓ ✓ ✓ X 4
FCM+TopK [22] ✓ ✓ ✓ ✓–* 8

CMS+Th ✓ ✓ ✓ X 3
CMSIS ✓ ✓ ✓ ✓ 6

TABLE I: Comparison of several heavy-hitter detection algo-
rithms targeting programmable switches.

II. RELATED WORK

State of the art heavy hitter detection algorithms such as
RAP [25] and Space-Saving (SS) [26] are not implementable
on programmable switches as these assume non-restricted
access to memory, which violates the programmable switching
hardware’s limitations. For RAP and SS, the unrestricted
memory access is needed for finding the minimal value
between all counter values. dW-RAP is a d-way variant of the
RAP algorithm that is more hardware-friendly as it accesses
only d elements and calculates the minimal value among
them. One might be tempted to try implementing dW-RAP on
programmable switches using d pipeline stages. However, one
of the RMT model restrictions is that code executed inside
one stage cannot access memory allocated to another stage.
Therefore, we can only calculate the minimal value out of
the d values after passing through the dth stage, where we no
longer have access to previous stages. Thus, we cannot update
the minimal value in case it is located in a previous stage.

*Limited support. Can only handle 32-bit and 64-bit identifiers on Tofino 1
and Tofino 2, respectively. See discussion of FCM+TopK in Section II.

PRECISION [18] applies probabilistic recirculation as a
workaround and achieves very good accuracy. Recirculation is
the act of recirculating the packet again through the pipeline
after it has completely passed through it (at least) once. A
drawback of recirculation is that it negatively impacts the
throughput of the switch as the recirculated packet passes
again through the pipeline instead of allowing new packets to
go through, and this also increases latency. In addition, PRE-
CISION requires a substantial amount of hardware resources.

dSketch [19] also relies on recirculation but consumes fewer
hardware resources than PRECISION. It consumes only 4
pipeline stages, while PRECISION needs at least 11.

HashPipe [21] was the first attempt to implement heavy hit-
ter detection for programmable switches. It avoids recircu-
lation, but is not implementable on today’s programmable
switches either [18]. HashPipe, as reported in [21], was
implemented for BMv2 [27], a P4 software switch that is less
restrictive than real programmable switches. Univ-Mon [28],
a framework for flow monitoring, was also implemented on
BMv2 and is not trivial to implement on real programmable
switches. Similarly, ElasticSketch [23] cannot be implemented
on actual programmable switches without modifications that
significantly lower its accuracy.

Sequential Zeroing [20] presents an online heavy hitter
detection algorithm for SmartNICs [29], which have a less
restrictive model than programmable switches. However, their
algorithm is not implementable on Tofino as it requires per-
forming operations that are more complex than those sup-
ported today.

FCM-Sketch [22] is a sketch for network measurement
tasks, including heavy hitter detection and flow size estimation,
in programmable switches. FCM-Sketch was also presented as
a possible alternative for CMS (Count-Min Sketch [30]) as a
component in different in-network measurement algorithms.
The work in [22] also presents another sketch, FCM+TopK,
that combines FCM with a modified version of ElasticS-
ketch [23], which keeps track of heavy flows’ identifiers.
However, their algorithm cannot support identifiers wider than
32-bits (on Tofino 1). Note that an IPv4 5-tuple or a single
IPv6 address cannot be stored by their algorithm, even on
Tofino 2. FCM+TopK must store the flow identifiers together
with a counter inside the same register to perform atomic
operations on both values simultaneously. This causes the
flow identifier to be limited to half the largest register width
supported by the hardware (32 bits in Tofino 1 and 64 bits in
Tofino 2). While storing a 32-bit (or 64-bit) hash of the flow
identifier is possible, offline retrieval of heavy flows’ identifiers
this way requires additional communication.

Previous work that targets the θ · N heavy hitter defini-
tion [19], [20], [22], [23] compares the count estimations to
a predefined static threshold (e.g., 10K in [22]). However,
this does not follow the online heavy hitter detection def-
inition, especially when not working with sliding windows
(e.g., FCM [22], ElasticSketch [23], Modulo Sketch [20], and
adaptions of CMS [19]). In contrast, we calculate the threshold
(θ ·N ) in real-time, so the threshold grows together with the
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growing stream size N . We elaborate on this in Section IV-E.

III. MOTIVATION

A. Resource Usage of Data Plane Applications

When designing data plane applications for programmable
switches, we would like these applications to have the lowest
resource consumption possible to allow additional applications
to run on the same hardware. Previous work has focused
mainly on minimizing the amount of SRAM dedicated to these
algorithms [18]–[21] and reducing the number of pipeline
stages [19], [20]. In reality, P4 compilers usually place func-
tions of multiple data plane applications on the same pipeline
stages, and these are not dedicated each to a single application.
The compiler is limited by how many functionalities it can
stack into a single stage depending on the amount of hardware
resources (e.g., memory, registers accessed, hash calculations)
used by the data plane algorithms. Therefore, the number
of pipeline stages by itself does not indicate how heavy the
data plane application is. Other hardware resources should also
be considered, including the recirculation bandwidth.

Recirculation Considered Wasteful: As mentioned earlier,
PRECISION [18] and dSketch [19] employ packet recircula-
tion to overcome the switch’s restriction that a pipeline stage
cannot access memory areas allocated to other stages. As every
pipeline in the switch processes one packet during each clock
cycle, recirculated packets affect the switch’s throughput. Also,
in dSketch [19], the number of recirculations in a given time
interval is only bounded by the number of unique flows in that
interval. Therefore, a DDoS attack could cause a significant
portion of the packets to be recirculated, potentially cutting
the throughput in up to half.

In addition, the dSketch paper [19] claims that under full
network load of 6.4Tbps (in Tofino 1), recirculating 2% of
the packets consumes 50% of the switch’s recirculation port’s
throughput. However, we claim that recirculation bandwidth
should be treated as a switch resource like any other. That
is, consuming 50% of this bandwidth is reasonable when the
heavy hitter detection functionality is the only one requiring
recirculation on the switch. However, when multiple function-
alities are placed on the same switch, and the recirculation
bandwidth needs to be shared among them, consuming half
of the recirculation port’s bandwidth for a single application
is too costly. We can set additional recirculation ports by
converting standard ports into recirculation ports, but this will
also significantly affect the switch’s throughput and utilization.

B. Online Detection vs. Offline Retrieval

Online detection data plane algorithms give an estimation
or a label for a packet as it passes through the switch. This
allows the data plane to take an action, e.g., drop the packet or
forward it to a specific port, based on the online algorithm’s
decision, before the packet departs from the switch. Examples
of such algorithms include dSketch and Sequential Zeroing.
Online detection algorithms can save memory since they do
not need to store flow identifiers.

In contrast, offline retrieval algorithms store enough infor-
mation about suspected heavy hitter flows and possibly other
flows so that the control plane can read these data structures
and decide which flows are indeed heavy hitters. For example,
HashPipe does not support online detection (explained in [20]),
and only allows offline retrieval. To be precise, in order to
allow online detection, HashPipe needs to recirculate every
packet (whose identifier does not already exist in the first
stage), which would cut the switch’s throughput in half in
the worst case, making it impractical. PRECISION was also
presented as an offline retrieval algorithm but unlike HashPipe,
it can easily be adapted to provide online estimations, as every
packet accesses all entries potentially belonging to its flow
while it traverses the sketch’s data structure before deciding
whether to recirculate the packet. Elastic Sketch [23] also
attempts to keep track of the top flows’ identifiers.

Offline retrieval by itself does not allow reacting to heavy
flows in real-time. In that sense, offline retrieval may seem
less useful. However, offline retrieval enables the control plane
to inspect for heavy hitter flows, which is useful for many
applications, e.g., network security. This is impossible in
online-only heavy hitter detection algorithms [19], [20], [22],
[30], as they do not store flow identifiers.

Our main algorithm, CMSIS, supports both online detection
and offline retrieval. This is possible because we store the
identifiers of flows suspected to be heavy hitters in CMSIS’s
data structure. These can later be read by the control plane.

IV. ARCHITECTURE

A. Warm-up: Primitive CMSIS

When designing an algorithm for programmable switches
that does not use recirculation, we must respect the restriction
that a stage i will never be able to access or send any
information to an earlier stage j < i. We design our sketch
such that all information flows in one direction.

The primitive version of our algorithm, presented here as a
warm-up exercise, consists of two parts: Part (i) stores count
estimations, and Part (ii) stores flow identifiers, as shown
in Figure 1. Data is structured as rows where each flow is
mapped to a single row using a hash function. Each row holds
a frequency estimation counter that is incremented on every
access, and a structure that holds three slots for flow identifiers.
A flow’s identifier is inserted into the first slot in the row with
a relatively small probability (e.g., 1

128 ). When this happens,
the previous value in the first slot replaces the value in the
second slot, and the value of the second slot will replace the
value of the third slot (i.e., shifting).

Part (i) provides the frequency estimation for a flow while
Part (ii) functions as a filter that filters out flows that are
not heavy hitters but are mapped to the same row. Since
these non heavy hitter flows will rarely appear, and we
insert a flow identifier with a low probability, identifiers of
non heavy hitter flows will most likely appear at most once in
their respective row. A flow will be labeled as a heavy hitter if
its frequency estimation is large enough (threshold calculations
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Fig. 2: CMSIS. It includes a 2-way Count-Min sketch used
to estimate a flow’s frequency and an ID structure that stores
identifiers of flows suspected as heavy hitters.

are discussed in Section IV-E) and its identifier appears in the
majority of occupied entries in its respective row.

The main shortcoming of this algorithm is that it stores a
large number of identifiers of flows that are not heavy hitters.
In particular, a row with an extremely low frequency esti-
mation would still occupy three identifier entries. Since most
flows are not heavy hitters, most of the data structure’s iden-
tifiers’ entries will hold irrelevant data, turning the algorithm
to be extremely inefficient memory-wise.

B. CMSIS: Count-Min Sketch with Identifier Sampling

To avoid the problem described above, our actual algorithm
is based on a 2-way CMS [30] and maintains a data structure
that stores identifiers of suspected heavy hitter flows and a
threshold calculator, as illustrated in Figure 2.

CMSIS uses five different pairwise independent hash func-
tions when processing packets’ identifiers. The functions
hashA and hashB are used to access the 2-way CMS struc-
ture, while the functions hash1, hash2, and hash3 are used
to access the ID structure in stages 1, 2, and 3 respectively.
The ID structure contains significantly fewer entries than the
CMS structure, typically 128, 256, or 512 ID entries per stage
(depending on the value θ, which affects the expected amount
of heavy hitters). Only identifiers of flows suspected as heavy
hitters will be inserted into this structure. A different hash
function is used at each ID stage to reduce the chance that
two heavy hitters are mapped to the exact same entries (i.e.,
row) thereby preventing each other from occupying a sufficient
number of entries in the ID structure to be deemed heavy hit-
ters. Using three ID stages accounts for occasional insertions
of non heavy hitter flows while minimizing hardware resource
usage. Each additional ID stage requires at least one additional
pipeline stage and yields diminishing accuracy returns.

Once a packet passes through CMSIS it receives a fre-
quency estimation through the 2-way CMS, the minimum

of Counts1[hashA(IDx)] and Counts2[hashB(IDx)]. The
heavy hitter threshold is calculated as in Section IV-E below.

Flows whose frequency estimation is larger than the current
threshold will enter the ID structure with probability p = 1

n
such that n is a power of 2 (e.g., 1

128 ). The insertion probability
p is restricted to this representation to allow performing
probabilistic actions in the data plane by generating random
numbers that are (log2 n)-bits long. Arbitrary-range random
number generators are not available on Tofino. We have found
that values of p ∈ { 1

64 ,
1

128 ,
1

256} all work well, and the chosen
p has an insignificant effect on accuracy.

The identifier insertion is done while moving the previous
value of the entry in the 1st ID stage to the 2nd ID stage
and moving the previous entry in the 2nd ID stage to the 3rd

ID stage. The previous entry of the 3rd ID stage is dropped.
Flows whose identifier is inserted will automatically be labeled
as heavy hitters. Flows whose identifier is not inserted, will
traverse through the relevant entries in the ID stages and will
count the number of times their identifiers were found. A flow
with a frequency estimation that is larger than the current
threshold and with a number of ID matches that is larger than
the required number of matches (typically 1 or 2 out of 3, see
Section IV-C) will be labeled as a heavy hitter.

The benefit of this extended design is that it greatly reduces
the chance of non heavy hitters entering the ID structure. Con-
sequently, it significantly lowers the chance for non heavy hit-
ters to be labeled as heavy hitters. This is obtained without
preventing flow identifiers of heavy hitters from being inserted.
Thus, we can obtain good accuracy with much less memory
than with the primitive version we discussed in Section IV-A.

Algorithm 1 lists CMSIS’s pseudocode. We implemented
CMSIS in P4 [3] for the Tofino 2 target, and it fits into 6
pipeline stages. Note that 3 of the 6 stages employed by the
CMSIS algorithm are very light, with the last stage consisting
mainly of a simple if-statement that does not consume any
SRAM resources. This means that other applications can
potentially be packaged to use these stages as well.

Although CMSIS was designed for a packet count-based
definition of Heavy Hitters, we believe that it can be easily
adapted to work with a bandwidth-based definition.

C. Tuning the Sensitivity of CMSIS

CMSIS is capable of indicating its confidence level of the
flow’s label. This is based on the number of times that a flow’s
identifier is matched in our data structure, e.g., 1 out of 3 or
2 out of 3 times. This allows the sensitivity of the algorithm
to be tuned according to the application’s needs. For example,
an application that prefers a lower false-negative rate (at the
cost of a higher false-positive rate) might want to label a flow
(whose count passes the threshold) as a heavy hitter even if it
was matched only once. A different application that prefers a
lower false-positive rate at the cost of a higher false negative
rate can require 2 (or even 3) matches to label a flow whose
count passes the threshold as a heavy hitter.

In various applications such as anomaly detection and load-
balancing, minimizing false-negatives is more crucial, even at
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Algorithm 1 The CMSIS Algorithm
1: procedure CMSIS(flow id)
2: hh label← false
3: Counts1[hashA(flow id)]← Counts1[hashA(flow id)] + 1
4: Counts2[hashB(flow id)]← Counts2[hashB(flow id)] + 1
5: estimation← min(Counts1[hashA(flow id)],

Counts2[hashB(flow id)]) ▷ Count-Min
6: threshold← Threshold()
7: if estimation ≥ threshold then
8: insert← true w.p. p otherwise false ▷ Insert flow id to the ID

structure with probability p
9: if insert = true then

10: new val← flow id
11: for i in {1,2,3} do
12: swap(IDsi[hashi(new val)], new val)

13: hh label← true
14: else
15: #matches← 0 ▷ Count appearances of flow id in ID structure
16: for i in {1,2,3} do
17: if IDsi[hashi(flow id)] = flow id then
18: #matches← #matches + 1

19: if #matches ≥ required matches then
20: hh label← true
21: output hh label, estimation

the cost of a higher false-positive rate [19]. Yet, note that in
the case of anomaly detection, every flow that is incorrectly
labeled as a heavy hitter will be passed to a network scrubber.
This will cause higher delay times for these falsely labeled
as positive flows. As a result, it may be useful to control the
sensitivity of the heavy hitter detection algorithm to ensure
minimal delays for more legitimate flows at the cost of a
slightly higher number of missed heavy hitters.

CMSIS’s sensitivity can be tuned from the control plane
in real-time by changing the number of required matches.
This can be extremely useful as a mechanism for adapting
the algorithm to different situations. For example, when the
system suspects it is under a DoS attack, the sensitivity of the
algorithm can be set to ‘high’ by setting the required number of
matches to 1. A ‘high’ sensitivity will ensure that the number
of missed heavy hitters is minimal. During regular times (no
DoS), the sensitivity of the algorithm can be set to ‘medium’
by setting the required number of matches to 2. ‘Medium’
sensitivity will ensure a low number of false-positives, which
cause legitimate flows to be treated as heavy hitters, thus
reducing the number of unfortunate legitimate flows that are
delayed by mistake. Changing the sensitivity level does not
require re-loading the program to the switch, as it only requires
changing a single parameter/register value, which can be
changed from the control plane.

In Section V-B we evaluate the four different variants of
CMSIS: CMSIS-Mi requires i ID matches to label a flow as
a heavy hitter, where i ∈ {0, 1, 2, 3}.

D. CMS+Threshold: CMS with online threshold calculation

CMS+Threshold is a lightweight variant of CMSIS that only
supports online detection, does not store any flow identifiers,
and therefore consumes less SRAM and uses a significantly
lower number of pipeline stages. Similarly to CMSIS, it is
based on a 2-way CMS to provide the frequency estimation. In
addition, it calculates the heavy hitter threshold in real-time.
The frequency estimation is compared to the threshold, and

3108 20

hashA(IDx)

Counts1 min(108,77) = 77
77 > threshold ?

Yes No

Heavy-
hitter

Not a heavy-
hitter

++

++

hashB(IDx)

97 77 7Counts2

Fig. 3: CMS+Threshold: the lightweight variant of CMSIS. It
includes a 2-way Count-Min sketch used to estimate a flow’s
frequency, which is then compared to the real-time threshold.

then the label is given accordingly, as described in Figure 3.
CMS+Threshold fits into 3 pipeline stages, which are lightly
used as there is no ID matching nor heavy register usage.

This simple version, other than being very resource-
efficient, is superior to other variants in terms of the false-
negative rate. The false-negative rate is 0 due to CMS’s one-
sided error property, meaning that every heavy-hitting flow
will, by definition, have a count estimation that is larger
than the current threshold and, therefore, be labeled as a
heavy hitter. This comes at the cost of a somewhat higher false-
positive rate, which can be acceptable in many applications,
such as anomaly detection and load balancing [19].

E. Real-time Threshold Calculation

Recall that a heavy hitter flow is a flow that contributes
at least a θ fraction of the total network traffic, i.e., appears
at least θ · N times, where N is the total number of packets
(events) encountered so far, and θ is a parameter.

As already mentioned, previous work [19], [20], [22], [23]
compares the count estimations to a predefined static threshold,
e.g., 10K in [22]. Consider the case where a flow f has
appeared 9K times when the total number of packets (events) is
100K. When θ = 0.1%, the flow f is definitely a heavy hitter,
by definition, as 9K > 0.1% · 100K = 100. However, these
algorithms do not label f as a heavy hitter as it has not reached
their predefined value of 10K. In addition, when there is a
static predefined threshold, more and more flows will reach the
threshold as the interval grows, and these will be labeled as
heavy hitters even though they have not necessarily contributed
a θ fraction of the total traffic.

To truly support online detection, we calculate the threshold
(θ ·N ) in real-time so it grows together with the window N .

Modulo-counting is an efficient and flexible technique for
real-time threshold calculation, in which a register consists of
two parts: low and high. Both parts are initially set to zero.
The low part of the register is incremented by 1 on every
packet arrival until it reaches a value of 1

θ when it is set to 0,
and then the high part is incremented by 1. The heavy hitter
threshold is equal to the value of the high part of the register.

This technique can be implemented as an atomic register
operation, easily fitting into a single pipeline stage. Recall
that in both variants of our algorithm, the first pipeline stage
consists of the modulo-counting threshold calculation.
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Fig. 4: Changing the number of entries in each ID stage in
CMSIS – CAIDA ’19. θ = 0.1%.

V. EVALUATION

We used the CAIDA 2016, 2018, and 2019 [31]–[33] traces
while defining flow identifiers as the packets’ IP 5-tuples. The
evaluation is performed by feeding the traces, one packet after
the other, to the respective implementation. We then inspect the
labels and estimations given to each packet for each algorithm
and compare them to the ground truth, which is the flow’s
real count and whether its real count is larger than the current
heavy hitter threshold (θ · N ). For each algorithm we count
the number of true-positives, true-negatives, false-positives,
and false-negatives. We then calculate the False positive rate
(FPR), False negative rate (FNR), Recall, Precision, F1-score,
and Mean squared error (MSE) for each algorithm.

A. Tuning CMSIS Memory Budget Allocation

We conducted Python simulations to study the impact of the
number of entries in the ID structure of CMSIS when given a
total memory budget (the rest is used for CMS counters). We
used a subset of CAIDA 2019 [33] that contains 29M packets,
and tested the CMSIS-M1 and CMSIS-M2 variants. Recall
that CMSIS-Mi requires i ID matches to label a flow, whose
estimation is larger than the current threshold, as a heavy hitter.

Figure 4a and Figure 4b indicate that for θ = 0.1%, 128
entries in each ID stage produces a good balance between
Recall and Precision. A higher number of entries would
produce a higher Recall for CMSIS-M2 in higher memory
ranges at the cost of lower Precision in lower memory ranges.
The reason is that a higher number of entries in the ID structure
comes at the cost of lower memory for the CMS structure.

Similarly, for θ = 0.05%, the same balance between Recall
and Precision is achieved by allocating 256 entries in each ID
stage of CMSIS. The higher number of entries required here
is expected as a smaller θ implies more heavy hitters.

B. Evaluation on the Tofino Model

We implemented CMSIS on the Tofino Model, a component
of Intel® P4 Studio [34], that emulates Tofino’s hardware.
Note that the potential throughput of algorithms executing on
Tofino is not a concern, given Tofino’s inherent design for
processing packets at line-rate, particularly when considering
algorithms that do not involve recirculation.

CMSIS-M0 CMSIS-M1 CMSIS-M2 CMSIS-M3
0%

1%

2%

3% FPR
FNR

(a) θ = 0.1%. 128 · 3 ID entries.

CMSIS-M0 CMSIS-M1 CMSIS-M2 CMSIS-M3
0%

2%

4%
FPR
FNR

(b) θ = 0.05%. 256 ·3 ID entries.

Fig. 5: How the required number of matches in CMSIS affects
FNR and FPR. CAIDA ’16. Evaluated on Tofino Model.
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(a) θ = 0.1%. 128 · 3 ID entries.
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0%
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(b) θ = 0.05%. 256 ·3 ID entries.

Fig. 6: How the required number of matches in CMSIS affects
FNR and FPR. CAIDA ’18. Evaluated on Tofino Model.

We compile the P4 implementation of CMSIS using Intel
Tofino’s P4 compiler for the Tofino 2 target [2] and then run
the compiled program on the Tofino Model. The hardware
resource consumption of CMSIS on Tofino 2 is outlined
in Table II, along with a comparison to FCM+TopK and
PRECISION. In Table III, the hardware resource consumption
of CMS+Threshold on Tofino 2 is presented alongside FCM,
an alternative online detection algorithm. The percentages
presented in Tables II and III are per pipeline.

We define CMSIS to contain 16K counter entries in each
CMS way and either 128 or 256 ID entries per ID stage,
depending on the value of θ, according to Section V-A. The
insertion probability was set to p = 1

128 . The actual SRAM
consumption on Tofino 2 is 1.5%.

CMSIS-M0 ignores the ID structure of CMSIS, and is
equivalent to CMS+Th which compares the frequency esti-
mation of CMS to the current threshold (as in Section IV-D).

We used CAIDA Anonymized Internet Trace 2016, 2018,
and 2019 [31]–[33], truncated to their first 20 million packets.
We start the accuracy evaluation after the first 1M packets
to allow the sketches to build up. In particular, early heavy
hitters that are labeled while the threshold value is still very
low (in this case, less than 1000 or even 500, for θ = 0.1%
and θ = 0.05%, respectively) are not particularly interesting.

The results on the three traces were similar. For brevity, we
show only the results for the CAIDA 2016 and 2018 traces.

Figures 5 and 6 indicate that the CMSIS-M1 and CMSIS-
M2 provide the best balance between the false negative and
false positive rates. Thus, we focus on these two variants of
CMSIS in our evaluations in Section V-C.

C. Python Simulations

We compared CMSIS with other heavy hitter detection
algorithms like PRECISION and HashPipe using Python sim-
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Resource CMSIS FCM+TopK PRECISION
TCAM 0% 0% 1.3%
Hash Bits 1.6% 2.2% 3.3%
Stateful ALUs 11.3% 12.5% 13.8%
VLIW Actions 3.0% 1.6% 4.7%
Match Crossbar 7.5% 2.3% 4.5%
Gateway 6.9% 3.4% 12.5%
Physical Stages 6 8 13

TABLE II: Hardware resource consumption of CMSIS,
FCM+TopK, and PRECISION on Tofino 2. FCM+TopK can-
not store flow identifiers wider than 64-bits on Tofino 2.

Resource CMS+Th FCM
TCAM 0% 0%
Hash Bits 0.7% 1.1%
Stateful ALUs 3.8% 7.5%
VLIW Actions 1.3% 1%
Match Crossbar 1.2% 1.3%
Gateway 1.9% 1.9%
Physical Stages 3 4

TABLE III: Hardware resource consumption of
CMS+Threshold and FCM on Tofino 2.

ulations [35]. As before, we used the CAIDA 2016, 2018, and
2019 [31]–[33] traces, but this time truncated to the first 100
million packets. We observed similar results in all three traces,
so we provide the results only for CAIDA 2018 for brevity.

We have implemented all these algorithms in Python,
mimicking their behavior, and added a real-time threshold
calculator for each of them. Each algorithm compares its count
estimation with the current threshold value (θ ·N ). A flow that
exists in the data structure of PRECISION or HashPipe, and its
count estimation is above the threshold, is labeled as a heavy
hitter. For FCM+TopK, FCM-Sketch, and CMS+Threshold,
any flow with a count estimation that is above the current
threshold is labeled as a heavy hitter. Note that in reality,
HashPipe cannot provide an online estimation without making
major modifications to the algorithm [20]. In our simulations,
we assume that HashPipe performs recirculation to be able
to provide online estimations. For PRECISION, we have
simulated a recirculation delay of 20 packets, although any
amount of delay between 0 and 100 has an insignificant effect
on the algorithm’s accuracy, according to its authors [18].

Note that FCM+TopK cannot store 16B flow identifiers in
reality (as mentioned in Section II), but we still simulate their
algorithm as if they could store 16B identifiers. Also note that
the entries in the TopK component of their sketch are 24B as
we need 16B to store flow identifiers, and the TopK structure
also holds two counters where each is 4B wide. We define
these counters as 4B to prevent them from overflowing.

Since it is not clear how the memory of FCM+TopK should
be divided between its two components (FCM and TopK), we
adopt the 128KB and above configurations from [22], where
we can allocate 4096 entries to the TopK structure.

As in prior work, the memory consumption of each al-
gorithm was estimated while assuming that flow identifiers
are stored in 16B entries (as in the implementation of [18])
and counters are 4B entries. Given M bytes of memory, the

algorithms were given the following number of counters:
• CMS+Threshold: 1

2 ·
M
4 counters in each of the two ways.

• CMSIS: given c ∈ {128, 256} entries in each ID stage,
the CMS structure contains 1

2 ·
M−c·16·3

4 counters in each
of the two ways.

• PRECISION: 1
2 · M

4+16 entries in each of the two ways.
• HashPipe: 1

2 · M
4+16 entries in each of the two ways.

• FCM-Sketch1: c = 1
2 ·

M
1+ 2

8+
4
64

= 8
21M 1B entries in the

first stage, c
8 2B entries in the second stage and c

64 4B
entries in the third stage, for each of two trees.

• FCM+TopK2: the TopK component gets 4096 entries that
are 24B wide. The remaining memory (M − 4096 · 24)
is allocated for the FCM component.

This memory consumption estimation discounts allocation
overheads imposed by the hardware, so the actual memory
consumption of the algorithms is slightly higher. We also
ignore small structures, e.g., for modulo counting, as their
sizes are negligible compared to the registers’ sizes.

The results of our measurements are shown in Figures 7
and 8. The main insights include:

1) CMSIS is competitive with state-of-the-art algorithms
in all metrics when given the same amount of memory
while being more resource-efficient in terms of the num-
ber of pipeline stages and the recirculation bandwidth.

2) CMSIS-M1 performs better than its alternatives which
support offline retrieval (PRECISION, FCM+TopK, and
HashPipe) in terms of Recall and FNR while consuming
almost half the number of stages that PRECISION re-
quires and performing no recirculation. This shows that
CMSIS can serve as a more resource-efficient alternative
to these algorithms. In addition, CMSIS-M2 outperforms
both FCM+TopK and HashPipe in these metrics.

3) CMSIS-M2 reaches a Recall and FNR plateaus where
Recall is stable at 98.5% and 96.5% for θ = 0.1% and
θ = 0.05% respectively, even with large amounts of
memory (see Figure 8f and Figure 7f). This is because
dominant heavy hitters could collide in some stages of
the ID structure with other less dominant heavy hitters,
preventing them from holding two spots and thus pre-
venting these less dominant flows from being labeled
as heavy hitters. We have found that increasing the
number of entries in the ID structure allows CMSIS-M2
to overcome this plateau, as shown in Section V-A.

4) CMS+Threshold performs better than both variants of
CMSIS in the lower memory ranges in all metrics. This
is because CMS+Threshold is an online-only detection
algorithm, which does not store any flow identifiers and,
therefore, can utilize more of its memory for counter
entries, reducing the amount of collisions between dif-
ferent flows. CMSIS, on the other hand, has to allocate
a portion of its memory for storing flow identifiers.

1The 8-ary variant, which maintains two trees where stages 1-3 hold 1B,
2B, and 4B entries respectively, was recommended in the original paper [22].

2In the FCM paper [22], when they present FCM+TopK, they use 4K entries
in the TopK structure. They do not explain how the memory should be divided
between the FCM-Sketch and the TopK components.
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Fig. 7: CAIDA ’18. θ = 0.1%.
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Fig. 8: CAIDA ’18. θ = 0.05%.
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If CMS+Threshold and CMSIS were given the same
number of counters in their CMS structure, then CMSIS
would have a much lower FPR, as shown in Section V-B
when comparing CMSIS-M0 with CMSIS-Mi for i > 0.

5) CMS+Threshold performs better than its direct online-
labeling alternative, FCM-Sketch, in terms of FPR,
Precision, and MSE, while Recall and FNR are similar.
Further, CMS+Threshold has a simpler structure and
consumes fewer pipeline stages.

6) Both CMS+Threshold and FCM-Sketch have perfect
Recall and FNR due to their one-sided error.

7) HashPipe has the worst Recall, FNR, and MSE, even
though it is not directly implementable on programmable
switches available today.

Due to space constraints, offline retrieval evaluation is omitted.
Our experiments demonstrated that CMSIS achieves near-
optimal Recall comparable to PRECISION and outperforms
FCM+TopK and HashPipe, for θ = 0.1%.

VI. CONCLUSION

In this paper, we have introduced CMSIS, a novel data plane
heavy hitter detection algorithm for programmable switches
that supports both online and offline detection. CMSIS avoids
recirculation altogether, yet its memory usage is competitive
with related work. We implemented CMSIS in P4 for the
Tofino 2 target and compared it to state-of-the-art alternatives.
This implementation consumes fewer pipeline stages than
alternatives that do not perform recirculation. In addition,
CMSIS is the first algorithm targeting programmable switches
that supports real-time tuning of its sensitivity. Further, it is
also the first such algorithm that calculates its heavy hitters’
threshold dynamically. We have also shown an adaptation of
CMS that performs only online heavy hitter detection while
consuming fewer hardware resources than previous work.
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