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Abstract—In the fast-growing Internet, legitimate user ac-
counts can be stolen by attackers, posing a serious threat to
network security. Therefore, compromised account detection is
an urgent problem. Most existing work is based on the behavior
and content associated with posts. However, these approaches
cannot detect anomalous behavior that attackers only collect
information in the early stage, and often fail to consider
temporal features. In this paper, we propose an access behavior-
based two-stage compromised account detection framework,
called AB-TCAD. In the first stage, we propose a novel feature
called URL graph that depicts a user’s website access pattern.
To analyze abnormal changes in user access patterns, we design
an AddEdge-GNN algorithm that detects similarities between
URL graphs and obtains suspicious accounts. AddEdge-GNN
predicts potential new user access behavior and reduces mis-
judgments that treat normal behavioral changes as anomalies.
In the second stage, we propose an RVAE-based temporal
detection. We construct temporal features of access behavior in
multiple dimensions and use RVAE to detect anomalies, thereby
identifying compromised accounts. We perform a real-world
evaluation using data from a production network. The results
show that AB-TCAD outperforms existing solutions in terms
of both precision and recall metrics.

Index Terms-compromised accounts, access behavior, tempo-
ral features, RVAE

I. INTRODUCTION

With the increasing number of Internet users, the impor-
tance of user account protection is becoming more and more
prominent. User accounts contain important data, including
personal information and online activities. Protecting account
security is not only a matter of personal privacy and property
security, but also a matter of healthy development of the
entire Internet ecosystem. However, account compromise
incidents are occurring on a large scale. Reports reveal
that thirty-three million Twitter accounts have been compro-
mised [1], while Yahoo announced a breach affecting one
billion user accounts [2]. Recently, a considerable number
of LinkedIn accounts have been hacked and held for ran-
som [3]. Compromised accounts can be used by attackers
for malicious activities such as privacy breaches, malware
propagation, phishing, and spreading disinformation. These
activities not only pose severe risks to individual users but
also have the potential to catalyze more extensive security
threats. Therefore, detecting compromised accounts is crucial
to protecting network and information security.

A compromised account is a legitimate account that has
been stolen by attackers through various methods (e.g., weak
password cracking, malware, spam, social engineering, etc.)

and then used for malicious activities [4]. The detection
of compromised accounts can be a difficult task, as the
accounts blend the behavioral patterns of both legitimate
users and attackers, maintaining a semblance of normalcy
[5]. This distinction sets compromised accounts apart from
bots and fake accounts, rendering conventional detection
methods [6] [7] [8] designed for the latter ineffective for
identifying compromised accounts. Existing scenarios for
compromised account detection focus on social networks,
and the schemes are mainly categorized into two types.
The first is behavior-based detection, which usually analyzes
the behavioral changes related to user posts, focusing on
feature selection and classification algorithms. In terms of
feature selection, existing schemes select different features
for detection [9] [5] [10], such as the time, source and
topic of posts. In terms of classification algorithms, existing
schemes propose to use machine learning-based methods for
user classification [11], e.g., k-NN and random forest. The
behavior-based schemes are fast and efficient, but they need
to construct effective features and collect a certain amount of
data, and are easily affected by changes in user behavior. The
second is content-based detection, which detects anomalies
by analyzing the content of user posts. Existing schemes
include those based on detecting the user’s writing style
[12] [13], as well as those based on textual features and
semantic features [14] [15]. The content-based schemes can
effectively detect anomalies in post content. However, their
success depends on the frequency and quality of user posts.

Compromised account detection still faces two challenges.
The mixture of attacker and normal user behavior in the
compromised account presents a major challenge. Current
schemes, whether behavior-based or content-based, often an-
alyze characteristics associated with user posts. However, in
the early stage after an account being stolen, attackers tend to
only collect large amounts of information and do not post or
engage in other malicious activities. For example, Onaolapo
et al. [4] find that a number of attackers do not engage in
malicious activities during the six months after the stealing,
which accounts for 45% of all observed behavior. For this
reason, detection based on user posts is inappropriate which
fails to detect the above behavior. Industry methods (e.g.,
Facebook and Google) alert users to logins from unknown
IPs or clients but suffer from a high false positive rate. We
note that whether attackers collect information or perform
malicious activities, the website access pattern of the account
changes. As attackers know little about users, it is difficultISBN 978-3-903176-63-8 © 2024 IFIP
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for them to mimic user access patterns. Therefore, we detect
the website access pattern. A scheme close to ours [5] only
uses statistical features (such as the top webpage) to describe
access behavior, which is insufficient. We present a new
feature, URL graph, which uses topological relationships
between website visits to represent the access pattern. When
an account exhibits abnormal behavior, the URL graph will
change. As a result, we can identify suspicious accounts for
further detection.

Another challenge is the time dependence of user be-
havior characteristics. In reality, behavior of both normal
and compromised accounts changes over time. Most of the
existing schemes only take account of the static behavior
characteristics of the user and fail to capture the temporal
evolution of attacker behavior. Instead, we need to monitor
user activities and detect accounts over a period of time.
Thus, to further improve the detection performance, we
detect temporal features of access behavior from multiple
dimensions to determine whether suspicious accounts are
compromised. We design a method based on Recurrent
Variational Autoencoder (RVAE), which combines seq2seq
[16] and VAE [17] to analyze temporal data efficiently.
Specifically, we use the RVAE model to detect the anomalies
over time in the three dimensions of access time, access
device, and access type.

In this paper, we propose AB-TCAD, an access behavior-
based two-stage compromised account detection framework.
AB-TCAD consists of two stages. In the first stage, we
propose a new feature, URL graph, to capture the pattern of
user website access. In order to detect anomalous changes in
the access pattern, we propose the AddEdge-GNN algorithm.
AddEdge-GNN analyzes similarities between URL graphs
based on Graph Neural Network (GNN), which processes
graph-structured data, to obtain suspicious accounts. It pre-
dicts potential new user access behavior and reduces the
misjudgment of treating changes in normal user behavior
as anomalies. In the second stage, we design an RVAE-
based temporal detection. We identify anomalies in temporal
features of access behavior across multiple dimensions. For
each feature, we use an RVAE model to detect its anomaly.
After reducing the results for all features, we obtain an
overall anomaly score of the account to determine whether
it is compromised or not.

The main contributions of this paper are as follows:

• We propose a new feature called URL graph that
represents a user’s website access pattern, based on
which we can detect attacker behavior including both
information gathering and malicious activities.

• We propose the AddEdge-GNN algorithm to detect
anomalous changes in the user access pattern by ana-
lyzing the similarity between URL graphs. AddEdge-
GNN reduces the misjudgment by predicting newly
user-generated access behavior.

• We propose the RVAE-based temporal detection, which
combines RVAE to effectively detect multidimensional
temporal features of access behavior, further improving
the detection performance.

We implement experiments in a real production network.
We collect data such as access logs from January 2023 to

December 2023 for 1200 accounts, including 130 compro-
mised accounts. We perform tests on workdays and holidays.
During workdays, the precision, recall, and F1-score of AB-
TCAD are 85%, 66%, and 74%, respectively, which are
10%, 12%, and 12% higher compared to the best-performing
existing scheme. During holidays, the precision, recall, and
F1-score of AB-TCAD are 81%, 62%, and 70%, respectively,
which are 10%, 11%, and 11% higher compared to the best-
performing existing scheme.

II. RELATED WORK

Existing approaches for detecting compromised accounts
are mainly divided into two types: behavior-based detection
and content-based detection.

A. Behavior-based detection scheme

The behavior-based detection scheme usually analyzes the
behavioral changes related to user posts to determine whether
the account is abnormal or not, focusing on the selection
of behavioral features and the choice of classification algo-
rithms. There are many behavior-based schemes.

From the perspective of feature selection, Egele et al.
[9] [18] proposed COMPA, which uses a statistical model
to build a user’s behavioral profile (the time, source and
topic of posts, etc.) and to detect statistical anomalies in
the user’s characteristics. Similarly, Viswanath et al. [19]
analyzed liked posts to detect anomalies. VanDam et al.
[10] carried out a systematic study on the features of com-
promised accounts on Twitter and found that the term and
source of posts are the most predictive features for detecting
compromised accounts. Later, VanDam et al. [20] proposed
CADET and utilized the time, source and location of posts
for detection. Furthermore, Pv et al. [11] proposed UbCadet,
which uses several derived attributes to characterize Twitter
users’ posts, including similarity of topic tags, time and
geographic location of tweets, etc. In addition, there is a
scheme [5] that used some statistical features of website
visits such as browsing preference and top webpage to detect
compromised accounts. From the perspective of classification
algorithms, Viswanath et al. [19] used a Principal Component
Analysis (PCA) based approach to detect anomalies. CADET
proposed by VanDam et al. [20] learns feature embeddings of
multiple views and then projects them onto a common latent
space for detection. In recent work, UbCadet proposed by
Pv et al. [11] uses k-NN and random forest classifiers with
different distance metrics for classification.

The behavior-based detection scheme is recognized for its
speed, efficiency, and ease of integration, making it the most
widely adopted detection method. However, such schemes
usually require a certain amount of behavior data about posts,
which makes it difficult to detect behavior that attackers only
collect information in the early stage.

B. Content-based detection scheme

The content-based detection scheme detects anomalies by
analyzing the content of user posts, focusing on writing style
[12] [13], textual features [14] [21], semantic features [15],
and language modeling [22].

Barbon et al. [12] and Igawa et al. [13] detected compro-
mised accounts based on the user’s writing style. When the
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Fig. 1: The structure of AB-TCAD

posted content is inconsistent with the user’s writing style,
the account is considered compromised. VanDam et al. [14]
proposed a detection framework based on the textual feature,
CAUTE, which first learns a tweet-to-user encoder (used to
infer user features from tweets), and a user-to-tweet encoder
(used to predict the content of tweets from the user features
and tweet meta-features). The account is then determined to
be compromised based on the residuals of the two encoders.
Karimi et al. [21] also proposed an end-to-end compromised
account detection framework based on the textual feature,
E2ECAD, that exploits a contextual representation of user
posts to address data sparsity. Seyler et al. [15] defined a new
semantic feature to detect compromised accounts by measur-
ing semantic incoherence in the message stream. Seyler et
al. [22] proposed a language modeling-based algorithm that
identifies compromised accounts by calculating the similarity
between the language models of users and attackers.

The content-based detection scheme can effectively detect
compromised accounts that post messages, but its effective-
ness is related to the frequency and quality of the posting
content, and it suffers from privacy and data security issues.

III. PROBLEM STATEMENT

A compromised account refers to a legitimate account
that has been accessed or taken over by someone without
authorization. Before an account is compromised, the legit-
imate user typically engages in normal activities, such as
browsing news. Once compromised, an unauthorized person
may use the account for illegal activities, such as stealing
information or posting advertisements. Therefore, the change
in account behavior before and after compromise can be used
to determine whether the account is compromised or not.

Formally, let A = {a1, ..., aN} denote a set of user ac-
counts, where N is the number of accounts. Each account ai
is associated with a set of feature vectors Xi = {x1

i , ...,x
M
i },

where M is the number of features and xj
i is the jth feature.

Definition 1. We define compromised account detection
as follows. For any account ai ∈ A and its corresponding
features Xi, we learn a target function f1 : ai → Si,
Si ∈ R+

0 , where Si is a non-negative score representing the
probability of account ai being compromised.

In this paper, we divide compromised account detection
into two stages. In the first stage, we initially detect sus-
picious accounts based on the proposed new feature URL

graph G. For each account ai, we construct its baseline
URL graph Gi ∈ Xi and test URL graph G

′

i ∈ Xi. We
then propose the AddEdge-GNN algorithm to learn a target
function f2 : (Gi, G

′

i) → si, si ∈ R+
0 , where si represents

the similarity between the baseline URL graph Gi and the
test URL graph G

′

i. If si is greater than a threshold, ai
is considered to be a suspicious account. Finally, we get a
set of suspicious accounts B. In the second stage, for each
suspicious account bi ∈ B, we construct a set of multidi-
mensional features X̃i ⊂ Xi, where X̃i = {x1

i , ...,x
m
i },

with xj
i representing the jth temporal feature. Then we use

the RVAE-based anomaly detection to learn a target function
f3 : bi → Si, where Si represents the probability of account
bi being compromised.

IV. THE PROPOSED APPROACH

In this section, we first present the structure of AB-TCAD.
Then, we introduce the details of AB-TCAD in two stages.

A. The Structure of AB-TCAD

AB-TCAD is a two-stage framework, as shown in Fig. 1.
In order to detect attackers’ behavior in collecting informa-

tion in the early stage and malicious activities later, the first
stage analyzes the website access pattern to identify the set
of suspicious accounts. Specifically, to extract the websites
visited by the user, we design a sliding window algorithm
to merge and filter URL requests in access logs. Then, the
URL graph is proposed and defined. Finally, we introduce
the AddEdge-GNN algorithm to analyze anomalous changes
in access patterns to identify suspicious accounts.

The second stage utilizes multi-dimensional temporal in-
formation on access behavior to further detect compromised
accounts from suspicious accounts. Initially, we construct
temporal features from dimensions of access time, access
device, and access type. Next, we propose a method based
on RVAE to analyze each feature. Eventually, by reducing
the results of different features, we can obtain the overall
anomaly score and determine whether the suspicious account
is compromised or not.

B. Stage 1: Suspicious account detection based on access
pattern

In the first stage, we first design a sliding window algo-
rithm to extract visited websites from the access logs. Then,
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we propose a new feature URL graph to represent the pattern
of user website access. Finally, to determine whether there
are abnormal changes in the access pattern, we propose the
AddEdge-GNN algorithm, which analyzes the similarity of
URL graphs to filter out suspicious accounts.

1) Extraction of visited websites: To construct the URL
graph, we first detail the process of extracting user-accessed
website data from access logs, which are widely available in
network systems. Access logs in different networks record
the various websites visited by users, such as user home
pages and tweet pages in social networks, as well as office
and study websites in campus networks, and so on. Specifi-
cally, the access logs record the various requests (e.g., com-
mon GET and POST, etc.) made by users from clients in time
order. Network administrators can use these URL requests
in logs to obtain information about the websites visited by
users. It is worth noting that, on the one hand, during the
process of loading a website, the client requests multiple
resources from the backend, such as CSS, JavaScript, and
images. This can result in multiple URL requests from a
particular website in the logs, which we need to merge. On
the other hand, some requests are delayed due to network
issues, which are recorded in the logs as arriving after
requests from other websites, which we call ”disordered
URLs”. Therefore, we design a sliding window algorithm to
merge the URL requests and remove the disordered URLs.

Fig. 2 shows our sliding window algorithm. The access
logs record the URL requests from a particular user. We can
see that the user visits websites A, C, and F , etc. Multiple
URL requests are recorded for each website. Among them,
B1 is a disordered URL. We use a sliding window of length
Nwindow with a sliding step of 1. We select the URL with
the highest number of URL requests within the window as
the result. If the current result is different from the end-of-
queue result of the visited website queue, it is added to the
queue. Using this sliding window algorithm, we extract the
websites visited by the user.

Fig. 2: Extraction of visited websites based on sliding
window

2) URL graph construction: We propose the URL graph
to represent the pattern of the user’s website access behavior,
which is defined as follows:

Definition 2. The URL graph for each user is defined
as G(V,E,W ), where V represents the set of nodes, each
node corresponding to a distinct website visited by the
user, i.e., V = {v1, v2, . . . , vn}. E is the set of directed
edges, where each edge < vi, vj > represents that the
user visits the source website vi at the current moment and
visits the destination website vj at the next moment, i.e.,
E = {< vi, vj >| vi, vj ∈ V }. W is the weight matrix
of the directed edges. W [vi][vj ] denotes the weight of the

directed edge < vi, vj >, which represents the frequency
from the source node vi to the destination node vj .

After preprocessing the data for each user, we construct a
baseline URL graph G using historical website access data,
and a test URL graph G

′
using recent website access data.

The baseline URL graph represents the user’s past website
access pattern, while the test URL graph represents the user’s
current website access pattern.

3) AddEdge-GNN algorithm: Then, we analyze the sim-
ilarity of these two URL graphs for each user to determine
whether the user’s access pattern changes abnormally and
whether the account is suspicious.

It is worth noting that directly analyzing the similarity
of these two URL graphs is prone to misjudgment. This is
because the normal user’s website access behavior changes
dynamically, making their test URL graph somewhat differ-
ent from the baseline URL graph. Therefore, it is easy to
judge normal behavioral changes as abnormal, which affects
the similarity calculation. For example, a social network
user indirectly visits another user through a mutual friend
(represented in the URL graph that the user visits website
E from website B and jumps to the website of interest C,
as shown on the left side of Fig. 3). Over time, the user’s
access pattern may change, e.g., by directly accessing the
other user (represented in the URL graph as a direct access
to the target website C from B, as shown on the right side
of Fig. 3). Such changes can cause the problem described
above.

To address this problem, we propose an algorithm called
AddEdge-GNN to compute the similarity. AddEdge-GNN
predicts new website access behavior and adds the pre-
dictions as directed edges to the baseline URL graph G
for model training. This reduces the difference between
the baseline URL graph and the test URL graph, thereby
reducing the misjudgment mentioned above and improving
the detection performance.

Fig. 3: Variations in the user’s URL graph

The AddEdge-GNN algorithm is described in Algorithm
1. First, we predict the user’s newly generated website visit
behavior. We compute the embedding of each node of the
baseline URL graph G, which stores information about the
relationship of its corresponding website to other websites in
a vector. To compute the node embeddings, we perform some
walks that traverse the nodes on the URL graph G to obtain
the sequences of nodes. It is worth noting that to avoid the
lack of information about other nodes due to trapping into
the loop of the URL graph, we design a Reweighted Walk
algorithm. For example, in Fig. 3, the user heavily accesses
D from A, and D may be a high-frequency website, such as
an email service or an online service. It is easy for a walk
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to fall into the loop of A → D → A. Therefore, as shown in
Algorithm 2, during the walk, we select the most probable
node vl+1 from the neighbors of the current node vl and
calculate its probability prob. If the probability is greater
than a threshold Θ, the weight of the edge < vl, vl+1 >
is halved, reducing the probability of selecting this edge
next time. After obtaining the walking sequences, we take
each node as a word and use the context prediction model
skip-gram [23] in natural language processing, to obtain the
embeddings of all nodes.

Then, we use a binary operation (Average, Weighted-
L1, Weighted-L2, etc) on the node embeddings to obtain
the weights edge weight of all edges. The edge weight
represents the distance between the corresponding two web-
sites in the space. The smaller the distance, the higher
the homogeneity of the two websites, i.e., the higher the
likelihood that the user will visit these two websites directly.
If there is an edge with a weight greater than a threshold γ,
we consider that the user will visit directly between these two
websites in the future, and add the edge to the baseline URL
graph G. Next, we use a weight-sharing-based GNN to obtain
embedding vectors graph vector of the baseline URL graph
and the test URL graph after adding edges, which preserve
the topological patterns of the two URL graphs. Finally,
we compute the similarity score based on the embedding
vectors of the URL graphs using the fully connected layer.
The similarity represents the degree of difference between
the user’s previous website access pattern and the current
website access pattern. If the difference exceeds a threshold,
we consider the account as suspicious.

Algorithm 1 The AddEdge-GNN algorithm

1: Input: Baseline URL graph G = (V,E,W ), Test URL
graph G

′
= (V

′
, E

′
,W

′
), Walk length L, Context size

K, Reweighted threshold Θ, Threshold γ, Embedding
dimension D.

2: for v in V do
3: walk = ReweightWalk(G, v, L,Θ)
4: Add walk to walks
5: end for
6: node embedding[V ] = Skip-gram(walks,K,D)
7: edge weight[E] = BinaryOperators(node embedding)
8: for v in V do
9: for u in V do

10: if edge weight[< v, u >] > γ then
11: Add edge < v, u > to E
12: end if
13: end for
14: end for
15: graph vector = GnnWithWeightSharing(G,G

′
)

16: si = FC(graph vector[G], graph vector[G
′
])

Fig. 4 shows the URL graphs for a suspicious user. The
left side is the baseline URL graph and the right side is the
test URL graph. The thickness of the edges represents their
weight. We can see that the two URL graphs are less similar
and the user’s website access patterns are quite different. In
particular, in the test URL graph, the user visits the academic
websites heavily in the current period, which we highlight

Algorithm 2 Reweight Walk

1: Input: Baseline URL graph G = (V,E,W ), Starting
node v, Walk length L, Reweighted threshold Θ.

2: for l in L do
3: prob, vl+1 = NodeProbability(vl−1, vl,W [vl][:])
4: if prob > Θ then
5: W [vl][vl+1] = W [vl][vl+1]/2
6: end if
7: Add vl to walk
8: end for
9: return walk

in red. Therefore, we have reason to suspect that this is a
suspicious account.

mail.xxx.edu.x

yhdf.xxx.edu.x

jjhwsbx.xxx.edu.x
thos.xxx.edu.x

id.xxx.edu.x

www.xxx.edu.x

zhjw.cic.xxx.edu.x
wsbx.xxx.edu.xwsbx.xxx.edu.x hkdzk.xxx.edu.x

zhjw.cic.xxx.edu.x
ecollection.lib.xxx.edu.x

mail.xxx.edu.x

info.xxx.edu.x

postinfo.xxx.edu.x
lib.xxx.edu.x

proxy.lib.xxx.edu.x

id.xxx.edu.x

kyxxglxt.xxx.edu.x

www.xxx.edu.x

(a) (b)
Fig. 4. The abnormal URL graphs

info.xxx.edu.x

Fig. 4: The abnormal URL graphs

C. Stage 2: RVAE-based Temporal Detection

In the second stage, we propose RVAE-based temporal
detection to detect compromised accounts from suspicious
accounts. First, we construct temporal features based on
multiple dimensions of access behavior. Then, we propose
the RVAE-based detection method. Finally, we calculate the
anomaly score of the user to determine whether the account
is compromised.

1) Temporal features construction: First, we construct
temporal features from three dimensions (access time, access
device, and access type) to capture user access behavior
over time and then quantify them into specific metrics.
Other temporal features can be easily incorporated into our
framework. The features we construct are as follows:

• Access time: We define this as a 1x24 vector, where
each element represents the number of times a user
accesses within a given hour of a day.

• First access time: We define this as the hour with the
first visit by a user in a day.

• Most access time: We define this as the hour with the
most accesses by a user in a day.

• Number of logins: We define this as the number of times
a user logs in during a day.

• Number of User-Agents: We define this as the number
of User-Agents a user uses in a day.

• User-Agent type: We define this as a 1x8 vector, where
each element represents the number of times a user uses
a particular user-agent type in a day.

• Visited type: We define this as a 1x8 vector. Websites
are categorized into eight types. Each element represents
the number of times a user visits that type of website
in a day.

We need to preprocess the above features. Each feature
x ∈ X̃i of a suspicious account bi is normalized and then

2024 IFIP Networking Conference (IFIP Networking)

1085



grouped into time windows of size T . Each group of time
series data is a D × T matrix, denoted as x = [x1, ..., xT ],
and D is the dimension of the feature.

2) RVAE-based method: We propose a detection method
based on RVAE. RVAE uses an encoder to compress the input
data x, generates the latent vector z, and then uses a decoder
to reconstruct x based on z. In other words, the encoder
learns the posterior distribution qϕ(z|x) and the decoder
learns the generative probability distribution pθ(x|z). We
input the temporal feature into RVAE, then reconstruct the
feature. Since the data distribution of abnormal and normal
behavior is inconsistent, the difference between the input fea-
ture and the reconstructed feature is large. We detect whether
the user’s behavior is abnormal based on this difference.
Moreover, both the encoder and decoder of RVAE consist of
GRU [24], thus RVAE is effective in detecting anomalies in
the temporal feature of compromised accounts. The RVAE-
based method is shown in Fig. 5, and we provide a specific
introduction below.

Fig. 5: RVAE-based method

Encoder: The encoder of RVAE takes the user’s temporal
feature as input and generates a compressed representation.
Specifically, the GRU in the encoder takes the temporal
feature x = [x1, ..., xT ] as input and then generates the
hidden states [h1, ..., hT ], to obtain the summarization of the
feature at different time steps. Then, the encoder uses hT

to compute the mean µ and variance σ of the latent space
and computes the low-dimensional latent vector z, which is
the compressed representation of the temporal feature. The
specific formulas are defined as follows:

µ = WαhT (1)

σ = WβhT (2)

z = µ+ σ ∗ ϵ, ϵ ∈ N(0, 1) (3)

where Wα and Wβ are the corresponding weight vectors.
Decoder: The decoder of RVAE uses the GRU network

similar to the encoder. It uses the compressed representation
of the temporal feature as the initial state input to the
GRU. After obtaining the hidden state h

′

t at time step t, the
decoder extracts the information stored in the hidden state
and reconstructs the temporal feature of the original input
x̂ = [x̂1, ..., x̂T ]. The formula is as follows:

x̂t = sigmoid(Woh
′

t) (4)

where Wo is the weight vector.
Loss: The loss function of RVAE consists of two parts,

where λ serves as a trade-off. The left term is the re-
construction loss, which measures the difference between
the input feature data and the reconstructed feature data,

and helps RVAE detect anomalies in the input feature. The
right term is the Kullback-Leibler (KL) divergence between
the approximate posterior and prior of the latent vector z,
which is a measure of the difference between probability
distributions that helps RVAE learn a more meaningful latent
representation of the input feature.

loss = −Eqϕ(z|x)[log pθ(x|z)] + λ ∗DkL[qϕ(z|x)|pθ(z)]
(5)

3) Anomaly detection: We compute the reconstruction
probability R as the anomaly score as follows:

R = Eqϕ(z|x)[log pθ(x|z)] (6)

It is the probability of generating data given latent vari-
ables drawn from the approximate posterior distribution
[25], representing the difference between the reconstructed
feature and the input feature. For the anomalous user, whose
reconstructed feature differs more from the input feature, the
anomaly score is higher. After obtaining the anomaly scores
for all features, we reduce them to obtain the user’s overall
anomaly score and finally determine whether the account is
compromised or not.

V. IMPLEMENTATION AND EVALUATION

In this section, we introduce the implementation and
evaluation of the compromised account detection experi-
ments. First, we describe experimental settings, including the
dataset, metrics, and comparison schemes. We then analyze
the performance of different detection schemes. In addition,
we perform ablation experiments, model comparisons, and
analysis of the impact of key parameters. Finally, we sum-
marize the experiment results.

A. Experimental Settings

To evaluate AB-TCAD, we collect data in a real produc-
tion network, including the website access logs, access time,
access device, and other information we need.

The collection period is from January 2023 through De-
cember 2023, four months of which are holidays. It is
worth noting that the accounts for which we collect data on
workdays and holidays remain consistent. The total dataset
contains 1200 accounts, of which 130 accounts are identified
as compromised accounts. These compromised accounts are
stolen by real attackers and not obtained by artificial simu-
lation. Specifically, we find these compromised accounts in
a variety of ways, including unknown IP and client logins,
abnormal login times, user reports, etc., and finally determine
that they are compromised by periodic user callbacks. These
compromised accounts are used for phishing, spamming, and
spreading advertisements, etc., and about 20% of them have
no malicious activity in the early stage. In addition, we split
the dataset into 80% training set and 20% testing set.

We use precision, recall, and F1-score to evaluate the
performance. Precision is the proportion of samples that
are actually positive cases out of all the samples that are
predicted to be positive cases. It measures how accurately
a scheme determines positive cases. High precision helps
us to accurately detect compromised accounts and minimize
disruption to normal users. Therefore it is an important
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metric in the network operation and maintenance. Recall
is the proportion of samples that are correctly predicted as
positive cases by a scheme out of all samples that are actually
positive cases. High recall helps us to detect all compromised
accounts as completely as possible. And F1-score combines
precision and recall. Their formulas are as follows:

Precision =
TP

TP + FP
(7)

Recall =
TP

TP + FN
(8)

F1-score =
2 ∗ Precision ∗ Recall

Precision + Recall
(9)

where TP is the number of true positives, FP is the number
of false positives and FN is the number of false negatives.

We compare our approach with four existing representative
schemes:

• COMPA [9]: COMPA is a behavior-based scheme that
builds a profile of the user’s behavior about posts and
then trains a classifier to detect anomalies.

• CADET [20]: CADET is a scheme based on both
behavior and content. It proposes a multi-view learning
framework that uses a nonlinear autoencoder to learn
feature embeddings from multiple views (e.g., content,
time, source, and location) and then detects compro-
mised accounts.

• CAUTE [14]: CAUTE is a content-based scheme. It
learns a tweet-to-user encoder to infer user charac-
teristics and a user-to-tweet encoder to predict tweet
content. Then, it detects whether a post is published by
a compromised account based on the residual error of
the two encoders.

• E2ECAD [21]: E2ECAD is also a scheme based on
both behavior and content. It is an end-to-end compro-
mised account detection framework that captures the
temporal correlation of tweets through LSTM and uses
user context for content embedding.

B. Experimental Results

Due to the large difference in user behavior between
workdays and holidays, we show the experimental results
for these two periods separately. In Fig. 6(a), we show the
precision of the different schemes. It can be seen that the
existing schemes perform poorly. For workdays and holidays,
the precision of COMPA is 59% and 48%, the precision of
CADET is 75% and 71%, the precision of CAUTE is 53%
and 42%, and the precision of E2ECAD is 65% and 62%,
respectively. AB-TCAD achieves the highest precision with
85% and 81%. It can be noticed that CAUTE is the lowest
since it detects users based on the relationship between the
content of their posted messages and their characteristics,
which makes it difficult to detect compromised accounts that
do not have malicious posts in the early stage.

In Fig. 6(b), we show the recall of the different schemes.
For workdays and holidays, the recall of COMPA is 46%
and 38%, the recall of CADET is 54% and 51%, the recall
of CAUTE is 48% and 35%, and the recall of E2ECAD is
32% and 23%, respectively. AB-TCAD achieves the highest

recall with 66% and 62%. It can be seen that E2ECAD has
the lowest recall, which is due to the fact that the features it
detects do not fully represent the compromised accounts.

In Fig. 6(c), we show the F1-score of the different
schemes. For workdays and holidays, the F1-score of
COMPA is 51% and 42%, the F1-score of CADET is 62%
and 59%, the F1-score of CAUTE is 50% and 38%, and the
F1-score of E2ECAD is 42% and 33%, respectively. It can
be seen that AB-TCAD achieves the highest F1-score with
74% and 70% respectively.

In addition, Fig. 7 shows the precision-recall curves of
different schemes for both workdays and holidays. It is
evident that as recall increases, precision decreases in all
schemes. However, it is worth noting that AB-TCAD has the
highest detection performance, outperforming other schemes
on both workdays and holidays.

In all three metrics, we can see that the effectiveness
during holidays is lower than during workdays. The reason
may be that user behavior changes a lot during holidays, such
as more random and sparse access time, and an increase in
the variety and decrease in the quantity of websites accessed.
However, AB-TCAD still achieves the best result.

C. Ablation Experiment

To evaluate the importance of our proposed new feature
URL graph and to test the effectiveness of the AddEdge-
GNN algorithm, we conduct ablation experiments. Fig. 8(a)
and Fig. 8(b) illustrate the results of the experiment. It can
be found that when both are used, the precision is 85%
and 81% on workdays and holidays, respectively, and the
recall is 66% and 62%, respectively. When the URL graph
feature is not used, AB-TCAD fails to detect anomalies
that compromised accounts collect data in the early stage,
with the precision dropping to 62% and 53%, and the recall
dropping to 48% and 42%, respectively. When the AddEdge
component is not used, AB-TCAD loses its ability to predict
the user’s new access behavior, with the precision dropping
to 75% and 73%, and the recall dropping to 53% and 51%,
respectively. It can be demonstrated that the new feature
of the URL graph helps us to significantly improve the
detection performance, and the AddEdge-GNN algorithm
further improves the detection effectiveness.

D. Model Comparison

We also analyze the AddEdge-GNN in comparison with
other graph similarity models, including graph kernel [26],
graph embedding [27], and GNN [28], and the results are
shown in Fig. 9(a). The graph kernel-based approach uses a
kernel function to predict the similarity between two graphs.
The graph embedding-based approach uses the learned node
level or graph level representation to predict the similarity.
The GNN-based approach uses GNN to learn the graph rep-
resentation and then computes the similarity. It can be seen
that approaches using the GNN model are more effective
because they can better capture the characteristics of the
user’s access behavior. And since AddEdge-GNN can predict
new user behavior and reduce the probability of misjudgment
(judging normal behavior changes as abnormal), the preci-
sion on workdays and holidays is 10% and 8% higher than
the existing best method, respectively.
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Fig. 6: The metrics of different detection schemes across different periods
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Fig. 7: The precision-recall curves of different schemes
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Fig. 8: The URL graph and AddEdge component ablation
experiment

To demonstrate the importance of temporal feature detec-
tion, we also compare RVAE with other models as shown
in Fig. 9(b). We construct non-temporal features in the
above-mentioned multidimensions and chose the determinis-
tic model autoencoder (AE) [29] and the probabilistic model
VAE to detect anomalies. It can be seen that the precision
of RVAE on workdays and holidays is 13% and 11% higher
than the existing best method, respectively.

E. Impact of different parameters

We analyze the impact of some key parameters of AB-
TCAD on detection precision.

• Sliding window length: Fig. 10(a) illustrates the impact
of parameter Nwindow on the precision in the sliding
window algorithm. When Nwindow is small, it cannot
filter the disordered URLs; when it is large, it filters
out some websites the user visits. Therefore, the size
of Nwindow is critical. As shown in Fig. 10(a), when
Nwindow is set to 6, we achieve the best precision on
both workdays and holidays.

• Time range of the baseline URL graph: Fig. 10(b)
illustrates the impact on the precision of the time range
of the data collected when constructing the baseline
URL graph. It can be seen that the highest precision
is achieved with a time range of 60 days, both on
holidays and workdays. When the time range is too
short, capturing the access pattern is difficult, resulting
in lower precision. However, when the time range is
too long, it is difficult to determine whether changes in
user behavior are anomalous (containing some useless
historical data), resulting in slightly lower precision.
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Fig. 9: Comparison of the precision of different models

• Dimension of the graph vector: Fig. 10(c) shows the
impact of the graph vector dimension (in the AddEdge-
GNN algorithm) on the precision. The experiment indi-
cates that the best result is achieved with a dimension
of 32 on workdays and 64 on holidays. Overall, the
precision increases and then decreases as the dimension
increases. This is because a dimension that is too small
is insufficient to encode information, while a dimension
that is too large leads to overfitting.

F. Summary

Through the above experiments, we can find that the
proposed new feature URL graph plays an important role
in the detection of compromised accounts. As it can detect
anomalies that attackers collect information in the early
stage, it helps us to improve the multiple detection metrics.
Compared with the existing models, our proposed AddEdge-
GNN better detects the user’s abnormal access pattern. It
reduces misjudgments by predicting the user’s new access
behavior. In addition, the RVAE-based detection can better
detect anomalies in temporal data and further improve the
detection performance.

VI. CONCLUSION

As the number of Internet users continues to rise, the
problem of compromised accounts is becoming increasingly
severe, affecting network security. However, there are two
main problems with existing schemes. One is that they cannot
detect compromised accounts that do not have malicious
activities in the early stage, and the other is that they do not
consider the temporal features. To address these shortcom-
ings, we propose an access behavior-based two-stage com-
promised account detection framework, called AB-TCAD. In
the first stage, we propose a new feature called URL graph
to represent the user’s access pattern. To detect anomalies
in the user access pattern, we propose the AddEdge-GNN
algorithm to analyze the similarity between URL graphs and
detect suspicious accounts. In the second stage, we propose
the RVAE-based temporal detection. We detect anomalies in
multidimensional temporal features of access behavior to find
compromised accounts. Our final experiments demonstrate
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Fig. 10: Impact of different values of sliding window length, time range of the baseline URL graph, and dimension of the
graph vector on precision

that AB-TCAD achieves outstanding results in terms of both
precision and recall metrics.

In future work, we plan to construct profiles based on
different user roles to detect anomalies at a finer granularity.
In addition, to further improve the detection performance, we
plan to add more information to the URL graph, such as the
duration of visiting a website. We also plan to explore deep
learning models that can better detect anomalies in temporal
features. In practical deployment, for the scalability problem
when there are too many users, we can perform distributed
computation, reduce the model complexity, etc. And for
privacy data protection, we can encrypt and desensitize the
data, establish strict access control mechanisms, etc.
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