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Abstract—With the growth of the Internet of Things (IoT)
and improved interoperability between various IoT devices of
different manufacturers and owners, verifying the authenticity
and integrity of data becomes a challenge. Cryptographic sig-
natures together with Distributed Public Key Infrastructures
(DPKI) and Distributed Ledger Technology (DLT) are promising
solutions to this challenge. In this work, we extended the Veritaa
framework, a DLT-based DPKI with an immutable signature
store, to support IoT applications and evaluate its applicability.
Therefore, we propose the systems architecture and implement a
low-power IoT client. We built a real-world testbed with different
sensors to evaluate the proposed architecture and extensions. In
the evaluation, we analyze the time required to secure sensor
data on the DLT, the overhead introduced to assert authenticity,
integrity, and immutability of the data, and the security of our
proposed solution.

Index Terms—Internet of things; sensor networks; trust, secu-
rity, and privacy

I. INTRODUCTION

With many new applications in the Industrial Internet of
Things, Smart Home, autonomous driving, and more, the
Internet of Things (IoT) grows quickly. These applications
require different devices with distinct requirements. For ex-
ample, some devices might be complex and connected to a
powerful energy source, while others fulfill a simple purpose
and run on a single coin cell battery for years. However, all IoT
devices have in common that they eventually need to exchange
information with other IoT devices, applications, or users. In
the past, most IoT devices used to have a single purpose, like
monitoring a physical parameter and representing the observed
values on a dashboard or raising an alert when a threshold
was exceeded. Therefore, the IoT devices were mostly con-
trolled by a single application and its owner. However, recent
improvements in interoperability enable new applications that
rely on exchanging information between the IoT devices of
different manufacturers (MFR) and owners. For example, a
Smart City application that monitors a city’s air quality should
access and evaluate the measurement values of all publicly
available sensors and forward alerts to various recipients.
When different applications share the same IoT infrastructure
and new sensors are only deployed to not yet covered regions,

the carbon dioxide footprint is lower and fewer resources are
required. However, when applications exchange information
with devices beyond an entity’s infrastructure, verifying the
authenticity and integrity of data is a challenge. The quality
and accuracy of different sensors that monitor the same
parameter might differ, and some users or operators might
misbehave. Therefore, it is essential to identify the source of
information and evaluate its trustworthiness. Furthermore, to
achieve auditability, some applications require an immutable
log. An auditable system enables tracking of the system’s state
at any given time in history.

Asymmetric encryption can be used to assert the authen-
ticity and integrity of data. Certificate Authorities (CA) use
Public Key Infrastructure (PKI) to certify the public keys of
authenticated entities. However, centralized PKIs are prone to
a single point of failure [1]. Furthermore, the tree-shaped CA
scheme does not represent the rather meshed relations between
entities owning IoT devices. Distributed Ledger Technology
(DLT) based Distributed Public Key Infrastructure (DPKI)
is a promising approach to overcome these drawbacks of
centralized PKI [2]. Additionally, the immutability property
of DLTs makes information exchanged in the IoT auditable,
which enables new applications. However, the limited avail-
able resources of IoT devices constrain the applicability of
common DLTs, and lightweight solutions are required.

We propose a Distributed Public Key Infrastructure for the
Internet of Things in this work. Therefore, we extend Veritaa
[2] with statements that enable low-power IoT clients, propose
the architecture, and design and implement a low-power IoT
client. We built a real-world testbed with custom low-power
hardware to evaluate the system’s performance.

II. RELATED WORK

Public Key Infrastructures have been around for several
decades. However, with the trend of distributed ledger technol-
ogy, the research of DLT based PKI has gained attention, and
several solutions have been proposed. Some of the proposed
solutions target the Internet of Things.

In Blockchain for IoT security and privacy Dorrie et al.
show how their blockchain can be used in Smart Home
applications [3]. Their solution comprises local blockchains,ISBN 978-3-903176-48-5©2022 IFIP
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Fig. 1. Example of IoT device’s real-world relations

a home miner, and local storage. The home miner generates
shared keys for the devices and controls the access of the data.

Bouras et al. proposed a lightweight blockchain-based IoT
identity management approach [4]. In their work, they suggest
using a consortium (permissioned) blockchain to manage the
identities of IoT devices. Their solution separates the mem-
bership service and the identity management protocol. The
membership service is used to manage the blockchain nodes
and network admins. Their identity management comprises
registration, verification, and revocation of certificates. They
have implemented a proof-of-concept prototype on hyper
ledger fabric and evaluated their implementation.

Smart contracts of the Ethereum Blockchain have been used
to build an Identity Management System for IoT devices
[5]. The architecture comprises globally unique identifiers,
identity management throughout the lifecycle, and ownership
management of IoT devices. The proposed system relies on
public-key cryptography. The manufacturer generates the key
pair at production, requests a certificate from a CA, and then
stores it on the created IoT device. Afterwards, the manufac-
turer registers the device identity on the Blockchain. Finally,
the manufacturer uses ownership management to transfer the
device ownership to the customer when the device is sold.

Blockchain-based PKI for smart meters has been proposed
to provide trust in fuel dispensers [6]. In the proposed ar-
chitecture, the certificate authority is replaced by a blockchain
where permissioned endorsers directly can commit certificates.
The permissioned endorsers are manufacturers’ entities from
society and institutions responsible for assuring the correct
behavior of smart meters. The proposed model leaves it open
how the permissioned endorsers are authenticated.

Veritaa is a DLT based DPKI with an immutable signature
store [2]. Veritaa comprises the Graph of Trust (GoT), to
immutably store signed declarations between identity claims
of entities. In addition, a reputation system based on domain
validation information and signed declarations between iden-
tity claims is used for the distributed certification of identity
claims. Currently, Veritaa only supports full nodes, which
require processing all transactions of the DLT and thus, are
not suitable for the Internet of Things.

Multiple DLT based PKIs for the IoT have been proposed
in the literature. In most of the related work, the public keys
are certified by an entity, for example, the manufacturer of the
device. However, to evaluate the quality of data measured by
IoT, devices owned and operated by third parties, the validator

requires more information than the authenticity of a public key.
For example, the maintenance, and with that, the operator of
an IoT device is essential for its well functioning. Therefore,
multiple parties must be able to declare their relation to IoT
devices to establish trust in IoT devices beyond their infras-
tructures. The Veritaa framework is a promising approach to
build a DPKI where trust can be established beyond the own
infrastructure. However, even if Veritaa relies on a lightweight
BlockDAG, it is not applicable for the IoT. In this work,
we propose and implement the architecture to support IoT
clients in the Veritaa framework. Therefore, we extend the
DLT with statements and pairing transactions. Furthermore,
we design and implement a Veritaa IoT client running on
low-power IoT devices. Our solution offloads the resource-
demanding DLT operations to a more powerful Associated
Full Node (AFN) to save resources on low-power IoT devices.
Additionally, compared to other PKI, our proposed solution
has the advantage that further declarations like made, measure,
and pairing can be used besides the trust declarations. This
makes the PKI more expressive than other solutions.

III. DISTRIBUTED PUBLIC KEY INFRASTRUCTURE FOR
THE INTERNET OF THINGS

The IoT comprises IoT devices that exchange information.
While some IoT devices have plenty of resources, others are
restricted in energy, computational capabilities, bandwidth,
and memory. A DPKI for the IoT must be able to manage
the spectrum of all these IoT devices.

A. Identity of IoT devices

When information is exchanged between IoT devices of
different owners, operators, and manufacturers, it is essential
that the receiver of the information can authenticate the source
of the information. In order to authenticate IoT devices, each
IoT device requires a unique identity to be distinguished from
others. Merriam Webster defines identity as the condition of
being the same with something described or asserted [7]. Con-
sequently, identity consists of a set of properties that differen-
tiate the distinct entities. If the identifying set of properties has
the same values, they identify the same entity. Additionally,
to prevent identity theft, the identifying properties must be
hard to forge, which means it must only be possible for the
distinct entity to obtain its identity. The required difficulty to
forge an identity is often bound to the security requirement
of an application. For example, today, in many applications,
the identity of people is bound to their name, phone number,
and address. Applications requiring higher security might use
biometric information like fingerprints, retina, or the face as
identifying properties.

In contrast to people, IoT devices do not have biometric
information that can be used as identifying parameters. While
many diverse types of IoT devices exist, many exact copies
of each type exist. Therefore, an IoT device does not neces-
sarily possess distinguishable properties, and the identifying
properties must be set at manufacturing or later. Nevertheless,
IoT devices have the advantage that they can use cryptographic



functions to build their identity. For example, a public key can
be used as identifying property. The advantage of the public
key as identifying property is that only the entity holding the
private key can prove that it is this entity by signing some data.
However, before the signature can be validated, the public key
must be authenticated. The authenticating entity must verify
that the public key belongs to the entity it claims. Since the IoT
is growing quickly, it is impossible to authenticate the public
keys manually, and PKIs are required. On a PKI, identity
claims that map public keys to entities can be published,
and third parties that have authenticated the identity claim
can certify its validity. The certification can either be done
with a CA model (PKI) or a distributed Web of Trust (WoT)
like model (DPKI). In Veritaa, the Graph of Trust, a WoT
like model, is used for the distributed certification of identity
claims.

B. Graph of Trust and the Internet of Things

In Veritaa, all information is represented by the Graph of
Trust (GoT). The GoT comprises identity claims, document
identifiers, and their relations. The advantage of the GoT
is that it inherently represents the structure of the relations
between entities and data. With this information, it is possible
to certify identity claims. Furthermore, it is possible to validate
the authenticity and integrity of data [2]. This section shows
how the GoT asserts authenticity and integrity of data in the
IoT.

An identity claim of an IoT device cannot be treated as an
identity claim of an individual or organization. Today, most
IoT devices do not act and sustain independently, and individ-
uals or organizations usually control them. Additionally, most
IoT devices only interact with a few other entities and only
receive a few trust votes. Consequently, it is difficult for an
identity claim of an IoT device to gain enough reputation to be
certified. Nevertheless, it is possible to represent the ownership
relation between the owning entity and the IoT devices on the
GoT. Therefore, it is possible to project the reputation of the
owning entity to certify the identity claims of IoT devices.
Figure 1 shows an example of relations between some entities
related to an IoT device. All devices have a manufacturer
and an owner. An owner usually trusts the manufacturer and
owns the IoT device, and the manufacturer has built the IoT
device. These relations and the reputation of the owner and
manufacturer provide information about the trustworthiness of
an IoT device.

The GoT is able to represent the relations between entities
and their IoT devices. Figure 2 shows an example GoT where
multiple companies have signed trust declarations to each
other. Company B is a larger company with a hierarchy. Addi-
tionally, B owns several sensors and actuators. To represent the
close hierarchy and ownership relations between the entities
of identity claims, we introduced the pairing relationship. The
pairing relationship comprises a signed request and a signed
grant declaration. In this example, pairing is used to represent
the organizational structure and the ownership of IoT devices.
For example, a pairing between the identity claims B1 and

Fig. 2. Example declaration between identity claims on the GoT

BS1 is shown in Figure 2. Since the originating identity claims
sign the relations, two identity claims can only be paired when
both private key owners agree in the pairing. We elaborate
the pairing in Section IV-C. All GoT readers can use this
information to reason about the validity of the paired identity
claims. When an entity interacts with a sensor or actuator,
it only has to follow the paring relations to the root entity
to validate its authenticity. The subgraph of an organization
with all its paired identity claims can be considered a CA-like
structure where the organization’s identity claim is the root
CA.

C. Signing Measurements

Sensors’ measurements can be secured with the GoT to
assert their integrity, authenticity, and immutability. There-
fore, the IoT device hashes the measurement and signs
a declaration of type measurement towards this hash. In
Figure 3 IoT device B has signed measurement dec-
larations towards the measurement hashes M1 and M2.
To achieve unique hashes for each measurement, we
build the measurement hash from the following string:
|identity fingerprint|timestamp|measurement|.

A validator can calculate a measurement sample’s hash
and search this hash in the GoT to verify the integrity and
authenticity of the sample. When the validator has found the
hash on the GoT, it can follow the declarations to see if a
trusted identity has signed the declaration.

A B

B′

M1

M2

M3

declaration
measured

measured

measured

Fig. 3. Signing measurements and manipulated identity claim B’



A B
Tu:revokes:Ti

Ti:declaration

Fig. 4. Revocation of a declaration

D. Revocations

With a fast-growing number of IoT devices connected
through the IoT, eventually, some of those devices might
fail. The reason for failures is manifold. For example, a
manufacturer could recognize a severe bug in the software and
recall devices, or manipulation might result in the failure of the
device. Therefore, an entity that has declared its trust on the
GoT must be able to revoke the trust if the conditions for the
trust are no longer given. On the GoT, an entity can revoke a
signed declaration by signing a revoke transaction that contains
the id of the revoked transaction. By declaring a revocation
transaction, an entity states that the revoked transaction is no
longer valid. Since all Veritaa full nodes maintain a copy of
the GoT, they see that they should no longer use the revoked
transaction in their calculations.

Figure 4 shows an example of a revoked transaction. With Ti

entity A signed a declaration towards entity B. To revoke this
transaction entity, A signed the revocation transaction Tu that
references the revoked transaction Ti. Note that it is possible
to revoke all kinds of transactions with this approach.

While the revocation transactions are helpful to update
the reputation based on external conditions, they might fall
short in case of manipulation. For example, when an attacker
manipulates an IoT device, this might not be recognized by the
entities that have signed trust declarations towards its identity
claim. Hence, signing entities might not revoke their signed
declarations, and their trust remains. To overcome the issue
of trusting manipulated devices, the identity of the IoT device
must change when an attacker manipulates the device. When
the identity of the IoT devices changes on manipulation, the
signed declarations still point to the old (not manipulated)
identity. The new identity of the manipulated device starts over
with no incoming trust declarations and, therefore, zero trust.
Figure 3 shows an example, where the manipulation of the IoT
device B changed its identity to B′. Since it has no incoming
declarations, B′ is not trusted.

To assure that an object’s identity changes when the object
has been manipulated, the identity must comprise at least one
identifying property which always changes when an unau-
thorized change is made to the object. When an identifying
property changes, also the identity changes. In terms of IoT
devices, the device’s private key must change on manipulation
of the device to prevent a manipulated device from creating
signatures in the name of the original device. Furthermore,
the identity must be secured, not accessible, and unclonable.
In Section IV-B we show how the tamper detection system is
used to make an identity unusable in case of manipulation.

E. Associated Full Node (AFN)

Devices connected to the IoT are diverse in terms of
functionalities and available resources. Infrastructure for the
IoT must be designed to support all different types of devices.
Since some IoT devices have limited computational capabili-
ties, available energy, and storage, a DPKI for the IoT requires
considering these constraints. For most IoT devices, it is not
feasible to run a full node of a distributed ledger. In order
to overcome this limitation, it is necessary to delegate the
resource-demanding parts of the DLT to an Associated Full
Node (AFN) and only manage the identities and signatures
on the IoT device itself. The AFN is a normal Veritaa node
that additionally manages an identity claim paired with the
IoT device’s identity claim. When the AFN is operated by the
same party that operates an IoT device, the IoT device and the
AFN can inherently trust each other. It must be asserted that
information exchanged between the IoT device and the AFN
cannot be dropped or manipulated. Since the AFN is paired
with the IoT device, they have exchanged public keys and can
verify each other’s signatures. A valid signature asserts that
a packet has not been manipulated. Acknowledgments (ACK)
and negative acknowledgments (NACK) are used to assert that
no information was dropped.

The initial implementation of Veritaa stored the transactions
directly in blocks. In order to delegate the resource-demanding
DLT operations to an AFN, we introduce statements.

F. Statements

In order to enable power-constrained devices, we extend
Veritaa with statements. A statement comprises a list of
transactions, the id of the creator, and its signature. A state-
ment’s transactions are chained by referencing the previous
transaction’s hash, and the creator signs the hash of the last
transaction. Additionally, the IoT devices link the statements
by referencing the last transaction of the previous statement
with the first transaction of the new statement. Therefore, each
IoT device creates its own chain of transactions. This chain of
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Fig. 5. Hash Tree extended with statements



Fig. 6. Testbed and architecture overview

transactions asserts that statements cannot be dropped before
they are written on the DLT. If a Veritaa node recognizes
a missing referenced transaction, it sends a NACK to the
corresponding IoT device, and the IoT device can resend the
missing statement. Figure 5 shows an example hash tree of
some blocks with two statements and their references. Each
block contains a list of statements and each statement a signed
list of transactions.

Compared to sending single transactions, the statement has
the advantage that an IoT device does not have to sign each
transaction individually. Consequently, the IoT device does
not need to transmit the signature with each transaction, and,
therefore, the energy required for this transmission can be
saved. Furthermore, in contrast to committing complete blocks
to a DLT, a statement has less overhead, and the AFN can
perform the PoW required to protect the DLT from spam.
Therefore, the statements enable offloading the block-overhead
to the AFNs.

IV. IMPLEMENTATION

A. Testbed

To evaluate our proposed architecture and future algorithms
and applications, we have built a flexible Veritaa IoT testbed.
Figure 6 shows the architecture of our testbed that extends
Veritaa with low-power IoT devices. The testbed comprises
the Veritaa network, application servers, and IoT devices con-
nected over LTE Cat-M1 or LoRaWAN. The Veritaa network
is built out of several full nodes. Some of the full nodes operate
as Associated Full Nodes (AFN), capable of handling IoT
devices. The AFNs are equipped with an MQTT broker to
exchange information between the Veritaa network, the IoT
infrastructure, and the application servers. In our testbed, the
Veritaa nodes are running in a Kubernetes cluster.

Veritaa assures the integrity and authenticity of messages by
immutably storing their hashes and the creator’s signature on a
DLT. However, the messages are not stored on the DLT. While
the message contains the data like sensor values, the signed
statements ensure the message’s authenticity, integrity, and
immutability. Therefore, we distinguish between the signed
statements directed to an AFN and the message directed to
an application server. The message (red) and the statement

(blue) are exchanged over an MQTT broker. The AFN and
the application server subscribe to related topics to receive
published statements and messages of their IoT devices of
interest.

The architecture is designed to be flexible and support all
kinds of IoT devices and IoT infrastructure. Sensor nodes
with an Internet connection are connected directly to the
corresponding MQTT broker. Gateways with an Internet con-
nection are connected to the broker and translate the traffic to
the given protocol for sensor nodes without a direct Internet
connection. The gateways can map the traffic to different low-
power protocols like MQTT-SN [8], SDNWise [9], or RPL
[10].

We developed a gateway, a LoRaWAN based sensor, and
a WSN sensor as low-power IoT devices for our testbed and
designed and implemented the Veritaa IoT client to connect
them to their AFN. In this testbed, all IoT devices are based on
the EFR32MG21 microcontroller and custom circuit boards.
The EFR32MG21 is a system on a chip with up to 96k RAM,
up to 1 MB Flash memory, a multi-protocol radio module, and
a security processor that enables the SecureVault technology
of Silicon Labs [11]. To connect the IoT devices with the
AFNs and application servers, we use the u-Blox SARA
R510 for LTE Cat-M1 and the Microchip WLR089U0 for
LoRaWAN. For the communication between the IoT devices,
the EFR32MG provides a multi-protocol 2.4GHz module that
supports 802.15.4 and Bluetooth Low Energy.

B. Identity with Microcontrollers
Veritaa, as a DPKI, manages the distributed certification of

identity claims. The security of a private key is not in the scope
of the Veritaa framework but in the scope of the applications
that use the Veritaa framework to publish, authenticate, and
certify identity claims. In this work, we use the EFR32MG21
microcontrollers that contain SecureVault, a dedicated security
CPU that isolates cryptographic functions and data from the
host processor core [12].

Figure 7 shows how we use Silicon Labs SecureVault to
build the identity claim of an IoT device. All cryptographic
functions are executed on the dedicated security CPU of
SecureVault. The elliptic curve cryptography key pair is gen-
erated in the SecureVault, and only an encrypted wrapped key



Fig. 7. Identity claim using Silicon Labs SecureVault

is stored in the internal flash memory of the microcontroller.
Therefore, it is not possible to access the private key from
the IoT device’s firmware. However, the public key can be
accessed by loading the wrapped key into SecureVault and
exporting the public key. This public key can then be used
to build the identity claim of the IoT device. The wrapped
key is loaded from the flash memory into SecureVault over
the mailbox when the private key is needed. Messages that
must be signed are sent over the mailbox to the elliptic curve
cryptography engine, and the signature is then returned over
the mailbox.

The tamper detection system of SecureVault monitors sev-
eral system parameters. When the tamper detection system
detects a tamper attempt and a certain threshold is exceeded,
the tamper detection erases the physical unclonable function
(PUF) key. When the PUF key is erased, the wrapped keys
cannot be encrypted anymore, and, therefore, the private keys
are not usable anymore. Consequently, SecureVault’s tamper
detection can be used to prevent manipulated IoT devices from
signing further transactions. SecureVault also provides Secure
Boot with Root of Trust and Secure Loader to ensure that the
firmware is not exchanged with malicious code.

Note that SecureVault is one way to implement identity
claim management on an IoT device. The key pair could also
be created using the arm TrustZone, and the trusted execution
environment [13] or just plain keys. When the transactions are
valid and the statements correctly signed, it is impossible to
decide how the private keys for the signature were managed.
However, the manufacturer can sign a ”manufactured” dec-
laration towards each IoT device it has made. Therefore, all
who validate a signed message can see which manufacturer
has created a device and use the manufacturer’s reputation
to reason about the quality of its security implementation. A
responsible manufacturer can also transparently sign a decla-
ration towards devices with specific security vulnerabilities.
This transparency provides information that can be used to
decide if a specific IoT device should be trusted or not.

C. Pairing

Figure 8 shows a sequence diagram of the pairing process.
The pairing is conducted by a provisioner, an entity that is able

to initiate signatures of the IoT client and an identity claim
managed on the IoT client’s AFN. Typically, the provisioner
is the owner of the IoT device or the operator of the IoT
device’s infrastructure. The provisioner can use a smartphone
application to pair an IoT device with its AFN. The following
actions are performed to pair the IoT device (A) with its AFN
(B): 1) The provisioner forwards the fingerprint and public
key of B’s identity to A and initiates the pairing request. 2) A
creates a request pairing declaration that points towards the
fingerprint of B provided by the provisioner, signs it in a
statement, and forwards the statement to B. 3,4) B wraps the
statement in a block and commits it to the DLT. 5) B confirms
to A that the statement was successfully written to the DLT.
6) B reports to the provisioner that it has an open incoming
request pairing declaration. 7) The provisioner validates that
A signed the open pairing request and, if so, forwards the
fingerprint and public key of A to the B and initiates the grant
pairing. 8,9) B creates a grant pairing declaration towards A’s
identity claim, wraps it in a statement, and block and commits
it to the DLT. Finally, 10) B sends acknowledgments to A and
the provisioner to notify that the pairing was successful.

After pairing, the IoT device and the AFN have exchanged
their public keys and, therefore, can validate each other’s
signatures and exchange encrypted messages. Furthermore, the
pairing is declared on the GoT, and all Veritaa members can
see that the IoT device is paired with the AFN and, therefore,
reason about the authenticity data signed by the IoT device.

V. EVALUATION

A. Security Analysis

Attackers might try to manipulate, repudiate, or forge mea-
surement values. In this security analysis, we assume that the
used cryptographic functions (hash functions and signatures)
and that the tamper detection system of the microcontroller are
secure. Furthermore, we assume that the DLT is secure, and
therefore, all blocks committed to the network are immutably
stored.

An adversary might try to manipulate, repudiate, or forge
sensor values on the application servers after they have been
measured. Suppose an attacker has manipulated or forged a
sensor value on an application server. Then a validator can
build the hash of the data and check on the GoT if the alleged
IoT device has signed the data. If a signed declaration exists
on the GoT, then data authenticity and integrity are proven.

An adversary that operates an application server might try to
delete some data of an IoT device. Since the DLT only secures
the data hashes, it can only prove that a data point existed at a
given time, but the DLT cannot recreate it. However, if entities
that do not trust each other collaborate on an application, all
can store the data in their own infrastructure, and in case
of a dispute, the DLT can be used to resolve the conflict.
Assume an entity deletes a datapoint of its own copy of the
data set and claims that the data point never existed. Then all
members of Veritaa can see the signed declaration towards a
hash with no corresponding data point. With this information,
they can prove that the data point was deleted. Furthermore,



Fig. 8. The sequence of pairing an IoT device with its AFN

let us assume another entity also has a copy of the data set.
Therefore, it is able to build the hashes of all data points and
select the data point that corresponds with the disputed signed
declaration on the GoT. Since the hash function is secure, two
data points with the same hash are equal. Consequently, the
solution is able to detect missing data, and the original data
can be restored if non-trusting parties make their own copy of
the data.

An adversary might physically manipulate the IoT device
and abuse its identity to forge signatures. Let us assume that
the attacker has manipulated the hardware or firmware of the
sensor node. Then the tamper detection of the microcontroller
will detect the manipulation. As discussed in Section IV-B,
the detection of this manipulation erases the PUF key, and
therefore, the identity of the IoT device is destroyed. Conse-
quently, it is impossible to manipulate an IoT device and use
its identity to sign forged declarations.

An adversary might try to manipulate a statement before
it is written to the DLT. Let us assume that an adversary
has inserted, removed, or manipulated a transaction in a
statement. Then the hash of the transaction changes, and
since the following transaction references the hash of the
manipulated transaction, the hash of the following transactions
would also change. Therefore, also the hash of the last
transaction changes. Therefore, the signature of the statement,
which signs the hash of the last transaction, is invalid after
the manipulation. The DLT only accepts blocks that only
contain valid statements. Consequently, the statement cannot
be manipulated. Furthermore, assume an adversary dropped
a statement before it was written to the DLT. Then the
first transaction of the following statement would reference
the transaction hash of the last transaction of the dropped
statement. The AFN would recognize that the first transaction
is referencing a non-existing transaction and can send a NACK
to initiate retransmission. Consequently, it is not possible to
drop a statement unrecognized.

B. Transmission time to DLT

Between an event that initiates a new transaction and the
time the transaction is written immutably on a distributed
ledger, time elapses. In IoT applications, this time depends
on the underlying network architecture and technology. For
example, LoRaWAN has a limited throughput, 5G enables
high bandwidth with low latency, and connections through
Wireless Sensor Networks have relatively high packet loss

rates. Consequently, in IoT applications, the time until a
transaction is written to the DLT can deviate.

This experiment evaluated the time until a statement’s
transactions have immutably been written from an IoT device
to the DLT. In this experiment, we connected the IoT devices
over LTE Cat-M1 and LoRaWAN. Note that the radio might
longer be active than the time required to commit a transaction
on the DLT. This is because the radio remains active after the
transmission and waits for ACKs.

Figure 9a shows the time required to commit a new state-
ment from the IoT devices to the DLT. The experiment shows
that for LTE Cat-M1, times below 1s are feasible. Note that
these times include the whole process, especially the wake-up
times of the microcontroller and the SARA-R510 module.

Figure 9b shows the performance when the statements
are transmitted over LoRaWAN. Compared to LTE Cat-M1,
the LoRaWAN network has a lower bandwidth and a lower
MTU size to reach larger distances. However, the hashes
of transactions and the signature of the statement require
additional space that might exceed the MTU when multiple
transactions are sent. Therefore, we split the statement, and
each transaction is sent separately to the AFN. When the
last transaction has been sent, the signature for the complete
statement is transmitted. The AFN validates the received trans-
actions and signatures and assembles the parts as a statement.
Due to the low bandwidth, the sensor nodes connected over
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Fig. 9. Required time to send a statement to the DLT.
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Fig. 10. LoRaWAN tx current consumption

LoRaWAN also occupy the medium for a longer time. The
range, data rate, and MTU of LoRa depends on the spreading
factor. In this experiment, we used the spreading factor of
7, which results in a maximum payload size of 222 bytes.
Note that for spreading factors > 9, the MTU is lower than a
transaction, and therefore, a further split of the transaction
would be required for the transmission. After transmitting
a packet, the sensor node must remain silent to meet the
maximum duty cycle requirement. With the given LoRa setup,
it is possible to send up to approximately 200 uplink messages
per hour (depending on the payload size) [14]. Note that the
fair access policy of some LoRaWAN networks might even
have lower limits. The results include the sleep time to meet
the maximum duty cycle between each statement packet. The
LoRaWAN experiment shows that it requires 20 s to commit
a transaction to the DLT.

C. Energy Consumption

The statement comprises hashes, creator id, and creator
signature to ensure the transmitted data’s immutability, in-
tegrity, and authenticity. We have measured the current and
energy consumption required to transmit statements and plain
messages to evaluate the statement overhead. Figure 11 shows
the current consumption when the message is transmitted
over the LoRaWAN using spreading factor 7 and 125 kHz
bandwidth. With this configuration, the bit rate is 5.47 kbps. In
this experiment, we transmitted a 32 bytes long plain message,
which resulted in a 170 bytes long signed statement. Due to
the relatively low data rate of LoRa, the transmission of data
consumes most of the energy.

Figure 11 shows the current consumption when the message
is transmitted over LTE Cat-M1. LTE Cat-M1 has an uplink
bit rate of up to 1.2 Mbps. Therefore, the air time of the data
is around 200 µs for the plain message and 1.1 ms for the
statement. However, after the SARA module has transmitted a
packet, it remains awake for around 3 s and listens to incoming
messages and ACKs. Consequently, the size of the transmitted
information does not contribute much to the overall energy
consumption.

We calculated the energy to transmit a statement and plain
message based on the current consumption. Figure 12 shows
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Fig. 11. LTE Cat-M1 tx current consumption

the energy required to transmit a statement and plain messages
for LoRaWAN and LTE Cat-M1.

Equation 1 shows how overhead is calculated. The overhead
sets the direct costs in relation with the indirect costs, where
c(x) is the cost function.

overhead =
c(statement)− c(message)

c(message)
· 100 [%] (1)

Table I shows the signature overhead when messages are
secured with our proposed solution. A signature overhead of
431.25% seems high when using the required bytes as a cost
function. However, the signature overhead is lower if we use
the energy required to transmit the message as a cost function.
Since establishing the connection and listening for acknowl-
edgments also requires energy, the signature overhead does
not contribute that much to the overall energy consumption.

The experiment shows that securing measurements with our
proposed solution requires 73 % more energy with LoRaWAN
and 5.16 % more energy with LTE Cat M-1 than when the
measurements are not secured. However, this overhead is
affordable for applications that require authenticity, integrity,
and immutability of sensor data. If the sensor depends on
a power supply like a solar cell, the solar cell must be
dimensioned accordingly, and if the sensor depends only on
batteries, they need to be replaced more frequently. Note that
the quality-relevant sensors that benefit from this additional
security also require frequent maintenance like calibrations.
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Fig. 12. Required energy to transmit a message



LoRaWAN LTE Cat-M1
statement plain message statement plain message

Data used [bytes] 170 32 170 32
Data overhead [%] 431.25 431.25
Energy used [mJ] 95.67 ±1.66 55.30 ±7.35 784.65 ±160.69 746.12 ±116.23
Energy overhead [%] 73.00 5.16

TABLE I
SIGNATURE OVERHEAD

VI. CONCLUSION AND FUTURE WORK

In this work, we built a Distributed Public Key Infrastructure
for the Internet of Things with an integrated signature store
based on the Veritaa framework. Therefore, we extended the
GoT with new pairing capabilities, the ABCG with statements
to offload DLT functions to an AFN and enable low-power
IoT devices, designed network architecture, and implemented
an IoT client for Veritaa. We have built a real-world testbed
to evaluate the extensions and enable future experiments and
application testing. The testbed comprises custom-made low-
power IoT devices using LoRaWAN and LTE Cat-M1 for
communication. As a proof-of-concept, we used the testbed
to perform several experiments.

We evaluated the delay until messages are secured on the
DLT and the overhead introduced by securing the messages
on the DLT. Our evaluation shows that securing the infor-
mation introduces some overhead. However, there is always
a tradeoff between energy consumption and security in low-
power applications. For many applications that require this
level of security, the additional required energy is affordable.
Furthermore, the security analysis showed that the proposed
architecture can ensure IoT device data’s authenticity, integrity,
and immutability.

We showed how the GoT is able to establish trust in
the authenticity of the public keys of IoT devices. However,
compared to other PKIs, the GoT is more expressive and
allows signed declarations beyond trust, made, measured, and
pairing. In future work, we will investigate how additional
types of declarations can assert data quality.
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