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Abstract—Much effort and ingenuity has been applied to
develop tomographic methods to derive link-level performance
statistics (packet delay and loss rates) from end-to-end measure-
ments. However, there has been recognition in recent years that
network anomalies may manifest with more detailed spectral
properties beyond these aggregate performance statistics. This
motivates us to study whether network tomography can be
used to attribute spectral properties observed in end-to-end
measurements to local network regions, which would then be
indicated as potential attack targets. Although spectral properties
have been used to characterize network traffic and protocol and
serve as features for anomaly detection, no current methods exist
to localize these features to specific network links.

In this paper we show how a tomographic analysis of end-to-
end measurements can be used to estimate the wavelet energy of
internal link delays. The proposed estimator, used for assessing
link-level performance, is able to locate the link and scale with
the highest energy that might be contributed by anomalies or
congestion. We evaluate our method through world-wide realistic
RTT measurements that shows a high estimation accuracy
(100%) on identifying links/scales with the highest energy and
small mean relative errors (<0.1).

Index Terms—Network tomography, Wavelet analysis, Net-
work measurement

I. INTRODUCTION
A. Time Series Tomography

In the canonical framework for network performance to-
mography we wish to recover a set of edge properties X
through the linear relation ¥ = AX that expresses measur-
able path properties Y that are aggregated by addition over
edges, where A is the routing matrix of paths over edges.
In time-series tomography the edge variables are time series
Xe = {Xet : t € T} associated with a directed edge e
and T is a temporal index set T = {1,...,|T|} € N. For
each directed network path 7 of connected directed edges, let
Y, = {Y., :t € T} be the time series of sums or aggregates

Yer =Y AxeXes e

ecl

where A . is the incidence matrix of edges e over paths T,
ie., Ar. =1 if edge e occurs in path m and zero otherwise.
Time-series tomography seeks to infer properties of the {X.}
from those of the path variables {Y,}. However, the linear
system (1) is in general underconstrained and so does not
admit a unique solution.
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This paper concerns Multiscale Energy Network Tomogra-
phy, i.e., how to infer the energy spectrum of edge time series
{X.} at multiple time scales from pathwise time series {Y,}
derived from end-to-end packet measurements, and how such
inferences can be used to identify the edge localities of effects
of anomalies according to their spectral properties.

B. Multiscale Traffic Analysis

Multiscale analysis has been used to characterize the com-
plex nature of network traffic, examine the interaction between
traffic demands and network protocols at different timescale,
and compute features that support anomaly detection. Specifi-
cally, wavelet analysis provides a quantitative characterization
through the set of wavelet coefficients associated with different
timescales [1]. While self-similar behavior has been widely
observed in network traffic traces since its original discovery
in Ethernet traffic [2], wavelet analysis of WAN traffic reveals
departures from self-similarity at timescales corresponding
to round trip times. This is attributed to the flow control
mechanism of TCP senders that is governed by acknowl-
edgement from receivers [1]. Traffic source demands have
been characterized as cascades, i.e., a multifractal hierarchy
of arrivals of sessions, flows within sessions, and packets
within flows, each member of the cascade presenting at its own
timescale [3]. The set of signal energies in different timescales
can be used as feature for anomaly detection [4], [5]. Wavelet-
based multifractal models have been applied to estimating
effective bandwidth of network traffic [6]. These applications
of wavelet-based multiscale analysis suggest that localization
of observed signal energies to specific edges within a network
can be valuable in identifying the origins of anomalies.

C. Spectral Properties of Anomalies

Network anomalies explore the vulnerabilities of network
protocol and operations and bring down the normal traffic
by taking available resources (i.e., number of connections,
bandwidth, etc) such as widely observed DDoS attack floods
networks by an aggressive packet rate (e.g., 1Tbps) [7]. Unlike
the DDoS by attacking network with a high packet rate to take
over network resources, low rate anomalies (e.g., SlowComm
[8], shrew [9], LoORDAS [10]) send very small attack traffic,
which is around 10% ~ 20% of the total traffic [7] based
on periodic interference with TCP retransmission timers [9]
and are extremely difficult to distinguish it from the normal
traffic. Although the attack traffic sent by low rate anomalies



is small, it still can cause terrible damage to networks. For
example, shrew attack sends burst of packets with a rate
that matches the RTO value would cause network frequently
timeout. Spectral analysis over signals generated by network
anomalies can capture the variations over the number of
packets or the transmission delay, which separates out the
dominate frequencies of attack traffic from the normal traffic.

D. Problem Specification and Contribution

In this paper we address the following problems:

How to infer per link energy at multiple timescales in
additive link metrics from end-to-end aggregate metrics.
Figure 1 illustrates a simple two leaf tree topology where each
node v; denotes the real network device and edge e; ; denotes
the connection between two network devices ¢ and j. Our goal
is to construct, for each timescale, an estimator F(X (i)) of the
wavelet energy of the common path link (path intersection)
X©) from observed path measurements Y1) and Y2 i.e.,

F(X©) = fy®, y®) )

for a function f that we will determine. Furthermore, we aim
to extend this result from the two-leaf tree paradigm to work
with general network topologies.
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Figure 1: Two leaf tree model.

How to locate the link with the largest energy at each
timescale that might indicate congestion or anomalies.

The higher wavelet energy across all scales of a link indicates a
larger sample variance on the collected time series. We further
take the estimation results to identify the link with the largest
energy and scales contributed to the most of energy, which
might result from degraded link performance or anomalies.
We also provide both simulation and realistic experiments on
locating link with the largest wavelet energy.

Our contributions are as follows: 1) We introduced an unbi-
ased estimator for the wavelet energy at multiple scales on the
common path and non-common path using Discrete Wavelet
Transform (DWT) and provided its statistical properties (§11I),
2) We showed the proposed estimator can be applied on
general network topologies (§1V), 3) The proposed estimator,
evaluated by realistic RTT measurements gathered from the
Ark platform, can accurately estimate the energy of internal
links and identify those with highest energy (§V).

II. RELATED WORK

Much work in network tomography has focused on over-
coming the limitations of underconstrained linear systems such
as (1) that arises from network measurement. Several previous

works have focused specifically on the problem of inferring
properties of unobserved network time series {X.}. [11]
considered the related problem of time-varying traffic-matrix
tomography, introducing power-law constraints between signal
mean and variance in order to render the model identifiable
from observations of these variables. While a modified EM ap-
proach [12] was used to find maximum likelihood solution, its
computational complexity was prohibitive for real networks.
Performance tomography from multicast probing is another
approach to rendering an edge metric model identifiable by
introducing constraints between path measurements [13]-[16].
This approach has been extended to estimate the frequencies
of temporal subsequences of internal link packet loss [17]
and latency [18]. Sparsity conditions have been applied as a
constraint through a regularization in order to select sim-
pler” explanation of observed path time series [19], [20]. A
computationally simpler approach has been proposed to infer
link summary statistics in a parameter-free way, in particular,
the variance of internal link metric time series based on the
observation that for additive link metrics that are mutually
independent [21]. Coupled with empirical models relating the
relative ordering of metric variances and averages on path, this
approach has been used to identify worst performing links
and reduce dimension of the linear system (1) to the point
that a restricted form can be solved for these links [22]. The
conditions under which an unknown topology can be identified
from covariance metrics has recently been established in [23].

Wavelet analysis has been widely used in capturing network
abnormal behavior caused by anomalies (e.g., [4], [5], [24]-
[30]). Feldmann [3] used a wavelet-based detection mechanism
on finding network anomalies and also illustrated the relation-
ship between the wavelet energy and the RTT. Hussain [31]
proposed a frame work using spectral properties to classifying
DoS attacks. The low rate DoS attacks, on the other hand, send
small burst of traffic to occupy network resources and lower
the rate of normal TCP traffic based on periodic interference
with TCP retransmission timers [9]. Many approaches (e.g.,
[32]-[34]) on extracting features of low rate anomalies are
focusing on exploring the spectral properties of traffic sig-
nals. While those works have focused on identifying spectral
properties from end-to-end measurements [7], as far as we are
aware these have not been explored by tomography.

IIT. MULTISCALE BINARY NETWORK TOMOGRAPHY

In this section, we shall describe the unbiased estimator for
inferring the common path multiscale statistics based on the
network tomography of end-to-end measurements using DWT
and illustrate its statistical properties.

A. Wavelet Decomposition of Signals

Let Z = {Z, : t € [T]} be a signal with T = 2M
components. The wavelet decomposition of Z involves writing
it as linear combination of functions from an orthonormal basis
as Zy = Y., 0. Z;"qbﬂt where m and n label scale and
translation parameters respectively. The wavelet coefficients
are the scalar products with the corresponding basis vectors,



namely Z™ = Yier) Zidny Let ¢ be a T/2™ x T
orthonormal DWT matrix (i.e.,, constructed by shifting the
Daubechies wavelet filter over time) with components ¢7',
such that wavelet coefficients Z on scale m of time series
Z can be obtained by ¢™Z. DWT usually requires a dyadic
length of sample size T (i.e., T = 2™ M € Z*) but signal
extrapolation methods (e.g., zero-padding, reflect-padding, etc.
) can be used to construct dyadic length.

B. Unbiased Estimation of Internal Links Multiscale Statistics

We start by analyzing the simple network model as shown
in figure 1. The common path refers to the shared path for the
two leaf nodes (i.e., X (0)) and the non-common paths refers to
XM and X@ Let X XM X(2) be mutually independent
signals on [T'] which are stationary in the sense that for any
S C [T] and s € [T] for which the translation s + S C [T,
{X; : t € S} has the same distribution as {Xs; : t € S}.
Set Y = X 4 X for 4 = 1,2 represents the aggregated
path statistics. Much of our analysis will rest on the properties
of the product of the wavelet transformation matrix ¢ with its
adjoint. We abstract this as a T-dimensional square matrix B
for which we will henceforth assume the constant signal 1 is
in its null space, and our analysis will then apply to wavelet
bases for which this property holds.

Define a quadratic form F of a signal Z on R” by F(Z) =
ZTBZ, and define the estimator on the common path X (©)

FX©) = % (F(Y“) +Y@) - py®) - F(Y<2))) 3)

Define the polynomial function G over two stationary
signals Z(M) and Z® on [T] as

G(zW,z®) = S~ E[zVz|B,vB, B2 2]
t,t’',s,s'€[T]
“4)
Let A be the bias of the estimator and

A=FX) - FXxO0)= Z X0 BXU (i £ 5)
4,j€{0,1,2}
&)

Theorem 1. (i) E[BX®)] = 0 (stationary signal)
(i) E[A] = 0 and hence E[F(X V)] = E[F(X )]
(iii) Var(A) =3, ico1,0) GXD, X D) (i # j) !

Theorem 1 describes the unbiased estimator in (3) for the
common path statistics based on observing aggregated path
statistics Y by assuming mutual independence and stationarity
of edge metrics. The bias A in Theorem 1(ii) is essentially the
wavelet product of two time series associated with different
edges such that A = XU . BX®) + X . Bx(©) 4 x(©).
BX™ = (. Similarly, the estimator on the non-common path
will simply be the difference between the observed path energy
and common path energy. Define the energy estimator for the
non-common paths X (i.e., u € {1,2})

F(X™) = F(y™) - F(X) (6)
l(iii) The covariances amongst distinct terms in (5) are zero (e.g.,

Cov(X(1> -BX® x©@ . Bx(0) = E[X(l)] . BIE[(X(2>)TX<2>] .
BE[X©] - E[x(MW]. BE[X®PE[X®)]. BE[X (D] = 0 by (i)).

Theorem 2. (X ") is unbiased and the variance of the bias
over non-common paths estimation equals to Var(A).

The wavelet energy on non-common path F(X (W) for u =
1,2 can also be estimated by equation (6) with bias A, =
F(X®) - F(X®) = A —2X©BX®), The non-common
path estimation is unbiased as the result of wavelet products
of two independent stationary signals approach to zero and
Var(A,) = Var(A) (i.e., Theorem 1).

C. Wavelet Energy Estimation

The aforementioned estimator is constructed by the abstract
matrix B. We now show how the estimation of wavelet energy
is related to the estimator in (3). The energy of a signal Z at
scale m is the summation of square of wavelet coefficients
Z™ that

on(Z) =Y (Z)? = (2™ Zm (7)
This is in general a stochastic quantity. Denote

By = ondny (8)

which constructed by the orthonormal DWT matrix of scale
m. Then we have 02,(Z) = F,,,(Z) where F,,, is the quadratic
form F,,(Z) = ZT B™Z. Defining F,, analogously with the
estimator (3) then we have the following

Theorem 3. For each scale m, Fm(X (i)) is equal to
02 (XW) for i =0,1,2 in expectation. >

A We can further bound the variance of the difference A,,, =
Frn(X©) — 52 (X(©) in terms of the energies of the under-
lying link by the following Theorem.

Theorem 4. Var(A,,) < Zi,je{o,l,z} Elo2, (X®)o2 (X(1))]
(i # j). (Upper bound for Var(A,,)) 3

Thus >, ici0.1.2) o2 (X2 (X)) (i # j) is an upper
bound for VarEAm) in expectation.

D. Statistical Properties Illustration

1) Binary Network Configuration: We configure a model
based on the two-leaf tree topology in figure 1. Let AT denote
as the time duration for a signal X with T = 2M (M € Z™1)
components and let Af be the frequency increment between
adjacent components. Each time series X is constructed by
applying Inverse Fourier Transform over a specific power
spectral density (PSD) function Sx with random phases 6,
such that X = IFT(y/Sx - Af-€?)-T. Let X(©) be the time
series generated by S, = (1/(0.1 + (55)?))? and X, X2
be the time series generated by S, = ((f/10)2- (1+(5)?))%,
which have large energy within low frequency component
(S,) and high frequency component (S;) respectively. We
can also choose any other PSD functions, and our goals
is to show how our method recover the original frequency

2By equation (3), Eyn(Z2) = Fm(Z) = 02,(2Z). }
3(Cauchy — Schwarz), Gm(ZW, 22)) = E[(Zz(1)»™)T Z(2),m)2)
< E[(z(l),m)TZ(l),m (Z(2),WL)TZ(2),m] — ]E[O'?VL(Z(U)O’E”(Z@))]



information on each path. The length 7' of time series is
set to be 2'© and we repeated 1000 experiments. For all
experiments, we used Haar wavelet as our mother wavelet for
simplicity on computing difference of adjacent local average
to perform wavelet analysis and all other Daubechies wavelets
with orthonormal basis can also be used on constructing matrix
B in (8).
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Figure 2: Binary network experiments.

2) Unbiasedness and Variance: Figure 2a illustrates unbi-
asedness (top figure) and correlation (bottom figure) amongst
distinct terms in equation (5) (ij” in the figure represents
the correlation p(X@ . BXW X(@) . BX©®))) The bias is
computed by the average of wavelet products X (). BX () (ab-
solute values normalized by the average of || X || || X)||).
We observe how the bias approaches zero as the number
of experiments increases for the normalized wavelet product,
which is what we expected from Theorem 1 (ii). The empirical
correlation also approaches zero as the number of experiments
increase, and hence illustrates the Theorem 1(iii). The results
of Figure 2 are for the finest scale m = 1, which also
bounds the behavior for larger scales whose estimates are
linear convex combinations of those from m = 1.

Figure 2b shows variance of bias across all scales (equation
(5)). As the time series X (i € {0,1,2}) are generated
according to a certain PSD function, the variance of wavelet
coefficients on a certain scale m is close to constant. Legend of
figure 2b shows the upper bound (i.e., o2,(X()o2 (X)) +
o2, (X)o2 (X@) 402 (XM)o2,(X2))) on each scale and
the variance across all scales is smaller than the upper bounds
as we proved in Theorem 4.

3) Estimation Accuracy: For the configured binary net-
work, the aggregated path statistics Y') are constructed by
time series X (V) such that Y = X(©) 4+ X0 (j € 1,2).

Figure 3 gives estimated wavelet energy across multiple
scales compared with the actual wavelet energy on the com-
mon path (i.e., ey). The estimated values (i.e., y-axis) are
very close to the actual values as those points align with the
diagonal line (i.e., gray line) well. The theoretical variance
o2 of the signal X(© with spectrum Sx is decomposed into
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Figure 3: Wavelet energy estimation

different scales and we have
1 -
2 _ _+ (0)(12
7= [ =g I

where || X||2 is the wavelet energy at scale m of X(©).
Specifically, the wavelet energy o2, at scale m is essentially
summarizing information in the corresponding spectrum Sx

such that

©))

1
2m
T 2 / _ S(har (10)
4m
[35]. For the common path, as we expected, center scales
(e.g., scale 7-10) have more wavelet energy compared to other
scales according to the assigned PSD function S,. Similarly,
for the non-common path, large wavelet energy is observed
over small scales (e.g., 1-5). Figure 4a shows errors with
standard deviation and we can see those error are very small,
which also characterizes the variance of A in equation (5) at
each scale.
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IV. GENERALIZATIONS

The foregoing work in section III has focused on the
canonical two-leaf tree. In this section we outline network gen-
eralizations and discuss the effects of nonstationary signals as
abnormal traffic would generally break stationary assumption.

A. Network Generalization

We assume a directed path P,, C FE is specified from
each vertex u to v in V such that for each u € V' the edges
Upev\{u} Puv form a tree, and likewise Uy ey (v} Pou-

The key technical result enabling our approach is the
following lemma, which says that F' is additive in expectation
on mutually independent signals.



Lemma 5. Let X and X' be mutually independent and sta-
tionary signals on T. E[F(X + X')] = E[F(X)] +E[F(X")].

Figure 5: General topology. Grey lines indicate the common path of leaf nodes
z and y

Now consider a vertex u and the source tree T' = (Vp, E7)
formed by the paths {P,, : v € R} for some R C V.
(Receiver trees can be treated in the same manner.) Without
loss of generality we assume that R comprises leaf nodes of
this tree; if not we can partition 7" into trees that have this
property. For any interior node w € Vr let R,, C R be the set
of leaf nodes descended from w. To any leaf pair {z,y} C R,,
we associated a binary logical tree with edges formed by the
subpaths v — w, w — x and w — y as illustrated in Figure
5. Thus based the composite signals Y (@) = Y eer,.x. WE
form for each scale m the estimator

F:@y(y(w)) - % (Fm(y(r) + y(y)) — Fp(Y®) - Fm(y(y))

1D
of ¢2,(Y(®)), which is unbiased according to Theorem 1.
Convex combinations of estimates from distinct pairs are also
unbiased and are expected to reduce variance, for example
the average F28(Y () = (|R,|(|Rw| — 1))™* 2]
Foy (Y (®); see also [21].

Due to Lemma 5, for any two internal vertices w,w’ in
the original tree 7', we can form an unbiased estimator of the
energy o2, (Y (@) for the total signal ¥ (#-+") _ZGGPW/
associated with the path from w to w’ by EF2v8(Yy(w)) —
F‘ﬁl"g(Y(w,)) where we assume w’ is closer to the root u of
T than w.

Finally, a procedure for fusing a set of source and receiver
trees derived from end-to-end measurements on any increasing
path additive metric has recently been established in [23],
including non-symmetric routing. Applied to the present case,
this would enable establishing the virtual network topology
that expresses the common contributions of network edges to
end-to-end signal energy at any energy scale.

rAYERw

€

B. Nonstationary Time Series

By Theorem 1, E[BX] = 0 for a stationary signal X, which
is invalid for nonstationary signals. We hereby use the figure
1 to discuss when at least one nonstationry signal found in
X0 e {0,1,2}) and they are mutually independent.

Lemma 6. If no more than one signal is nonstationary, then

E[F(X)] = E[F(X©))]. *

YE[X (D BX )] = 0, thus E[£(X ()] = E[F(X(©)].

Theorems of the unbiased estimator properties derivated in
the section III remain valid even if one of the internal link
statistics of the two leaf tree model is nonstationary. This can
be helpful when identifying the degraded link results from
anomalies, hardware failures, efc. . For nonstationary signals
observed in at least two of the links, we need more constrains
to achieve unbiasedness. Let d(*) be the backward differences
of time series X () such that d(”th order backward difference
of X are second order stationary time series with zero mean.
Let L denote the even length of Daubechies wavelet filter.

Lemma 7. E[F(X(©)] = E[F(X)] (L > 2-maz{d®}).

Lemma 7 provides a constrain on nonstationary time series
to have an unbiased estimator F(X(©). With L > 2 %
maz{d®}, we make sure that wavelet coefficients for each
collected time series X () generated by wavelet filter with
length L are second-order stationary time series with zero
mean and hence the estimator F'(X () is unbiased.

V. ARCHIPELAGO RTT MEASUREMENTS

In this section we consider an extension of our approach
to tomography from realistic round-trip time (RTT) measure-
ments taken by the globally distributed Ark measurement
platform [36] without the assumptions on the independent
and stationary of time series. We first described how to
obtain the useful RTT data sets from Ark measurements,
and then illustrate how the unbiased estimation of end-to-end
measurements can be further applied on RTT measurements to
locate the link with the largest energy (possibly resulted from
heavy daily traffic or degradation) in Section V-B, V-C.

A. Use of the Ark Platform

1) Ark Platform Capabilities: The Ark platform is de-
ployed across 115 cities in 47 countries and it is equipped with
several monitoring functions such as topology discovery [37]
and congestion detection [38], [39]. For the present paper, we
are concerned with Ark’s traceroute measurements, launched
from monitor nodes to randomly selected addresses within
each of the routed /24 networks, of which there are over 10
million. Each monitor node uses Scamper [40] to collect RTT
measurements to the destination host and each intermediate
hop RTT via ICMP responses at an aggregate rate of 100pps.

2) RTT Data for Subpaths: In this study we use the Ark
platform to provide RTT time series for subpaths forming tree
subtopologies rooted at a monitoring node. Specifically, given
a monitoring node vy, we form a raw time series of RTT
measurements between vy and any other node v; traversed by
probe packets from vy, comprising the RTT values associated
all ICMP responses from v; back to vyp.

3) Derived Time Series and Data Quality: Ark reports
probe dispatch times at a 1 second granularity, thus we derive
a time series for study by averaging all raw RTT values for
measurement from vy to a given node v; associated with
each 1 second bin. We wish to provide time series of RRT

5If L > 2 - d®), then wavelet coefficients generated by the wavelet filter
with length L is a stationary process with zero mean [35].
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Figure 6: RTT collection over of internal links

measurements for a set of nodes {v;}, but we are in practice
constrained in the choice of location of v; relative to vg in
terms of hop count, since with a greater hop separation, fewer
destinations will be reached from v, through v; and hence
the sparser the time series. For this reason, we kept the hop
count separations as small as possible. After time alignment
of the collected time series over derived topology, the length
of measurements 7" is truncated to satisfy the dyadic length
T = 2™ (m € Z*) for computing wavelet coefficients.

B. Example of A Derived General Topology from Ark

We extracted a topology from Ark measurements at monitor
node acc-gh (196.49.14.12) as shown in figure 7 with
three leaf nodes vz, vg, v7. The monitor node continuously
collects ICMP responses from each of the network device,
which forms a RTT time series for each path originated from
the monitor node. In the network tomography context, we
assume that the only observed RTT measurements are from the
monitor node to each leaf node (i.e., vy to v; (j € {3,6,7})),
and our goal is to estimate the wavelet energy of internal links
or paths based on those observed path measurements.

10.46.0.205

62.115.9.173

196.49.14.12  196.49.14.1

4
10.46.0.209
63.243.216.22

Figure 7: Subtopology from monitor node of acc-gh

The two-leaf tree topology rooted at the monitor node with
common path of vg — v can be formed by leaf node pairs of
(vs, vg) or (vs, v7). Similarly, another two-leaf tree topology
with common path of vg — v5 can be constructed by (vg, v7).
The energy estimation of the common path can be performed
by selecting any two leaf nodes shared the common path
as in equation (11), hence we will use leaf node pairs of
(vs, vg), (vg,v7) for the two common paths estimation. The
non-common paths energy estimation follows equation (6).
Additionally, the internal path (vs-v5) can be estimated by the
difference between the wavelet energy of the two common
paths.

The evaluation is taken from 2019-01-01 and the results are
shown in the figure 8. The wavelet energy is normalized by
1/T and RTT measurements unit is millisecond. We compared
the estimated energy with the actual energy computed from

the RTT time series associated with different internal links or
paths. Different lines in the figure 8 show the actual energy
with error bars indicated the estimation errors across all scales
for internal links or paths. The largest energy is observed on
link v5 —v7 with scale 1 contributed the most, which is around
4x102. Both the common paths vy —vo and vy —vs have small
wavelet energy (<2) across all scales with scale 1 being the
scale with the largest energy. The estimation of the common
path vs —v5, which is the difference between the two common
paths estimates, are close to the estimates of vo—v5 because we
have very small energy on vg—wvs (i.e., bottom line of the figure
8). The non-common paths (except vs — vy) estimation also
have small wavelet energy across all scales with the largest
energy at scale 1. Over all the estimation for the internal links
based on the aggregated path measurements vy — {vs, vg, v7},
our estimator is able to accurately locate the link with the
largest energy (i.e., vs — v7).

The time series of RTT measurements of the highest-energy
link (vs — v7) and the smallest-energy link (v9 — v2) are
shown in the figure 6. The highest-energy link has maximum
150ms deviated from the normal delay around 200ms, while
the smallest-energy link has delays varied within 3ms. The
amount of wavelet energy increases as the frequency and
magnitude of large link delay increase, and our estimator
accurately inferred the wavelet energy of each internal link
and identified the link(s) that has the largest energy.
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Figure 8: Estimation over the general topology

C. Estimator Performance over the Ark Collections

1) Dataset: We extracted subtopologies from 9 different
monitor nodes in different locations across the world and con-
structed a virtual two-leaf tree topology for each of them with



Table I: Jan. 2019 probing stats. Probings from monitor node vg to 2 leaf
nodes with average #. valid probings 7" per cycle.

vo | Leaf node 1 | Leafnode2 | T | #. hops
acc-gh 10.46.0.205 10.46.0.209 15,769 | 3,3
cjj-kr 134.75.23.1 134.75.23.9 18,162 | 2,2
dtw2-us | 12.123.159.50 | 12.123.159.54 3,346 6, 6
eug-us 10.252.9.13 10.252.10.13 9,157 3,3
yhu-ca 62.115.134.52 | 62.115.137.142 | 7,636 4,4
pbh2-bt 103.80.109.65 | 103.80.109.1 2,021 2,2
sao-br 154.54.11.1 63.223.54.30 391 55
tij-mx 38.140.128.49 | 69.174.12.97 13,312 | 3,3
wbu-us 38.140.128.49 | 69.174.12.97 15,746 | 2,2

selected leaf nodes. For a topology with multiple destinations
(i.e., the number of leaf nodes > 3), two or more two-leaf trees
(the smallest unit) can be constructed by selecting any two
destinations (Section IV). For each selected monitor node, we
evaluated 1 month RTT measurements (> 1 probing cycle per
day) with statistics shown in table I where the number of hops
shows how many hops between the monitor node and each leaf
node. The estimation for each monitor node is conducted for
every probing cycle during this month, and the input data (i.e.,
known in advance) for the estimator is the end-to-end delay
and the corresponding topology.
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Figure 9: Accuracy

2) Accuracy: Figure 9 shows the accuracy on identifying
the highest-energy link and ranking its scales according to
their wavelet energy at each monitor node. The accuracy is
calculated by the average accuracy over all probing cycles.
For each probing cycle, the accuracy of identifying the highest-
energy link is either 100% or 0% and the accuracy of ranking
scales is 1 — % Each of the first bar of different
monitor nodes (shown in the x-axis) in the figure 9 shows
the accuracy of identifying the highest-energy link and our
estimator achieved 100% accuracy over all monitor nodes.
Each second bar shows the accuracy of finding the scale with
the largest energy (Top 1 scale) and we also achieved 100%
accuracy. We observed small errors on ranking the scales with
smaller energy as shown in each third bar. The proposed
estimator can precisely identify the highest-energy link and
scale with small errors over scales that have very small wavelet
energy (e.g., < 1073).

3) Mean relative error: Figure 10 shows the mean relative
error (MRE) of estimated the wavelet energy across all scales
on the link with the largest total wavelet energy, which is
the sum of wavelet energy across all scales. The MRE is
Y 7 M, where F¢ (X) represents the
estimates in cth probing cycle and M., C are the largest
number of scales observed for each probing cycle and the
number of probing cycles taken in this month respectively.
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Figure 10: MRE of selected monitor nodes
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We applied a filter over the energy at each scale and only
calculated MRE of scales with energy larger than a certain
percentage of total estimated energy as shown in the x-axis of
figure 10. For example, threshold = 10% is to compute MRE of
those scales with energy larger than 10% of the total estimated
energy of all scales. We stopped at 40% of the total energy as
only 1 scale left for all monitor nodes. Large MRE is observed
when threshold = 0%, which contains those scales with small
energy (e.g., < 1 x 1073) and is more sensitive to the amount
of energy difference between estimates and actual values. On
the other hand, as we increase the threshold (> 10% of total
energy) to eliminate small wavelet energy at some scales, the
MREs are small (< 0.1) over the selected monitor nodes.

4) Average wavelet energy.: Figure 11 shows the average
energy per probing cycle on the link with the highest energy
and all other links for both estimates (green) and actual (blue)
and Figure 12 shows relative errors. The average energy is
calculated by the total normalized wavelet energy (= F(X))
of all probing cycles divided by the total number of probing
cycles such that &>, %F(X ) where T is length of time
series captured at each probing cycle. As we can see from the
figure 11 (a) for the link with the highest energy, all estimates
are accurate for every monitor node with small relative errors.
We aggregate the energy over all other links except the link
with the highest energy, and the results are also accurate as
shown in figure 11 (b). Large relative errors (~ 1) are observed
in cities such as sao-br and tij-mx but they have small absolute
errors as indicated by the bars. Those high wavelet energies
(e.g., > 10) estimated over certain links of each monitor
node are extracted features for the link(s) experiencing high
frequency or magnitude of link delay, which is similar to the
illustration in V-B. By using the inference method, we are
able to efficiently and accurately locate those links through
end-to-end measurements.
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VI. DISCUSSION
A. Complexity and Estimation Improvement

For a two-leaf tree model, the complexity requires O(n)
(DWT) with n being the length of time series. Assume the
network is abstracted by a full binary tree and we collected
n end-to-end measurements at each leaf node, then it requires
O(nm) to estimate the energy over each internal link where
m is the number of leaf nodes.

Let YOO = X 4 xO, v@ = x{® 4 X® bpe
the path aggregation of a simple two leaf tree model. The
estimation errors increase if X:go) and XQ(O) are uncorrelated
as E[F(XO)] ~ 0 # E[F(X©)]. Therefore, the probing
mechanism by enabling dispatch of back to back probes can
further improve the estimation accuracy. Previous works used
similar assumptions to justify tomography using trains unicast
probe packets striped across a set of destinations in order to
emulate multicast probes [41], [42].

B. Asymmetric Routing

Besides the symmetric routing in previous Ark evaluation,
the estimator can also be applied to asymmetric mechanism.
Here we illustrate several cases using the simple tree model
in Figure 1 and assume the time series collected on each link
satisfied the constrains provided in previous sections. Let X ()
denote the one way delay (OWD) measurements taken on each
link and let Y'(") and Y'(?) denote the RTT measurements from
root node to the two destinations.

Case 1. In Figure 13a, we have Y = X(© 4 x(1) 4 x(3)
and Y® = X0 4 x@ 4 x® and

F(X©)=x©.3x© ¢ 3
a€{1,3},b€{2,4}

x@ . gx® (12)

The RTT measurements Y') (j € {1,2}) only contain one
way measurements on the common path from vy to v;.

(d) Case 4

(a) Case 1 (b) Case 2 (c) Case 3

Figure 13: Asymmetric scenarios.

According to theorem 1, we have E[}° c(; 3} pe2.4) X(a) .
BX®] = 0 and E[F(X®) = EX© . Bx©0)] =
E[F(X()]. F(X () estimates the OWD of the common path
from the RTT measurements of Y. Similarly we can obtain
the estimator for other cases.

Case 2. We have Y = X 1 x(1) 1 x®) and Y1) =
2X©) 42X if we assume the OWD measurements taken
for each direction on a path are the same, and our estimator
based on the path observations is

. 1
F(X®) = - (F(Y“) LY@y - pyWy - F(Y<2>))
1
_x©.gx© 1 (@ . gx®
=x©.px®4o 3 X@.Bx
ae{1,3},be{2}
(13)

Case 3. Figure 13c shows when the non-common path has
asymmetric routing. This is similar to the symmetric routing
but the difference is that the wavelet energy estimation of the
non-common path is (i.e.,, (X + X©@)). B(XxM 4 X)),
Case 4. We have Y = 2X© 4+ xM) 4 x®) 4 x&)
and Y = 2X©) 4 929X (2) Therefore, our estimator on the
common path can be described as

y(2)
(14)

A 1
F(X(O)) =3 (F(y(l) + y(2)) (y(l)

VII. CONCLUSION

Multiscale analysis using Discrete Wavelet Transforms en-
abled us to characterize the complex properties of network
traffic by extracting the details across frequencies and provided
valuable statistics in differentiating the normal patterns and the
anomalies. This paper proposed an unbiased estimator on the
multiscale energy of internal links based on the tomography
of end-to-end measurements to locate the network internal
link with the largest energy. We first show how the estimator



of the path intersection is constructed on a canonical two
leaf tree model, then we explored how the different PSD
would contribute to the wavelet energy over different scales.
We evaluated our approach using the realistic RTT measure-
ments collected by CAIDA Ark project to construct the real
subtopologies and infer the wavelet energy of internal path
from the observed source to destination RTT measurements.
We believe the established novel approach can potentially be
used to provide comprehensive network internal statistics anal-
ysis for detecting network anomalies and congestion control.
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