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Abstract— Network Function Virtualization (NFV) is a novel
paradigm that enables flexible and scalable implementation of
network services on cloud infrastructure. An important enabler
for the NFV paradigm is software switching, which should satisfy
rigid network requirements such as high throughput and low
latency. Despite recent research activities in the field of NFV,
not much attention was given to understand the costs of software
switching in NFV deployments. Existing approaches for traffic
steering and orchestration of virtual network functions either
neglect the cost of software switching or assume that it can be
provided as an input, and therefore real NFV deployments of
network services are often suboptimal.

In this work, we conduct an extensive and in-depth evaluation
that examines the impact of service chaining deployments on
Open vSwitch – the de facto standard software switch for cloud en-
vironments. We provide insights on network performance metrics
such as throughput, CPU utilization and packet processing, while
considering different placement strategies of a service chain.
We then use these insights to provide an abstract generalized
cost function that accurately captures the CPU switching cost
of deployed service chains. This cost is an essential building
block for any practical optimized placement management and
orchestration strategy for NFV service chaining

I. INTRODUCTION

Traditional telecommunication and service networks heavily
rely on proprietary hardware appliances (also called mid-
dleboxes) that implement Network Functions (NF). These
appliances support a variety of NFs ranging from security
(e.g., firewall, intrusion detection/prevention system) through
performance (e.g., caching and proxy [1]) to wireless and voice
functions (e.g., vRAN and IMS [2]).

Due to the increasing demand for network services,
providers are deploying an increasing number of NFs. This
requires more and more hardware-based dedicated boxes, and
thus deploying new NFs is becoming a challenging and cum-
bersome task – which directly leads to high operational costs.
The emerging paradigm of Network Function Virtualization
(NFV) aims to address the aforementioned problems by re-
shaping the architectural design of the network [2]. Essentially,
NFV leverages traditional virtualization by replacing NFs
with software counterparts that are referred to as Virtual
Network Function (VNF). Virtualization technologies enable
to consolidate VNF onto standard commodity hardware (e.g.
servers, switches, and storage), and support dynamic situations
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in a flexible and cost-effective way (e.g., service provisioning
on demand).

In current hardware-based networks, operators are required
to manually route cables and compose physical chains of mid-
dleboxes in order to provide services, a problem that is known
as Service Function Chaining (SFC) [3]. The manual compo-
sition of SFC is error prone and static in nature (i.e., hard to
change or physically relocate), and therefore expensive. On the
other hand, NFV-based service chaining (forwarding graph),
enables flexible placement and management of services, which
allows a much more efficient utilization of resources, since
the same computation resources can be consumed by different
NFs in a dynamic way. Thus, a key expected success criteria
for NFV is efficient resource utilization and reduced cost of
operation.

Placement of service chain in NFV-based infrastructure is
not trivial, and introduces new challenges that need to be
addressed. First, NFV is an inherently distributed network
design based on small cloud nodes spread over the network.
Second, even when considering a single (small) data center,
network services might face performance penalties and limita-
tions on critical network metrics, such as throughput, latency,
and jitter, depending on how network functions are chained
and deployed. This is one of the most interesting challenges
for network providers in the shift to NFV, namely identify
good placement strategies that minimize the provisioning and
operation cost of deploying a service chain.

OpenStack [4] is the most popular open source cloud
orchestration system, its scheduling (placement) component
is called nova-scheduler, and can be utilized to place a
sequence of VNFs. When doing so the resulting placement
objective can be either load balancing (i.e., distributing VNFs
between resources) or energy conserving (i.e., gathering VNFs
on a selected resource). Consider the two placement strategies
presented in Figure 1. In this example, we are given three
identical servers A, B and C, and three identical service chains
{ϕ1, ϕ2, ϕ3}. Each service chain ϕi (for i = 1, 2, 3) is tagged
with a fixed amount of required traffic and is composed of
three chained VNFs: ϕi = 〈ϕi

1 → ϕi
2 → ϕi

3〉. Figure 1(a)
illustrates the first placement strategy (referred to as “gather”),
where all VNFs composing a single chain are deployed on the
same server. Note that in the gather case the majority of traffic
steering is done by the server’s internal virtual switching.
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(b) Distribute placement strategy.

Fig. 1: Example of strategies to deploy 3 given service chains.

Figure 1(b) illustrates the second placement strategy (referred
to as “distribute”), where each VNF is deployed on a different
server, and therefore the majority of traffic steering is done
between servers by external switches. One can immediately
see that these two placement strategies require from the VNF
the same amount of resources to operate, however differ
in the cost of their software switching (in terms of CPU
consumption). It is also not completely clear how would the
network perform for each of the placement strategies, with
respect to metrics such as throughput and latency.

In order to decide which of the placement strategy is
better, we need to identify the specific optimization criteria of
interest. In this paper we focus on accurately estimating the
virtual switching cost. For NFV-based infrastructure, virtual
switching is an essential building block that on one hand
enables flexible communication between VNFs; but on the
other hand, comes with a cost of resource utilization. Therefore
assessing, understanding, and crafting a monolithic CPU cost
function for software switching in a NFV-based environment
is an extremely important task and a crucial step in order
to: (i) efficiently guide VNF placement in a NFV-based
infrastructure; (ii) understand how software switching im-
pacts deployed services, namely analyze and comprehend how
throughput-sensitive services behave; (iii) whenever possible,
reduce the costs to the NFV provider and ultimately, foster
the development of cost optimized deployment solutions.

In this paper, we develop a model to estimate the cost
of software switching for different placement strategies over
NFV-based infrastructure. We conduct an extensive and in-
depth evaluation, measuring the performance and analyzing
the impact of deploying a service chain on Open vSwitch –
the de facto standard software switch for cloud environments
[5]–[7]. Based on our evaluation, we then continue to craft a
generalized abstract cost function that accurately captures the
CPU cost of network switching. The main contributions of

this paper can be summarized as follows: (i) comprehensive
evaluation of placement strategies of service chains – based
on a real NFV-based infrastructure, we examine our placement
strategies, and assess performance metrics such as throughput,
packet processing, and resource consumption1; and (ii) model
the cost of network switching – given an arbitrary number
of service chains, our model accurately predicts the CPU cost
of the network switching they require.

The rest of the paper is organized as follows. In Section II
we define our model and in Section III we provide an extensive
and in-depth evaluation of software switching performance.
In Section IV we analyze the results and build an abstract
generalized cost function for our model. In Section V we
discuss related works, and finally in Section VI we conclude
our work and provide future directions.

II. MODEL DEFINITION

In this section we define our model to estimate the cost of
software switching for different placement strategies.

For a server S we denote by St the maximum throughput
that server S can support (i.e., the wire limit of the installed
NIC). Following the recommended best practice for virtual-
ization intense environment ([8]), NFV servers require to be
configured with two disjoint sets of CPU-cores, one for the
hypervisor and the other for the VNF to operate. We denote by
Sh (and Sv) the number of CPU-cores that are allocated and
reserved solely for the hypervisor (and guests, respectively)
to operate. The total number of CPU-cores installed in server
S is denoted by Sc. Throughout this paper, unless explicitly
saying otherwise, we assume that we are given a set of k
servers S = {S1, S2, . . . , Sk}.

A service chain is defined to be an ordered set of VNFs
ϕ = 〈ϕ1 → ϕ2 . . .→ ϕn〉. We denote by ϕ|n the length of the
service chain, and define ϕ|p (and ϕ|s) to be the number of
packets per second (and average packet size, respectively) that
service chain ϕ is required to process. Note that ϕ|p and ϕ|s
are properties of service chain ϕ, namely given two service
chains ϕ and ψ if ϕ|p 6= ψ|p or ϕ|s 6= ψ|s then ϕ 6= ψ.
Throughout the paper, unless explicitly saying otherwise, we
assume that we are given a set of m identical service chains
Φ = {ϕ1, ϕ2, ϕ3, . . . ϕm}, i.e. ∀i,j=1..m : ϕi = ϕj .

We define P : Φ → Sk to be a placement function that
for every service chain ϕ ∈ Φ, maps every VNF ϕi ∈ ϕ
to a server Sj ∈ S. We identify two particularly interesting
placement functions:

(i) Pg – we call gather placement, where for every service
chain the placement function deploys all VNFs ϕi ∈ ϕ
on the same server, namely:

∀ϕ∈Φ∀ϕi,ϕj∈ϕ : Pg(ϕi) = Pg(ϕj)

(ii) Pd – we call distribute placement, where for every
service chain the placement function deploys each VNFs
ϕi ∈ ϕ on a different server, namely:

∀ϕ∈Φ∀ϕi,ϕj∈ϕ : i 6= j → Pd(ϕi) 6= Pd(ϕj)

1Unlike other performance studies, our goal is not to delivers the best per-
formance but rather to evaluate the performance of a given NF configuration.
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As explained above, both placement functions being consid-
ered, follow OpenStack and the objective goal implemented
by nova-scheduler which can be either load balancing
that distributes VNFs between resources, or energy conserving
that gathers VNFs on a selected resource. Figure 1 illustrates
our deployment strategies. Figure 1(a) depicts deployment of
VNFs that follows the gather placement functions Pg , and
Figure 1(b) depicts deployment of VNFs that follows the
distribute placement functions Pd.

For a given placement function P that deploys all service
chains in Φ on the set of servers S, we define C : P →
(R+)k to be a cpu-cost functions that maps placement P to
the required CPU per server. We say the cpu-cost function
is feasible if there are enough resources to implement it.
Namely, cpu-cost function C is feasible with respect to a
given placement P if for every server Sj ∈ S, the function
do not exceed the number of CPU-cores installed in the
server: ∀Sj∈S : C(P)j ≤ Sc

j . Note that our main focus is the
evaluation of the cost-functions with respect to the hypervisor
performance, and therefore we evaluate deployments of VNFs
that are fixed to do the minimum required processing, i.e.
forward the traffic from one virtual interface to another.

III. DEPLOYMENT EVALUATION

In this section, we evaluate the performance of software
switching for NFV chaining w.r.t. metrics such as throughput,
CPU utilization, and packet processing. We describe our
environment setup, followed by a discussion on performance
metrics and possible bottlenecks. We evaluate two types of
OVS installations: Linux kernel and DPDK; and compare
between the two types of VNF placements: gather placement
function Pg , versus distribute placement function Pd.

A. Setup

Our environment setup consists of two high-end HP Pro-
Liant DL380p Gen8 servers, each server has two Intel Xeon
E5-2697v2 processors, and each processor is made of 12
physical cores at 2.7 Ghz. One server is our Device Under
Test (DUT), and the other is our traffic generator. The servers
have two NUMA nodes (Non-Uniform Memory Access),
each has 192 GBytes RAM (total of 384 GBytes), and an
Intel 82599ES 10 Gbit/s network device with two network
interfaces (physical ports). We disabled HyperThreading in our
servers in order to have more control over core utilization.

In both types of OVS installations (Linux kernel and
DPDK), we isolate CPU-core and separate between two
disjoint sets CPU-cores: Sc = 24 = Sh + Sv , i.e. CPU-
cores used for management and for allocating resources for
the VNFs to operate. This a priori separation between these
two disjoint sets of CPU-cores plays an important role in the
behavior of CPU consumption (and packet processing). In our
experiments the size of the disjoint set of cores that are given
to the hypervisor (Sh) varies between 2 to 12 physical cores,
while the remainder is given to the VNFs (i.e. Sv ranges
between 22 to 12). The exact values depend on the type of
installation (Linux kernel or DPDK).

The DUT is installed with CentOS version 7.1.1503, Linux
kernel version 3.10.0. All guests operating system are installed
with Fedora 22, Linux kernel version 4.0.4 – running on top of
qemu version 2.5.50. Each VNF is configured to have a single
virtual CPU pinned to a specific physical core and 4GBytes
of RAM. Network offload optimizations (e.g., TSO, GSO) in
all network interfaces are disabled in order to avoid any noise
in the analysis and provide a fair comparison between the
two types of OVS installations. We evaluated Open vSwitch
version 2.4 in both kernel mode and DPDK. For the latter, we
compiled OVS against DPDK version 2.2.0 (without shared
memory mechanisms – in compliance with rigid security re-
quirements imposed by NFV). Packet generation is performed
on a dedicated server that is interconnected to the DUT server
with one network interface to send data, and another network
interface to receive. In all experiments, we generate the traffic
with Sockperf version 2.7 [9], that invokes 50 TCP flows.

Note that our objective is to provide an analytic model that
captures the cost of software switching. In order to be able to
examine and provide a clear understanding of the parameters
that impact the cost of software switching, we need to simplify
our environment by removing optimizations such as network
offloads, and fixing resource allocation. For achieving optimal
performance, the reader is referred to [8].

We evaluate the placement functions defined in Section
II (i.e., the gather placement function Pg and the distribute
placement function Pd) on our DUT as follows. We vary
the number of simultaneously deployed VNFs from 1 to 30
in each of the placement functions. All VNFs forward their
traffic between two virtual interfaces, each on a different sub-
domains, relaying on IP route forwarding.

Figure 2 illustrates deployments of VNFs on a single server
(our DUT). Figure 2(a) depicts the traffic flow of the gather
placement function Pg . Ingress traffic is arriving from the
physical NIC to the OVS that forwards it to the first VNIC of
the first VNF. The VNF then returns the traffic to the OVS
through its second VNIC, and the OVS forwards the traffic to
the following VNF, composing a chain that eventually egress
the traffic through the second physical NIC. On the other hand,
Figure 2(b) depicts the traffic flow of the distribute placement
function Pd. For this placement, it is the responsibility of the
traffic generator to spread the workload between the VNFs.
Ingress traffic arriving from the physical NIC to the OVS that
forwards it to one of the VNFs through its first VNIC. The
VNF then returns the traffic to the OVS through its second
VNIC, that egress the traffic through the second physical NIC.

B. Evaluating Packet Intense Traffic

In order to discuss the utilization of resources, we measure
and analyze the results of our DUT for several configurations,
while receiving intense network workload. To generate an
intense network workload we generate traffic where each
packet is composed of 100Bytes (avoid reaching the NIC’s
wire limitation). We examine the behaviour of throughput,
packet processing and CPU consumption for increasing chain
size, using both placement functions, i.e. Pg and Pd.
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Fig. 2: Given a set of m service chains Φ, illustrating deploy-
ment of VNFs on a single server (our DUT).

The six graphs in Figure 3 (and Figure 4) depict CPU
consumption, packet processing, and throughput performance
on a DUT that is installed with kernel OVS (and DPDK-
OVS, respectively). The three graphs on the top (Figures 3(a),
3(b), and 3(c) for kernel OVS and Figures 4(a), 4(b), and
4(c) for DPDK-OVS) present the results following the gather
placement function Pg and the three graphs on the bottom
(Figures 3(d), 3(e), and 3(f) for kernel OVS and Figures 4(d),
4(e), and 4(f) for DPDK-OVS) present the results following
the distribute placement function Pd.

We measure throughput by aiming at the total of traffic
that the traffic generator successfully sends and receives after
routing through the DUT. To measure packet processing we
aggregate the number of received packets (including TCP
acknowledgments) in all interfaces of the OVS (including both
NICs and VNICs). For CPU consumption, we present the
results for both the CPU-cores allocated to the hypervisor to
manage and support the VNF and CPU-cores allocated for
the VNFs to operate.

1) Packet Processing and Throughput: A key factor in the
behavior of our environment is the a priori separation between
two disjoint sets of CPU-cores (Sh and Sv). Thus, in our
experiments, we vary values of CPU-cores that are allocated
to the OVS (hypervisor). For ease of presentation, we show
only several selected values (annotated HV in the figures).

Figure 3(a) depicts the average throughput for gather place-
ment function Pg , and Figure 3(d) for distribute placement
function Pd. For the case of distribute placement function Pd,
the more VNFs we deploy on the server, the more the average
throughput is increased, while for the gather placement func-
tion Pg the more the average throughput is decreased. Figures
3(b) and 3(e) depict packet per second for both our placement
function Pg and Pd. The results show that OVS can seamlessly
scale to support 5-10 VNF, however at that point OVS reaches
saturation, and we observe mild degradation when continuing

to increase the number of deployed VNFs.
Figures 4(a) and 4(d) (and Figures 4(b) and 4(e)) depict

average throughput (and packet per second, respectively) of
our two placement function Pg and Pd, on a DUT that is
installed with OVS-DPDK. The behavior of OVS-DPDK is
similar to that of the kernel OVS, with the exception of having
better network performance.

2) CPU Consumption: Figures 3(c) and 3(f) depict the
average CPU consumption of OVS in Kernel mode. For both
placement functions, the CPU consumption of the VNFs is
bounded by the number of allocated cores for management
Sh. A tighter bound of the CPU consumed by the VNFs
(for networking) is a function of the CPU consumed by
the hypervisor to manage the traffic, namely the total CPU
consumed by the VNF is bounded by the total CPU consumed
by the hypervisor in order to steer the traffic to the VNF.

Comparing CPU utilization between the two placement
functions, we observe that both placement strategies behave
similarly for short service chains with little traffic. However,
for longer service chains with increasing traffic requirements
the behaviour of the two placements differs. Namely, in the
gather placement, the CPU consumed by the VNF is almost
identical to the CPU consumed by the hypervisor, whereas
in the distribute placement the CPU consumed by the VNFs
are 70% to 50% of the CPU consumed by the hypervisor.
This observation suggests that in order to achieve CPU cost
efficient placement, different traffic might require different
placement strategies (as will be shown in the results of our
analytical analysis in Section IV).

Figures 4(c) and 4(f) depict the average CPU consumption
of DPDK-OVS. For both placement functions, the CPU
consumed by the hypervisor is fixed and derived from the
DPDK poll-mode driver (with the additional CPU-core for the
management of other non-networking provision tasks). Com-
paring CPU utilization between the two placement functions
shows again that both behave the same for small chains with
little traffic, however for bigger chains with increasing traffic
requirements the behaviour of the two placements defers.

C. Evaluating Throughput Intense Traffic

We reiterate the experiment presented in Subsection III-B
in the context of achieving maximum throughput. Note that as
opposed to the previous section where we wanted to examine
the CPU cost of the transferred traffic, here our goal is solely
to maximize our throughput. In order to discuss maximum
throughput, we measure and analyze the results of our DUT
for several configurations, while receiving maximum transfer-
able unit, i.e. we generate traffic where each packet is com-
posed of 1500Bytes. We examine the behaviour of throughput
for increasing chain size, using both placement functions Pg

and Pd. Since the behaviour of CPU consumption, and packet
processing are similar to the behaviour observed for 100Bytes
packet (in bigger scale), we omit their presentation.

Figure 5 (and Figure 6) depicts throughput performance
on a DUT that is installed with kernel OVS (DPDK-OVS,
respectively). Both Figures 5(b) for kernel-OVS, and 6(b)
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Fig. 3: Experiment results showing throughput, packet processing and CPU consumption for traffic generated in 100Bytes
packets, that is examined over increasing size of chain, on a DUT that is installed with kernel OVS.
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Fig. 4: Experiment results showing throughput, packet processing and CPU consumption for traffic generated in 100Bytes
packets, that is examined over increasing size of chain, on a DUT that is installed with DPDK-OVS.

for DPDK-OVS show that the average throughput can scale
up as long as the server is not over-provisioning resources
(when deploying 1-5 VNFs). For the case of kernel OVS the
bottleneck is the packet processing limit, while the NIC’s wire
limit is the bottleneck for the case of DPDK-OVS. The same
effect can also be seen in Figures 5(a) and 6(a) where again
as long as the server is not over-provisioning resources, the

chain of VNFs is able to forward∼0.8-1.5 Gbit/s in the case of
kernel OVS, and ∼6 Gbit/s in the case of DPDK-OVS. Note
that DPDK-OVS does not reach its packet processing limit
(as it was seen in the case of 100-Byte packets – Subsection
III-B). Instead, the observed limit is induced by the amount
of packet processing that a single CPU core (allocated for
the VNF) can perform (∼6 Gbit/s). This bottleneck can be
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Fig. 5: Throughput for traffic generated
in 1500Bytes packets, that is examined
over increasing size of chain, on a DUT
that is installed with kernel-OVS
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Fig. 6: Throughput for traffic generated
in 1500Bytes packets, that is examined
over increasing size of chain, on a DUT
that is installed with DPDK-OVS
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Fig. 7: Analysis of multiple servers,
showing total throughput for traffic gen-
erated in 1500Bytes packets, that is ex-
amined over increasing size of chain

mitigated if VNFs are set to have more than a single vCPU
– that are configured to enable Receive Side Scaling (RSS).

So far, we presented the average throughput of a single
server (our DUT). A naive straightforward analysis might lead
to the wrong conclusion that the distribute placement function
Pd outperforms the gather placement function Pg . As can be
seen in Figures 7(a) and 7(b), this is not the case. Figures
7(a) and 7(b) present the average overall throughput estimated
by the model defined in Section II on a set of many servers
that are installed with kernel OVS (DPDK-OVS, respectively).
The gather placement function Pg has the advantage of being
able to break the traffic between several different independent
servers, whereas the distribute placement function Pd is bound
by the wire capacity.

IV. MONOLITHIC COST FUNCTION

Section III focuses on exhaustive evaluations, analyzing
throughput, OVS packet processing and CPU consumption
for different placement functions and software switching tech-
nologies (kernel OVS and DPDK-OVS). In the following,
we describe how we build the generalized abstract cpu-cost
functions, and then present and discuss the results.

A. Building an Abstract Cost Function

Based on the measured results on a single server (presented
in Figures 3 - 4, and 5 - 6), we are now ready to craft an
abstract generalized cost function that accurately captures the
CPU cost of network switching.

We iterate the following process for both kernel OVS and
DPDK-OVS. For each placement function (Pg or Pd) and
for each packet size (100Bytes or 1500Bytes), we split the
construction and build a set of sub-functions that compose the
cpu-cost function, namely C = {Cgs, Cds, Cgb, Cdb} where Cgs
and Cgb are sub-functions for placement Pg and packet size
100Bytes and respectively 1500Bytes, and Cds and Cdb are
sub-functions for placement Pd and packet size 100Bytes and
respectively 1500Bytes.

Per each sub-function and for all measured service chain
length, we sample the throughput (Figures 3(a) - 3(d), 4(a) -
4(d), 5(a) - 5(b), and 6(a) - 6(b)) to estimate the amount of
packets that a single server can process, and correlate between
the service chain length and the amount of packets. Next, we
correlate the resulting packet processing, with the measured
CPU consumption (Figures 3(c) - 3(f), 4(c) - 4(f)).

Finally, after extracting a 3-dimensional correlation between
(i) service chains length; (ii) packet processing; and (iii) CPU
consumption, we use the results to extract a set of cpu-cost
functions using logarithmic regression, as follows:

log(CX) = α · log(ϕ|n) + β · log(ϕ|p) + γ

Where X ∈ {gs, ds, bd, db}, namely gather or distribute
placements for 100Bytes or 1500Bytes size of packets. Table
I lists per each sub-function the coefficients α and β, and the
constant factor γ. Given a service chain ϕ, the set of sub-
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Kernel OVS DPDK-OVS
α β γ α β γ

Cgs 0.586 0.858 -1.789 0.370 0.467 1.543
Cds 0.660 0.243 -2.661 0.217 0.091 3.795
Cgb 0.752 0.979 -3.856 0.478 0.578 0.194
Cdb 1.009 0.268 -7.176 0.157 0.109 4.718

TABLE I: Coefficients α and β, and the constant factor γ, per
each cpu-cost sub-function.

functions C estimates the total required CPU consumption on
all servers.

B. Insights

The values presented in Table I reflect the real CPU cost of
the various deployments, but they provide very little insight
regarding our motivation question (see Figure 1). In order to
get a real understanding of this cost we provide graphs that
depict the CPU cost for various service chains characterized
by the length of the chain ϕ|n, and the amount of packets to
process ϕ|p.

Figures 8(a), 8(b), and 8(c) depict the CPU cost for both
placement functions when increasing the number of VNFs
(and also the number of service chains) on servers that are
installed with kernel-OVS, and traffic is received in large
packets (1500Bytes per packet).

In all graphs, the CPU consumption is the total amount of
CPU required on all physical machines to support the service
chain (where 100% represents all CPU-core on all servers).
For service chains with low packet processing requirements
(10 Kpps - 50 Kpps), the cpu-cost function of the distribute
placement Cdb, outperforms its gather placement counterpart
Cgb. However, as the requirement for packet processing in-
creases (100 Kpps to 1.5 Mpps), the behaviour turns over and
favors the gather placement cpu-cost function Cgb.

In turn, Figures 9(a), 9(c), and 9(b) depict the CPU cost
for both placement functions when increasing the number of
VNFs (and also the number of service chains) on servers
that are installed with DPDK-OVS, and traffic is received
in 1500Bytes per packet. In this case the behaviour changes.
For service chains with low packet processing requirements
(10Kpps - 50Kpps), the cpu-cost function of the gather place-
ment Cgb, outperform its distribute placement counterpart Cdb.
However, as the requirement for packet processing increases
(1Mpps to 6Mpps), the behaviour turns over and favors
the distribute placement cpu-cost function Cdb. Both results
presented above show that deciding which of the placement
strategy is better, depends on the required demand of packets
to process, where the exact dependency varies according to
the technology used.

Next we examine the cpu-cost function by varying the
demand (i.e. required packets to process) of a service chain,
for arbitrarily selected few service chain lengths.
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both placement functions on servers that are installed with kernel OVS.
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Fig. 10: Cpu-cost ranging over different packet processing
requirements (ϕ|p) 1500Bytes per packet, for both placement
functions

Figures 10(a) and 10(b) depicts the CPU cost for both
placement functions when increasing the required number of
packet to process (1500Bytes per packet) on servers that are
installed with kernel OVS (Figure 10(a)) and DPDK-OVS
(Figure 10(b)). In these graphs we focus on the definition of
a feasible cpu-cost function. Again, we normalize the cpu-
cost values (i.e., value 100% representes all CPU-core on
all servers), and scale the amount of required packets to
process, in order to illustrate the bounds. All values presented
in the graphs are in log scale. The graphs reaffirm the results
discussed in Figures 8 and 9, that is, deciding the appropriate
placement strategy depends on the required network traffic
demand to process.

Recall the definition of feasible cpu-cost function from
Section II: a cpu-cost function is feasible if there are enough
resources to implement it. In the results presented in Figures
8, 9, and in Figure 10, the value 100% indicates that we
have reached the processing bound and we cannot process
more packets. We can observe that the infeasibility point is
reached differently in each deployment strategy. For instance,
the cpu-cost function of the distribute placement Cdb reaches
its infeasibility point faster than the gather placement Cgb when
using OVS in Kernel model (Figure 10(a)).

V. RELATED WORK

Network function placement. A proliferating field of
interest in NFV is VNF placement [10]–[12] and chaining
[13]–[17] strategies. The efficient orchestration of VNFs and
its routing (or chaining) plays a crucial role in the performance
of deployed network services. In this regard, [12] focus on

where to place VNFs and how to assign flows to them. In turn,
[14], [15] continue and focus on joint optimization of VNF
placement and chaining. Specifically, they defined optimized
placement functions which take into account how VNFs are
interconnected. However, all mentioned lines of work have
neglected the cost of software switching and its limitations.
In general, those works have focused on minimizing arbitrary
cost functions. Therefore, the usage of such models in real
NFV deployments might either lead to infeasible solutions or
suffer form high penalties on the expected performance.

Software switching and IO acceleration. Many accelera-
tion technologies were developed over the years ([18]–[21]).
Accelerating packet processing enables applications such as
switching ([6], [22]–[25]) and network stack ([26]) to process
packets fast and efficiently. However unlike these technologies,
our goal is not to delivers the best performance but rather to
evaluate the performance and estimate its cost.

Middleboxes and Traffic steering. Both academia and
industry show interest in virtualizing network appliances
through a programmable, flexible and scalable architectures
([27]–[30]). Traffic steering is an essential building block for
enabling flexible NFV deployment. SDN is a complementary
technology that enables the dynamic traffic steering between
middleboxes and commodity servers ([31]–[35]). However,
most of the recent literature on SDN has analyzed inter-server
traffic, rather than intra-server traffic – that is the focus of this
work.

VI. CONCLUSION AND FUTURE WORK

Software switching is a key component that enables the
communication between VNFs. in any cloud based infrastruc-
ture. The rigid network requirements introduced by network
function virtualization (i.e. high throughput and low latency)
makes it a crucial component in that paradigm.

In this paper, we conduct an extensive and in-depth evalua-
tion, measuring the performance and analyzing the impact of
deploying service chains on a real NFV-based infrastructure.
We provide insights on how throughput, packet processing and
CPU consumption behave when scaling up service chaining
deployments. Furthermore, we develop a generalized cost
function that accurately captures the CPU cost of software
switching in this setting.

We plan to incorporate our work in OpenStack and other
orchestration tools (e.g. kubernetes [36], swarm [37]) in order
to scale our evaluations, and analyze sequence of real NFV
scheduling requests. Another future direction we plan to
explore is the analysis and measurement of non-linear and
sophisticated service chains.

Understanding the costs and the limitations of software
switching in NFV environments is a key ingredient in the
ability to design efficient solutions for VNF management
and orchestration – possibly leading to lower operational
costs. Thus, a natural extension of this work is to develop
cost-efficient service chain deployment schemes based on the
devised CPU-cost function.
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